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Summary

Enabling government data to be freely shared and accessed can expedite research
and innovation in high-value disciplines, create opportunities for economic
development, increase citizen participation in government, and informm decision-
making in both public and private sectors. Each day government data remains
inaccessible, the public, researchers, and policymakers lose an opportunity to leverage
data as a strategic asset to improve social outcomes.

Though federal agencies and policymakers alike support the idea of safely opening
their data both to other agencies and to the research community, a substantial
fraction of the United States (U.S.) federal government'’s safely shareable data is not
being shared.

This playbook, compiled based on interviews with current and former government
officials, identifies the challenges federal agencies face in 2021 as they work to comply
with open data statutes and guidances. More importantly, it offers actionable
recommendations for Executive and Congressional leadership to enable federal
agencies to prioritize open data.

Paramount among these solutions is the need for the Biden Administration to assign
open government data as a 2021 Cross-Agency Priority (CAP) Goal in the President’s
Management Agenda (PMA). This goal should revitalize the 2018 CAP Goal: Leveraging
Data as a Strategic Asset to improve upon the 2020 U.S. Federal Data Strategy (FDS)
and emphasize that open data is a priority for the U.S. Government. The U.S. Chief
Technology Officer (CTO) should direct a Deputy CTO to focus solely on fulfilling this
2021 CAP Goal. This Deputy CTO should be a joint appointment with the Office of
Management and Budget (OMB).

Absent elevating open data as a top priority in the President's Agenda, the U.S. risks
falling behind internationally. Many nations have surged ahead building smart,
prosperous Al-driven societies while the U.S. has failed to unlock its nascent data. If
the Biden Administration wants the U.S. to prevail as an international superpower and
a global beacon of democracy, it must revitalize its waning open data efforts.

Challenge and Opportunity

The COVID-19 pandemic took 592,776 American lives as of June 2, 2021.! This grim
number would have been higher if not for the continuous stream of data on infection,
mortality, and spread released by the Department of Health and Human Services
(HHS) during the height of the pandemic.? This government data, made freely-

'This figure is sourced from the Centers for Disease Control and Prevention (CDC). See CDC. “COVID Data Tracker
Weekly Review.” COVID-19. Last modified June 4, 2021. https://www.cdc.gov/coronavirus/2019-ncov/covid-
data/covidview/index.html.

2 Honey, Kristen, Amy Gleason and Kevin Duvall. “COVID-19 is Complex, as is COVID-19 Open Data” Meta - The

Data.gov Blog. December 14, 2020. https://www.data.gov/meta/covid-19-is-complex-as-is-covid-19-open-data/.



http://data.gov/
http://data.gov/
https://www.data.gov/meta/covid-19-is-complex-as-is-covid-19-open-data/
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available and easily accessible, empowered data scientists to produce public-focused
models, analyses, and predictive analytics which accelerated scientific and public
health insights, shortening the time it took for COVID-19 information to save American
lives. Opening this data was essential to the U.S. pandemic response, and in
retrospect, every day this stream of data was delayed, American lives were lost. As a
country, we cannot afford to wait for the next crisis to ensure that our data is ready to
be used to improve decision-making.

Open data, as defined by the Government Accountability Office (CAQO) is data in a
standardized format that is free to use, modify, and share.®* Open Government Data,
as defined by the Foundations for Evidence-Based Policymaking Act, are public data
assets created by, collected by, under the control or direction of, or maintained by a
federal agency that are machine-readable, available on a comprehensive data
inventory in standardized non-proprietary formats® Open government data
generates many public benefits, including increasing citizen participation in
government,® spurring research and innovation®, creating opportunities for economic
development’, and informing decision-making in both the private and public sectors.®
Government facilitated open data has benefited critical decision-making in
communities torn apart by natural disasters® as well as, most recently, commmunities
responding to the COVID-19 pandemic.”

Policymakers have shown consistent support over the years for open government
data." Figure 1 gives a brief timeline of some of the recent statutes and guidances,
including major successes like the creation of data.gov and the appointment of a

3 GAO. Open Data: Agencies Need Guidance to Establish Comprehensive Data Inventories; Information on Their
Progress is Limited, March 18, 2021. https://www.gao.gov/assets/gao-21-29.pdf.

4 Foundations for Evidence-Based Policymaking Act of 2018, H.R. 4174, 115, (2019), https://www.congress.gov/bill/115th-
congress/house-bill/4174/text.

5 Open Data encourages greater citizen participation in government by providing citizens with the raw materials
they need to engage their governments and contribute to the improvement of public services. Open data is
necessary but not always sufficient for citizen participation as in many cases data literacy is necessary. See generally
“Starting an Open Data Initiative.” The World Bank, May 13, 2021.
http://opendatatoolkit.worldbank.org/en/starting.html.

¢ “Rebooting Public Service Delivery: How Can Open Government Data Help to Drive Innovation?” OECD
Comparative Study. Organization for Economic Co-operation and Development (OECD). Accessed May 27, 2021.
https://www.oecd.org/gov/Rebooting-Public-Service-Delivery-How-can-Open-Government-Data-help-to-drive-
Innovation.pdf.

71n 2014, GovlLab, based in New York University's (NYU) Tandon School of Engineering, launched Open Data 500
which is the first comprehensive study of U.S. based companies that use open government data as a key business
resource. See “How to Make Open Government Data More Relevant, Accessible, and Actionable?” Open Data 500
Global Network. The Governance Lab. Accessed May 27, 2021. https://www.thegovlab.org/project/project-open-data-
500-global-network. Also, a McKinsey report suggests that seven sectors alone could generate more than $3 trillion a
year in additional value as a result of open data. See Manyika, James, Michael Chui, Diana Farrell, Steve Van Kuiken,
Peter Groves, and Elizabeth Almasi Doshi. “Open Data: Unlocking Innovation and Performance with Liquid
Information.” McKinsey Global Institute. McKinsey & Company, October 1, 2013. https://www.mckinsey.com/business-
functions/mckinsey-digital/our-insights/open-data-unlocking-innovation-and-performance-with-liquid-information.
8 Open data used by researchers can lead to groundbreaking research and insights that inform decision-making.
However, there are instances where closed or classified data can also inform effective decision-making (i.e.,, national
security data). See generally “Open Government.” Data.gov, September 18, 2019. https://www.data.gov/open-gov/.

9 Eggers, William D. “New Orleans’ Fight with Blight Started with Data.” Analytics. Government Technology, October
25, 2017. https://www.govtech.com/analytics/new-orleans-fight-with-blight-started-with-data.html.

'© Rumsey, Matt, and Temilola Afolabi. “Open Data: A Critical Tool for the New Administration's COVID-19 Strategy.”
Tech. FedScoop, December 16, 2020. https://www.fedscoop.com/open-data-critical-tool-new-administrations-covid-
19-strategy/.

T Figure 1 Timeline for Open Government Data Related Statutes and Guidance since 2018.




DAY ONE
PROJECT

Chief Data Officer (CDO) in every agency. These advancements were direct results of
the Executive Branch and Congress’s designation of open data as a priority for the
U.S. government.

Figure 1: Timeline for Open Data Related Statutes and Guidance

2018 Date
e— 20 Mar 2018
President’s Management
Agenda Cross-Agency Priority
Goals
2019 —
14Jan2019 g 11Feb2019 -
Foundations for Evidence-Based Executive Order on Maintaining
Policymaking Act American Leadership in Artificial
Title Il - OPEN Government Data Act \Intelligence
o 21 May 2019
30 Dec 2019 \ Artificial Intelligence Initiative Act
Grant Reporting Efficiency and 10 Jul 2019
Agreements Transparency Act \ OMB M-19-23
020 [ ]
\ 01Jan 2020
Federal Data Strategy Action Plan
10 Mar 2020 OMB M-20-12
2021
01Jan 2021 21Jan 2021
National Artificial Intelligence Executive Order on Ensuring a
Research Resource Task Force ° Data-Driven Response to COVID-19
(FY21 NDAA) and Future High-Consequence
27 Jan 2021 \PUb'IC Health Threats
Memorandum on Restoring Trust in 28 Apr 2021
Government Through Scientific OMB Circular A-11
Integrity and Evidence-Based 30 Jun 2021
Policymaking OMB M-21-27

Despite these positive strides, there remains more work to be done. As part of the FDS
2020 Action Plan, agencies were asked to make data governance materials publicly
available by January 31, 2020.2 Over half of the agencies did not post.” Of the agencies
that did post, 2,258 datasets remain non-public as of Q4 2020." This means a sizable
amount of government data that is legal to share with trusted non-government
researchers is not being shared.”

To get this non-public government data into the hands of researchers, government
personnel need to address the various challenges that prevent agencies from opening
their data.' Policymakers and practitioners alike agree on the nature of the challenges

2 FDS. 2020 Action Plan Progress, Supplementary Information, Milestone 2.1 Publish Agency Data Governance
materials, Accessed June 21, 2021. https;//strategy.data.gov/2020/progress/.

" Ibid.

' FDS. 2020 Action Plan Progress, Supplementary Information, Milestone 6.1 Update Comprehensive Data
Inventories, Accessed June 21, 2021. https://strategy.data.gov/2020/progress/.

> This claim is also made in the NSCAI's Final Report. See “Blueprints for Action.” Final Report. National Security
Commission on Artificial Intelligence, n.d. https://assets.foleon.com/eu-west-2/uploads-
7e3kk3/48187/nscai_blueprints_full_02-28-21.23fa07e2a156.pdf.

6 Such challenges are discussed infra.
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that exist but struggle to implement effective solutions because implementation is
very hard. Implementing a whole-of-government approach to open data will require
interagency & interdisciplinary stakeholders contributing to the design of a process
that works for not only the individual agency but, more importantly, the collective U.S.
government.

Leadership in the U.S. government must act on opening government data given that
Artificial Intelligence (Al) will be a key technology to the U.S government’s national
success in the 21st century and it is powered by data.” The insights that can be derived
from federal data have the potential to supply national actors with new information
to make data-driven decisions that can drive American progress and competitiveness
across multiple industries. Each day government data remains inaccessible to
researchers, American entities fall behind internationally and unknowable scientific
insights are deferred to the future causing people to live worse lives unnecessarily.
Due to the government'’s position as the largest and most important holder of data,
our ability to build a smart, successful Al-driven society is dependent on the capacity
to open our data as soon as possible.

Plan of Action

The Biden Administration, with the support of the Deputy Director for Management
(DDM) at the OMB, should explicitly emphasize that open government data is a top
Administration priority. They can do this by assigning open government data as a 2021
CAP Goal in the PMA. In accordance with President Biden's desire to refresh and
reinvigorate our national science and technology strategy,’ the 2021 CAP Goal should
revitalize the 2018 PMA CAP Goal: Leveraging Data as a Strategic Asset, to improve
upon the 2020 FDS.

Currently, there is no dedicated government official positioned with the mandate to
champion the 2021 CAP Goal along with the necessary authority to execute on such a
goal. Upon filling the vacant U.S. CTO seat in the Office of Science and Technology
Policy (OSTP), the U.S. CTO should direct a Deputy CTO to focus solely on fulfilling the
2021 CAP Goal. The Deputy CTO should be a joint appointment with OMB.

Congressional and Executive leadership alike can support the Deputy CTO in fulfilling
the 2021 CAP Goal by emphasizing that open data is a priority for the U.S. at all levels
of government. Executive leadership can prioritize opening data that is in demand by
national actors to restore America's global standing. Legislative leadership can
support the innovation economy and create new jobs by opening existing federal
government data and mandating the creation of new data.

7 See generally West, Darrell M., and John R. Allen. “How Atrtificial Intelligence Is Transforming the World."” Brookings,
April 24, 2018. https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/.

'® This desire was communicated in a letter sent to Dr. Lander from President Biden. See Biden Jr., Joseph R. “A
Letter to Dr. Eric S. Lander the President’s Science Advisor and Director of the Office of Science and Technology
Policy.” The White House, Briefing Room, Press Releases, January 15, 2021. https://www.whitehouse.gov/ostp/news-
updates/2021/01/15/a-letter-to-dr-eric-s-lander-the-presidents-science-advisor-and-director-of-the-office-of-science-
and-technology-policy/.
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As part of the Deputy CTO's strategy for fulfilling this CAP Goal, the Deputy CTO should
address the following challenges that prevent many federal agencies from opening
their data. The challenges outlined below have been sourced and synthesized from
conversations conducted by the Plaintext Group with employees from various federal
agencies.”

Budget Challenge

There are no explicit statutory appropriations to support and fund the work of an
agency's CDO? or additional technical staff needed to open high-value datasets. The
statutes and guidances mentioned in Figure 1signal support from policymakers, but
many are unfunded mandates, leaving agencies responsible to find funding.

e Legislative solution:

o Congress can allocate funding for open data in the annual
appropriations legislation.

o Executive solution:

o The Technology Modernization Board can prioritize open data projects
and encourage agencies to apply to the Technology Modernization Fund
(TMF) to receive incremental funding and technical expertise.

Workforce Challenge

The public sector talent pipelineis in crisis as the need for talented public servants has
sky-rocketed? and the government'’s personnel systems are not currently designed to
build, support, and promote a data workforce.?? Many data teams lack technical
expertise, full-time staff>®, and continued training.

® Agencies engaged include CISA, DHS, DOD, DOJ, DOS, DOT, FBI, FAA, GAO, GSA, HHS, IRS, NASA, NCO, NIH, NIST,
OSTP, VA, and more. All employees participated in their personal capacity. This document was prepared
independently from any political or governmental entity. While the document generally reflects the observations,
insights and recommendations of the employees, it is not the case that every employee will agree with everything
expressed herein.

20 “Future of Open Data: Maximizing the Impact of the OPEN Government Data Act.” Data Foundation & Deloitte, n.d.
https://staticl.squarespace.com/static/56534df0e4b0c2babdb6644d/t/5d93ad3b6165f71e75ed9834/1569959237991/Fu
ture+of+Open+Data+-+Final.pdf.

2 "Government-to-University Initiative.” The Volcker Alliance, November 17, 2020.
https://www.volckeralliance.org/G2U#why-is-g2u-important.

22 Eggers, William D., John O'Leary, and Amrita Datar. “The Future of Work in Government - Navigating a Shifting
Talent Landscape.” Deloitte Insights. Deloitte. Accessed May 27, 2021.
https://www2.deloitte.com/us/en/insights/industry/public-sector/future-of-work-in-government.html.

2 See generally Moore, Jack. “Lack of Funding Means Several Agencies Won't Be Getting Digital Service Teams After
All.” Nextgov, June 13, 2016. https;//www.nextgov.com/cio-briefing/2016/06/lack-funding-means-several-agencies-
wont-be-getting-digital-service-teams-after-all/129046/. Also, see generally, U.S. Government Accountability Office.
Assessing Results and Coordinating with Chief Information Officers Can Improve Delivery of Federal Projects, June
10, 2016. https://www.gao.gov/assets/gao-16-733t.pdf.
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e Legislative solution:

o Congress can direct a data science occupational series to support CDOs
as they hire talent with technical skill sets.

o Executive Solution:

o The Office of Personnel Management (OPM) can create a data science
occupational series?®, establish job classifications for data roles, enhance
existing roles, and explore training and certifications to ensure that data
practitioners are continuously improving their skills.>®

o Federal agencies can use flexible hiring authorities? to recruit experts in
data engineering for temporary “tours of duty” to help identify which
agency datasets will support high-impact use cases, and how to build
pipelines to assemble this data.?”

Guidance Challenge

The Open, Public, Electronic and Necessary Government Data Act of 2018 (OPEN
Government Data Act) required the OMB to issue guidance by July of 2019 for
agencies to implement comprehensive data inventories, but this guidance has yet to
be released.?® This failure has limited agencies’ progress in implementing their
requirements under the act.?®

¢ Legislative solution:
o Congress can encourage*® the OMB to release the Administration’s plan for

Phase Il Implementation Guidance for agencies to implement
comprehensive data inventories.

24 An occupational series is the Federal Government's numbered system for categorizing, defining, and grouping
similar jobs. See United States Office of Personnel Management “Introduction to the Position Classification
Standards,” Policy, Data, Oversight (August 2009) https://www.opm.gov/policy-data-oversight/classification-
qualifications/classifying-general-schedule-positions/positionclassificationintro.pdf.

S bid 1.

26 Examples of authorities that can facilitate tour of duty stints include the Intergovernmental Personnel Act (IPA),
Direct Hire Authority (with permission from OPM), Schedule A hiring authority for fellowships and industry exchange
programs (Schedule A(r)), and Expert and Consultant Pay. See generally “Hiring Authorities and Mechanisms.” A
Playbook for the Department of Defense. The Center for Digital Talent, Schmidt Futures. Accessed June 30, 2021.
https://www.techtalentfordefense.org/resources/list-of-dod-hiring-authorities-and-mechanisms.

27 A few Tour of Duty Case Studies illustrating non-comprehensive snapshots of successful impact agencies,
fellowship programs, small teams, and individuals can have, can be found in Appendix A of IDA Report. See Pefa,
Vanessa, and Chelsea A. Strokes. “Tour of Duty Hiring in the Federal Government.” Science & Technology Policy
Institute. The Institute for Defense Analyses (IDA), n.d. https://www.ida.org/-/media/feature/publications/t/to/tour-of-
duty-hiring-in-the-federal-government/d10700final.ashx.

% |bid 1.

2 1bid 1.

39 Mechanisms for encouragement include writing letters, holding hearings, expressing their sentiments in must-
pass legislation, etc.



https://www.ida.org/-/media/feature/publications/t/to/tour-of-duty-hiring-in-the-federal-government/d10700final.ashx
https://www.ida.org/-/media/feature/publications/t/to/tour-of-duty-hiring-in-the-federal-government/d10700final.ashx
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o Executive solution:

o OMB can issue the statutorily required Phase Il Implementation
Guidance for agencies. Releasing this guidance will allow agencies to
implement comprehensive data inventories and provide agencies with
direction as they work to meet their requirements under existing open
data statutes. This will also reaffirm that open data is a priority of the
Administration.”

o The OMB Director can establish a new position, Assistant Director for
Information Policy, to oversee, manage, and coordinate relevant
activities across OMB's divisions and offices, and serve as the OMB's
liaison for Executive Office of the President (EOP) appointees outside of
OMB looking to work with the OMB on data.*?

Incentive Challenge

Mandates have been provided with myriad action items, corresponding to milestones
and target timelines. Agencies prioritize their data assets as it relates to their mission
statements but lack a concrete incentive structure and corresponding motivation to
post, update, and maintain their data assets.

o Executive Solution:

o The Administration, with the help of the Chair of the CDO Council, can
create incentives for participation and compliance with data-sharing
efforts.3® These incentives can engage the entire federal government
behind common data priorities.

Community Challenge

The absence of interagency collaboration opportunities and public-private
partnerships limits the imagination to envision use cases for federal open data beyond
their current facility.** Agencies may not know the value of their data to other
stakeholders because they may not regularly communicate data needs or inventory
beyond their agency of operation.

31 This recommmendation is sourced from the GAQ. Ibid 1.

32 This recommendation is sourced from the National Academy of Public Administration Election 2020 Select Task
Force: Organization of Information Policy and Use At OMB. See “Advancing Information Policy and Use at the OMB.”
National Academy of Public Administration. 2020.
https;//napawash.org/uploads/OMB_Information_Policy_and_Use_Working_Group.pdf.

33Chui, Michael, Diana Farrell, and Kate Jackson. “How Government Can Promote Open Data and Help Unleash Over
$3 Trillion in Economic Value.” Government Designed for New Times. McKinsey Global Institute, n.d.
https://www.mckinsey.com/~/media/mckinsey/industries/public%20and%20social%20sector/our%20insights/how%2
Ogovernment%20can%20promote%20open%20data/how_govt_can_promote_open_data_and_help_unleash_over_$
3_trillion_in_economic_value.pdf.

34 Kenneth R. Dahl, Colonel, U.S. Army writes ‘The federal government has archaic, vertical, “stove-pipe”
organizational structure and processes that severely undermine success in operations and policy implementation.
We are unable to achieve unity of effort and a whole-of-government approach to devising solutions to critical
problems.’ See Dahl, Kenneth R. “New Security for New Threats: The Case for Reforming the Interagency Process.”
The Brooking Institution, July 2007. https.//www.brookings.edu/wp-content/uploads/2016/06/dahl20070731.pdf.
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o Executive Solution:

o Leveraging prior work undertaken through the Networking and
Information Technology Research and Development (NITRD) program’s
Big Data Interagency Working Group,*® OSTP can hold an innovation
sprint to build a roadmap to establish an open knowledge network in a
phased manner.*®

o The General Services Administration (GSA) can host an annual
hackathon in partnership with willing federal agencies centered around
open data projects.

Quality Challenge

The differences in quality of data in the possession of federal agencies is vast.*” Quality
in this context refers to the sophistication of the data’s format and structure. Some
data is clean and structured as machine-readable information, accessible in
databases prepared for Al applications. Other pieces of data are formatted as PDF
photos of hand-written notes hosted in folders on desktops. Many data assets include
inaccurately labeled, incomplete, or missing data. Unsophisticated and messy data is
useless.*®

o Executive solution:

o Leveraging the work of the National Institute of Standards and
Technology (NIST)**, The Chair of the CDO Council can issue a common
policy and set of best practices to support the release of Al-ready
government data to the public and work with industry and academia to
adopt compatible policies and best practices for reciprocal sharing and
documentation.®

35 “Open Knowledge Network - Summary of the Big Data Interagency Working Group Workshop.” The Networking
and Information Technology Research and Development (NITRD) Program, November 2018.
https://www.nitrd.gov/pubs/Open-Knowledge-Network-Workshop-Report-2018. pdf.

36 This recommendation was sourced from the NSCAI Final Report. Ibid 10.

37 GAO identified data quality as a challenge preventing them from determining the extent to which agencies
regularly update their inventories. lbid 1.

38 Sambasivan, Nithya, Shivani Kapania, Hannah Highfill, Diana Akrong, Praveen Paritosh, and Lora Aroyo. “Everyone
Wants to Do the Model Work, Not the Data Work: Data Cascades in High-Stakes Al." Google Research, n.d.
https://storage.googleapis.com/pub-tools-public-publication-
data/pdf/0d556e45afc54afeb2eb6b51a9bc1827b9961ff4.pdf.

32 The National Al Initiative Act of 2020 tasked NIST to develop standards for Al data sharing and documentation. See
Pub. L. 116-283, William M. (Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021, 134 Stat. 3388
(2021).

%0 This recommendation was sourced from the NSCAI Final Report. Ibid 10.
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Privacy Challenge

Much of federal agencies’ data assets contain personally identifiable information (PI1)*
and sensitive data. As opening this data risks disclosing PII,** privacy-enhancing
techniques are necessary. However, many agencies do not have the necessary
expertise or guidance to implement effective privacy-enhancing techniques.

¢ Legislative solution:

o Congress can pass legislation establishing a National Secure Data
Service (NSDS)* to facilitate data access for evidence building* while
ensuring transparency and privacy. The NSDS should model best
practices for secure record linkage and drive the implementation of
innovative privacy-enhancing technologies.*

o Executive solution:

o The National Al Initiative can coordinate National Science Foundation
(NSF) funded privacy researchers to undertake rotational assignments at
federal agencies*® and work closely with agency personnel and data
stewards to responsibly unlock access to more of the government’s
data.”’

Security Challenge

Trust in government infrastructures is low. As recent high-profile hacks*® have
highlighted, government technology infrastructure is outdated and in need of major
upgrades.®® Agencies’' risk management strategies take this reality into account and
often determine that the cybersecurity risk of opening government data is not worth
the reward.

4 Pll is data that could specifically identify an individual.

“2 An individual data asset in isolation does not pose a privacy or confidentiality risk but when combined with other
available information may pose such a risk. Ibid 2.

“3This legislation was introduced on May 12th, 2021 within H.R.3133 - To establish a National Secure Data Service, and
for other purposes. See, to establish a National Secure Data Service, and for other purposes., H.R. 3133, 117, (2012),
https://www.congress.gov/bill/117th-congress/house-bill/3133.

“ As defined by the Foundations for Evidence-Based Policymaking Act of 2018, evidence means information
produced as a result of statistical activities conducted for a statistical purpose. The Act established an Advisory
Committee on Data for Evidence Building. See Ibid 2.

% This recommendation was sourced from the Report of the Commission on Evidence-Based Policymaking. See,
“The Promise of Evidence-Based Policymaking - Report of the Commission on Evidence-Based Policymaking,”
September 2017. https://bipartisanpolicy.org/wp-content/uploads/2019/03/Full-Report-The-Promise-of-Evidence-
Based-Policymaking-Report-of-the-Comission-on-Evidence-based-Policymaking.pdf.

% 1bid 18.

47 This recommendation was sourced from the NSCAI Final Report. Ibid 10.

%8 The SolarWinds cybersecurity attack reached top government agencies and exposed sensitive data. See Jibilian,
Isabella, and Katie Canales. “The US Is Readying Sanctions against Russia over the SolarWinds Cyber Attack. Here's a
Simple Explanation of How the Massive Hack Happened and Why It's Such a Big Deal.” Business Insider, April 15,
2021. https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12.
“?In March 2018, the President's Management Agenda identified aging technology infrastructure as a barrier to
change. See “FDS 2020 Action Plan.” PMA, n.d. https://strategy.data.gov/assets/docs/2020-federal-data-strategy-
action-plan.pdf.




DAY ONE
PROJECT

o Executive solution:

o The Cybersecurity and Infrastructure Security Agency (CISA) supported
by the Federal Risk and Authorization Management Program
(FedRAMP) can establish guidance about best open data practices and
offer resources® for agencies as they open their data.

o The National Al Initiative can coordinate NSF-funded cybersecurity
researchers or CISA cybersecurity professionals to undertake rotational
assignments at federal agencies® and work closely with agency
personnel and data stewards to responsibly unlock access to more of the
government’s data.>

Specificity Challenge

Agencies are more likely to be able to respond to requests for expanding access to
data if government and private sector experts can identify specific datasets and high-
impact use cases that would be enabled if this data was made available.>

o Executive solution:

o The Administration can encourage researchers, practitioners, and other
stakeholders to identify high-priority datasets using an ideation
competition, with prizes provided on a rolling basis.>*

o GSA —with the help of the CDO Council — could effectively crowdsource
and host an open register of questions, projects, and data pairs from
researchers, practitioners, and other stakeholders.

%0 Resources can include dispatching CISA cybersecurity researchers to agencies in need of security support.

5 bid 29.

52 This recommendation was sourced from the NSCAI Final Report. Ibid 10.

53 Hypothetical or moonshot dataset ideas can be as useful as preexisting knowledge of existing datasets.

5 Such an ideation competition can be modeled off methods used during the Obama administration. See Chenok,
Dan. “The Open Government Story - Providing A Bridge Across the Public Sector and With the Nation.” IBM Center
for The Business of Government, April 2, 2020, Accessed June 7, 2021.
http://www.businessofgovernment.org/blog/open-government.

11
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Frequently Asked Questions
1. Why is a joint appointment for the Deputy CTO necessary?

OMB has statutory authority over much of the current open data related statutes and
guidance but is primarily government facing. OSTP lacks statutory authority but has
more freedom to access external technologists for sourcing implementation
expertise. Therefore, a joint appointment would place the Deputy CTO in the best
position to successfully coordinate and execute on the U.S. FDS.

2. Are the challenges listed above in order of significance?

No. Many of the challenges listed above are interconnected and this is not an
exhaustive list of challenges. Addressing one challenge effectively may entail solutions
from several challenges.

3. What are notable outcomes and achievements from enabling open access to
government data?

e Health data from HHS is used by Aidin to improve the patient-placement
process in choosing a post-acute care provider.®

e Food data from the Department of Agriculture (USDA) is used by researchers
to address a range of research and planning questions related to food demand
relationships.>®

e Environmental data from the National Centers for Environmental Information
(NCEI) is used by ranchers to make timely, critical decisions that can directly
affect the success of their operations.®”

e Data on infection, mortality, and spread released by HHS during the height of
the pandemic empowered data scientists to produce public-focused models,
analyses, and predictive analytics which accelerated scientific and public health
insights, shortening the time it took for COVID-19 information to save American
lives.>®

55 Center for Open Data Enterprise “North America Use Cases.” The Open Data Impact Map. Last modified Fall 2016.
https//www.opendataimpactmap.org/nattcaseStudies.

% USDA Economic Research Service “Research Projects and Publications” FoodAPS National Household Food
Acquisition and Purchase Survey. Last modified November 4, 2020. https://www.ers.usda.gov/data-
products/foodaps-national-household-food-acquisition-and-purchase-survey/research-projects-and-publications/.
57 National Centers for Environmental Information (NCEI) National Oceanic and Atmospheric Administration (NOAA)
“NOAA helps ranchers and federal agencies manage drought impacts.” Value of the Data: U.S. Drought Monitor. Last
modified March 18, 2019. https://www.ncei.noaa.gov/news/value-of-data-USDM.
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