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(U) 2. General. $As discussed pboyésobjérviig the Coffifithidlity of the
exchange of informations b2téeen’ gbviraniédts id ahdsik quisit, for flte successful
_conduct of diplomacy; trust in the discretion of the other side is often essential to
successful negotiations and discussions. The expectation of confidentiality applies
equally to exchanges between adversaries and friends. Actions that undermine this trust
carry costs which must be weighed. Additionally, foreign governments are the frequent
sources of information vital to the formulation and execution of U.S. foreign policies.
The continued access to this information will generally depend upon our willingness to
protect such information and the foreign government as the'source. The same may be
true of certain exchanges with officials of international organizations and other
confidential international organization material.

(U) Generally the foreign-derived information will itself be sensitive and the need
for classification will be clear based upon its substance. This will not always be the case,
- however, so the classifier must calculate the likely reaction of the source to disclosure
even if the information is not by itself sensitive, and weigh the effect of that reaction on
U.S. foreign policy and foreign relations, including the willingness of the government or
official to share information in the future. Some governments are more protective of
their information than are others — including even the fact that they have provided
information to the U.S. at all. Some governments insist that their information.be
protected for a set period of time, such as 25 years. In deciding whether to classify, the
classifier may conclude that a predictable negative reaction of the originating country to
release of its information is of sufficient magnitude to justify classification even in the
absence of self-evident sensitivity of the information itself.

(U) If a foreign government or international organization of governments has
itself classified the document at a level which corresponds to the U.S. classification
“Confidential” or above, the document should be considered properly classified and
given protection at least equivalent to the comparable U.S. classification. A U.S.
classification may be assigned, but there is no need to do so if the responsible agency
determines that the foreign government markings aré adequate to meet the purpose served

by U.S. classification markings. [Section 1.6(e)]

(U) Not classifying FGI is not equivalent to approving public release. Certain
types of information exchanged with foreign governments (e.g. dealing with protocol,
administrative and consular matters) are not normally classified by either government,
~ though both parties may regard them as non-public communications. On the American
side, considerations such as storage requirements and the need for host and third country
U.S. Government employees to have access are likely to be factored into the decision
whether to classify. The fact that FGI is not classified at time of receipt does not mean
that it would necessarily be released in response to a Freedom of Information Act or other
access request. Under procedures for processing such information requests, a
determination would h& matip 3t the thmgeef the gogessiequest whether foreign relations
considerations might fequirewithielding frofr rélease ind, If ntebshry, whether the
document should be classified at that time under the prSvisiori’s’Sf Section 1.7(d) of E.O. .
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(U) 3. Types of FGI Likely to Require Classification. FGI can encompass a broad
range of types of information, including:

(U) a. High Level Correspondence. This includes letters, diplomatic notes or
memoranda or other reports of telephone or face-to-face conversations involving foreign
chiefs of state or government, cabinet-level officials or comparable level figures, e.g.,
leaders of opposition parties. It should be presumed that this type of information should
be classified at least CONFIDENTIAL, though the actual Ievel of classification will
depend upon the sensitivity of the contained - information and classification normally
assigned by the U.S. to this category of information. Information from senior officials
shall normally be assigned a classification duration of at least ten years. Some subjects,
such as cooperation on matters affecting third countties, or negotiation of secret
agreements, would merit original classification for up to 25 years.

(U) b. Foreign Government Documents on Matters of Substance. These include, but
are not necessarily limited to foreign government diplomatic notes, aides-memoir,

- position papers, “non-papers” and USG transcriptions of foreigh documents e.g. the
telegraphic reporting by a U.S. embassy of the text of a foreign government document.
Foreign government documents will frequently bear no classification markings when
received. Whether the information should be classified will depend upon the sensitivity
of the underlying subject to both governments. As a general rule, such FGI should be
classified at the highest level normally assigned to this kind of information by either
government and for the same length of time as U.S. documents containing similar
information. When there is no comparable U.S. information to provide a guide for
duration, the FGI should normally be classified for ten years from date of origin.

(C) c. Information Provided Orally by a Foreign Government or International
Organization Official. Information provided to the USG by a foreign government or
international organization official in the performance of his duties should generally be
accorded the same level of protection as comparable information contained in documents.
If an official is merely conveying the official position of his government on a then-
current issue in bilateral or multilateral relations which has been made public and is well
known, there may be no need to protect the information. The foreign government or
official, however, might expect such communications to be treated as confidential. There
are a number of instances in which the information will almost invariably require
classification protection. These might include: ' R
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(U) Often a pgely State s Départiment | docume«ntewﬂl.m.c'ludb feference to an
intelligence presence in a parﬂcular country. T his may / be in the form of information
from or about an intelligence source or simply identification of an intelligence présence.
A document containing such information should be classified at least CONFIDENTIAL
+ for a duration of 25 years, or 25X1 if it reveals the identity of a human intelligence

source.

(U) Roger Channel messages are controlled by the Assistant Secretary, INR.
They are used to report sensitive intelligence matters and have very limited distribution.
Roger Channel should normally be classified SECRET for a duration of 25 years, or
marked 25X 1-human if they reveal the identity of a human intelligence source.
(Inclusion of information here on Roger Channel] does not constitute authority to initiate
messages in this channel. This will normally be done by an OCA.)

(U) Cryptologic materials are generally held by the Department on a temporary
basis. Cryptologic materials come under the control of the National Security Agency
(NSA) and classification determination will generally have been made by that agency.
These might include information on: U.S. cryptologic capabilities'and vulnerabilities;
foreign cryptologic capabilities and vulnerabilities; cryptoperiod dates; and inventory
reports of COMSEC material. When there is question about the classification of possible
cryptologic information, it should be given to officials in the Department who regularly
deal with such information or sent to NSA for a classification determination. In the
interim, it should be marked and treated as TOP SECRET/SCI with a duration of 25
years. If storage is not available at the TS/SCI level, it should be marked and treated in

the interim as SECRET.

(U) D. FOREIGN RELATIONS OR FOREIGN ACTIVITIES OF THE UNITED
STATES INCLUDING CONF IDENTIAL SOURCES [1.4(d)]

(U) As noted above, and outlined in more detail below, the conduct of foreign
affairs takes place in a highly fluid and often rapidly changing environment. What is
sensitive in a particular country at a particular time may have greater-or less sensitivity
six months later and have none whatsoever in another country. We have described below
the most likely circumstances in which information should be classified to avoid damage
to U.S. foreign relations or U.S. diplomatic activity. These should cover, at least by
logical extension, most circumstances where information will require classification. The
discussion below focuses on foreign countries, but also apphes to international
organizations where the same considerations apply.

(U) 1. Sensitive Diplomatic Commentary, Reporting and Analysis.

: (U) General Considerations. Reporting on and analysis of the internal affairs or
foreign relations of a couﬁtfy 1§, %l (,an;‘rll fuﬁgmm of’U'S fbragn S@rvzce posts and is
vital to the formulation and execution-af 178 foreighpolicy. " Thisaeporting should be
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unclassified when thg,suljject matier is goutipg, alseady in the,public domain, or otherwise
not sensitive. Draftezsswill sometimessfiad'it preferable to deave gut or separately report
sensitive informatiort In dr'der to obtdir? the broatfest useful dit%&ntihation of the
remaining reported information. However, much reporting and analysis necessarily
contains material that, if released, would damage U.S. relations with the government or
important elements of a country or otherwise undermine U.S interests and should be

classified. This could include:

(U) a. Reporting and Analysis about the policies of the government, or a political party,
or social or economic group. Sensitive commentary in this category warranting
classification can be either favorable or unfavorable. The basic question is whether
release of the information would complicate U.S. political activities or impair relations.
For example, favorable commentary about the policies of opposition parties or
personalities could complicate relations with the government. Even neutral commentary
could have a negative impact if it gives the impression that the USG is too deeply
involved in the country’s affairs. However, neutral commentary about a country’s
current domestic or foreign affairs is unlikely to be very sensitive and therefore may not
require a long duration of classification. Classification at the CONFIDENTIAL level for
a duration of ten years or less is likely to be adequate for this type of information. (But
see Section III.D 7 below when information is derived from a confidential human
source.).
(U) When the commentary is negative, the information is inherently more
sensitive and likely to require a higher level and longer duration of classification. This
could include any kind of negative commentary, whether based on policies or
personalities. Especially sensitive examples of negative commentary might include
reports of corruption of individual officials, foreign government agencies or other
institutions. The possibility that foreign political, economic, religious and social leaders
will survive and rebound from adversity again to become significant players on the
political or diplomatic scene should not be underestimated and needs to be taken into
account when assigning classification duration. The Bureau of Intelligence and Research
(INR) produces a broad range of all-source analyses. Most of these reports are
derivatively classified from sensitive sources. Where INR reporting is based upon State
or unclassified sources, classification will be determined by this Guide or other approved
guides (see I.B. Supplemental Guidance). See also Section C on Intelligence Activities.

(C)
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(©) e. Biographieslnformation. L« Biographicdnfesmatier ahout foreign persons

may be classified or IlDIClgiSSIﬁed ohpeﬁdmg 'u,pon poﬁntg:ﬁt M SOufce of the information e 0%
{ '(,I/ 2

as described elsewhere in this guidé.” WHen deciding vpon the’Clattification of

b12Mfomaﬁon in Staté reportin gL .
writers should take into account local sensitivities suoh as the deference

“Etended 1o rehglous or royal personages or the pnvacy accorded to female famﬂy o

members

. (C) 2. Sensitive Policy Disoussions/Recommendations/PIans.

(C) a. Policy Formulation. The formulation of foreign policy is a broad-ranging
and sometimes free-wheeling process in which many options are explored. In addition to
critical analytical material, as described above, policy documents may raise policy
options in regard to countries, groups or organizations which, if revealed, would damage
or impair foreign relations or national security. There are, for instance, situations in

which the thoroughness of the policy debate requires consideration of options that should

not be made public. |

Eor Tnstance, knowledge of the fact that the U.S. is

explormg adopting a particular posture at the UN or in another international forum could
have a possrbly broad negative 1mpact Addltlonally, pohoy dehberatlons need to be

have been rejected. i

(U) The level of classification given to policy documents will depend upon the
sensitivity of the underlying issues, but a classification of SECRET will often be
appropriate. (In rare circumstances where the release of policy deliberations could result
in exceptionally grave damage to the national security, a TOP SECRET classification
might be appropriate. In these cases, the classification should be derived from an existing
TS document, or an OCA’ wrth TS authonty should be asked to  classify the information. )
Policy information may a1§oaren;1?.1n sep;smve -fora cc;ﬁgrdergbie ;oer;«;)d’o;, time. The fact
that a particular policy wa$ <otadoptedionisad longds in effels Wil hotmecessarily
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diminish the sensmv;tys ot the-p@hcy d@hbe.rﬁhaﬁs* Su:r’H mf(:fmatmn should generally be
protected for at least'tf:ﬁ y@ars“,.dep@ndmg Qn th@,mrgumstanoes & dﬂranon of 25 years

could be appropriate.

(U) b. Contingency Plans. The policy process frequently culminates in specific
plans for dealing with various actual or potential situations. The same sensitivity
described above in relation to the policy debate would probably be embedded in the
resulting plan, whether or not it has been implemented, and similar consideration should
be given to classifying the information at the SECRET level (and in rare circumstances at
the TOP SECRET level) and for a duration of ten or more years. Additionally, references
to older contingency plans which remain in effect or which are relevant to current

situations or plans should be considered for classification.
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(U) 4. U.S: Involvément in International Disputes -

(U) Because of its status as a global great power, there are few international
disputes or controversies in which the U.S. does not have an interest, either directly as a
party, because a friend or ally is a party, or because of the U.S.’s actual or potential role
as mediator or participant in conflict resolution efforts. This includes new controversies
but also may include issues which date back many years (or decades) that are still the
subject of current negotiations, ongoing dispute, open or hidden resentments, current or
potential irredentism, or capable of again becoming contentious issues involving U.S.
interests. In those cases where the U.S. has been, or may again be, involved as an
intermediary, it is an additional concern that information not be released which would
prejudice future negotiations on unresolved issues or impair the U.S.’s ability to continue
an intermediary role to resplve.thase issues., For,this reason, if isimportant that
information be classifiedawhemjtssreleaseg might sausesor rgvivé conflictior controversy,
inflame emotions or otheiWisé Prejullide UTS. idterests. Classifiets shovld be aware that
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it may be necessary t@classafy infermation aboutcnewlg/.ansmg cmﬂlcts about long-

standing ones such a§ Igrae‘l P@lesmne gn,ci Kashrmx as 'WelLag qurrpaﬂon relatmg to
long-simmering or dormant controversies sich fHe Faiklands 18far'ds or Peru-Ecuador.

. (U) The potential damage to the national security and foreign relations will, to
some-extent, be a factor of the U.S. involvement in the basic dispute or settlement efforts.
In these cases where there is involvement, a classification of SECRET will frequently be
appropriate. As the foregoing discussion suggests, this type of information can remain
sensitive for an appreciable length of time, even well beyond the time that the dispute is
supposedly “settled”. It should, therefore, normally be classified for at least ten and up to
25 years. (During systematic review, this category of information is often exempted from

automatic declassification at 25 years.)

(U) 5. Confidential Diplomatic Exchanges and Negotiating Agreements.

(U) In many negotiations and other diplomatic exchanges, particularly but not
solely in a bilateral context, it is a deeply rooted and long-standing tradition of diplomatic
intercourse that the details of the exchanges between the parties, including commentary,
will not be divulged during the course of the negotiations. Most countries expect that
their diplomatic communications will be treated with confidence even after the matter
under consideration is concluded. As a general rule, therefore, when negotiations or
other diplomatic exchanges are conducted in a non-public, off the record, channel, details
should be classified. This rule applies to negotiations and exchanges with international
organizations as well as with foreign governments. Information obtained from (and in
some contexts, shared with) other governments or international organizations of
govermnments in a non-public, confidential exchange should be treated as Foreign
Government Information (FGI) and classified for as long as necessary, taking into
account both the inherent sensitivity of the information and the expectations of that party.

(See section on FGI above.)

(U) In many cases, U.S.-origin classified information relating to the U.S. position
in negotiations needs to be classified only until the negotiations have been completed.
However, if the same or similar issues are to be separately negotiated with another party
or parties, or if an agreement is controversial and is likely to remain a sensitive topic in
the public discourse of the other negotiating party, U.S. interests may require longer-term
classification of information regarding the negotiations. Additionally, references to prior
international agreements that remain classified should generally be classified also.

(U) The sensitivity of the subject matter of a negotiation will dictate both the level
and duration of classification. For instance, agreements on defense-related subjects such
as mutual defense or force basing agreements are likely to have greater sensitivity than
economic or consular agreements. Additionally, agreements on defense subjects may
include provisions spemfymg the classmcatlon prptectwn to be given to the negotiating
record or the text of the agrepmeglt WJ3611 th],s i8 ihC’Ca;SC tho‘se*teljp;ts ;'shall govem
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(U) While th@re i -w1de aggeement fhat successful ﬁeg@tlaelons require and justify
the classification and wlthh'olding'of mfdnﬁﬁtloh' thert is dlstra stfong belief that citizens
have the right to be informed of the commitments the government makes on their behalf.
Therefore, information on the negotiation of international agreements ought to remain
classified only as.long as necessary to protect U.S. interests evident at the time of the
agreement. In most cases, this will mean that a duration of ten years or less should be
applied unless the particular circumstances, including the terms of the agreement, require

a longer duration of classification.

(U) 6. Confidential Relations with Forei,qri Domestic Entities.

(C) Various elements of embassies, consulates, or missions abroad will often”
establish relationships with governmental or non-governmental entities in the host__ .
country in order to facilitate their work.

4
}

|
4

————
a
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(U) Information relating to the security and protection of U.S. individuals and
facilities may also be classified under Section 1.4(g). Information relating to security that
_does not warrant classification may nonetheless require protection and should be treated
and marked as SBU. (See Section III.G. below). Information relating to law
enforcement investigative materials that does not qualify for classification protection
under E.O. 12958 may, nongthellds,sbe gproimﬂy WIﬁlh@ld f‘r@me p@lbh@ abC@SS under the

333 IJJ 333
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(U) A confidential human source is any individual who has provided, or who
may reasonably be expected to provide, information to the United States on matters
pertaining to the national security with the expectation that the information, or the
relationship, or both, are to be held in confidence. (This is distinct from a Human
Intelligence Source covered by Section 1.4(c). See III.C. above.) The understanding that
there is to be confidentiality need not — and in fact generally will not—be explicit. It is
enough that an individual under the circumstances - would reasonably anticipate that his
U.S. interlocutor would treat the information or the relationship as confidential. The
identity of the individual and the information should not be classified in the absence of
the threshold of identifiable damage to the national security, but this determination need
not focus on the specific individual or information at hand if just divulging the source
would be likely to damage confidence in the willingness of the U.S. to protect sources of
information passed in the expectation of confidentiality. '

-
¢
i

(U) Classification at the CONFIDENTIAL level will generally be adequate to
protect information identifying a confidential source. However, when the information
being provided by the source is itself very sensitive and valuable to the U.S. or if
revealing the identity of the source could result in danger to his own or to his family’s
life, physical well-being or livelihood, a SECRET classification would be appropriate.

(U) Special attenﬂo meéﬁs to beapaldafo the dlafatlon’of Classifieation of
-information that would reve’aalf’thﬁﬁlzdezntgt\; of a;:’onﬁﬂehﬁ’al héndaf soudrctsdncluding
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consideration of the pessibility.of negatiye agtion.againshthe source. The duration of
classification should bessufficterjtly lon;z,@'o proteet, tle gourgezfrony the danger of
retribution for as long ‘s B&%s dlivé, and Ior’Cer f'thére’is dAnyet Sfretribution against his
family. While a classification duration of 25 years, or even less, may be adequate in most
cases, the Information Security Oversight Office has recognized the continuing
sensitivity of source-revealing information and has authorized exempting from 25-year
automatic declassification, at time of origin, information that would reveal a confidential
human source or human intelligence source. (These are the only categories of
information that may be so exempted at time of original classification.) When the
classifier determines that a confidential human source may require protection for longer
than 25 years, he shall make the entry “25X1-human” on the duration line. No other date
is required and the information shall remain classified until declassified under proper

authority.

(U) E. SCIENTIFIC, TECHNOLOGICAL OR ECONOMIC MATTERS [1.4(e),
1. 4(d)] ,

(U) Section 1.4(e) authorizes classification of “scientific, technological, or
economic matters relating to the national security, which includes defense against
‘transnational terrorism.” State Department personnel will often create documents
containing scientific or technical information requiring classification but that information
will generally already have been classified elsewhere. A document creator in these cases
should derivatively apply the appropriate classification level and duration from the source
documents or, if no example is available, seek a knowledgeable OCA to classify the

information.

(U) While economic information may similarly have been classified elsewhere
and therefore handled as derivative, officials in the Department or abroad will more often
make original comp11at1ons or analyses of economic matters that require classification.
This could include, for instance, analyses of foreign economies or economic sectors, or of
the activities of U.S. firms in foreign countries, the release of which would harm
economic relations with the country or relatively disadvantage aspects of the U.S.
economy. Information classified under this category might, in many instances, also be

- classified under 1.4(d) as relating to the foreign relations or foreign activities of the U.S.
For instance, information or analysis compiled or prepared in connection with the
negotiation of an international economic agreement could be classified under both 1.4(d)
and (e) if release would harm the U.S. negotiating position. In some cases merely
revealing the extent and depth of USG knowledge of aspects of a foreign economy could

- be harmful to U.S. foreign and economic relations. As noted above, if more than one

category of Section 1.4 applies to the same information, all applicable categories should
be cited. Generally classification at the CONFIDENTIAL level will provide adequate
protection to economic information, but if the information appears to be of particular
sensitivity, inherently or because of the context, it should be classmed SECRET

Economic information will ##8qfiéatly loge ;tSesenSﬂthtysaﬁef aparticalar event such as

the conclusion of a negotiatzqQmn, the s;gnmg j)f acanttali or the tnl ofa Ratvest season. If

CONFIDENTIAL

20
January 2005 DSCG 05-01




CONFIDENTIAL

the event is sufficienly definite an.d 1demt1f1able db should be JJSf‘d for classification
duration. Economic §nformatioq will rgoto »oemerakly IE%III‘C’CIS.SSIfIC&tIOH beyond 10 years
(but keep in mind thé long"terni ne e s Protéct tonfldéntial Hifthat®sources of

information).

(U) Classification category 1.4(e) was modified by the 2003 amendment to E.O.
12958 to include the words “which includes defense against transnational terrorism.”
This Ianguage did not arise in the interagency discussions which preceded the issuance of
the amendment, so its precise meaning is not clear. On its face, however, the inclusion of
this language would appear to authorize classifying scientific, technical or economic -
information, including U.S.-origin information, that might individuaily, or in the
aggregate, be of use to poténtial planners or perpetrators of terrorist acts. Thus,
information such as that relating to the weaknesses of certain structural designs or the
combustibility of certain materials would appear to be classifiable in those circumstances
in which there is a likelihood that release would aid terrorism. - Absent an identifiable and
imminent terrorism connection, a classification of CONFIDENTIAL would normally be
adequate as would a duration of ten years. It should be borne in mind that the inclusion
of classified information in a document imposes certain storage, transportation and other
safeguarding requirements. It should also be recalled that Section 1.7(b) of E.O. 12958,
as amended, states that “Basic scientific research information not clearly related to the

national security shall not be classified.”

(0) F. USG PROGRAMS F OR SAFEGUARDING NUCLEAR MATERIALS OR
FACILITIES [1.4(f)]

(U) The Department of Energy (DOE) is responsible for U.S. Government
programs for safeguarding nuclear facilities or materials within the U.S. Department of
State officials incorporating such information in Department of State documents should
classify the material derivatively based on a referenced document or DOE guidance.
Persons who lack a DOE guide but believe that information requires classification under
this category should either obtain the assistance of a Department of State OCA
knowledgeable in the subject area, or send the material without delay to the Department
of Energy for a classification determination. The material should be marked as SECRET
for purposes of transmission and all copies should be protected at that level pending a

DOE determination.

(U) Department officials occasionally create documents containing information
about the safeguarding and vulnerabilities of foreign nuclear facilities and materials or
nuclear materials in international transit. Frequently the information will have been
originally classified by DOE or another agency or will be covered by a DOE or other
agency guide. In those cases, the information should be derivatively classified at the
appropriate level. Department of State originated information about safeguarding foreign
nuclear facilities or materials should normally be classified SECRET for a duration of at
least 10 and up to 25 years glepe’ncﬁng on;t}le b’e’stﬁéﬁﬁdﬁie mh@w léhg mformatmn is
likely to remain relevant to 3U »S. seountyzc&ncems rWhen wmtt'e,rr g;ggiaﬂg:g is not
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available, it is pr_eferable that suchsinformatipn beclassified by an,QCA familiar with the
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(U) G. VULNERABILITIES OF SYSTEMS, INSTALLATIONS AND PLANS
[1.4(g)]

(U) Section 1.4(g) authorizes classification of information that concerns
“vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans or
protection services relating to the national security, which includes defense against
transnational terrorism.” The underlining above indicates the language that was added in
the March 2003 amendment to the Order. While the additions were arguably covered by

“ the previous language, their addition reflects the post 9/11 concern that the classification
system be capable of adequately protecting all information concerning vulnerabilities or
capabilities the release of which could compromise U.S. security.

(U) Department-originated information relating to installations and
infrastructures should be protected from unauthorized release to the general public if it
could be useful to individuals or organizations that might harm U.S. facilities or
installations. Much of that information, however, does not require assignment of a
security classification and may be designated and marked as SBU. Other information
will, because of its greater sensitivity and possible use to individuals and groups hostile
to U.S. interests, require classification under this section. With over two hundred
embassies, consulates and missions abroad, the Department has particular vulnerability
and responsibility in regard to this-category of information. Attacks on U.S. facilities and
personnel in Africa, the Middle East and elsewhere underline the importance of
protecting this category of information. As regards information relating specifically to
the design and construction of overseas facilities, the Bureau of Diplomatic Security has
issued a detailed guide entitled Security Classification Guide for Design and Construction
of Overseas, Facilities — May 2003. It is available from the Bureau of Diplomatic
Security or through Regional Security Officers at post. Nothing in this Guide is intended

to amend or change that guidance.

(C) When classifying, classifiers must balance the degree of protection given to
the information with the reality that achieving a secure environment will sometimes
require sharing information with non-cleared persons, e.g., local officials, facilities
maintenance personnel, and local security guards. Below is a non-inclusive, illustrative
list of categories of information that may require classification protection in whole or in
part: . |
a) The emergency and evacuation plans of embassies and missions abroad;

b) information on structure, désign and layout of curfent USG facilities;
c) details about security and anti-sabotage, anti-terrorism equipment or techniques

that might be useful to planning an attack on U.S. persons or facilities - T
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d) methods of protecting U.S. persons and facilities against physical penetration
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“"g) Platis to consolidate or'relocate U.S. overséas missions in the eventof a
national emergency.
h) details of negotiations or arrangements with foreign governments to coordinate
anti-terrorism actions and practices.

(U)_While classification offers the best protection, these kinds of information
often need to be shared with uncleared Americans or foreign persons and classification,
therefore, may not be appropriate. While not within the scope of this Guide, such ‘
information may be properly designated as SBU, bearing in mind that SBU is not a
classification. Where classification is warranted, classification at the CONFIDENTIAL -
level will often be adequate and most appropriate, especially when the information needs
to be widely shared, particularly with other agencies where personnel clearances at the
CONFIDENTIAL level are the norm. When the sensitivity of this type of information
requires, it should be classified at the SECRET level. When classified, information in
these categories should normally be classified for as long as the information is likely to
remain current and sensitive, usually at least 10 years, but not generally for as long as 25
years.

(U) Frequently Department officials will incorporate another agency’s
information relating to these categories into Department of State documents; for instance,
Secret Service information in a message on presidential travel. When this is the case, the
information should be classified derivatively, based upon the other agency’s
classification level and duration unless the Department of State information in the
document requires a greater level and duration of protection, in which case it shall be
classified based upon this Guide or an OCA decision.

(U) H. WEAPONS OF MASS DESTRUCTION (WMD). [1.4(h)]

(U) Section 6.1(pp) of E.O. 12958 reads: “Weapons of mass destruction’ means
chemical, biological, radiological, and nuclear weapons.” Information should be
classified under this category to protect against proliferation of these weapons and to help
prevent terrorist groups or other potential adversaries from either acquiring these
weapons or the technical information that could be used to develop these weapons.
Additionally, information that would assist a potential developer of weapons of mass
destruction in evading monitoring and detection by the United States and its allies and
international verification bodies such as the International Atomic Energy Agency or the
Organization for Prohibition of Chemical Weapons should be considered as assisting in
the development of such weapons and be classified accordingly.
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(U) 1. Chemical and Biological Weapons (CBW). Information that would as.sisf
in the acquisition, de¥elopext, design; shd mattufadtire of GBWasystems and delivery

systems and the devé@ﬁn;eﬂt Bf°hémer§13§le’€.BW°sy’Stéms that eotdd be used by terrorists
is likely to have been developed and originally classified by another agency. State
classifiers should derivatively apply the original classification level and duration. In the
event that a Department official creates a document containing such information for
which there is no indication of previous classification, it should be classified
CONFIDENTIAL or SECRET depending upon the classifier’s best estimate of the
sensitivity of the information, with a classification duration of at least 10 years.

(U) 2. Radiological Weapons. Information that would assist in the acquisition,
development, design, and manufacture of a radiological weapon and its delivery systems
and the development of homemade radiological weapons that could be used by terrorists
is likely to have been developed and originally classified by another agency. State
classifiers should derivatively apply the original classification level and duration. In the
event that a Department official creates a document containing such information for '
which there is no indication of previous classification, it should be classified
CONFIDENTIAL or SECRET depending upon the classifiers best estimate of the
sensitivity of the information, with a classification duration of at least 10 years. In
addition, since radiological weapons contain nuclear material, some information related
to radiological weapons could be classified as nuclear weapons information discussed .
below.

(U) 3. Nuclear Weapons. U.S. nuclear weapons information falls under the
authority of the Department of Energy (DOE) under the terms of the Atomic Energy Act
of 1954 (AEA). DOE classified informatjon falls into three categories: a) National
Security Information (NSI) which is classified under the authority of the present and
previous executive orders, such as E.O. 12958; b) Restricted Data (RD); and ¢) Formerly
Restricted Data (FRD). The latter two classification classes are authorized by the AEA,
and are administered by DOE. RD conceris the design, manufacture or utilization of
atomic weapons, the production of special nuclear material (e.g., plutonium and uranium
235), and the use of special nuclear material in the production of energy. RD is

. controlled by DOE alone. FRD applies to information that has been removed from the
RD category after DOE and DOD have determined it relates primarily to the military use
of atomic weapons and can be adequately protected as NSI. Examples of FRD include
information about nuclear weapons stockpile quantities, safety and storage, and
deployment - foreign and domestic, past and present. DOE shares control of FRD with

DOD.

(U) a. NSI should be considered for classification under Section 1.4(h) if it:

(1) could reasonably be expected to assist other nations or terrorists in acquiring,
designing, building, testing, or deploying a nuclear weapon, including component
parts or nuclear material;

(2) is identifiably intelligence on foreign nuclear weapons;
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(3) would assjst afpreign nationor tegoriss Jo,circpmyent U.S. and allied
systems or infethationd] Safegudrds dnd Verifscationsmoasuies for the detection of
CBW and nuéfear*¥eapbng.®® © ¢ °° *° ¢ ¢ ¢ 280 o0

(U)b. RD and FRD. Department officials do not have the authority to classify
information as RD under the Atomic Energy Act. Information identified as RD should be
sent to DOE for classification. In the interim, it should be handled as NSI SECRET.
Information that is FRD should be marked as FRD and be given an NSI classification of
SECRET with a classification duration of 25 years. Some records containing FRD
information have previously been released to the public. The fact that the same or similar
information has been previously released does not mean that the FRD should not now be
classified. Nothing in E.O. 12958 supersedes any requirement of the AEA with regard to

classification.

(U) IV. EXEMPTION FROM AUTOMATIC DECLASSIFICATION AT 25
YEARS

(U) E.O. 12958 does not permit classification of information at time of creation
beyond 25 years except in the case of information that would reveal the identity of a
confidential human source or human intelligence source. It does, however make
provision for the subsequent exemption from automatic declassification at 25 yedrs of
information that must be protected to prevent damage to the national security. Though
this exemption may be done at any time after 20 years from date of classification, it will
normally take place during systematic review prior to transfer the National Archives for

permanent safekeeping.

(U) The categories of information that may be exempted at 25 years are defined in
E.O. 12958 Section 3.3(b):

Sec. 3.3. Automatic Declassification.
(b) An agency head may exempt from automatic declassification under
paragraph (a) of this section specific information, the release of which could be

expected to:

(1) reveal the identity of a confidential human source, or a human
intelligence source, or reveal information about the application of
an intelligence source or imethod;

(2) reveal information that would assist in the development or use
of weapons of mass destruction;

- (3) reveal information that would impair U.S. cryptologic systems
or activities;s®2 *'3 3 27027 3.3 7T LT T T
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(4) reygal,zzzformat;on th‘zt wpyld.zmpa;r zh@ mplzcgtzon of state of
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" (5) reveal actual U.S. military war plans that remain in effect;

(6) reveal information, including foreign government information,
that would seriously and demonstrably impair relations between
the United States and a foreign government, or seriously and
demonstrably undermine ongoing diplomatic activities of the
United States;

(7) reveal information that would clearly and demonstrably impair
the current ability of United States Government officials to protect
the President, Vice President, and other protectees for whom
protection services, in the interest of the national security, are
authorized;

(8) reveal information that would seriously and demonstrably
impair current national security emergency preparedness plans or
reveal current vulnerabilities of systems, installations,
infrastructures, or projects relating to the national security; or

(9) violate a statute, treaty, or international agreement.

3 2 32 22 ¥ » 3%3 & 233 2%
v}’: ;3; ; ® 3 2 E 232 F - I | L I .
2 33y 3 2 B 2 3 » 3 3 3 3% ¥ ¥
@ 3 3 32 3 3? 3 » 2 3 » 2 3 3 3 2
nNE R 23 332 3 2 3 332 22

Janunary 2005 . DSCG 05-01




