DEPARTMENT OF DEFENSE
DIRECTORATE FOR FREEDOM OF INFORMATION AND SECURITY REVIEW
1155 DEFENSE PENTAGON .
WASHINGTON, DC 20301-1155 95 MAR 2003

03-CORR-017

MEMORANDUM FOR: SEE DISTRIBUTION

Subject: Freedom of Information Act (FOIA) Requests for Critical Infrastructure
Information (CII)

The Homeland Security Act of 2002, Public Law 107-296, established the
Department of Homeland Security (DHS). A provision within the legislation established
a new Exemption 3 Statute for applicable protection of CII. This Exemption 3 statute
applies only to DHS and until further notice, may not be used to exempt CII maintained
by the Department of Defense (DoD). Further guidance on the Exemption 3 statute was
distributed by the Department of Justice (Office Of Informatlon and Privacy) (DOJ
(OIP)) on the Internet on FOIA Post at
http://www.usdoj.gov/oip/foiapost/2003foiapostd.htm.

The DoD has recognized the need to protect voluntarily submitted CII when these
records are requested under the FOIA. Efforts to obtain an Exemption 3 statute unique to
DoD are ongoing. Until'such time as an Exemption 3 statute for CII that includes the
DoD is passed, the following guidance for exemptmg CII under the provisions of the
FOIA is pr0v1ded

a. Exemption (b)(1) may be used to exempt classified CII that is
determined to be currently and properly classified after review.

b. Exemption (b)(2)High may be used to exempt applicable unclassified
CIL. Recent guidance issued by DOJ(OIP) concerning the use of the
(b)(2) High exemption for CII may be found on FOIA Post at

http://www.usdoj.gov/oip/foiapost/2001 foiapost19.htm.

¢. Exemption (b)(4) may be used to exempt applicable unclassified CII
that 1s voluntanily submitted and the release of which would cause
competitive harm.

d. Exemptions (b)(7)(E) and (b)(7)(F) may be used to exempt applicable
law enforcement information.

Additional guidance or changes will be forwarded as it becomes available.
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Distribution:

Department of the Army

Freedom of Information/Privacy Acts Office
TAPC-PDR-PF

7798 Cissna Road, Suite 205

Springfield, VA 22150-3166

Department of the Navy
Chief of Naval Operations
NQO9B10

2000 Navy Pentagon
Washington, DC 20350-2000

Department of the Air Force
11 CS/SCSR(FOIA)

1000 Air Force Pentagon
Washington, DC 20330-1000

Mrs. Anne Rollins
Department of the Air Force
HQ AFCIO/P

1155 Air Force Pentagon
Washington, DC 20330-1155

Defense Information Systems Agency
Regulatory/General Counsel

Attn: Ms. Robin Berger

701 South Courthouse Road
Arlington, VA 22204-2199

Defense Contract Audit Agency

Attn: CMR

8725 John J. Kingman Road, Suite 2135
Fort Belvoir, VA 22060-6219

Defense Finance and Accounting Service
DGD/DE

6760 East Irvington Place

Denver, CO 80279-8000

Defense Intelligence Agency
Attn: SVI-1, Room E4-234
Washington, DC 20340-5100




Defense Security Service

Office of FOIA & Privacy, V0020
1340 Braddock Place

Alexandna, VA 22314-1651

Defense Logistics Agency
Attn: DSS-C

Corporate Communications
8725 John J. Kingman Road
Suite 2533

Fort Belvoir, VA 22060-6221

Inspector General of the Department of Defense
Chief, FOIA/PA Office

400 Army Navy Drive, Rm 405

Arlington, VA 22202-2884

National Imagery and Mapping Agency
General Counsel Office

GCp

Mail Stop D-10

4600 Sangamore Road

Bethesda, MD 20816-5003

Defense Threat Reduction Agency
IM (FOIA)

Stop 6201

8725 John J. Kingman Road

Fort Belvoir, VA 22060-6201

National Security Agency/Central Security Service
FOIA/PA Services

Attn: DC321

9800 Savage Road, Suite 6248

Fort George G. Meade, MD 20755-6248

National Reconnaissance Office
Information Access & Release Center
ATTN: FOIA Officer

14675 Lee Road

Chantilly, VA 20151-1715




Commandant of the Marine Corps (ARAD)
Headquarters, United States Marine Corps
2 Navy Annex

Washington, DC 20380-1775

Defense Commissary Agency
Attn: FOIA Officer

1300 E Avenue

Fort Lee, VA 23801-1300

National Guard Bureau

Attn: NGB-SDA (FOIA)
1411 Jefferson Davis Highway
Arlington, VA 22202-3231

Defense Contract Management Agency
Attn: DCMA-DSA

6350 Walker Lane #300

Alexandria, VA 22310-3226




