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Introduction 
�0�H�P�E�H�U�V���R�I���&�R�Q�J�U�H�V�V���D�Q�G���3�H�Q�W�D�J�R�Q���R�I�I�L�F�L�D�O�V���D�U�H���L�Q�F�U�H�D�V�L�Q�J�O�\���I�R�F�X�V�H�G���R�Q���G�H�Y�H�O�R�S�L�Q�J���H�P�H�U�J�L�Q�J��
�P�L�O�L�W�D�U�\���W�H�F�K�Q�R�O�R�J�L�H�V���W�R���H�Q�K�D�Q�F�H���8���6�����Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\���D�Q�G���N�H�H�S���S�D�F�H���Z�L�W�K���8���6�����F�R�P�S�H�W�L�W�R�U�V�����7�K�H��
�8���6�����P�L�O�L�W�D�U�\���K�D�V���O�R�Q�J���U�H�O�L�H�G���X�S�R�Q���W�H�F�K�Q�R�O�R�J�L�F�D�O���V�X�S�H�U�L�R�U�L�W�\���W�R���H�Q�V�X�U�H���L�W�V���G�R�P�L�Q�D�Q�F�H���L�Q���F�R�Q�I�O�L�F�W��
�D�Q�G���W�R���X�Q�G�H�U�Z�U�L�W�H���8���6�����Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\�����,�Q���U�H�F�H�Q�W���\�H�D�U�V�����K�R�Z�H�Y�H�U�����W�H�F�K�Q�R�O�R�J�\���K�D�V���E�R�W�K���U�D�S�L�G�O�\��
�H�Y�R�O�Y�H�G���D�Q�G���U�D�S�L�G�O�\���S�U�R�O�L�I�H�U�D�W�H�G�² �O�D�U�J�H�O�\���D�V���D���U�H�V�X�O�W���R�I���D�G�Y�D�Q�F�H�V���L�Q���W�K�H���F�R�P�P�H�U�F�L�D�O���V�H�F�W�R�U�����$�V��
�I�R�U�P�H�U���6�H�F�U�H�W�D�U�\���R�I���'�H�I�H�Q�V�H���&�K�X�F�N���+�D�J�H�O���K�D�V���R�E�V�H�U�Y�H�G�����W�K�L�V���G�H�Y�H�O�R�S�P�H�Q�W���K�D�V���W�K�U�H�D�W�H�Q�H�G���W�R���H�U�R�G�H��
�W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V�¶���W�U�D�G�L�W�L�R�Q�D�O���V�R�X�U�F�H�V���R�I���P�L�O�L�W�D�U�\���D�G�Y�D�Q�W�D�J�H��1���7�K�H���'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H�����'�2�'����
�K�D�V���X�Q�G�H�U�W�D�N�H�Q���D���Q�X�P�E�H�U���R�I���L�Q�L�W�L�D�W�L�Y�H�V���L�Q���U�H�F�H�Q�W���\�H�D�U�V���L�Q���D�Q���H�I�I�R�U�W���W�R���D�U�U�H�V�W���W�K�L�V���W�U�H�Q�G�����)�R�U��
�H�[�D�P�S�O�H�����L�Q���������������'�2�'���D�Q�Q�R�X�Q�F�H�G���W�K�H���7�K�L�U�G���2�I�I�V�H�W���6�W�U�D�W�H�J�\�����D�Q���H�I�I�R�U�W���W�R���H�[�S�O�R�L�W���H�P�H�U�J�L�Q�J��
�W�H�F�K�Q�R�O�R�J�L�H�V���I�R�U���P�L�O�L�W�D�U�\���D�Q�G���V�H�F�X�U�L�W�\���S�X�U�S�R�V�H�V���D�V���Z�H�O�O���D�V���D�V�V�R�F�L�D�W�H�G���V�W�U�D�W�H�J�L�H�V�����W�D�F�W�L�F�V�����D�Q�G��
�F�R�Q�F�H�S�W�V���R�I���R�S�H�U�D�W�L�R�Q��2���,�Q���V�X�S�S�R�U�W���R�I���W�K�L�V���V�W�U�D�W�H�J�\�����'�2�'���H�V�W�D�E�O�L�V�K�H�G���D���Q�X�P�E�H�U���R�I���R�U�J�D�Q�L�]�D�W�L�R�Q�V��
�I�R�F�X�V�H�G���R�Q���G�H�I�H�Q�V�H���L�Q�Q�R�Y�D�W�L�R�Q�����L�Q�F�O�X�G�L�Q�J���W�K�H���'�H�I�H�Q�V�H���,�Q�Q�R�Y�D�W�L�R�Q���8�Q�L�W���D�Q�G���W�K�H���'�H�I�H�Q�V�H��
�:�D�U�J�D�P�L�Q�J���$�O�L�J�Q�P�H�Q�W���*�U�R�X�S���� 

�0�R�U�H���U�H�F�H�Q�W�O�\�����W�K�H�������������1�D�W�L�R�Q�D�O���'�H�I�H�Q�V�H���6�W�U�D�W�H�J�\���K�D�V���H�F�K�R�H�G���W�K�H���X�Q�G�H�U�S�L�Q�Q�L�Q�J�V���R�I���W�K�H���7�K�L�U�G��
�2�I�I�V�H�W���6�W�U�D�W�H�J�\�����Q�R�W�L�Q�J���W�K�D�W���8���6�����Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\���Z�L�O�O���O�L�N�H�O�\���E�H�� 

�D�I�I�H�F�W�H�G���E�\���U�D�S�L�G���W�H�F�K�Q�R�O�R�J�L�F�D�O���D�G�Y�D�Q�F�H�P�H�Q�W�V���D�Q�G���W�K�H���F�K�D�Q�J�L�Q�J���F�K�D�U�D�F�W�H�U���R�I���Z�D�U�«. New 

technologi�H�V�� �L�Q�F�O�X�G�H�� �D�G�Y�D�Q�F�H�G�� �F�R�P�S�X�W�L�Q�J���� �³big data�  ́ analytics, artificial intelligence, 

autonomy, robotics, directed energy, hypersonics, and biotechnology�² the very 

technologies that ensure we will be able to fight and win the wars of the future.3�� 

�$�O�W�K�R�X�J�K���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���L�V���W�K�H���O�H�D�G�H�U���L�Q���G�H�Y�H�O�R�S�L�Q�J���P�D�Q�\���R�I���W�K�H�V�H���W�H�F�K�Q�R�O�R�J�L�H�V�����&�K�L�Q�D���D�Q�G��
�5�X�V�V�L�D�² �N�H�\���V�W�U�D�W�H�J�L�F���F�R�P�S�H�W�L�W�R�U�V�² �D�U�H���P�D�N�L�Q�J���V�W�H�D�G�\���S�U�R�J�U�H�V�V���L�Q���G�H�Y�H�O�R�S�L�Q�J���D�G�Y�D�Q�F�H�G���P�L�O�L�W�D�U�\��
�W�H�F�K�Q�R�O�R�J�L�H�V�����$�V���W�K�H�\���D�U�H���L�Q�W�H�J�U�D�W�H�G���L�Q�W�R���I�R�U�H�L�J�Q���D�Q�G���G�R�P�H�V�W�L�F���P�L�O�L�W�D�U�\���I�R�U�F�H�V���D�Q�G���G�H�S�O�R�\�H�G�����W�K�H�V�H��
�W�H�F�K�Q�R�O�R�J�L�H�V���F�R�X�O�G���K�R�O�G���V�L�J�Q�L�I�L�F�D�Q�W���L�P�S�O�L�F�D�W�L�R�Q�V���I�R�U���F�R�Q�J�U�H�V�V�L�R�Q�D�O���F�R�Q�V�L�G�H�U�D�W�L�R�Q�V���D�Q�G���W�K�H���I�X�W�X�U�H��
�R�I���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\���Z�U�L�W���O�D�U�J�H�� 

�7�K�L�V���U�H�S�R�U�W���S�U�R�Y�L�G�H�V���D�Q���R�Y�H�U�Y�L�H�Z���R�I���V�H�O�H�F�W�H�G���H�P�H�U�J�L�Q�J���P�L�O�L�W�D�U�\���W�H�F�K�Q�R�O�R�J�L�H�V���L�Q���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V����
�&�K�L�Q�D�����D�Q�G���5�X�V�V�L�D�� 

�x �D�U�W�L�I�L�F�L�D�O���L�Q�W�H�O�O�L�J�H�Q�F�H�� 

�x �O�H�W�K�D�O���D�X�W�R�Q�R�P�R�X�V���Z�H�D�S�R�Q�V�� 

�x �K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V�� 

�x �G�L�U�H�F�W�H�G���H�Q�H�U�J�\���Z�H�D�S�R�Q�V�� 

�x �E�L�R�W�H�F�K�Q�R�O�R�J�\�� 

�x �D�Q�G���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\�� 

�,�W���D�O�V�R���G�L�V�F�X�V�V�H�V���U�H�O�H�Y�D�Q�W���L�Q�L�W�L�D�W�L�Y�H�V���Z�L�W�K�L�Q���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V���W�R���P�R�Q�L�W�R�U���R�U���U�H�J�X�O�D�W�H���W�K�H�V�H��
�W�H�F�K�Q�R�O�R�J�L�H�V�����F�R�Q�V�L�G�H�U�V���W�K�H���S�R�W�H�Q�W�L�D�O���L�P�S�O�L�F�D�W�L�R�Q�V���R�I���H�P�H�U�J�L�Q�J���P�L�O�L�W�D�U�\���W�H�F�K�Q�R�O�R�J�L�H�V�����D�Q�G���R�X�W�O�L�Q�H�V��

                                                 
1 Remarks as delivered by Secretary of Defense Secretary of Defense Chuck Hagel, �³�'�H�I�H�Q�V�H��Innovation Days 

Opening Keynote���´���6�H�S�W�H�P�E�H�U��������������������at https://www.defense.gov/Newsroom/Speeches/Speech/Article/605602/. 

2 The Third Offset Strategy is a strategy for maintaining U.S. military superiority. It succeeds the First and Second 

Offsets�² nuclear weapons and the precision-guided munitions regime, respectively. Remarks as prepared for delivery 

�E�\���'�H�S�X�W�\���6�H�F�U�H�W�D�U�\���R�I���'�H�I�H�Q�V�H���%�R�E���:�R�U�N�����³�1�D�W�L�R�Q�D�O���'�H�I�H�Q�V�H���8�Q�L�Y�H�U�V�L�W�\ �&�R�Q�Y�R�F�D�W�L�R�Q���´���$�X�J�X�V�W��������������������at 

https://www.defense.gov/Newsroom/Speeches/Speech/Article/605598/.  

3 �'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H�����³�6�X�P�P�D�U�\���R�I���W�K�H�������������1�D�W�L�R�Q�D�O���'�H�I�H�Q�V�H���6�W�U�D�W�H�J�\���R�I���7�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���R�I���$�P�H�U�L�F�D���´���������������S����
3, at https://dod.defense.gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary.pdf. 
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�D�V�V�R�F�L�D�W�H�G���L�V�V�X�H�V���I�R�U���&�R�Q�J�U�H�V�V�����6�X�F�K���L�V�V�X�H�V���F�R�X�O�G���K�R�O�G���L�P�S�O�L�F�D�W�L�R�Q�V���I�R�U���F�R�Q�J�U�H�V�V�L�R�Q�D�O��
�D�X�W�K�R�U�L�]�D�W�L�R�Q�����D�S�S�U�R�S�U�L�D�W�L�R�Q�����R�Y�H�U�V�L�J�K�W�����D�Q�G���W�U�H�D�W�\���P�D�N�L�Q�J�� 

Artificial Intelligence (AI)4  
�$�O�W�K�R�X�J�K���W�K�H���8���6�����J�R�Y�H�U�Q�P�H�Q�W���K�D�V���Q�R���R�I�I�L�F�L�D�O���G�H�I�L�Q�L�W�L�R�Q���R�I���D�U�W�L�I�L�F�L�D�O���L�Q�W�H�O�O�L�J�H�Q�F�H�����S�R�O�L�F�\�P�D�N�H�U�V��
�J�H�Q�H�U�D�O�O�\���X�V�H���W�K�H���W�H�U�P���$�,���W�R���U�H�I�H�U���W�R���D���F�R�P�S�X�W�H�U���V�\�V�W�H�P���F�D�S�D�E�O�H���R�I���K�X�P�D�Q���O�H�Y�H�O���F�R�J�Q�L�W�L�R�Q�����$�,���L�V��
�I�X�U�W�K�H�U���G�L�Y�L�G�H�G���L�Q�W�R���W�Z�R���F�D�W�H�J�R�U�L�H�V�����Q�D�U�U�R�Z���$�,���D�Q�G���J�H�Q�H�U�D�O���$�,�����1�D�U�U�R�Z���$�,���V�\�V�W�H�P�V���F�D�Q���S�H�U�I�R�U�P��
�R�Q�O�\���W�K�H���V�S�H�F�L�I�L�F���W�D�V�N���W�K�D�W���W�K�H�\���Z�H�U�H���W�U�D�L�Q�H�G���W�R���S�H�U�I�R�U�P�����Z�K�L�O�H���J�H�Q�H�U�D�O���$�,���V�\�V�W�H�P�V���Z�R�X�O�G���E�H��
�F�D�S�D�E�O�H���R�I���S�H�U�I�R�U�P�L�Q�J���D���E�U�R�D�G���U�D�Q�J�H���R�I���W�D�V�N�V�����L�Q�F�O�X�G�L�Q�J���W�K�R�V�H���I�R�U���Z�K�L�F�K���W�K�H�\���Z�H�U�H���Q�R�W���V�S�H�F�L�I�L�F�D�O�O�\��
�W�U�D�L�Q�H�G�����*�H�Q�H�U�D�O���$�,���V�\�V�W�H�P�V���G�R���Q�R�W���\�H�W�² �D�Q�G���P�D�\���Q�H�Y�H�U�² �H�[�L�V�W��5�� 

�1�D�U�U�R�Z���$�,���L�V���F�X�U�U�H�Q�W�O�\���E�H�L�Q�J���L�Q�F�R�U�S�R�U�D�W�H�G���L�Q�W�R���D���Q�X�P�E�H�U���R�I���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���E�\���E�R�W�K���W�K�H��
�8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���L�W�V���F�R�P�S�H�W�L�W�R�U�V�����6�X�F�K���D�S�S�O�L�F�D�W�L�R�Q�V���L�Q�F�O�X�G�H���E�X�W���D�U�H���Q�R�W���O�L�P�L�W�H�G���W�R���L�Q�W�H�O�O�L�J�H�Q�F�H����
�V�X�U�Y�H�L�O�O�D�Q�F�H�����D�Q�G���U�H�F�R�Q�Q�D�L�V�V�D�Q�F�H��6���O�R�J�L�V�W�L�F�V�����F�\�E�H�U���R�S�H�U�D�W�L�R�Q�V�����F�R�P�P�D�Q�G���D�Q�G���F�R�Q�W�U�R�O�����D�Q�G���V�H�P�L��
�D�X�W�R�Q�R�P�R�X�V���D�Q�G���D�X�W�R�Q�R�P�R�X�V���Y�H�K�L�F�O�H�V�����7�K�H�V�H���W�H�F�K�Q�R�O�R�J�L�H�V���D�U�H���L�Q�W�H�Q�G�H�G���L�Q���S�D�U�W���W�R���D�X�J�P�H�Q�W���R�U��
�U�H�S�O�D�F�H���K�X�P�D�Q���R�S�H�U�D�W�R�U�V�����I�U�H�H�L�Q�J���W�K�H�P���W�R���S�H�U�I�R�U�P���P�R�U�H���F�R�P�S�O�H�[���D�Q�G���F�R�J�Q�L�W�L�Y�H�O�\���G�H�P�D�Q�G�L�Q�J��
�Z�R�U�N�����,�Q���D�G�G�L�W�L�R�Q�����$�,���H�Q�D�E�O�H�G���V�\�V�W�H�P�V���F�R�X�O�G�����������U�H�D�F�W���V�L�J�Q�L�I�L�F�D�Q�W�O�\���I�D�V�W�H�U���W�K�D�Q���V�\�V�W�H�P�V���W�K�D�W���U�H�O�\���R�Q��
�R�S�H�U�D�W�R�U���L�Q�S�X�W�������������F�R�S�H���Z�L�W�K���D�Q���H�[�S�R�Q�H�Q�W�L�D�O���L�Q�F�U�H�D�V�H���L�Q���W�K�H���D�P�R�X�Q�W���R�I���G�D�W�D���D�Y�D�L�O�D�E�O�H���I�R�U���D�Q�D�O�\�V�L�V����
�D�Q�G�����������H�Q�D�E�O�H���Q�H�Z���F�R�Q�F�H�S�W�V���R�I���R�S�H�U�D�W�L�R�Q�V�����V�X�F�K���D�V���V�Z�D�U�P�L�Q�J�����L���H�������F�R�R�S�H�U�D�W�L�Y�H���E�H�K�D�Y�L�R�U���L�Q���Z�K�L�F�K��
�X�Q�P�D�Q�Q�H�G���Y�H�K�L�F�O�H�V���D�X�W�R�Q�R�P�R�X�V�O�\���F�R�R�U�G�L�Q�D�W�H���W�R���D�F�K�L�H�Y�H���D���W�D�V�N�����W�K�D�W���F�R�X�O�G���F�R�Q�I�H�U���D���Z�D�U�I�L�J�K�W�L�Q�J��
�D�G�Y�D�Q�W�D�J�H���E�\���R�Y�H�U�Z�K�H�O�P�L�Q�J���D�G�Y�H�U�V�D�U�\���G�H�I�H�Q�V�L�Y�H���V�\�V�W�H�P�V�� 
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Figure 1. AI Failure in Image Recognition  

 
Source:  Andrew Ilachinski, AI, Robots, and Swarms, Issues Questions, and Recommended Studies, Center for Naval 
Analyses, January 2017, p. 61. 
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�K�D�Y�H���S�U�R�G�X�F�H�G���I�H�Z���U�H�V�H�D�U�F�K���S�D�S�H�U�V���R�Q���$�,���D�Q�G���W�K�D�W���W�K�H���5�X�V�V�L�D�Q���W�H�F�K�Q�R�O�R�J�\���L�Q�G�X�V�W�U�\���K�D�V���\�H�W���W�R��
�S�U�R�G�X�F�H���$�,���D�S�S�O�L�F�D�W�L�R�Q�V���R�Q���S�D�U���Z�L�W�K���W�K�R�V�H���S�U�R�G�X�F�H�G���E�\���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���&�K�L�Q�D��36���2�W�K�H�U��
�D�Q�D�O�\�V�W�V���F�R�X�Q�W�H�U���W�K�D�W���V�X�F�K���I�D�F�W�R�U�V���P�D�\���E�H���L�U�U�H�O�H�Y�D�Q�W�����D�U�J�X�L�Q�J���W�K�D�W���Z�K�L�O�H���5�X�V�V�L�D���K�D�V���Q�H�Y�H�U���E�H�H�Q���D��
�O�H�D�G�H�U���L�Q���L�Q�W�H�U�Q�H�W���W�H�F�K�Q�R�O�R�J�\�����L�W���K�D�V���P�D�Q�D�J�H�G���W�R���E�H�F�R�P�H���D���Q�R�W�D�E�O�\���G�L�V�U�X�S�W�L�Y�H���I�R�U�F�H���L�Q��
�F�\�E�H�U�V�S�D�F�H��37���5�X�V�V�L�D���P�D�\���D�O�V�R���E�H���D�E�O�H���W�R���G�U�D�Z���X�S�R�Q���L�W�V���J�U�R�Z�L�Q�J���W�H�F�K�Q�R�O�R�J�L�F�D�O���F�R�R�S�H�U�D�W�L�R�Q���Z�L�W�K��
�&�K�L�Q�D��38�� 

International Institutions 

�$���Q�X�P�E�H�U���R�I���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V���K�D�Y�H���H�[�D�P�L�Q�H�G���L�V�V�X�H�V���V�X�U�U�R�X�Q�G�L�Q�J���$�,�����L�Q�F�O�X�G�L�Q�J���W�K�H���*�U�R�X�S��
�R�I���6�H�Y�H�Q�����*���������W�K�H���$�V�L�D���3�D�F�L�I�L�F���(�F�R�Q�R�P�L�F���&�R�R�S�H�U�D�W�L�R�Q�����$�3�(�&�������D�Q�G���W�K�H���2�U�J�D�Q�L�V�D�W�L�R�Q���I�R�U��
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�3�R�O�\�D�N�R�Y�D�����³�:�H�D�S�R�Q�V���R�I���W�K�H���:�H�D�N�����5�X�V�V�L�D���D�Q�G���$�,-�G�U�L�Y�H�Q���$�V�\�P�P�H�W�U�L�F���:�D�U�I�D�U�H���´���%�U�R�R�N�L�Q�J�V���,�Q�V�W�L�W�X�W�L�R�Q�����1�R�Y�H�P�E�H�U����������
2018, at https://www.brookings.edu/research/weapons-of-the-weak-russia-and-ai-driven-asymmetric-warfare/. 

37 �*�U�H�J�R�U�\���&�����$�O�O�H�Q�����³�3�X�W�L�Q���D�Q�G���0�X�V�N���$�U�H���5�L�J�K�W�����:�K�R�H�Y�H�U���0�D�V�W�H�U�V���$�,���:�L�O�O���5�X�Q���W�K�H���:�R�U�O�G���´��CNN, September 5, 2017. 
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�2�¶�%�U�L�H�Q�����³US joins G7 artificial intelligence group to counter China��� ́Associated Press, May 28, 2020. 

40 Organisation for Economic Co-�R�S�H�U�D�W�L�R�Q���D�Q�G���'�H�Y�H�O�R�S�P�H�Q�W�����³�2�(�&�'���3�U�L�Q�F�L�S�O�H�V���R�Q���$�,���´���-�X�Q�H��������������at 
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41 �³�*�������0�L�Q�L�V�W�H�U�L�D�O���6�W�D�W�H�P�H�Q�W���R�Q���7�U�D�G�H���D�Q�G���'�L�J�L�W�D�O���(�F�R�Q�R�P�\���´���-�X�Q�H��������������������at https://www.mofa.go.jp/files/
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Lethal Autonomous Weapon Systems (LAWS)42 
�$�O�W�K�R�X�J�K���W�K�H�U�H���L�V���Q�R���L�Q�W�H�U�Q�D�W�L�R�Q�D�O�O�\���D�J�U�H�H�G���G�H�I�L�Q�L�W�L�R�Q���R�I���O�H�W�K�D�O���D�X�W�R�Q�R�P�R�X�V���Z�H�D�S�R�Q���V�\�V�W�H�P�V����
�'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H���'�L�U�H�F�W�L�Y�H�����'�2�'�'���������������������G�H�I�L�Q�H�V���/�$�:�6 ���D�V���D���F�O�D�V�V���R�I���Z�H�D�S�R�Q���V�\�V�W�H�P�V��
�F�D�S�D�E�O�H���R�I���E�R�W�K���L�Q�G�H�S�H�Q�G�H�Q�W�O�\���L�G�H�Q�W�L�I�\�L�Q�J���D���W�D�U�J�H�W���D�Q�G���H�P�S�O�R�\�L�Q�J���D�Q���R�Q�E�R�D�U�G���Z�H�D�S�R�Q���W�R���H�Q�J�D�J�H��
�D�Q�G���G�H�V�W�U�R�\���W�K�H���W�D�U�J�H�W���Z�L�W�K�R�X�W���P�D�Q�X�D�O���K�X�P�D�Q���F�R�Q�W�U�R�O�����7�K�L�V���F�R�Q�F�H�S�W���R�I���D�X�W�R�Q�R�P�\���L�V���D�O�V�R���N�Q�R�Z�Q���D�V��
�³�K�X�P�D�Q���R�X�W���R�I���W�K�H���O�R�R�S�´���R�U���³�I�X�O�O���D�X�W�R�Q�R�P�\��� �́��7�K�H���G�L�U�H�F�W�L�Y�H���F�R�Q�W�U�D�V�W�V���/�$�:�6���Z�L�W�K���K�X�P�D�Q��
�V�X�S�H�U�Y�L�V�H�G�����R�U���³�K�X�P�D�Q���R�Q���W�K�H���O�R�R�S���´���D�X�W�R�Q�R�P�R�X�V���Z�H�D�S�R�Q���V�\�V�W�H�P�V�����L�Q���Z�K�L�F�K���R�S�H�U�D�W�R�U�V���K�D�Y�H���W�K�H��
�D�E�L�O�L�W�\���W�R���P�R�Q�L�W�R�U���D�Q�G���K�D�O�W���D���Z�H�D�S�R�Q�¶�V���W�D�U�J�H�W���H�Q�J�D�J�H�P�H�Q�W�����$�Q�R�W�K�H�U���F�D�W�H�J�R�U�\���L�V���V�H�P�L���D�X�W�R�Q�R�P�R�X�V����
�R�U���³�K�X�P�D�Q���L�Q���W�K�H���O�R�R�S���´���Z�H�D�S�R�Q���V�\�V�W�H�P�V���W�K�D�W���³�R�Q�O�\���H�Q�J�D�J�H���L�Q�G�L�Y�L�G�X�D�O���W�D�U�J�H�W�V���R�U���V�S�H�F�L�I�L�F���W�D�U�J�H�W��
�J�U�R�X�S�V���W�K�D�W���K�D�Y�H���E�H�H�Q���V�H�O�H�F�W�H�G���E�\���D���K�X�P�D�Q���R�S�H�U�D�W�R�U���´43�� 
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[f] unction as anticipated in realistic operational environments against adaptive adversaries; 

complete engagements in a timeframe consistent with commander and operator intentions 

and, if unable to do so, terminate engagements or seek additional human operator input 

before continuing the engagement; and are sufficiently robust to minimize failures that 

could lead to unintended engagements or to loss of control of the system to unauthorized 

parties. 
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The first is lethality, which means sufficient pay load (charge) and for means [sic] to be 

lethal. The second is autonomy, which means absence of human intervention and control 

during the entire process of executing a task. Thirdly, impossibility for termination, 

meaning that once started there is no way to terminate the device. Fourthly, indiscriminate 

effect, meaning that the device will execute the task of killing and maiming regardless of 

conditions, scenarios and targets. Fifthly evolution, meaning that through interaction with 

the environment the device can learn autonomously, expand its functions and capabilities 

in a way exceeding human expectations.51 

                                                 
https://www.esd.whs. For an explanation of this directive, see CRS In Focus IF11150, Defense Primer: U.S. Policy on 
Lethal Autonomous Weapon Systems, by Kelley M. Sayler.  
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51 �8�1���&�&�:�����³�&�K�L�Q�D�����3�R�V�L�W�L�R�Q���3�D�S�H�U���´���$�S�U�L�O�����������������������S����������at https://unog.ch/80256EDD006B8954/

(httpAssets)/E42AE83BDB3525D0C125826C0040B262/$file/CCW_GGE.1_2018_WP.7.pdf.  
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Russia 

�5�X�V�V�L�D���K�D�V���S�U�R�S�R�V�H�G���W�K�H���I�R�O�O�R�Z�L�Q�J���G�H�I�L�Q�L�W�L�R�Q���R�I���/�$�:�6�����³�X�Q�P�D�Q�Q�H�G���W�H�F�K�Q�L�F�D�O���P�H�D�Q�V���R�W�K�H�U���W�K�D�Q��
�R�U�G�Q�D�Q�F�H���W�K�D�W���D�U�H���L�Q�W�H�Q�G�H�G���I�R�U���F�D�U�U�\�L�Q�J���R�X�W���F�R�P�E�D�W���D�Q�G���V�X�S�S�R�U�W���P�L�V�V�L�R�Q�V���Z�L�W�K�R�X�W���D�Q�\���L�Q�Y�R�O�Y�H�P�H�Q�W��
�R�I���W�K�H���R�S�H�U�D�W�R�U�´���E�H�\�R�Q�G���W�K�H���G�H�F�L�V�L�R�Q���R�I���Z�K�H�W�K�H�U���D�Q�G���K�R�Z���W�R���G�H�S�O�R�\���W�K�H���V�\�V�W�H�P��52���5�X�V�V�L�D���K�D�V���Q�R�W�H�G��
�W�K�D�W���/�$�:�6���F�R�X�O�G���³�H�Q�V�X�U�H���W�K�H���L�Q�F�U�H�D�V�H�G���D�F�F�X�U�D�F�\���R�I���Z�H�D�S�R�Q���J�X�L�G�D�Q�F�H���R�Q���P�L�O�L�W�D�U�\���W�D�U�J�H�W�V�����Z�K�L�O�H��
�F�R�Q�W�U�L�E�X�W�L�Q�J���W�R���O�R�Z�H�U���U�D�W�H���R�I���X�Q�L�Q�W�H�Q�W�L�R�Q�D�O���V�W�U�L�N�H�V���D�J�D�L�Q�V�W���F�L�Y�L�O�L�D�Q�V���D�Q�G���F�L�Y�L�O�L�D�Q���W�D�U�J�H�W�V���´53��
�$�O�W�K�R�X�J�K���5�X�V�V�L�D���K�D�V���Q�R�W���S�X�E�O�L�F�O�\���V�W�D�W�H�G���W�K�D�W���L�W���L�V���G�H�Y�H�O�R�S�L�Q�J���/�$�:�6�����5�X�V�V�L�D�Q���Z�H�D�S�R�Q�V��
�P�D�Q�X�I�D�F�W�X�U�H�U���.�D�O�D�V�K�Q�L�N�R�Y���K�D�V���U�H�S�R�U�W�H�G�O�\���E�X�L�O�W���D���F�R�P�E�D�W���P�R�G�X�O�H���I�R�U���X�Q�P�D�Q�Q�H�G���J�U�R�X�Q�G���Y�H�K�L�F�O�H�V��
�F�D�S�D�E�O�H���R�I���D�X�W�R�Q�R�P�R�X�V���W�D�U�J�H�W���L�G�H�Q�W�L�I�L�F�D�W�L�R�Q���D�Q�G�����S�R�W�H�Q�W�L�D�O�O�\�����W�D�U�J�H�W���H�Q�J�D�J�H�P�H�Q�W��54�� 

International Institutions 

�6�L�Q�F�H���������������W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���K�D�V���S�D�U�W�L�F�L�S�D�W�H�G���L�Q���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���G�L�V�F�X�V�V�L�R�Q�V���R�I���/�$�:�6���X�Q�G�H�U���W�K�H��
�D�X�V�S�L�F�H�V���R�I���W�K�H���8�Q�L�W�H�G���1�D�W�L�R�Q�V���&�R�Q�Y�H�Q�W�L�R�Q���R�Q���&�H�U�W�D�L�Q���&�R�Q�Y�H�Q�W�L�R�Q�D�O���:�H�D�S�R�Q�V�����8�1���&�&�:�������7�K�H��
�8�1���&�&�:���K�D�V���F�R�Q�V�L�G�H�U�H�G���S�U�R�S�R�V�D�O�V���E�\���V�W�D�W�H�V���S�D�U�W�L�H�V���W�R���L�V�V�X�H���S�R�O�L�W�L�F�D�O���G�H�F�O�D�U�D�W�L�R�Q�V���D�E�R�X�W���/�$�:�6����
�D�V���Z�H�O�O���D�V���S�U�R�S�R�V�D�O�V���W�R���U�H�J�X�O�D�W�H���R�U���E�D�Q���W�K�H�P�����$�W���W�K�H���8�1���&�&�:�����W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���5�X�V�V�L�D���K�D�Y�H��
�R�S�S�R�V�H�G���D���S�U�H�H�P�S�W�L�Y�H���E�D�Q���R�Q���/�$�:�6�����Z�K�L�O�H���&�K�L�Q�D���K�D�V���V�X�S�S�R�U�W�H�G���D���E�D�Q���R�Q���W�K�H���X�V�H�² �E�X�W���Q�R�W��
�G�H�Y�H�O�R�S�P�H�Q�W�² �R�I���/�$�:�6�����Z�K�L�F�K���L�W���G�H�I�L�Q�H�V���D�V���Z�H�D�S�R�Q���V�\�V�W�H�P�V���W�K�D�W���D�U�H���L�Q�K�H�U�H�Q�W�O�\���L�Q�G�L�V�F�U�L�P�L�Q�D�W�H��
�D�Q�G���W�K�X�V���L�Q���Y�L�R�O�D�W�L�R�Q���R�I���W�K�H���O�D�Z���R�I���Z�D�U�� 

Potential Questions for Congress 

�x �7�R���Z�K�D�W���H�[�W�H�Q�W���D�U�H���S�R�W�H�Q�W�L�D�O���8���6�����D�G�Y�H�U�V�D�U�L�H�V���G�H�Y�H�O�R�S�L�Q�J���/�$�:�6�"���+�R�Z�����L�I���D�W���D�O�O����
�V�K�R�X�O�G���W�K�L�V���D�I�I�H�F�W���8���6�����/�$�:�6���U�H�V�H�D�U�F�K���D�Q�G���G�H�Y�H�O�R�S�P�H�Q�W�"�� 

�x �:�K�D�W���U�R�O�H���V�K�R�X�O�G���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���S�O�D�\���L�Q���8�1���&�&�:���G�L�V�F�X�V�V�L�R�Q�V���R�I���/�$�:�6�"��
�6�K�R�X�O�G���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���V�X�S�S�R�U�W���W�K�H���V�W�D�W�X�V���T�X�R�����S�U�R�S�R�V�H���D���S�R�O�L�W�L�F�D�O���G�H�F�O�D�U�D�W�L�R�Q����
�R�U���D�G�Y�R�F�D�W�H���U�H�J�X�O�D�W�L�R�Q���R�I���R�U���D���E�D�Q���R�Q���/�$�:�6�"�� 

�x �,�I���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���F�K�R�R�V�H�V���W�R���G�H�Y�H�O�R�S���/�$�:�6�����D�U�H���F�X�U�U�H�Q�W���Z�H�D�S�R�Q�V���U�H�Y�L�H�Z��
�S�U�R�F�H�V�V�H�V���D�Q�G���O�H�J�D�O���V�W�D�Q�G�D�U�G�V���I�R�U���W�K�H�L�U���H�P�S�O�R�\�P�H�Q�W���L�Q���F�R�Q�I�O�L�F�W���V�X�I�I�L�F�L�H�Q�W�" 

�x �6�K�R�X�O�G���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���F�R�Q�W�L�Q�X�H���W�R���R�S�S�R�V�H���D���E�D�Q���R�Q���/�$�:�6�"���,�I���V�R�����V�K�R�X�O�G���L�W��
�F�R�Q�V�L�G�H�U���V�R�P�H���I�R�U�P���R�I���W�K�H�L�U���U�H�J�X�O�D�W�L�R�Q���V�K�R�U�W���R�I���D���F�R�P�S�O�H�W�H���E�D�Q�"�� 

Hypersonic Weapons55  
�$���Q�X�P�E�H�U���R�I���F�R�X�Q�W�U�L�H�V�����L�Q�F�O�X�G�L�Q�J���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V�����5�X�V�V�L�D�����D�Q�G���&�K�L�Q�D�����D�U�H���G�H�Y�H�O�R�S�L�Q�J���K�\�S�H�U�V�R�Q�L�F��
�Z�H�D�S�R�Q�V�² �W�K�R�V�H���W�K�D�W���I�O�\���D�W���V�S�H�H�G�V���R�I���D�W���O�H�D�V�W���0�D�F�K���������R�U���I�L�Y�H���W�L�P�H�V���W�K�H���V�S�H�H�G���R�I���V�R�X�Q�G�����7�K�H�U�H���D�U�H��
�W�Z�R���F�D�W�H�J�R�U�L�H�V���R�I���K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V�� 

                                                 
52 �8�1���&�&�:�����³�5�X�V�V�L�D�Q���)�H�G�H�U�D�W�L�Rn: Potential opportunities and limitations of military uses of lethal autonomous 

�Z�H�D�S�R�Q�V���V�\�V�W�H�P�V���´��������������at https://unog.ch/80256EDD006B8954/

(httpAssets)/B7C992A51A9FC8BFC12583BB00637BB9/$file/CCW.GGE.1.2019.WP.1_R+E.pdf. 

53 Ibid.  

54 �.�\�O�H���0�L�]�R�N�D�P�L�����³Kalashnikov Will Make an A.I.-Powered Killer Robot���´��Popular Mechanics, July 19, 2017. 

55 For additional information about hypersonic weapons, see CRS Report R45811, Hypersonic Weapons: Background 
and Issues for Congress, by Kelley M. Sayler.  
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�x �+�\�S�H�U�V�R�Q�L�F���J�O�L�G�H���Y�H�K�L�F�O�H�V���D�U�H���O�D�X�Q�F�K�H�G���I�U�R�P���D���U�R�F�N�H�W���E�H�I�R�U�H���J�O�L�G�L�Q�J���W�R���D��
�W�D�U�J�H�W��56 

�x �+�\�S�H�U�V�R�Q�L�F���F�U�X�L�V�H���P�L�V�V�L�O�H�V���D�U�H���S�R�Z�H�U�H�G���E�\���K�L�J�K���V�S�H�H�G���H�Q�J�L�Q�H�V���W�K�U�R�X�J�K�R�X�W���W�K�H��
�G�X�U�D�W�L�R�Q���R�I���W�K�H�L�U���I�O�L�J�K�W�� 

�,�Q���F�R�Q�W�U�D�V�W���W�R���E�D�O�O�L�V�W�L�F���P�L�V�V�L�O�H�V�����Z�K�L�F�K���D�O�V�R���W�U�D�Y�H�O���D�W���K�\�S�H�U�V�R�Q�L�F���V�S�H�H�G�V�����K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V���G�R��
�Q�R�W���I�R�O�O�R�Z���D���S�D�U�D�E�R�O�L�F���E�D�O�O�L�V�W�L�F���W�U�D�M�H�F�W�R�U�\���D�Q�G���F�D�Q���P�D�Q�H�X�Y�H�U���H�Q���U�R�X�W�H���W�R���W�K�H�L�U���G�H�V�W�L�Q�D�W�L�R�Q�����P�D�N�L�Q�J��
�G�H�I�H�Q�V�H���D�J�D�L�Q�V�W���W�K�H�P���G�L�I�I�L�F�X�O�W���� 

�$�Q�D�O�\�V�W�V���G�L�V�D�J�U�H�H���D�E�R�X�W���W�K�H���V�W�U�D�W�H�J�L�F���L�P�S�O�L�F�D�W�L�R�Q�V���R�I���K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V�����6�R�P�H���K�D�Y�H���L�G�H�Q�W�L�I�L�H�G��
�W�Z�R���I�D�F�W�R�U�V���W�K�D�W���F�R�X�O�G���K�R�O�G���V�L�J�Q�L�I�L�F�D�Q�W���L�P�S�O�L�F�D�W�L�R�Q�V���I�R�U���V�W�U�D�W�H�J�L�F���V�W�D�E�L�O�L�W�\�������������W�K�H���Z�H�D�S�R�Q�¶�V���V�K�R�U�W��
�W�L�P�H���R�I���I�O�L�J�K�W�����Z�K�L�F�K�����L�Q���W�X�U�Q�����F�R�P�S�U�H�V�V�H�V���W�K�H���W�L�P�H�O�L�Q�H���I�R�U���U�H�V�S�R�Q�V�H�����D�Q�G�����������L�W�V���X�Q�S�U�H�G�L�F�W�D�E�O�H��
�I�O�L�J�K�W���S�D�W�K�����Z�K�L�F�K���F�R�X�O�G���J�H�Q�H�U�D�W�H���X�Q�F�H�U�W�D�L�Q�W�\���D�E�R�X�W���W�K�H���Z�H�D�S�R�Q�¶�V���L�Q�W�H�Q�G�H�G���W�D�U�J�H�W���D�Q�G���W�K�H�U�H�I�R�U�H��
�K�H�L�J�K�W�H�Q���W�K�H���U�L�V�N���R�I���P�L�V�F�D�O�F�X�O�D�W�L�R�Q���R�U���X�Q�L�Q�W�H�Q�G�H�G���H�V�F�D�O�D�W�L�R�Q���L�Q���W�K�H���H�Y�H�Q�W���R�I���D���F�R�Q�I�O�L�F�W��57�� 

�2�W�K�H�U���D�Q�D�O�\�V�W�V���K�D�Y�H���D�U�J�X�H�G���W�K�D�W���W�K�H���V�W�U�D�W�H�J�L�F���L�P�S�O�L�F�D�W�L�R�Q�V���R�I���K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V���D�U�H���P�L�Q�L�P�D�O��
�E�H�F�D�X�V�H���8���6�����F�R�P�S�H�W�L�W�R�U�V���V�X�F�K���D�V���&�K�L�Q�D���D�Q�G���5�X�V�V�L�D���D�O�U�H�D�G�\���S�R�V�V�H�V�V���W�K�H���D�E�L�O�L�W�\���W�R���V�W�U�L�N�H���W�K�H���8�Q�L�W�H�G��
�6�W�D�W�H�V���Z�L�W�K���L�Q�W�H�U�F�R�Q�W�L�Q�H�Q�W�D�O���E�D�O�O�L�V�W�L�F���P�L�V�V�L�O�H�V�����Z�K�L�F�K�����Z�K�H�Q���O�D�X�Q�F�K�H�G���L�Q���V�D�O�Y�R�V�����F�R�X�O�G���R�Y�H�U�Z�K�H�O�P��
�8���6�����P�L�V�V�L�O�H���G�H�I�H�Q�V�H�V��58���)�X�U�W�K�H�U�P�R�U�H�����W�K�H�V�H���D�Q�D�O�\�V�W�V���Q�R�W�H���W�K�D�W���L�Q���W�K�H���F�D�V�H���R�I���K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V����
�W�U�D�G�L�W�L�R�Q�D�O���S�U�L�Q�F�L�S�O�H�V���R�I���G�H�W�H�U�U�H�Q�F�H���K�R�O�G�����³�L�W���L�V���U�H�D�O�O�\���D���V�W�U�H�W�F�K���W�R���W�U�\���W�R���L�P�D�J�L�Q�H���D�Q�\���U�H�J�L�P�H���L�Q���W�K�H��
�Z�R�U�O�G���W�K�D�W���Z�R�X�O�G���E�H���V�R���V�X�L�F�L�G�D�O���W�K�D�W���L�W���Z�R�X�O�G���H�Y�H�Q���W�K�L�Q�N���W�K�U�H�D�W�L�Q�J���W�R���X�V�H�² �Q�R�W���W�R���P�H�Q�W�L�R�Q���W�R��
�D�F�W�X�D�O�O�\���X�V�H�² �K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V���D�J�D�L�Q�V�W���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V�����������Z�R�X�O�G���H�Q�G���Z�H�O�O���´59 

United States 

�7�K�H���3�H�Q�W�D�J�R�Q���K�D�V���U�H�T�X�H�V�W�H�G�������������E�L�O�O�L�R�Q���L�Q���L�W�V���)�<�����������E�X�G�J�H�W���U�H�T�X�H�V�W���I�R�U���D�O�O���K�\�S�H�U�V�R�Q�L�F���U�H�O�D�W�H�G��
�U�H�V�H�D�U�F�K�����7�K�L�V���D�P�R�X�Q�W���L�Q�F�O�X�G�H�V�����������������P�L�O�O�L�R�Q���I�R�U���K�\�S�H�U�V�R�Q�L�F���G�H�I�H�Q�V�H���S�U�R�J�U�D�P�V�����'�2�' ���L�V��
�F�X�U�U�H�Q�W�O�\���G�H�Y�H�O�R�S�L�Q�J���K�\�S�H�U�V�R�Q�L�F���Z�H�D�S�R�Q�V���X�Q�G�H�U���W�K�H���1�D�Y�\�¶�V���&�R�Q�Y�H�Q�W�L�R�Q�D�O���3�U�R�P�S�W���6�W�U�L�N�H���S�U�R�J�U�D�P����
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alter genes or create DNA to modify plants, animals, and humans. Such biotechnologies 

could be used to enhance [or degrade] the performance of military personnel. The 

proliferation of synthetic biology�² used to create genetic code that does not exist in 

nature�² may increase the number of actors that can create chemical and biological 

weapons.100  

                                                 
96 Defense Intelligence Agency, Challenges to Security in Space, p. 23, at https://www.dia.mil/Portals/27/Documents/

News/Military%20Power%20Publications/Space_Threat_V14_020119_sm.pdf�����D�Q�G���³Putin hails new Russian laser 

weapons���´��Associated Press, May 17, 2019, at https://apnews.com/ff03960c48a6440bacc1c2512a7c197a. 

97 �³�'�L�U�H�F�W�H�G���(�Q�H�U�J�\���:�H�D�S�R�Q�V�����'�L�V�F�X�V�V�L�R�Q���S�D�S�H�U���I�R�U���W�K�H���&�R�Q�Y�H�Q�W�L�R�Q���R�Q���&�H�U�W�D�L�Q���&�R�Q�Y�H�Q�W�L�R�Q�D�O���:�H�D�S�R�Q�V�����&�&�:�����´��
Article 36, November 2017. 

98 P�D�W�U�L�F�N���0�����&�U�R�Q�L�Q���D�Q�G���5�\�D�Q���'�����1�H�X�K�D�U�G�����³�&�R�X�Q�W�H�U�L�Q�J���&�K�L�Q�D�¶�V���/�D�V�H�U���2�I�I�H�Q�V�L�Y�H���´���7�K�H���'�L�S�O�R�P�D�W�����$�S�U�L�O��������������������at 

https://thediplomat.com/2020/04/countering-chinas-laser-offensive/. 

99 For a general overview of CRISPR, see CRS Report R44824, Advanced Gene Editing: CRISPR-Cas9, by Marcy E. 

Gallo et al.  

100 Government Accountability Office, National Security: Long-Range Emerging Threats Facing the United States as 



Emerging Military Technologies: Background and Issues for Congress 

 

Congressional Research Service   18 

�6�L�P�L�O�D�U�O�\�����W�K�H���8���6�����L�Q�W�H�O�O�L�J�H�Q�F�H���F�R�P�P�X�Q�L�W�\�¶�V�������������:�R�U�O�G�Z�L�G�H���7�K�U�H�D�W���$�V�V�H�V�V�P�H�Q�W���F�L�W�H�G���J�H�Q�R�P�H��
�H�G�L�W�L�Q�J���D�V���D���S�R�W�H�Q�W�L�D�O���Z�H�D�S�R�Q���R�I���P�D�V�V���G�H�V�W�U�X�F�W�L�R�Q��101 

�,�Q���D�G�G�L�W�L�R�Q�����E�L�R�W�H�F�K�Q�R�O�R�J�\���F�R�X�O�G���E�H���X�V�H�G���W�R���F�U�H�D�W�H���D�G�D�S�W�L�Y�H���F�D�P�R�X�I�O�D�J�H�����F�O�R�D�N�L�Q�J���G�H�Y�L�F�H�V�����R�U��
�O�L�J�K�W�H�U�����V�W�U�R�Q�J�H�U�����D�Q�G�² �S�R�W�H�Q�W�L�D�O�O�\�² �V�H�O�I���K�H�D�O�L�Q�J���E�R�G�\���D�Q�G���Y�H�K�L�F�O�H���D�U�P�R�U��102���&�R�Q�F�H�U�Q�V���K�D�Y�H���E�H�H�Q��
�U�D�L�V�H�G���W�K�D�W���8���6�����F�R�P�S�H�W�L�W�R�U�V���P�D�\���Q�R�W���K�R�O�G���W�K�H���V�D�P�H���H�W�K�L�F�D�O���V�W�D�Q�G�D�U�G�V���L�Q���W�K�H���U�H�V�H�D�U�F�K���D�Q�G��
�D�S�S�O�L�F�D�W�L�R�Q���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V�����S�D�U�W�L�F�X�O�D�U�O�\���U�H�J�D�U�G�L�Q�J���E�L�R�O�R�J�L�F�D�O���Z�H�D�S�R�Q�V�����J�H�Q�R�P�H���H�G�L�W�L�Q�J�����R�U��
�P�R�U�H���L�Q�Y�D�V�L�Y�H���I�R�U�P�V���R�I���K�X�P�D�Q���S�H�U�I�R�U�P�D�Q�F�H���P�R�G�L�I�L�F�D�W�L�R�Q��103 

United States 

�3�X�U�V�X�D�Q�W���W�R���6�H�F�W�L�R�Q�������������R�I���W�K�H���)�<�����������1�'�$�$�����3���/����������������������104���W�K�H���7�U�X�P�S���$�G�P�L�Q�L�V�W�U�D�W�L�R�Q��
�U�H�O�H�D�V�H�G���W�K�H���1�D�W�L�R�Q�D�O���%�L�R�G�H�I�H�Q�V�H���6�W�U�D�W�H�J�\�����Z�K�L�F�K���R�X�W�O�L�Q�H�V���³�K�R�Z���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���*�R�Y�H�U�Q�P�H�Q�W��
�Z�L�O�O���P�D�Q�D�J�H���L�W�V���D�F�W�L�Y�L�W�L�H�V���P�R�U�H���H�I�I�H�F�W�L�Y�H�O�\���W�R���D�V�V�H�V�V�����S�U�H�Y�H�Q�W�����G�H�W�H�F�W�����S�U�H�S�D�U�H���I�R�U�����U�H�V�S�R�Q�G���W�R�����D�Q�G��
�U�H�F�R�Y�H�U���I�U�R�P���E�L�R�O�R�J�L�F�D�O���W�K�U�H�D�W�V�����F�R�R�U�G�L�Q�D�W�L�Q�J���L�W�V���E�L�R�G�H�I�H�Q�V�H���H�I�I�R�U�W�V���Z�L�W�K���W�K�R�V�H���R�I���L�Q�W�H�U�Q�D�W�L�R�Q�D�O��
�S�D�U�W�Q�H�U�V�����L�Q�G�X�V�W�U�\�����D�F�D�G�H�P�L�D�����Q�R�Q���J�R�Y�H�U�Q�P�H�Q�W�D�O���H�Q�W�L�W�L�H�V�����D�Q�G���W�K�H���S�U�L�Y�D�W�H���V�H�F�W�R�U���´105���$�V���V�R�P�H��
�D�Q�D�O�\�V�W�V���K�D�Y�H���Q�R�W�H�G�����K�R�Z�H�Y�H�U�����W�K�L�V���V�W�U�D�W�H�J�\���Z�D�V���Q�R�W���D�F�F�R�P�S�D�Q�L�H�G���E�\���D���U�H�V�R�X�U�F�H�G���D�F�W�L�R�Q���S�O�D�Q���D�Q�G����
�W�K�X�V�����Z�D�V���³�O�D�U�J�H�O�\���X�Q�L�P�S�O�H�P�H�Q�W�H�G���´106���)�X�U�W�K�H�U�P�R�U�H�����W�K�H�U�H���L�V���Q�R���'�2�' ���V�S�H�F�L�I�L�F���E�L�R�W�H�F�K�Q�R�O�R�J�\��
�U�H�V�H�D�U�F�K���V�W�U�D�W�H�J�\��107 

�8�Q�F�O�D�V�V�L�I�L�H�G���8���6�����E�L�R�W�H�F�K�Q�R�O�R�J�\���S�U�R�J�U�D�P�V���Z�L�W�K���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���F�H�Q�W�H�U���S�U�L�P�D�U�L�O�\���R�Q��
�L�P�S�U�R�Y�L�Q�J���³�U�H�D�G�L�Q�H�V�V�����U�H�V�L�O�L�H�Q�F�H�����D�Q�G���U�H�F�R�Y�H�U�\���´���'�$�5�3�$�����I�R�U���H�[�D�P�S�O�H�����K�D�V���D���Q�X�P�E�H�U���R�I��
�E�L�R�W�H�F�K�Q�R�O�R�J�\���S�U�R�J�U�D�P�V���G�H�Y�R�W�H�G���W�R���E�D�W�W�O�H�I�L�H�O�G���P�H�G�L�F�L�Q�H�����G�L�D�J�Q�R�V�W�L�F�V�����D�Q�G���S�U�R�J�Q�R�V�W�L�F�V�����,�W���L�V���D�O�V�R��
�H�[�S�O�R�U�L�Q�J���R�S�W�L�R�Q�V���I�R�U���P�L�W�L�J�D�W�L�Q�J���W�K�H���H�I�I�H�F�W�V���R�I���W�U�D�X�P�D�W�L�F���E�U�D�L�Q���L�Q�M�X�U�\�����W�U�H�D�W�L�Q�J���Q�H�X�U�R�S�V�\�F�K�L�D�W�U�L�F��
�L�O�O�Q�H�V�V�H�V���V�X�F�K���D�V���G�H�S�U�H�V�V�L�R�Q���D�Q�G���S�R�V�W���W�U�D�X�P�D�W�L�F���V�W�U�H�V�V�����D�Q�G���S�U�R�W�H�F�W�L�Q�J���D�J�D�L�Q�V�W���L�Q�I�H�F�W�L�R�X�V���G�L�V�H�D�V�H�V��
�D�Q�G���E�L�R���H�Q�J�L�Q�H�H�U�H�G���W�K�U�H�D�W�V���W�R���W�K�H���8���6�����I�R�R�G���V�X�S�S�O�\�����,�Q���D�G�G�L�W�L�R�Q�����'�$�5�3�$�¶�V���6�D�I�H���*�H�Q�H�V���S�U�R�J�U�D�P��
�V�H�H�N�V���³�W�R���>�S�U�R�W�H�F�W�@���V�H�U�Y�L�F�H���P�H�P�E�H�U�V���I�U�R�P���D�F�F�L�G�H�Q�W�D�O���R�U���L�Q�W�H�Q�W�L�R�Q�D�O���P�L�V�X�V�H���R�I���J�H�Q�R�P�H���H�G�L�W�L�Q�J��

                                                 
Identified by Federal Agencies, December 2018, at https://www.gao.gov/assets/700/695981.pdf. 

101 �-�D�P�H�V���5�����&�O�D�S�S�H�U�����³�6�W�D�W�H�P�H�Q�W���I�R�U���W�K�H���5�H�F�R�U�G�� �:�R�U�O�G�Z�L�G�H���7�K�U�H�D�W���$�V�V�H�V�V�P�H�Q�W���R�I���W�K�H���8�6���,�Q�W�H�O�O�L�J�H�Q�F�H���&�R�P�P�X�Q�L�W�\���´��
delivered before the U.S. Senate Committee on Armed Services, February 9, 2016. 

102 �3�D�W�U�L�F�N���7�X�F�N�H�U�����³The US Army Is Making Synthetic Biology a Priority���´��Defense One�����-�X�O�\���������������������D�Q�G���³Army 

scientists explore synthetic biology potential���´���8���6�����$�U�P�\�����-�X�Q�H����������������������at https://www.army.mil/article/223495/

army_scientists_explore_synthetic_biology_potential.  

103 �-�D�P�H�V���5�����&�O�D�S�S�H�U�����³�6�W�D�W�H�P�H�Q�W���I�R�U���W�K�H���5�H�F�R�U�G�����:�R�U�O�G�Z�L�G�H���7�K�U�H�D�W���$�V�V�H�V�V�P�H�Q�W���R�I���W�K�H���8�6���,�Q�W�H�O�O�L�J�H�Q�F�H���&�R�P�P�X�Q�L�W�\���´��
delivered before the U.S. Senate Committee on Arme�G���6�H�U�Y�L�F�H�V�����)�H�E�U�X�D�U�\���������������������D�Q�G���'�D�Q�L�H�O���5�����&�R�D�W�V�����³�6�W�D�W�H�P�H�Q�W���I�R�U��
the Record: Wo�U�O�G�Z�L�G�H���7�K�U�H�D�W���$�V�V�H�V�V�P�H�Q�W���R�I���W�K�H���8�6���,�Q�W�H�O�O�L�J�H�Q�F�H���&�R�P�P�X�Q�L�W�\���´���G�H�O�L�Y�H�U�H�G���E�H�I�R�U�H���W�K�H���8���6�����6�H�Q�D�W�H��
Committee on Armed Services, March 6, 2018. Although the U.S. military has long used certain drugs such as caffeine, 

modafinil, dextroamphetamine, and various sleep aids to enhance soldier performance, it bans other performance-

enhancing drugs and techniques such as anabolic steroids and blood doping. See Paul Scharre and Lauren Fish, Human 
Performance Enhancement, Center for a New American Security, November 7, 2018, at https://www.cnas.org/

publications/reports/human-performance-enhancement-1.  

104 P.L. 114-328, Section 2, Division A, Title X, §1086.  

105 The White House, National Biodefense Strategy, 2018, at https://www.whitehouse.gov/wp-content/uploads/2018/09/

National-Biodefense-Strategy.pdf. 

106 �6�H�H�����I�R�U���H�[�D�P�S�O�H�����7�D�U�D���2�¶�7�R�R�O�H�����³�5�H�P�D�U�N�V���D�W���µSynthetic Biology and National Security: Risks and Opportunities���¶�´��
Center for Strategic and International Studies, April 14, 2020. 

107 �'�L�D�Q�H���'�L�H�X�O�L�L�V�����³�%�L�R�W�H�F�K�Q�R�O�R�J�\���I�R�U���W�K�H���%�D�W�W�O�H�I�L�H�O�G�����,�Q���1�H�H�G���R�I���D���6�W�U�D�W�H�J�\���´��War on the Rocks, November 27, 2018. 

�7�K�H�U�H���L�V�����K�R�Z�H�Y�H�U�����D���F�R�R�U�G�L�Q�D�W�H�G���I�U�D�P�H�Z�R�U�N���I�R�U���E�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�J�X�O�D�W�L�R�Q�����6�H�H���³�0�R�G�H�U�Qizing the Regulatory System 

for Biotechnology Products: Final Version of the 2017 Update to the Coordinated Framework for the Regulation of 

�%�L�R�W�H�F�K�Q�R�O�R�J�\���´���-�D�Q�X�D�U�\��������������at https://www.epa.gov/sites/production/files/2017-01/documents/

2017_coordinated_framework_update.pdf.  



Emerging Military Technologies: Background and Issues for Congress 

 

Congressional Research Service   19 

�W�H�F�K�Q�R�O�R�J�L�H�V���´108���%�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K���L�V���D�O�V�R���E�H�L�Q�J���F�R�Q�G�X�F�W�H�G���D�W���W�K�H���V�H�U�Y�L�F�H���O�D�E�R�U�D�W�R�U�L�H�V����
�Z�K�L�F�K���U�H�F�H�Q�W�O�\���F�R�P�S�O�H�W�H�G���D�����������P�L�O�O�L�R�Q�����W�K�U�H�H���\�H�D�U���M�R�L�Q�W���U�H�V�H�D�U�F�K���L�Q�L�W�L�D�W�L�Y�H���L�Q���V�\�Q�W�K�H�W�L�F���E�L�R�O�R�J�\��
�³�L�Q�W�H�Q�G�H�G���W�R���G�H�Y�H�O�R�S���Q�H�Z���E�L�R���E�D�V�H�G���P�D�W�H�U�L�D�O�V���D�Q�G���V�H�Q�V�R�U�V���´109�� 

�,�Q���D�G�G�L�W�L�R�Q�����V�R�P�H���U�H�S�R�U�W�V���V�X�J�J�H�V�W���W�K�D�W���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���L�V���U�H�V�H�D�U�F�K�L�Q�J���R�U���K�D�V���S�U�H�Y�L�R�X�V�O�\��
�U�H�V�H�D�U�F�K�H�G���E�L�R�W�H�F�K�Q�R�O�R�J�\���D�Q�G���Q�H�X�U�R�V�F�L�H�Q�F�H���D�S�S�O�L�F�D�W�L�R�Q�V���W�R���L�Q�F�U�H�D�V�H���V�R�O�G�L�H�U���O�H�W�K�D�O�L�W�\�����L�Q�F�O�X�G�L�Q�J��
�D�S�S�O�L�F�D�W�L�R�Q�V���W�R���P�D�N�H���V�R�O�G�L�H�U�V���³�V�W�U�R�Q�J�H�U�����V�P�D�U�W�H�U�����>�D�Q�G�@���P�R�U�H���F�D�S�D�E�O�H�����D�Q�G���«���J�L�Y�H���W�K�H�P���P�R�U�H��
�H�Q�G�X�U�D�Q�F�H���W�K�D�Q���R�W�K�H�U���K�X�P�D�Q�V���´110���6�R�P�H���J�U�R�X�S�V���K�D�Y�H���H�[�S�U�H�V�V�H�G���H�W�K�L�F�D�O���F�R�Q�F�H�U�Q�V���D�E�R�X�W���W�K�L�V��
�U�H�V�H�D�U�F�K�����D�O�W�K�R�X�J�K���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���K�D�G���D���V�H�U�L�H�V���R�I���S�U�H�V�L�G�H�Q�W�L�D�O���E�L�R�H�W�K�L�F�V���F�R�P�P�L�V�V�L�R�Q�V���E�H�W�Z�H�H�Q��
�����������D�Q�G���������������W�K�H�U�H���L�V���Q�R���F�X�U�U�H�Q�W���Q�D�W�L�R�Q�D�O���I�U�D�P�H�Z�R�U�N���I�R�U���H�[�D�P�L�Q�L�Q�J���H�W�K�L�F�D�O���F�R�Q�F�H�U�Q�V��111�� 

�)�L�Q�D�O�O�\�����S�H�U���6�H�F�W�L�R�Q�����������R�I���W�K�H���)�<�����������1�'�$�$�����'�2�'���L�V���W�R���F�R�Q�G�X�F�W���³�D���U�H�Y�L�H�Z���R�I���W�K�H���P�L�O�L�W�D�U�\��
�X�Q�G�H�U�V�W�D�Q�G�L�Q�J���D�Q�G���U�H�O�H�Y�D�Q�F�\���R�I���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���H�P�H�U�J�L�Q�J���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���W�R���Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\��
�U�H�T�X�L�U�H�P�H�Q�W�V���R�I���W�K�H���'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H���´���D�V���Z�H�O�O���D�V���³�D�Q���D�V�V�H�V�V�P�H�Q�W���R�I���W�K�H���W�H�F�K�Q�L�F�D�O���E�D�V�L�V��
�Z�L�W�K�L�Q���W�K�H���'�H�S�D�U�W�P�H�Q�W���X�V�H�G���W�R���L�Q�I�R�U�P���W�K�H���L�Q�W�H�O�O�L�J�H�Q�F�H���F�R�P�P�X�Q�L�W�\���R�I���W�K�H���'�H�S�D�U�W�P�H�Q�W�¶�V���F�R�O�O�H�F�W�L�R�Q��
�D�Q�G���D�Q�D�O�\�V�L�V���Q�H�H�G�V���U�H�O�D�W�L�Q�J���W�R���H�P�H�U�J�L�Q�J���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���´112���'�2�'���L�V���D�G�G�L�W�L�R�Q�D�O�O�\���W�R���G�H�Y�H�O�R�S���D��
�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q���R�Q���W�K�H���D�S�S�U�R�S�U�L�D�W�H���G�H�I�L�Q�L�W�L�R�Q���R�I���³�H�P�H�U�J�L�Q�J���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V�´���D�Q�G���S�U�R�Y�L�G�H��
�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V���I�R�U���I�X�W�X�U�H���O�H�J�L�V�O�D�W�L�Y�H���D�Q�G���D�G�P�L�Q�L�V�W�U�D�W�L�Y�H���D�F�W�L�Y�L�W�L�H�V��113 

China 

�0�R�W�L�Y�D�W�H�G���E�\���D�Q���D�J�L�Q�J���S�R�S�X�O�D�W�L�R�Q���D�Q�G���J�U�R�Z�L�Q�J���K�H�D�O�W�K���F�D�U�H���Q�H�H�G�V�����&�K�L�Q�D���K�D�V���E�H�H�Q���S�D�U�W�L�F�X�O�D�U�O�\��
�L�Q�W�H�U�H�V�W�H�G���L�Q���F�R�Q�G�X�F�W�L�Q�J���E�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K�����%�L�R�W�H�F�K�Q�R�O�R�J�\���L�V���F�L�W�H�G���D�V���D���N�H�\���V�W�U�D�W�H�J�L�F���S�U�L�R�U�L�W�\��
�Z�L�W�K�L�Q���&�K�L�Q�D�¶�V���0�D�G�H���L�Q���&�K�L�Q�D�������������L�Q�L�W�L�D�W�L�Y�H���D�Q�G���L�V���D�G�G�L�W�L�R�Q�D�O�O�\���K�L�J�K�O�L�J�K�W�H�G���Z�L�W�K�L�Q���&�K�L�Q�D�¶�V��
�F�X�U�U�H�Q�W���I�L�Y�H���\�H�D�U���G�H�Y�H�O�R�S�P�H�Q�W���S�O�D�Q��114���,�Q���S�D�U�W�L�F�X�O�D�U�����&�K�L�Q�D���L�V���D�J�J�U�H�V�V�L�Y�H�O�\���S�X�U�V�X�L�Q�J��
�E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���I�R�U���J�H�Q�H�W�L�F���W�H�V�W�L�Q�J���D�Q�G���S�U�H�F�L�V�L�R�Q���P�H�G�L�F�L�Q�H�����,�Q���������������&�K�L�Q�H�V�H���V�F�L�H�Q�W�L�V�W�V���E�H�F�D�P�H��
�W�K�H���I�L�U�V�W���W�R���X�V�H���W�K�H���&�5�,�6�3�5���J�H�Q�H���H�G�L�W�L�Q�J���W�R�R�O���R�Q���K�X�P�D�Q�V�����D�Q�G���L�Q���������������D���&�K�L�Q�H�V�H���V�F�L�H�Q�W�L�V�W��
�S�U�R�G�X�F�H�G�² �S�H�U�K�D�S�V���Z�L�W�K���W�K�H���D�S�S�U�R�Y�D�O���R�I���W�K�H���&�K�L�Q�H�V�H���J�R�Y�H�U�Q�P�H�Q�W�² �W�K�H���I�L�U�V�W���³�J�H�Q�H���H�G�L�W�H�G��
�E�D�E�L�H�V���´115���,�Q���D�G�G�L�W�L�R�Q�����&�K�L�Q�D���P�D�L�Q�W�D�L�Q�V���R�Q�H���R�I���W�K�H���Z�R�U�O�G�¶�V���O�D�U�J�H�V�W���U�H�S�R�V�L�W�R�U�L�H�V���R�I���J�H�Q�H�W�L�F��
�L�Q�I�R�U�P�D�W�L�R�Q�����W�K�H���1�D�W�L�R�Q�D�O���*�H�Q�H�E�D�Q�N�����Z�K�L�F�K���L�Q�F�O�X�G�H�V���8���6�����J�H�Q�H�W�L�F���G�D�W�D�����6�X�F�K���L�Q�I�R�U�P�D�W�L�R�Q���F�R�X�O�G���E�H��
�X�V�H�G���W�R���G�H�Y�H�O�R�S���S�H�U�V�R�Q�D�O�L�]�H�G���G�L�V�H�D�V�H���W�U�H�D�W�P�H�Q�W���S�O�D�Q�V���R�U�����S�R�W�H�Q�W�L�D�O�O�\�����S�U�H�F�L�V�L�R�Q���E�L�R�Z�H�D�S�R�Q�V��116�� 

                                                 
108 �6�H�H���'�H�I�H�Q�V�H���$�G�Y�D�Q�F�H�G���5�H�V�H�D�U�F�K���3�U�R�M�H�F�W�V���$�J�H�Q�F�\�����³�2�X�U���5�H�V�H�D�U�F�K�����%�L�R�O�R�J�L�F�D�O���7�H�F�K�Q�R�O�R�J�L�H�V���2�I�I�L�F�H���´��at 

https://www.darpa.mil/our-research?tFilter=&oFilter=1. 

109 Marisa Alia-�1�R�Y�R�E�L�O�V�N�L�����³Tri-Service effort leverages synthetic biology expertise to address future warfighter 

needs���´���:�U�L�J�K�W-Patterson AFB, September 27, 2017. 

110 Annie Jacobsen, �7�K�H���3�H�Q�W�D�J�R�Q�¶�V���%�U�D�L�Q�����$�Q���8�Q�F�H�Q�V�R�U�H�G���+�L�V�W�R�U�\���R�I���'�$�5�3�$�����$�P�H�U�L�F�D�¶�V Top-Secret Military 
Research Agency (New York: Litt le, Brown and Company, 2015). See also Michael Joseph Gross�����³�7�K�H���3�H�Q�W�D�J�R�Q�¶�V��
�3�X�V�K���W�R���3�U�R�J�U�D�P���6�R�O�G�L�H�U�V�¶��Brains���´��The Atlantic, November 2018, at https://www.theatlantic.com/magazine/archive/

2018/11/the-pentagon-wants-to-weaponize-the-brain-what-could-go-wrong/570841/.  

111 �)�R�U���D���K�L�V�W�R�U�\���R�I���W�K�H�V�H���F�R�P�P�L�V�V�L�R�Q�V�����V�H�H���3�U�H�V�L�G�H�Q�W�L�D�O���&�R�P�P�L�V�V�L�R�Q���I�R�U���W�K�H���6�W�X�G�\���R�I���%�L�R�H�W�K�L�F�D�O���,�V�V�X�H�V�����³History of 

Bioethics Commissions���´���D�U�F�K�L�Y�H�G���-�D�Q�X�D�U�\����������������������at https://bioethicsarchive.georgetown.edu/pcsbi/history.html.  

112 P.L. 116-92, Section 2, Division A, Title II, §263.  

113 Ibid. 

114 �6�K�D�Q�Q�R�Q���(�O�O�L�V�����³�%�L�R�W�H�F�K���%�R�R�P�V���L�Q���&�K�L�Q�D���´��Nature, January 17, 2018. 

115 Amidst international outcry, �&�K�L�Q�D���O�D�W�H�U���V�H�Q�W�H�Q�F�H�G���W�K�H���V�F�L�H�Q�W�L�V�W���W�R���W�K�U�H�H���\�H�D�U�V���L�Q���M�D�L�O���D�Q�G���W�H�U�P�H�G���K�L�V���Z�R�U�N���³�H�[�W�U�H�P�H�O�\��
�D�E�R�P�L�Q�D�E�O�H���L�Q���Q�D�W�X�U�H���´���0�L�F�K�D�H�O���6�W�D�Q�G�D�H�U�W�����³�
�(�[�W�U�H�P�H�O�\���D�E�R�P�L�Q�D�E�O�H�¶�����&�K�L�Q�H�V�H���J�H�Q�H-�H�G�L�W�L�Q�J���V�F�L�H�Q�W�L�V�W���I�D�F�H�V���O�D�Z���´��Al 
Jazeera�����1�R�Y�H�P�E�H�U�����������������������6�H�H���D�O�V�R�����(�O�V�D���.�D�Q�L�D�����³�:�H�D�S�R�Q�L�]�L�Q�J���%�L�R�W�H�F�K�����+�R�Z���&�K�L�Q�D�¶�V���0�L�O�L�W�D�U�\���,�V���3�U�H�S�D�U�Lng for a 

�µ�1�H�Z���'�R�P�D�L�Q���R�I���:�D�U�I�D�U�H���¶�´��Defense One, August 14, 2019. 

116 �'�D�Y�L�G���-�����/�\�Q�F�K�����³Biotechnology: the US-China dispute over genetic data���´��Financial Times, July 31, 2017. See also 

�(�O�V�D���.�D�Q�L�D���D�Q�G���:�L�O�V�R�Q���9�R�U�Q�'�L�F�N�����³�&�K�L�Q�D�¶�V���0�L�O�L�W�D�U�\���%�L�R�W�H�F�K���)�U�R�Q�W�L�H�U�����&�5�,�6�3�5�����0�L�O�L�W�D�U�\-Civil Fusion, and the New 



Emerging Military Technologies: Background and Issues for Congress 

 

Congressional Research Service   20 

�2�S�H�Q���V�R�X�U�F�H���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���&�K�L�Q�D�¶�V���U�H�V�H�D�U�F�K���L�Q�W�R���V�S�H�F�L�I�L�F���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I��
�E�L�R�W�H�F�K�Q�R�O�R�J�\���L�V���O�L�P�L�W�H�G�����K�R�Z�H�Y�H�U�����&�K�L�Q�D�¶�V���S�R�O�L�F�\���R�I���P�L�O�L�W�D�U�\���F�L�Y�L�O���I�X�V�L�R�Q���Z�R�X�O�G���H�Q�D�E�O�H���W�K�H��
�&�K�L�Q�H�V�H���P�L�O�L�W�D�U�\���W�R���U�H�D�G�L�O�\���O�H�Y�H�U�D�J�H���G�H�Y�H�O�R�S�P�H�Q�W�V���L�Q���F�L�Y�L�O�L�D�Q���E�L�R�W�H�F�K�Q�R�O�R�J�\��117���)�X�U�W�K�H�U�P�R�U�H����
�U�H�S�R�U�W�V���L�Q�G�L�F�D�W�H���W�K�D�W���&�K�L�Q�D�¶�V���&�H�Q�W�U�D�O���0�L�O�L�W�D�U�\���&�R�P�P�L�V�V�L�R�Q���³�K�D�V���I�X�Q�G�H�G���S�U�R�M�H�F�W�V���R�Q���P�L�O�L�W�D�U�\���E�U�D�L�Q��
�V�F�L�H�Q�F�H�����D�G�Y�D�Q�F�H�G���E�L�R�P�L�P�H�W�L�F���V�\�V�W�H�P�V�����E�L�R�O�R�J�L�F�D�O���D�Q�G���E�L�R�P�L�P�H�W�L�F���P�D�W�H�U�L�D�O�V�����K�X�P�D�Q���S�H�U�I�R�U�P�D�Q�F�H��
�H�Q�K�D�Q�F�H�P�H�Q�W�����D�Q�G���µ�Q�H�Z���F�R�Q�F�H�S�W�¶���E�L�R�W�H�F�K�Q�R�O�R�J�\���´���Z�K�L�O�H���W�K�H���&�K�L�Q�H�V�H���P�L�O�L�W�D�U�\�¶�V���P�H�G�L�F�D�O��
�L�Q�V�W�L�W�X�W�L�R�Q�V���K�D�Y�H���F�R�Q�G�X�F�W�H�G���H�[�W�H�Q�V�L�Y�H���U�H�V�H�D�U�F�K���R�Q���&�5�,�6�3�5���J�H�Q�H���H�G�L�W�L�Q�J��118 

Russia 

�$�O�W�K�R�X�J�K���5�X�V�V�L�D���U�H�O�H�D�V�H�G���%�,�2���������² �D���Z�K�R�O�H���R�I���J�R�Y�H�U�Q�P�H�Q�W���V�W�U�D�W�H�J�\���I�R�U���L�P�S�U�R�Y�L�Q�J���W�K�H���V�W�D�Q�G�L�Q�J��
�R�I���5�X�V�V�L�D�¶�V���E�L�R�W�H�F�K�Q�R�O�R�J�\���V�H�F�W�R�U�² �L�Q���������������E�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K���L�Q���5�X�V�V�L�D���F�R�Q�W�L�Q�X�H�V���W�R���O�D�J��
�E�H�K�L�Q�G���W�K�D�W���R�I���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���&�K�L�Q�D��119���%�,�2�����������L�G�H�Q�W�L�I�L�H�V���5�X�V�V�L�D�¶�V���S�U�L�R�U�L�W�\���D�U�H�D�V���I�R�U��
�E�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K���D�V���E�L�R�S�K�D�U�P�D�F�H�X�W�L�F�V���D�Q�G���E�L�R�P�H�G�L�F�L�Q�H�����L�Q�G�X�V�W�U�L�D�O���E�L�R�W�H�F�K�Q�R�O�R�J�\���D�Q�G��
�E�L�R�H�Q�H�U�J�H�W�L�F�V�����D�J�U�L�F�X�O�W�X�U�D�O���D�Q�G���I�R�R�G���E�L�R�W�H�F�K�Q�R�O�R�J�\�����I�R�U�H�V�W���E�L�R�W�H�F�K�Q�R�O�R�J�\�����H�Q�Y�L�U�R�Q�P�H�Q�W�D�O��
�S�U�R�W�H�F�W�L�R�Q���E�L�R�W�H�F�K�Q�R�O�R�J�\�����D�Q�G���P�D�U�L�Q�H���E�L�R�W�H�F�K�Q�R�O�R�J�\��120�� 

�/�L�W�W�O�H���L�Q�I�R�U�P�D�W�L�R�Q���L�V���S�X�E�O�L�F�O�\���D�Y�D�L�O�D�E�O�H���R�Q���K�R�Z���5�X�V�V�L�D���P�L�J�K�W���H�P�S�O�R�\���V�X�F�K���G�X�D�O���X�V�H���W�H�F�K�Q�R�O�R�J�L�H�V��
�Z�L�W�K�L�Q���D���P�L�O�L�W�D�U�\���R�U���Q�D�W�L�R�Q�D�O���V�H�F�X�U�L�W�\���F�R�Q�W�H�[�W�����+�R�Z�H�Y�H�U�����W�K�H���D�F�F�X�V�D�W�L�R�Q���W�K�D�W���W�K�H���F�R�X�Q�W�U�\���U�H�F�H�Q�W�O�\��
�D�W�W�H�P�S�W�H�G���W�R���D�V�V�D�V�V�L�Q�D�W�H���D���I�R�U�P�H�U���G�R�X�E�O�H���D�J�H�Q�W���I�R�U���W�K�H���8�Q�L�W�H�G���.�L�Q�J�G�R�P���X�V�L�Q�J���D���1�R�Y�L�F�K�R�N���Q�H�U�Y�H��
�D�J�H�Q�W�² �L�Q���Y�L�R�O�D�W�L�R�Q���R�I���W�K�H�������������&�K�H�P�L�F�D�O���:�H�D�S�R�Q�V���&�R�Q�Y�H�Q�W�L�R�Q�² �V�X�J�J�H�V�W�V���W�K�D�W���L�W���P�D�\���E�H��
�V�L�P�L�O�D�U�O�\���X�Q�U�H�V�W�U�D�L�Q�H�G���L�Q���Z�H�D�S�R�Q�L�]�L�Q�J���E�L�R�O�R�J�L�F�D�O���D�J�H�Q�W�V�����L�Q�F�O�X�G�L�Q�J���W�K�R�V�H���G�H�U�L�Y�H�G���I�U�R�P���V�\�Q�W�K�H�W�L�F��
�E�L�R�O�R�J�\��121���,�Q�G�H�H�G�����W�K�H���6�R�Y�L�H�W���8�Q�L�R�Q���L�V���N�Q�R�Z�Q���W�R���K�D�Y�H���P�D�L�Q�W�D�L�Q�H�G���D�Q���H�[�W�H�Q�V�L�Y�H�����O�R�Q�J���V�W�D�Q�G�L�Q�J��
�E�L�R�O�R�J�L�F�D�O���Z�H�D�S�R�Q�V���S�U�R�J�U�D�P�����%�L�R�S�U�H�S�D�U�D�W�����L�Q���Y�L�R�O�D�W�L�R�Q���R�I���W�K�H�������������%�L�R�O�R�J�L�F�D�O���:�H�D�S�R�Q�V��
�&�R�Q�Y�H�Q�W�L�R�Q��122�� 

International Institutions 

�2�Q�O�\���W�K�H���Z�H�D�S�R�Q�L�]�D�W�L�R�Q���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�\���L�V���S�U�R�K�L�E�L�W�H�G���X�Q�G�H�U���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���O�D�Z��123���6�R�P�H��
�L�Q�W�H�U�Q�D�W�L�R�Q�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V���K�D�Y�H���G�H�P�R�Q�V�W�U�D�W�H�G���L�Q�W�H�U�H�V�W���L�Q���F�R�Q�V�L�G�H�U�L�Q�J���E�U�R�D�G�H�U���L�P�S�O�L�F�D�W�L�R�Q�V���R�I��
�E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V�����)�R�U���H�[�D�P�S�O�H�����V�L�Q�F�H���������������$�6�(�$�1���K�D�V���P�D�L�Q�W�D�L�Q�H�G���D���V�X�E�F�R�P�P�L�W�W�H�H���R�Q��
�E�L�R�W�H�F�K�Q�R�O�R�J�\���W�K�D�W���I�D�F�L�O�L�W�D�W�H�V���F�R�R�U�G�L�Q�D�W�L�R�Q���R�I���U�H�J�L�R�Q�D�O���E�L�R�W�H�F�K�Q�R�O�R�J�\���S�U�R�M�H�F�W�V�����6�L�P�L�O�D�U�O�\�����V�L�Q�F�H��
�������������W�K�H���2�(�&�'���K�D�V���P�D�L�Q�W�D�L�Q�H�G���D�Q���,�Q�W�H�U�Q�D�O���&�R���R�U�G�L�Q�D�W�L�R�Q���*�U�R�X�S���I�R�U���%�L�R�W�H�F�K�Q�R�O�R�J�\���W�K�D�W��

                                                 
Revolution in Military Affairs���´��The Jamestown Foundation, October 8, 2019, at https://jamestown.org/program/

chinas-military-biotech-frontier-crispr-military-civil -fusion-and-the-new-revolution-in-military-affairs/. 

117 �(�O�V�D���.�D�Q�L�D���D�Q�G���:�L�O�V�R�Q���9�R�U�Q�'�L�F�N�����³�:�H�D�S�R�Q�L�]�L�Q�J���%�L�R�W�H�F�K�����+�R�Z���&�K�L�Q�D�¶�V���0�L�O�L�W�D�U�\���,�V���3�U�H�S�D�U�L�Q�J���I�R�U���D���µ�1�H�Z���'�R�P�D�L�Q���R�I��
Warfare,�¶�´��Defense One, August 14, 2019, at https://www.defenseone.com/ideas/2019/08/chinas-military-pursuing-

biotech/159167/. 

118 Ibid. 

119 �5�X�V�V�L�D�Q���)�H�G�H�U�D�W�L�R�Q�����³�%�,�2�������������6�X�P�P�D�U�\���R�I���W�K�H���6�W�D�W�H���&�R�R�U�G�L�Q�D�W�L�R�Q���3�U�R�Jram for the Development of Biotechnology 

�L�Q���W�K�H���5�X�V�V�L�D�Q���)�H�G�H�U�D�W�L�R�Q���´������������ 

120 Ibid. 

121 �0�D�U�N���8�U�E�D�Q�����³Salisbury attack �µevidence�¶ of Russian weapon stockpile��� ́BBC, March 4, 2019. For a full assessment 

of the potential national security threats posed by synthetic biology, see the Committee on Strategies for Identifying 

and Addressing Potential Biodefense Vulnerabilities Posed by Synthetic Biology Consensus Report: Biodefense in the 
Age of Synthetic Biology, National Academy of Sciences, 2018, at http://nap.edu/24890. 

122 Lukas �7�U�D�N�L�P�D�Y�L�þ�L�X�V �³Is Russia Violating the Biological Weapons Convention?���´���$�W�O�D�Q�W�L�F���&�R�X�Q�F�L�O�����0�D�\����������������������
at https://www.atlanticcouncil.org/blogs/new-atlanticist/is-russia-violating-the-biological-weapons-convention/.  

123 The United States, China, and Russia have ratified the 1972 Biological Weapons Convention, which is a legally 

binding treaty that bans the development and production of biological weapons. 



Emerging Military Technologies: Background and Issues for Congress 

 

Congressional Research Service   21 

�P�R�Q�L�W�R�U�V���G�H�Y�H�O�R�S�P�H�Q�W�V���L�Q���E�L�R�W�H�F�K�Q�R�O�R�J�\���D�Q�G���I�D�F�L�O�L�W�D�W�H�V���F�R�R�U�G�L�Q�D�W�L�R�Q���D�P�R�Q�J���Y�D�U�L�R�X�V���V�H�F�W�R�U�V��
�L�Q�Y�R�O�Y�H�G���L�Q���E�L�R�W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K�����H���J�������D�J�U�L�F�X�O�W�X�U�H�����V�F�L�H�Q�F�H���D�Q�G���W�H�F�K�Q�R�O�R�J�\�����H�Q�Y�L�U�R�Q�P�H�Q�W����
�L�Q�G�X�V�W�U�\�������,�Q���D�G�G�L�W�L�R�Q�����W�K�H���8�Q�L�W�H�G���1�D�W�L�R�Q�V���&�R�Q�Y�H�Q�W�L�R�Q���R�Q���%�L�R�O�R�J�L�F�D�O���'�L�Y�H�U�V�L�W�\���L�V���F�K�D�U�J�H�G���Z�L�W�K��
�J�R�Y�H�U�Q�L�Q�J���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���D�Q�G���X�V�H���R�I���J�H�Q�H�W�L�F�D�O�O�\���P�R�G�L�I�L�H�G���R�U�J�D�Q�L�V�P�V��124���7�K�H�V�H���H�Q�W�L�W�L�H�V���D�U�H���Q�R�W����
�K�R�Z�H�Y�H�U�����I�R�F�X�V�H�G���V�S�H�F�L�I�L�F�D�O�O�\���R�Q���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�\���� 

�,�Q���W�H�U�P�V���R�I���S�R�W�H�Q�W�L�D�O���P�L�O�L�W�D�U�L�]�D�W�L�R�Q�����W�K�H�������������%�L�R�O�R�J�L�F�D�O���:�H�D�S�R�Q�V���&�R�Q�Y�H�Q�W�L�R�Q���U�H�T�X�L�U�H�V���U�H�Y�L�H�Z��
�F�R�Q�I�H�U�H�Q�F�H�V�����Z�K�L�F�K���H�Y�H�U�\���I�L�Y�H���\�H�D�U�V���D�V�V�H�V�V���E�R�W�K���W�K�H���L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���R�I���W�K�H���W�U�H�D�W�\���D�Q�G���R�Q�J�R�L�Q�J��
�G�H�Y�H�O�R�S�P�H�Q�W�V���L�Q���E�L�R�W�H�F�K�Q�R�O�R�J�\�����$�Q�Q�X�D�O���P�H�H�W�L�Q�J�V���D�U�H���K�H�O�G���E�H�W�Z�H�H�Q���U�H�Y�L�H�Z���F�R�Q�I�H�U�H�Q�F�H�V���W�R��
�L�Q�I�R�U�P�D�O�O�\���F�R�Q�V�L�G�H�U���U�H�O�H�Y�D�Q�W���W�R�S�L�F�V�����D�V���Z�H�O�O���D�V���W�R���D�G�G�U�H�V�V���Q�D�W�L�R�Q�D�O���E�L�O�D�W�H�U�D�O���D�Q�G���P�X�O�W�L�O�D�W�H�U�D�O���H�I�I�R�U�W�V��
�W�R���H�Q�K�D�Q�F�H���E�L�R�V�H�F�X�U�L�W�\�����6�R�P�H���D�Q�D�O�\�V�W�V���K�D�Y�H���D�U�J�X�H�G���W�K�D�W���D�Q���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���I�U�D�P�H�Z�R�U�N���V�K�R�X�O�G���E�H��
�H�V�W�D�E�O�L�V�K�H�G���W�R���F�R�Q�V�L�G�H�U���W�K�H���P�L�O�L�W�D�U�L�]�D�W�L�R�Q���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���D�Q�G���G�L�V�F�X�V�V���S�R�W�H�Q�W�L�D�O���U�H�J�X�O�D�W�L�R�Q���R�I���R�U��
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Potential Questions for Congress 

�x �,�V���D���'�2�'���E�L�R�W�H�F�K�Q�R�O�R�J�\���V�W�U�D�W�H�J�\���R�U���R�U�J�D�Q�L�]�D�W�L�R�Q���Q�H�H�G�H�G���W�R���L�G�H�Q�W�L�I�\���U�H�V�H�D�U�F�K��
�S�U�L�R�U�L�W�L�H�V���D�Q�G���F�R�R�U�G�L�Q�D�W�H���G�H�S�D�U�W�P�H�Q�W���Z�L�G�H���U�H�V�H�D�U�F�K�"���:�K�D�W�����L�I���D�Q�\�����U�H�V�R�X�U�F�H�V���R�U��
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�E�L�R�G�H�I�H�Q�V�H���V�W�U�D�W�H�J�\�" 

�x �:�K�D�W���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���D�U�H���8���6�����F�R�P�S�H�W�L�W�R�U�V���G�H�Y�H�O�R�S�L�Q�J�"��
�,�V���W�K�H���8���6�����P�L�O�L�W�D�U�\���D�S�S�U�R�S�U�L�D�W�H�O�\���E�D�O�D�Q�F�L�Q�J���W�K�H���S�R�W�H�Q�W�L�D�O���Z�D�U�I�L�J�K�W�L�Q�J���X�W�L�O�L�W�\���R�I��
�E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V���Z�L�W�K���H�W�K�L�F�D�O���F�R�Q�V�L�G�H�U�D�W�L�R�Q�V�" 

�x �:�K�D�W�����L�I���D�Q�\�����Q�D�W�L�R�Q�D�O���D�Q�G���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���I�U�D�P�H�Z�R�U�N�V���D�U�H���Q�H�H�G�H�G���W�R���F�R�Q�V�L�G�H�U���W�K�H��
�H�W�K�L�F�D�O�����P�R�U�D�O�����D�Q�G���O�H�J�D�O���L�P�S�O�L�F�D�W�L�R�Q�V���R�I���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�L�H�V��
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Quantum Technology 
�4�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\���W�U�D�Q�V�O�D�W�H�V���W�K�H���S�U�L�Q�F�L�S�O�H�V���R�I���T�X�D�Q�W�X�P���S�K�\�V�L�F�V���L�Q�W�R���W�H�F�K�Q�R�O�R�J�L�F�D�O��
�D�S�S�O�L�F�D�W�L�R�Q�V��126���,�Q���J�H�Q�H�U�D�O�����T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\���K�D�V���Q�R�W���\�H�W���U�H�D�F�K�H�G���P�D�W�X�U�L�W�\�����K�R�Z�H�Y�H�U�����L�W���F�R�X�O�G��
�K�R�O�G���V�L�J�Q�L�I�L�F�D�Q�W���L�P�S�O�L�F�D�W�L�R�Q�V���I�R�U���W�K�H���I�X�W�X�U�H���R�I���P�L�O�L�W�D�U�\���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�����H�Q�F�U�\�S�W�L�R�Q�����D�Q�G���V�W�H�D�O�W�K��
�W�H�F�K�Q�R�O�R�J�L�H�V�����*�$�2���U�H�S�R�U�W�V���W�K�D�W���'�2�'�����6�W�D�W�H�����'�+�6�����D�Q�G���W�K�H���2�'�1�,���K�D�Y�H���D�V�V�H�V�V�H�G���W�K�D�W���³�T�X�D�Q�W�X�P��
�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���F�R�X�O�G���H�Q�D�E�O�H���D�G�Y�H�U�V�D�U�L�H�V���W�R���G�H�Y�H�O�R�S���V�H�F�X�U�H���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���W�K�D�W���8���6�����S�H�U�V�R�Q�Q�H�O��
�Z�R�X�O�G���Q�R�W���E�H���D�E�O�H���W�R���L�Q�W�H�U�F�H�S�W���R�U���G�H�F�U�\�S�W�����4�X�D�Q�W�X�P���F�R�P�S�X�W�L�Q�J���P�D�\���D�O�O�R�Z���D�G�Y�H�U�V�D�U�L�H�V���W�R���G�H�F�U�\�S�W��
�>�X�Q�F�O�D�V�V�L�I�L�H�G�����F�O�D�V�V�L�I�L�H�G�����R�U���V�H�Q�V�L�W�L�Y�H�@���L�Q�I�R�U�P�D�W�L�R�Q�����Z�K�L�F�K���F�R�X�O�G���H�Q�D�E�O�H���W�K�H�P���W�R���W�D�U�J�H�W���8���6����
�S�H�U�V�R�Q�Q�H�O���D�Q�G���P�L�O�L�W�D�U�\���R�S�H�U�D�W�L�R�Q�V���´127�� 

                                                 
124 The United States is not a party to this convention or its associated protocols. 

125 �6�H�H�����I�R�U���H�[�D�P�S�O�H�����%�U�H�W�W���(�G�Z�D�U�G�V�����³�:�H�¶�Y�H���J�R�W���W�R���W�D�O�N�����7�K�H���P�L�O�L�W�D�U�L�]�D�W�L�R�Q���R�I���E�L�R�W�H�F�K�Q�R�O�R�J�\���´��Bulletin of the Atomic 
Scientists, August 4, 2017, at https://thebulletin.org/2017/08/weve-got-to-talk-the-militarization-of-biotechnology/.  

126 These principles include superposition�² �L�Q���Z�K�L�F�K���³�D���T�X�D�Q�W�X�P���V�\�V�W�H�P���F�D�Q���H�[�L�V�W���L�Q���W�Z�R���R�U���P�R�U�H���V�W�D�W�H�V���D�W���R�Q�F�H�´�² and 

entanglement�² �L�Q���Z�K�L�F�K���³�W�Z�R���R�U���P�R�U�H���T�X�D�Q�W�X�P���R�E�M�H�F�Ws in a system can be intrinsically linked such that measurement 

�R�I���R�Q�H���G�L�F�W�D�W�H�V���W�K�H���S�R�V�V�L�E�O�H���P�H�D�V�X�U�H�P�H�Q�W���R�X�W�F�R�P�H�V���I�R�U���D�Q�R�W�K�H�U�����U�H�J�D�U�G�O�H�V�V���R�I���K�R�Z���I�D�U���D�S�D�U�W���W�K�H���W�Z�R���R�E�M�H�F�W�V���D�U�H���´��Emily 

Grumbling and Mark Horowitz, eds., Quantum Computing: Progress and Prospects, National Academy of Sciences, 

2019, at https://www.nap.edu/read/25196/chapter/1. For additional information about quantum technology, see CRS 

Report R45409, Quantum Information Science: Applications, Global Research and Development, and Policy 
Considerations, by Patricia Moloney Figliola.  

127 Government Accountability Office, National Security: Long-Range Emerging Threats Facing the United States as 
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�3�H�U���6�H�F�W�L�R�Q�����������R�I���W�K�H���)�<�����������1�'�$�$�����W�K�H���6�H�F�U�H�W�D�U�\���R�I���'�H�I�H�Q�V�H�² �D�F�W�L�Q�J���W�K�U�R�X�J�K���W�K�H���8�Q�G�H�U��
�6�H�F�U�H�W�D�U�\���R�I���'�H�I�H�Q�V�H���I�R�U���5�H�V�H�D�U�F�K���D�Q�G���(�Q�J�L�Q�H�H�U�L�Q�J�² �L�V���W�D�V�N�H�G���Z�L�W�K���F�R�R�U�G�L�Q�D�W�L�Q�J���W�K�H�V�H���S�U�R�J�U�D�P�V��
�D�Q�G���S�U�R�Y�L�G�L�Q�J���³�I�R�U���L�Q�W�H�U�D�J�H�Q�F�\���F�R�R�S�H�U�D�W�L�R�Q���D�Q�G���F�R�O�O�D�E�R�U�D�W�L�R�Q���R�Q���T�X�D�Q�W�X�P���L�Q�I�R�U�P�D�W�L�R�Q���V�F�L�H�Q�F�H��

                                                 
Identified by Federal Agencies, December 2018, at https://www.gao.gov/assets/700/695981.pdf. Significant advances 

in quantum computing will likely be required to break current encryption methods. Indeed, some analysts believe that a 

quantum computer with around 20 million qubits�² �V�K�R�U�W�K�D�Q�G���I�R�U���³�T�X�D�Q�W�X�P���E�L�W�V���´���R�U���F�R�P�S�X�W�L�Q�J���X�Q�L�W�V���W�K�D�W���O�H�Y�H�U�D�J�H���W�K�H��
principle of superposition�² would be required to break these methods; the most advanced quantum computers today 

have around 53 qubits. �6�H�H���³How a quantum computer could break 2048-bit RSA encryption in 8 hours���´��MIT 
Technology Review, May 30, 2019, at https://www.technologyreview.com/2019/05/30/65724/how-a-quantum-

computer-could-break-2048-bit-rsa-encryption-in-8-hours/.  

128 �0�D�U�W�L�Q���*�L�O�H�V�����³The US and China are in a quantum arms race that will transform warfare���´��MIT Technology Review, 
January 3, 2019, at https://www.technologyreview.com/2019/01/03/137969/us-china-quantum-arms-race/.  

129 Michael J. Biercuk and R�L�F�K�D�U�G���)�R�Q�W�D�L�Q�H�����³�7�K�H���/�H�D�S���L�Q�W�R���4�X�D�Q�W�X�P���7�H�F�K�Q�R�O�R�J�\�����$���3�U�L�P�H�U���I�R�U���1�D�W�L�R�Q�D�O���6�H�F�X�U�L�W�\��
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130 Defense Science Board, Applications of Quantum Technologies: Executive Summary, October 2019, at 

https://dsb.cto.mil/reports.htm. 
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�D�Q�G���W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K���D�Q�G���G�H�Y�H�O�R�S�P�H�Q�W���E�H�W�Z�H�H�Q���W�K�H���'�H�S�D�U�W�P�H�Q�W���R�I���'�H�I�H�Q�V�H���D�Q�G���R�W�K�H�U��
�G�H�S�D�U�W�P�H�Q�W�V���D�Q�G���D�J�H�Q�F�L�H�V���R�I���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���D�S�S�U�R�S�U�L�D�W�H���S�U�L�Y�D�W�H���V�H�F�W�R�U���H�Q�W�L�W�L�H�V���´133���'�2�'���L�V��
�D�G�G�L�W�L�R�Q�D�O�O�\���W�R���G�H�Y�H�O�R�S���D���U�H�V�H�D�U�F�K���D�Q�G���L�Q�Y�H�V�W�P�H�Q�W���S�O�D�Q���I�R�U���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�L�H�V���D�Q�G���W�R���V�X�E�P�L�W���W�R��
�W�K�H���F�R�Q�J�U�H�V�V�L�R�Q�D�O���G�H�I�H�Q�V�H���F�R�P�P�L�W�W�H�H�V�����E�\���'�H�F�H�P�E�H�U�����������������������D�Q���D�V�V�H�V�V�P�H�Q�W���R�I���8���6�����D�Q�G���I�R�U�H�L�J�Q��
�H�I�I�R�U�W�V���W�R���X�V�H���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�L�H�V���I�R�U���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V��134���)�X�U�W�K�H�U�P�R�U�H�����6�H�F�W�L�R�Q�����������R�I���W�K�H��
�)�<�����������1�'�$�$���U�H�T�X�L�U�H�V���'�2�'���W�R���G�H�Y�H�O�R�S���H�W�K�L�F�D�O���J�X�L�G�H�O�L�Q�H�V���I�R�U���W�K�H���X�V�H���R�I���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�L�H�V����
�D�V���Z�H�O�O���D�V���S�O�D�Q�V���I�R�U���V�X�S�S�R�U�W�L�Q�J���W�K�H���T�X�D�Q�W�X�P���Z�R�U�N�I�R�U�F�H���D�Q�G���U�H�G�X�F�L�Q�J���W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�V��
�D�V�V�R�F�L�D�W�H�G���Z�L�W�K���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�L�H�V��135���,�W���D�G�G�L�W�L�R�Q�D�O�O�\���U�H�T�X�L�U�H�V���'�2�'���W�R�� 

establish or designate [at least one] defense laboratory or establish activities to engage with 

appropriate public and private sector organizations, including academic organizations, to 

enhance and accelerate the research, development, and deployment of quantum 

information sciences and quantum information science-enabled technologies and 

systems.136 

China 

�&�K�L�Q�D���K�D�V���L�Q�F�U�H�D�V�L�Q�J�O�\���S�U�L�R�U�L�W�L�]�H�G���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\���U�H�V�H�D�U�F�K���Z�L�W�K�L�Q���L�W�V���G�H�Y�H�O�R�S�P�H�Q�W���S�O�D�Q�V��137��
�,�Q�G�H�H�G�����3�U�H�V�L�G�H�Q�W���;�L���K�D�V���F�L�W�H�G���T�X�D�Q�W�X�P���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���D�Q�G���T�X�D�Q�W�X�P���F�R�P�S�X�W�L�Q�J���D�V���N�H�\���U�H�V�H�D�U�F�K��
�L�Q�L�W�L�D�W�L�Y�H�V���³�S�U�L�R�U�L�W�L�]�H�G���I�R�U���P�D�M�R�U���E�U�H�D�N�W�K�U�R�X�J�K�V���E�\�������������´���D�Q���R�E�M�H�F�W�L�Y�H���W�K�D�W���L�V���D�O�V�R���F�L�W�H�G���L�Q���W�K�H��
�F�R�X�Q�W�U�\�¶�V���1�D�W�L�R�Q�D�O���6�F�L�H�Q�F�H���D�Q�G���7�H�F�K�Q�R�O�R�J�\���,�Q�Q�R�Y�D�W�L�R�Q���3�U�R�J�U�D�P��138���&�K�L�Q�D���L�V���D�O�U�H�D�G�\���D���Z�R�U�O�G��
�O�H�D�G�H�U���L�Q���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\�����,�Q���������������&�K�L�Q�D���O�D�X�Q�F�K�H�G���W�K�H���Z�R�U�O�G�¶�V���I�L�U�V�W���T�X�D�Q�W�X�P���V�D�W�H�O�O�L�W�H���W�R��
�S�U�R�Y�L�G�H���D���³�J�O�R�E�D�O���T�X�D�Q�W�X�P���H�Q�F�U�\�S�W�H�G���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���F�D�S�D�E�L�O�L�W�\���´���,�Q���������������&�K�L�Q�D���K�R�V�W�H�G���W�K�H���I�L�U�V�W��
�T�X�D�Q�W�X�P���V�H�F�X�U�H�G���L�Q�W�H�U�F�R�Q�W�L�Q�H�Q�W�D�O���Y�L�G�H�R�F�R�Q�I�H�U�H�Q�F�H��139���)�X�U�W�K�H�U�P�R�U�H�����&�K�L�Q�D���L�V���L�Q�Y�H�V�W�L�Q�J���K�H�D�Y�L�O�\���L�Q��
�W�H�U�U�H�V�W�U�L�D�O���T�X�D�Q�W�X�P���F�R�P�P�X�Q�L�F�D�W�L�R�Q�V���Q�H�W�Z�R�U�N�V�����,�W���F�R�P�S�O�H�W�H�G���F�R�Q�V�W�U�X�F�W�L�R�Q���R�I���D���������������N�L�O�R�P�H�W�H�U��
���D�S�S�U�R�[�L�P�D�W�H�O�\�������������P�L�O�H�V�����%�H�L�M�L�Q�J���6�K�D�Q�J�K�D�L���T�X�D�Q�W�X�P���Q�H�W�Z�R�U�N���L�Q�������������D�Q�G���S�O�D�Q�V���W�R���H�[�S�D�Q�G���W�K�D�W��
�Q�H�W�Z�R�U�N���Q�D�W�L�R�Q�Z�L�G�H���L�Q���W�K�H���\�H�D�U�V���W�R���F�R�P�H��140���:�K�L�O�H���V�X�F�K���D�G�Y�D�Q�F�H�V���L�Q���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\���K�D�Y�H��
�E�H�H�Q���G�U�L�Y�H�Q���S�U�L�P�D�U�L�O�\���E�\���D�F�D�G�H�P�L�D�����&�K�L�Q�D���K�D�V���H�[�S�U�H�V�V�H�G���L�W�V���L�Q�W�H�Q�W���W�R���O�H�Y�H�U�D�J�H���W�K�H�P���I�R�U���P�L�O�L�W�D�U�\��
�D�S�S�O�L�F�D�W�L�R�Q�V���L�Q���W�K�H���F�R�X�Q�W�U�\�¶�V���7�K�L�U�W�H�H�Q�W�K���)�L�Y�H���<�H�D�U���6�	�7���0�L�O�L�W�D�U�\���&�L�Y�L�O���)�X�V�L�R�Q���6�S�H�F�L�D�O���3�U�R�M�H�F�W�V��
�3�O�D�Q���� 

                                                 
133��P.L. 115-232����Section 2, Division A, Title II, §234. 

134 �,�E�L�G�����$���'�2�'���U�H�S�U�H�V�H�Q�W�D�W�L�Y�H���D�O�V�R���V�L�W�V���R�Q���W�K�H���1�D�W�L�R�Q�D�O���4�X�D�Q�W�X�P���&�R�R�U�G�L�Q�D�W�L�R�Q���2�I�I�L�F�H�¶�V���6�X�E�F�R�P�P�L�W�W�H�H���R�Q���4�X�D�Q�W�X�P��
Information Sciences, as required by the National Quantum Initiative Act (P.L. 115-368).  

135 P.L. 116-92, Section 2, Division A, Title II, §220. 

136 Ibid.  
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Costello, �4�X�D�Q�W�X�P���+�H�J�H�P�R�Q�\�"�����&�K�L�Q�D�¶�V���$�P�E�L�W�L�R�Q�V���D�Q�G���W�K�H���&�K�D�O�O�H�Q�J�H���W�R���8���6�����,�Q�Q�R�Y�D�W�L�R�Q���/�H�D�G�H�U�V�K�L�S, Center for a New 

American Security, September 2018, p. 8, at https://s3.amazonaws.com/files.cnas.org/documents/CNASReport-

Quantum-Tech_FINAL.pdf?mtime=20180912133406.  

138 Ibid., p. 6. 

139 Office of the Secretary of Defense, Annual Report to Congress: Military and Security Developments Involving the 
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140 Elsa B. Kania and John Costello, �4�X�D�Q�W�X�P���+�H�J�H�P�R�Q�\�"�����&�K�L�Q�D�¶�V���$�P�E�L�W�L�R�Q�V���D�Q�G���W�K�H���&�K�D�O�O�H�Q�J�H���W�R���8���6�����,�Q�Q�R�Y�D�W�L�R�Q��
Leadership, p. 14.  



Emerging Military Technologies: Background and Issues for Congress 

 

Congressional Research Service   24 

Russia 

�5�X�V�V�L�D�Q���G�H�Y�H�O�R�S�P�H�Q�W���R�I���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\�����D�V���Z�L�W�K���D�U�W�L�I�L�F�L�D�O���L�Q�W�H�O�O�L�J�H�Q�F�H�����O�D�J�V���V�L�J�Q�L�I�L�F�D�Q�W�O�\��
�E�H�K�L�Q�G���W�K�D�W���R�I���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���&�K�L�Q�D�����Z�L�W�K���V�R�P�H���D�Q�D�O�\�V�W�V���Q�R�W�L�Q�J���W�K�D�W���5�X�V�V�L�D���L�V���O�L�N�H�O�\���³�����W�R��
�������\�H�D�U�V���E�H�K�L�Q�G�´���L�Q���T�X�D�Q�W�X�P���F�R�P�S�X�W�L�Q�J��141���,�Q���D�Q���H�I�I�R�U�W���W�R���V�S�X�U���G�H�Y�H�O�R�S�P�H�Q�W�����5�X�V�V�L�D���D�Q�Q�R�X�Q�F�H�G��
�S�O�D�Q�V���L�Q���'�H�F�H�P�E�H�U�������������W�R���L�Q�Y�H�V�W�������������P�L�O�O�L�R�Q���L�Q���T�X�D�Q�W�X�P���U�H�V�H�D�U�F�K���R�Y�H�U���W�K�H���Q�H�[�W���I�L�Y�H���\�H�D�U�V���D�Q�G��
�D�G�R�S�W�H�G���D���I�L�Y�H���\�H�D�U���5�X�V�V�L�D�Q���4�X�D�Q�W�X�P���7�H�F�K�Q�R�O�R�J�L�H�V���5�R�D�G�P�D�S��142���7�K�H�V�H���L�Q�L�W�L�D�W�L�Y�H�V���D�U�H���Q�R�W��
�P�L�O�L�W�D�U�\���V�S�H�F�L�I�L�F�����K�R�Z�H�Y�H�U�����D�Q�G���O�L�P�L�W�H�G���L�Q�I�R�U�P�D�W�L�R�Q���L�V���D�Y�D�L�O�D�E�O�H���L�Q���R�S�H�Q���V�R�X�U�F�H�V���D�E�R�X�W���K�R�Z���5�X�V�V�L�D��
�P�L�J�K�W���D�S�S�O�\���W�K�H�P���W�R���L�W�V���P�L�O�L�W�D�U�\���� 

International Institutions 

�1�R���P�D�M�R�U���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���L�Q�V�W�L�W�X�W�L�R�Q�V���K�D�Y�H���I�R�U�P�D�O���L�Q�L�W�L�D�W�L�Y�H�V���G�H�Y�R�W�H�G���W�R���P�R�Q�L�W�R�U�L�Q�J���R�U���U�H�J�X�O�D�W�L�Q�J��
�P�L�O�L�W�D�U�\���R�U���R�W�K�H�U���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\�� 

Potential Questions for Congress 

�x �'�R�H�V���W�K�H���P�D�W�X�U�L�W�\���R�I���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I���T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�\���Z�D�U�U�D�Q�W���F�X�U�U�H�Q�W��
�I�X�Q�G�L�Q�J���O�H�Y�H�O�V�"���7�R���Z�K�D�W���H�[�W�H�Q�W�����L�I���D�W���D�O�O�����F�D�Q���D�G�Y�D�Q�F�H�V���L�Q���F�R�P�P�H�U�F�L�D�O���T�X�D�Q�W�X�P��
�W�H�F�K�Q�R�O�R�J�\���E�H���O�H�Y�H�U�D�J�H�G���I�R�U���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V�" 

�x �$�U�H���D�G�H�T�X�D�W�H���P�H�D�V�X�U�H�V���E�H�L�Q�J���W�D�N�H�Q���W�R���G�H�Y�H�O�R�S���T�X�D�Q�W�X�P���U�H�V�L�V�W�D�Q�W���H�Q�F�U�\�S�W�L�R�Q���D�Q�G��
�W�R���S�U�R�W�H�F�W���G�D�W�D���W�K�D�W���K�D�V���E�H�H�Q���H�Q�F�U�\�S�W�H�G���X�V�L�Q�J���F�X�U�U�H�Q�W���P�H�W�K�R�G�V�" 

�x �+�R�Z���P�D�W�X�U�H���D�U�H���8���6�����F�R�P�S�H�W�L�W�R�U���H�I�I�R�U�W�V���W�R���G�H�Y�H�O�R�S���P�L�O�L�W�D�U�\���D�S�S�O�L�F�D�W�L�R�Q�V���R�I��
�T�X�D�Q�W�X�P���W�H�F�K�Q�R�O�R�J�L�H�V�"���7�R���Z�K�D�W���H�[�W�H�Q�W�����L�I���D�W���D�O�O�����F�R�X�O�G���V�X�F�K���H�I�I�R�U�W�V���W�K�U�H�D�W�H�Q��
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141 Quirin Schiermeier�����³Russia joins race to make quantum dreams a reality���´��Nature, December 17, 2019, at 

https://www.nature.com/articles/d41586-019-03855-z. 

142 For comparison, the U.S. National Quantum Initiative Act (P.L. 115-368), signed into law in December 2018, 

commits the United States to investing $1.25 billion in quantum research over five years. 
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143 For additional information about military applications of 5G, see CRS In Focus IF11251, National Security 
Implications of Fifth Generation (5G) Mobile Technologies, by John R. Hoehn and Kelley M. Sayler.  

144 For a discussion of these and other military and security implications�² including implications for deterrence, crisis 

stability, force posture, and military roles and missions�² see Robert O. Work and Shawn Brimley, 20YY: Preparing for 
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publications/reports/20yy-preparing-for-war-in-the-robotic-age.  

145 �3�D�X�O���6�F�K�D�U�U�H�����³�$�X�W�R�Q�R�P�R�X�V���:�H�D�S�R�Q�V���D�Q�G���2�S�H�U�D�W�L�R�Q�D�O���5�L�V�N���´���&�H�Q�W�H�U���I�R�U���D���1�H�Z���$�P�H�U�L�F�D�Q���6�H�F�X�U�L�W�\�����)�H�E�U�X�D�U�\��������������
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146 See, for example, Bonnie Docherty, Heed the Call: A Moral and Legal Imperative to Ban Killer Robots, Human 

Rights Watch, August 21, 2018, at https://www.hrw.org/report/2018/08/21/heed-call/moral-and-legal-imperative-ban-
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148 See, for example, Bonnie Docherty, Heed the Call: A Moral and Legal Imperative to Ban Killer Robots, Human 

Rights Watch, August 21, 2018, at https://www.hrw.org/report/2018/08/21/heed-call/moral-and-legal-imperative-ban-
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149 Paul Scharre, Army of None: Autonomous Weapons and the Future of War (New York: W.W. Norton & Company, 
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