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86 FRPSHWHWR&VPLOLWDU\ KDV ORQJ UHOLHG X Securty RJLFLC
HQVXUH LW\ @GR® LMIEWMR XQGHUZULWH 8 6 QDWL W\ 0
KRZHYHU WHFKQRORJ\ KDV ERW K RO SIEHDD\WVEHHR O ¥ GO\ S
UHVXOW RI DGYDQFHV LQ WKH FRPPHUFLDO VHFW. . ... ..J BHFL

+DJHO REVHUYHG WKLY GHYHORSPHQW KWU V& U\ DRV & RAXR) FHHAR & |
DGYDQWDJH 7KH 'HSDUWPHKDRW XRQGHILHWWYNH®D QXPEHU RI LQLWLDWL
H[DPSOH LQ '2' DQQRXQFHG W QHHI ITRARYSORANG W. G W WHIRKQR @R JL H
PLOLWDU\ DQG VHF XU LDW VSREW HRWHE/ \DV UDHNDHWMDAAR | VRIS FW DRWL RIQ G F R
WKLV VWUDWHJI\ '2' HYWDEOLVKHG D QXPEHU RI RUJDQL]DWLRQV IRF
' QQRYDWLRQ SQHL@®VBQBUIYRAL®J $OLIQPHQW *URXS

ORUH UHFHQWO\ WKH 1DWLRQ@ DMK HH MHQIGHU SWQ QO MWHIM RFKMWRKH 7KLU
WKDW 8 6 QDWLRQDO VHFXULW\ ZLOO OLNHO\ EH

DIIHFWHG E\ UDSLG WHFKQRORJLFDO DGYDQFHPNt® Whndo@& WKH FKDQ
LQFOXGH DGYDQFHG Fdratydcs \rtiftpal intélidedc& &utbrdmy, robotics, directed energy,

hypersonics, and biotechnologyhe very technologies that ensure we will be able to fight and win the wars

of the future.

7TKBQLWHG 6WDWHV LV WKH OHDGHU LQ GRENGIRKELQD PRM RN WKHBHVH
VWUDWHJLF BRIMHS AWNMWRUWYWHDG\ SURJUHVYVY LQ GHYHORSLQJ DGYDQF
WHFKQRORJLHY DUH LQWHJUDWHG LQWR IRUHLJQ DQG GRPHVWLF PL(
LPSOLFYRWIKRH IXWXUH RI LQWHUQDW QRQDLAM ¥ KON H W\RZEH VD YDUQHILF
ERWK LQ WHUPV RI IXQGLQJ DQG SURJUDP RYHUVLJKW

7KLV UHSRUDNQ RURMLYAH Z RI VHOHFW H BKIQRHQRILIQHY $Q DA @ B\WD WG V
5XVVLD

DUWLILFLDO LQWHOOLJHQFH

OHWKDO DXWRQRPRXV ZHDSRQV

K\SHUVRQLF ZHDSRQV

GLUHFWHG HQHUJ\ ZHDSRQV

ELRWHFKQRORJ\ DQG

TXDQWXP WHFKQRORJ\

W DEOLWAHXMAOHYDQW LQLWLDWLYHV ZLWKLQ LQWHUQIWERQBRO RIL\HW L
FRQWWHKHJ SRWHQWLDO LPSOLFDWLRQVIRU HMBPHWINGEY FRYIMMOMRIH D W H BK
LV V X HAWR RIWHNAW H ILDFORKGH WKH O HRY HROQIBQ®@ V VRIVEHFXHYRIQ RILHV WK F
PDQDJHPWNQWRMRHH WIDBKQROKRHLAHAWDWOOHQJIJHY DVVRFLDWHG ZLWK UHF
WHFKQRORJ\ DREUNXHWMMIRRRKHYVV HRYR ODGEE BB 6 F K Q RO HBHIIRNWIRF W L R Q

HPHUMWIPRKQRORBLWMKH[SURGS G DIWKLRYH U Q D Q A BIX DBBWFLHRQW IPBK QRO R JL H
6XFIWW WRRXOG KROG LPSOLFDWLRQV IR D FRUOR SRANDUMRIRIBED \BD DX MIGRIU L] D
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Introduction

OHPEHUV Rl &RQJUHVV DQGLRHQWDVRQJIPNLRERON@O BB GHYHORSI
PLOLWDU\ WHFKQRORJLHV WR BIQ®& INHHS 8S 6 F @ DAL MRRQEHG \VAHRFAPSHW
8 6 PLOLWDU\ KDV ORQJ UHOLHG XSRQ WHFKQIRDRRIQADOFWK SHUL
DQG WR XQGHUZULWH 8 6 QDWLRQDO VHFXULW\ ,Q UHFHQW \HD
HYROYHG DSGRODLSHOEMMWDHIOU HVE G WDRIFWHKWH LFRPPHUBYDO VHFWRU
IRUPGHHFUHW DU\ R 'H | H Q\DR/EKHKURMIN/GIE HPMA-EOIR\S W K UMB WM H B B &

WKH 8QLVWG BGUDWIRY DO VRXUFHYVKRI 'PISOUWMPH\QMG RD GHVIDQMH  ':
KDV XQGHUWDNHQ D QXPEHU R D Q LNV LROWWA WWHR/ IRQUUAR/FAH @ L\VA DU
H[DPSQH L '2DQQRXWKHGE& 211VHW GWIRRRYS DHRALMU JL Q J
WHFKQRRBRFALHOLWDU\ DQG VHFXDVWR SXONREG HAWDYD \®HOIOHD V WD F!
FRQFHSWV Rl R YXSBWURQRI| W KHWWDEWDR W KH R \'DYPHMIL RQ V
IRFXVHEHR®VH LQQRYDWVKIHRIOQ VB FQRE NINELW® H QLW Q V H
'DUJDPLQJ $OLJQPHQW *URXS

ORUH UHWHKOWDDWLRQDO '"HIKQWVHHFEW R B® WIKH XQGHUSLQQLQJV R
21 IVHW 6 WURDWLKDEY QDWLRQDO VHEKULW\ ZLOO OLNHO

DIlHFWHG E\ UDSLG WHFKQRORJLFDO DGYDQFHRMQWY DQG WKH Fk
technologHV LQFOXGH DGYD Qi H&a BErriltes{ AtifiQal intelligence,

autonomy, robotics, directed energy, hypersonics, and biotechriotbgy very

technologies that ensure we will be able to fight and win the wars of the future.

SOWKRXIKB8QLWHG 6WDWHYV LV WKH OHDGHU LQ GHYHORSLQJ PD(
5XV¥ NH\ VWUDWHJIED BRPEEHWIQWRWHDG\ SURJUHVYV LQ GHYHORS
WHFKQRONRKBHWH LQWHIRDWH® IDUMVMBR®RMHDWURIGRG H B %W FKOHMGH
WHFKQREFRROIGHKROG BIAICHDWHIR@QW LRU FRQJVHW/WYGE RMKHD | K RVXWIHG F
RI LQWHUQDWAWRLIQD O YHAX U L W\

7KLV UHSRUDN KRIRMRINAHDHFWHG HPMHBKQR®RUGKMAMBQLWHG 6 WDW
&KDQ DQG 5XVVLD

DUWLILFLDO LQWHOOLJHQFH

OHWKDO DXWRQRPRXV ZHDSRQV

K\SHUVRQLF ZHDSRQV

GLUHFWHG HQHUJ\ ZHDSRQV

ELRWHFKQRORJ\

DQG TXDQWXP WHFKQRORJ\

W DELWAFXMAVOHYDQW LQLWLDWLYHV ZLWKLQ LQWHUQDWLRQDO LG
WKER O FROWWHKH SRWHQWLDO L P SROLLAFLDWAR FREOVRIBGRGHLIRBAWIQ. IQQ H

X X X X X X

1 Remarks asalivered by Secretary of Defense Secretary of Defense Chuck,Hdd€l H Qwddation Days
Opening Keynote” 6 HS W H P E Hathttps://www.defense.goMewsroomEpeecheSpeechArticle/605602/

2The Third Offset Strategig a strategy fomaintaining U.S. military superiority. fucceedthe First and Second

Offsets? nuclear weaponand the precisioiguided munitions regime, respectiveRemarks as prepared for delivery

E\ '"HSXW\ 6HFUHWDU\ Rl '"HIHQVH %RE :RERNRQGYRAOLWDPQ@ " HbHIXWHW B8 QLYHUVLW\
https://www.defense.goMewsroomBpeecheSpeechArticle/605598/

S'HSDUWPHQW RI '"HIHQVH 36XPPDU\ RI WKH IDWLRQDO '"HIHQVH 6WUDWHJ\ R
3, athttps://dod.defense.gd®btals/L/Documentgsubs2018Nationat DefenseStrategySummary. pdf
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DVVRFLDWH&RIQNGKRK I RUV XKFOFERKPSOLFDWLRQV IRU FRQJUHVVL
DXWKRUL]DWLRQ DSSURSUIPDWLRQ RYHUVLIJKW DQG WUHDW\

Artifielhigddde

$OWKRXJK WKH 8 6 JRYHUQPHQW KDV QR RIISRODB\BBINHYMVLRQ
JHQHUXNEONKH WRIUIRD FRPPSXWHU V\VWHP GFHDSHDE GR R LMKARDD $, L
IXUWKHU GLYEG WG LRULR W@ED UIWRHEWDO $, 1DUURZ $, VIVWHPV F
RQO\ WKH VSHFLILF WDVN WKDW WKH\ ZHUH WUDLQHG WR SHUIR
FDSDEOH RI SHUIRUPLQJ D EURDG UDQJH Rl WDVNV LQFOXGLQJ
WUDLQHG , "W\ WHPY & R @R WD\HE@H FWW

1DUURZ $, LV FXUUHQWO\ EHLQJ LQFRUSRUDWHG LQWR D QXPEHI
B8QLWHG 6WWWHYHDERGY R UDVS SO LFD®WXIRUQHR W QCHAPAGHH G WR LQWHOOI
VXUYHLOODRE®D DMERQUIINAWLFYV F\EHU RSHUDWLRQV FRPPDQG D(
DXWRQRPRXVY DQG DXWRQRPRXV YHKLFOQRVOIIKKBXBEPMIMKREORJIL
UHSODFH KXPDQ RWHWPWNRRIFFRUI RRRESIOH] DQG FRIJQLWLYHO\ GH
ZRUN) DGGLWDRDPEOHG V\VWHHPYFMRYXDIRLILFDQWO\ IDVWHU WKDQ
RSHUDWRUFRGEXAL WK DQ H[SRQHQWLDO LQFUHDVH LQ WKH DPRX
DQGHQDEOH QHZ FRQFHSWV RI RSHUDWERRSHVBRBRWK DN DL YPILRU
XQPDQQHG YHKLFOHYVY DXWRQRPRXVO\ FRRUGLQDWH WR DFKLHYH
DGYDQWDJH E\ RYHUZKHOPLQJ DGYHUVDU\ GHIHQVLYH V\VWHPYV

IDUWBRZKRZHYHU FRXOG QR URKEDXFMHD JHWP BRI WH B ¥ SRDH E H
VXEMHFW WR DOJRULWKPLF ELDV DV D UHVXOW RI WKHLU WUDLC
GLVFRYHUHG LQVWDQFHV RI UDFLDO ELDV LQ $, IDFLDO UHFRJQL
WKH LPDJHV RQ ZKLFK MXHGV WKL BRVVRPHHOD WX UDO ODQJIXDJH S
KDYH GHYHORSH®GX FH QEEHRX BB DKROG VLIQLILFDQW LPSOLFDWLRQ
LQPROLWDU\ FRQW H[@FR B BSRUDWSEBDX® 8 HL\QMRVHWE WHPV ZLWK O
HITHFRMWGO HBBWHR RI PLVW D MHKH DGH@MWMHM GHBGNLOOLQJ RI FLYL
QRQFRPEDWDQWYV

6LPLOQDOWREZOIJRULWKRE XM XQSUHGLFWDEOH WRBW GRRQGHQW
OHW® XQH[SHFWHG IDLOXUHV LI LQFQWSRRPRMRIEOLFWRHGOLWDU
GHPRQVWUDWLRQ RLOXKXVWKINQPREH®WRRUFKHUY FRPELQHG D SLF
DQ $, VIVWHP FRUUHFWO\ LGHQWLILHG DV D SDQGD ZLWK UDQGR
SQHPDWRGHGLIIHUHQFH LQ WKH FR WHEE@HGWRP BVIKHHILWXIPSH H FHH SE X
UHVXOWHG LQ WKH $, VIVWHP ODEHOLQJ WKH LPDJH DV D JLEER(
YXOQHUDELOLWLWMGRRWG GWLHRGDAD\ E\UMHORHDMMDIMMNGN R GLV
WDUJHW L G H/QW HIEGEBRIQHRFITOM/R XDG WXUQ UDLVH RWKLFDO FRQF

4 For more information about artificial intelligence, $88S Report R4517&\rtificial Intelligence and National
Security by Kelley M. Sayler

5 For a discussion of narrow versus general artificial intelligence, as well as a range of expert opinions about the future
of general artificial intelligence, see Nick Bostrdduperintelligence: Paths, Dangers, Stratedi@xford, United
Kingdom: Oxford University Press, 2014

6 For a discussion of intelligence, surveillance, and reconnaissanceRSeReport R4638WIntelligence, Surveillance,
and Reconnaissance Design for Great Power Coitipetby Nishawn S. Smagh

T%ULDQ %DUUHWW 3/DZPDNHUV &DQYW ,JQRUH )DFLDO 5HFRJQLWLRQYV %LDV $
https://www.wired.constorylamazorfacialrecognitioncongresshiaslaw-enforcement/ DQG :LOO .QLJKW 3+RZ WR
)L 6LOLFRQ 9DOOH\YV 6H[LVW $OJRULWKPV “~ 0,7 THFKQRORJ\ 5HYLHZ 1RYHPEH
https://www.technologyreview.cos602950how-to-fix -silicon-valleyssexistalgorithms/
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SRWHQWHID® @R Y MWROADWDRR®RY BURH®E ©R QNERCHFVINHDHIE W L Q J
DQG HQ DDWIDRI HF\® DV V \RK WD I DAWMYR WK X 8  QRR $GUBWR U

Figure 1.Al Failure in Image Recognition

Panda (57.7% Confidence) Gibbon (99.3% Confidence)

Source: Andrew llachinskiAl, Robots, and Swarms, Issues Questions, and Recommen@mhtiuftiedlaval
Analyses, January 2017, p. 61.

)LQDOO\ UHFHQW QHZV UHSRUWY DQG DQDO\VHV KDYH KLJKOLJk
UHDOLVWLF SKRWR DXGLR DQG YLGH RGE H3BL W8 WRIWIHILIHW SR
FRXOG GHSOR\ WKLV $, FDSDE L QLR\SH\D & DUEINVRE@EHIOLEWQ IRUP D
'HHS IDNH WHFKQRORJ\ FRXOG EH XVHG DJDLQVW WKH 8QLWHG 6
UHSRUWYVY LQIOXHQFH SXEOLF GLVFRXUVHRBRRBUHOPKENF WUXV
RIILFLDOV YRQ WKRRHUBI@DO\VWYV DUJXH 2W.HKD IVG\GR.FMLIDRQ PME LD S C
GHSOR\LQJ GHHS IDNPDG BWHEWLR @IH®EHXFORWRBEHOLQJ DQG
DXWKHQWLFDWLQJ VR QMBI KWK W TOMHIHY LGHQWLI\ WKH WLPH DQG
WK H HF@®W VR U L JS QPIYBHDBE RQW H QW WHKEMNV KBV EMKIQU DQDO\WWYV KD
H[SUHVVHG FRIQPHIEPASEDDWH WHFKQRORD GPRXERUPBR\RH VRFL
PHGLD SODWIRUPV RU OHDG WR XQFRQVW LW WWE RHJB OHYNVY R Q L F\
7KHVH DQDO\WWV KDYH VXJJHVWHG WKDW H[LVWLQJ ODZ LV VXII
GHHS IDNHV DQG WKDW WKH IRFXV VKRXOG EH LQVWHDG RQ WKF
DQG PLQLPL]H LQFHQW LOIHAL RRWY BHHEBWMBR MY \R | P D

United States

'2' YXQFODVVLILHG LQYHVWPHQWY LQ $, KDYH JURZQ IURP MXVW
PLOOLRQ LQ )< GHSZUWRHQKHUHSRUWHGO\ PDLQWDLQLQJ RYF
SURMBKWYVXDQW WR WKH )<QVH BXWKRULPD'WBH Q $FW 1'$$

83*UD\ |RQH” FRQIOLFWYV DUH WKRVH WK D WedkaFel Wat. EorrfoReZnfavratioMaBoutH VKR OG R |F
informationoperations, seERS In Focus IF1077Defense Primer: Information Operatignsy Catherine A.

Theohary

9 Some social media platforms such as Twitter have established rules for labeling and remtimtypes of

synthetic or manipulated mealiSee Yoel Roth anéishita Achuthan Building rules in public: Our approach to

synthetic & manipulated medidTwitter, February 4, 202@&t https://blog.twitter.congn_ustopicstompany2020/
newapproacko-syntheticandmanipulatedmedia.html

©-.HVVLFD ,FH 3'HIDPDWRU\ 3ROLWLFDO 'HKHSs® MkehtétVREse @WR&vewPD19Y W $SPHQGPHQYV
athttps://scholarlycommons.law.case.adiselrewol70/ss2/12.

11 Office of the Under Secretary of Defense (Comptroller)/Chief Financial Officer, DefengeB0Dderview: United

6WDWHV '"HSDUWPHQW RI '"HIHQVH )LVFDO <HDU %XGJHW 5HTXHVW ODUFK
August 28, 2019, transcript availalgehttps://staticl.squarespace.cetaticbb75ac0285ede1b470f58ai2/
5d6aa8edb91b0c0001c7ad%67 '2' UHTXHVWHG PLOOLRQ LQ )< WR 3FRQWLQXH WKH $

Artificial Intelligence Center (JAIC) and ProfeW ODYHQ ™ DQG DQ DGGLWLRQOfixte ofthe LOOLRQ IRU DX
8QGHU 6HFUHWDU\ RI '"HIHQVH &RPSWUROOHU &KLHI )LQDQFLDO 2IILFHU 3'HIH
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'2' HYWDEOLVKHG WKH -RLQW $UWLILFLDONQWHR G RRLUGHH R WOIW
'2' SURMHFWYV Rl R¥HKH ,-8PKDWLRBHQWLILHG LWV SULRULW)\ 1DWL
QLWLDWLYHV IRU $, DV SKXBLE W PH LD QWG @IDEGFELVDVWHU UH
DQG DXWRPIMWIRBVWHG IRUPL®LR®PG 3URMHFW ODYHQ DQ LPDJ
SURJWQP)<

7KH )< 1'$$ DGGLWLRQDOO\ GLUHFWHG '2' WR SXEOLVK D VWU
GHYHORSPHQW DQG WEGHYGI®NPS DPHFHRUR SYLDWH HWKLFDO OHJID
SROLFLHV IRU WKH '"HSDUWPHQW JR YBUW\W L IQ JF MDKOH L@NWHHADARLSIAHDGF\R
VIVWHPV DQG WHFKQRORJLHYV, QQ/RS SIRDW LRR QDIOL V LRPADXQDBMIMRHD VW K
,QQRYDWLR® URDUQGGHSHQGHQW IHGHR MK B GHIEWRIWAY DFIR\PR IL WAWHHC
GUDIWHG UHFRPPH®GPIWL RYW IRIUDW WAL YHIW B G RQWWODALH HQF H
UHFRPPHQGDWLRQV '2' WKHQ DGRSWHG ILYH MWKLFDO SULQFLS
UHFRPPHQUGBWSRQWLELOLW\ HTXLWDELOLW\ WWUWDKMDELOLW\ UH
-$,& KDV EH IBQZE WKXULUPS Q/HKMHH I@SIALQIRSLCS O H V

7KH )< 1'$$ DOVR HVWDEOLVKHG D 1DWLRQDO 6HFXULW\ &RPP]
FRQGXFW D FRPSUHKHQVLYH DVVHVVPHQW RIRPRYLWEBULO\ UHOH
UHFRPPHQGDW L RI@\U QR UB \6W BR P8 WIKH \¥ RPRPRYVMYRE ULP UHSRUW W

&RQIJUWBWOWLILHV ILYH NH\UQ MR Y$R FRPIRHWL VRILY HQH V V LQYF
UHVHDUFK DQG GHYHORSPHQW DSSO\LQJ $, WR QDWLRQDO Vi
UWKLWLQJ $, WDOHQW SURWHFWLQJ DQG EXLOGLQJ XSRQ 8 6

'"HSDUWPHQW RI '"HIHQVH )LVFDO <HDU ,PPOXOGIHW S5HTXHVW ~ J)HEUXDU\
12p .. 115232 Section 2, Division A, Title 11, §1051.

B3UHGLFWLYH PDLQWHQDQFH XVHV $, 3\WR SUHGLFW WKH IDLOXUH RI FULWLFDC
EDVHG RQ GDWD DQG HTXLSPHQW FRQGLWLRQ ~ 'HSDUWPHQW RI '"HIHQVH 36XPF
Artificial Intelligence Strategy” )HEU XD U\ athttpsS//media.defense.g@019Feb/12/2002088963/1/-1/
1/SUMMARY-OFDOD-AI-STRATEGY.PDFE

14 Office of the Under HFUHWDU\ Rl '"HIHQVH &RPSWUROOHU &KLHI )LQDQFLDO 2IILFHU
6WDWHY '"HSDUWPHQW RI '"HIHQVH )LVFDO <HDU-9,at %XGJHW 5HTXHVW "~ JHEUXD!
https://comptroller.defense.g®drtalsA5/Documentsddefbudgetly2021fy2021_Budget_Request_Overview_Book.pdf

15p.L. 115232 Section 2, Division A, Title 11, §238.

)RU D GLVFXVVLRQ RI '2'{V UDWLRQDOH IRU GHYHORSLQJ SULQFLSOHV IRU HW
FRPPLWPHQWY UHODWHG WR $, VHH 'HIHQVH ,QQRY biWlER@a%sedUG 3$, 3ULQFLS
$UWLILFLDO ,QWHOOLJHQFH E\ WKH 'HS D Utpg$/ e dafense.yaal 404312 F W R E H U
200224458¢1/-1/0/DIB_Al_PRINCIPLES_PRIMARY_DOCUMENT.PDF

"YRU GHILQLWLRQV RI WKHVH SUL Q FDGIDAdapts EiHieal PHicplesvibPAtdiol R1 '"HIHQVH 3
Intelligence © ) H E U X D U\ athttps://www.defense.goMewsroomRelease&eleasetrticle/2091996d0d
adoptsethicatprinciplesfor-artificial-intelligence/

B)YRU LQIRUPDWLRQ DERXW WKH -$,&1V LPSOHPHQWBWLRQ SODQ VHH 37KH 'R" {
6KLIWLQJ )URP 3ULQFLSOHV WIRtp3:Uvvia\al.mFttbg” 08 oW 120 DW
shifting_from_principles_to_practice.htnursuant to Section 238 of the FY2019 NDAA, RAND Corporation, a

federally funded research and development center, additionally conducted a review of DOD posture for Al. See

Danielle C. Tarraf etla The Department of Defense Posture for Artificial Intelligercesessment and

Recommendation®AND Corporation2019,https://www.rand.org/pubs/research_reports/RR4229.html

19pL.115232 6HFWLRQ 'LYLVLRQ $ 7LWOH ; ¢ 7KH &RPPLVVLRQYV ,QWHULP 5
challenges and opportunities of militarily relevant Al technologgeayailable ahttps:/drive.google.corfile/d/
1530rxnuGEjsUvIxWsFYauslwNeCEkvUbBéw. Its first quarter recommendations, released in March 2020, are

availableat https://drive.google.corfife/d/1wkPh8Gb5drBrKBg6OhGu50oNaTEERbKg®W. Second quarter

recommendations, released in July 2020, are available at

https://drive.google.com/file/d/1LDrd6 T7H50ry9uXNA6cwhsrtnpQ63EWH/vidWird quarter recommendations,

released in October 2020, are availablets://drive.google.com/file/d/1jg9YINagGI_OrdXY -fvJOAejIFliy/view.
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PDUVKDOOLQJ JOREDO $, ¥FRREBQ WLINVWILHRMH ODKIHQBRPAALUWHUO\ PHPF
SURYULHKSAHRPPHQGDWLR QM QR UWVIKRHS/HH @ HQH VORU H$ IRRWW G XIHWIKQ DO DL

3H&HFWLRQ RI WKH )< 1'$3$G HY'HORB OV RWWRDOWHJ\ IRU HGXFD
VHUYLFHPHPEHUV LQ UHOHYDQW RFFXSDWLRQDO ILHOGV RQ PDV
BHFWLRQ UHTXLUHV W RWHR6WXFEMMD WKR RYJIKHQVHELDQQXDO UH
-$,& WR WKH FRQJUHVVLR®DIOHEH U QYR URMRD BEMAVFWAH EWER®GH WK
-$,&% PLVVLRQ REMHFWLYHV DFWLYLWLHV ZRUNIRUFH DQG RU.
GHVFULSWQRD RH®MWHG SROLFLHV RDEWKWHBY WKL IEGH@ LEQ WMWK BI G
&HQWHU WR SURWHFW V\WVWHPV WKDW XVH DUWLILFLDO LQWHOO
LQIRUPDWLRQ XVHG RU SURYLEHG ED O UV HRBMVRAQY MWHH'Q O HFRGERF
RI 1IDWLRQDO ,QWHOOLJHQFH ZLWK SHULRGLFDOO\ EULHILQJ WK
PDMRU LQWHOOLJHQFH FRPPXQLW\ $,22QLWLDWLYHV DQG FRRUG

China

&KLQDLGWHO\ Y L\ B HIE DW HEORVBWEHNWLWRU LQ WKH BPQWHUQDWLR
&KLWD 31H[W *HQHUDWLRQ $, "EMNPRISPH\OWIDWHMHILF WHFKQRORL.
WKDW KD V3IRHFKRPRI D QWHU QD A I5RIE Bl Q \WW RRAKIKW VW LIRFK LHY HP H QW \
ILHOG GHPRQWVWHOQM EEKOQDR UHDOL]H LWV JRDOV IRU $, GHYHO
KDV SXUVXHG ODQJXDJH DQG IDPDDO RIHERUBK WWRROW ANFKWQR QR Y
WKH FRXGRRNVWLF QKUWYZHRIUNO BXFKH WHFKQRORJUHV FRXOG EH X\
HVSLRQDJH DQG DLG,® DO GV BW\RWOWRHY/L DULRXV W\SHV RI DLU
XQGHUVHD DXWRQRPR XK PQDRFWDILMHHKIFOWXLQJ VZDUP WHFKQR
FRXOG EH XVHG WR RYHUZKHOP D GNRWRIDHR REWRIX OFHGHIHQVH L
SXEOLFDWLRQ&KLQGHEMOR SLIQOW VXLWH RI $,2WRROV IRU F\EHU

&KLWOPDQDJHPHQW RI LWV $, HFRV\VWHP VWDQGV PQQVWDUN FRC
JHQHUDO IHZ EFRHQGRKHQINVH[IFNRWPHUFLDO FRPSDQLHV XQLYHU
ODERUDWRULHV WKH PLOLWDE&K LR QG WLKRHQ BIOQ\§ WIR® O R YHIQ OHP
H[DP SWOHT XERMYDRQBVLQGUWNRKGSROW DVVLVW RO® IFRRBEGIUDWH Z
LQWHOOLJHED DRYNKOW WKH &KLQHVH JRYHUQPHQW KDV D GLL
$, GHYHORSPHQW SULRULWLHY DQG DFFHVVLQJ WHFKQRORJ\ GH"

20p L. 11692, Section 2, Division A, Title 118256 and §g0.
21p L. 11692, Section 2, Division A, Title 118260
22p L. 11692, Section 2, Division E, Title LVII§5711.

23 See, for example, Kdtu Lee Al Superpowers: China, Silicon Valley, and the New World Of@eston, MA

Houghton Mifflin Co, 2018).

2 8KLQD 6WDWH &RXQFLO 3$ 1H[W *HQHUDWOQRQ3PWWQLILFLDO ,QWHOOLJHQFH 'H"
25Elsa Kania, s DWWOHILHOG 6LQJXODULW\ $UWLILFLDO ,QWHOOLJHQFH OLOLWDU\ 5
Center for a New American Security, November 28, 2017, p. 27.

26 |bid., p. 6.

2T$UMXQ . Kiuev&Dsays itwouldned U KDQG GDWD WR &KLQDTV JRYHUQPHQW ([SHUWV VL
choice 'CNBC March 5, 2019.
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Russia

5XVVLDQ SUHVLGHQW 90D GZRRY 3XW E@ RFPHV WKMHGHD EBW LQ >
EHFRPH WKH UXCHIWRS WHWHDRU XKRZHYHU 5XVVLDQ $, GHYHORSH
EHKLQG WKDW RI WKH 8QLWHG 6WWD W HR WD GV R KLAYRDV H W & DV \¥ DFS|
UHOHDVHG D QDWLRQD O QW HIDAHQ F KPKCDUMN \R XRUO LB SWRYLQJ WKH
$, H{SHUWLVH HGXFDWLRQDO SURJUDPV GDWD¥YHWVVLRIUDVWU
KDV LQGLFDWHG LW ZLOO FRQWLQXH WR SXZRDFAK LRDD O H GGIHRIYI Q \
URERWL]LQMH FRRIPMBOLWDU\ HTXLBPHQW E\

7KH 5XVVLDQ PLOLWDU\ KDV EHHQ UHVHDUFKLQJ D QXPEHU RI $,
VHPLDXWRQRPRXV DQG DXWRQRPRXV PLOLWDU\ YHKLFOHV 5XVV
PRGXOH IRU XQPIHXQF G MDD WEDIDEOH RI DXWRQRPRXV WDUJHW L
DQG SRWHQWLDOOA DWIRAI B QVHYRB DG HPH @ RS DO VGL IVHWR BR P R X V
VIVWHRVDGGLWLRQ WKH 5XVVLDQ PLOLWDU\ SODQV WR LQFRUS|
DG XQGHUVHD YHHKBROBWYBIQOR SVQJ VZDUPLRHB WD SVCHEFLKOQLR\VALRIM. H V
FRXOG UHGXFH ERWK FRVW DGGVWIPQWRREBO\UHTXEOHOB GWWVLD V
VIVWHPV ZLWK IHZNYV\VIHDUVRQQNA H[SOR S, QR W BBGHRRBMVOLIY H XV H\
DQG HOHFWURQLF ZDUIDUH ZKLFK ¥ RXEL® LW\ WWRJ € | HFGKIFFH D © I
FRPPXQLFDWH DQG QDY BIPLVDID R@\ WK \ELDDW MVBOVH PLLHABOHG H[WHQ VL Y F
WHFKQRORJLHV IRU GRPHVWLF SURSDJDQGD DQG VXUYHLOODQF|
GLUHFWHG DJDLQVW WKH $QLWHG 6WDWHY DQG 8 6 DOOLHV

'"HVSLWHMN OWBILDDWLRQV DQDO\VM FXIDUA X R UVFODWY LDV VPR \PDH K& VI
SURJUHVV LQ $, GHYHORSPHQW ,Q 5XVVLDQ PLOLWDU\ VSHQ
GROODUV ZLWK VXEY HJT OH@EW VWIXRWQ/ PQQ\ DQDO\WWY QRWH WKDYV

23pKRHYHU OHDGV LQ $, ZLOO UXOH WKH ZRUOGYT 3RIWdn(Seplamnieixly VLD Q FKLOGUF
2017,at https://www.rt.conmewsA0173%ai-rule-world-putin/.

2 21ILFH Rl WKH 3UHVLGHQW RI WKH 5XVVLDQ )HGHUDWLRQ 3 HFUHH RI WKH 3UF
'"HYHORSPHQW RI $UWLILFLDO ,QWHOOLJHQFH LQ WKH 5XVVLDQ JHGHUDWLRQ"
Trans.), October 10, 2019, tps://cset.georgetown.edu/research/deofebe-presidentof-the-russianfederaton-on-
the-developmenbf-artificial-intelligencein-the-russianfederation/

0 7RP 6LPRQLWH 3)RU 6XSHUSRZHUV $UWLILFLDO Woehl A@@GLIROQFEH )XHOV 1HZ *O

S17ULVWDQ *UHHQH 35XVVLD LV 'HYHOR $HZQ9% WP V0 BN« WehWR 7, RAZ,QDWH WKH 1
at https://thenextweb.comartificial-intelligence201707/27ussiais-developingai-missilesto-dominatethe-new

armsrace/ DQG .\OH 0 KdRabhbDikok WHl Make an A.tPowered Killer Robot” 3RSXODU OHFKDQLFV -XO\
2017,at https://www.popularmechanics.camilitary/weapongiewsa27393kalashnikovto-makeai-directed

machineguns/

26DPXHO %HQGHWW 35HG 5RERWYV 5LVLQ) %HKLQG WKH S5\0VSNKEPMHYHORSPHQW
Strategy BridgeDecember 12, 2017.

3¥.L00 'RXJKHUW\ DQG OROO\ -D\ 35XVVLD 7ULHV Whe Wiki QuaxfedlyWw DERXW $UWLIL
6SULQJ DQG ODUJDULWD .RQDHY D-@abedCohHaD Corkirg GRitWNKar Y6uRVVLDQ $,

War on the Rocksuly 31, 2019at https://warontherocks.co2(1907 fussianai-enabledcombatcomingto-a-city-

nearyoul/.

Al QD 3RO\DNRYD 3:HDSRQV RI WGUWHL YHHOIN $ BYAPHWUR G GDBY IDUH = % URRNLQJIV ,Q
November 15, 201&t https://www.brookingedufesearchweaponsof-theweakrussiaandai-driven-asymmetrie

warfare/ DQG &KULV OHVHUROH DQG $0OLQD 3 RoeighRPRidyMayE25\2QI@dtRUPDWLRQ DUV ~
https://foreignpolicy.con?01805/25/disinformationwars/

530LOLWDU\N HI[SHQGLWXUH E\ FRXQWU\ LC BFRE¥WOROW ,QWIBEQPWLRQDO 3HDFI
Institute,at https://www.sipri.orgsitestlefaultfiles/
Data%20for%20all%20countries%20from%201988%ERA%832018%20in%20constant%20%282017%29%20USD
%20%28pdf%29.pdf
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KDYH SURGXFHG IHZR QHV HDIUF NV BEDWHWNKH 5XVVLDQ WHFKQRORJ\
SURGXFH $, DSSOLFDWLRQV RQ SDU ZLWK WKRWVMWEHEGXFHG E\ V
DQDO\WWV FRXQWHU WKDW VXFK IDFWRUV PD\ EH LUUHOHYDQW
OHDGIHUWIHUQHW WHFKQRORJ\ LW KDV PDQDJHG WR EHFRPH D QF
F\AEHUVSXNMWLD PD\ DOVR EH DEOH WR GUDZ XSRQ LWV JURZLQJ \
&KL¥® D

International Institutions

$ QXPEHU RI LQWHUQDWLR Q 050 LIVO/WW ¥ WXW URQYD DY H $H [ L DIFDHK G
RI 6HYHQ * 3WRHIBNL(PRQRPLF &RRSHUDWLRQ $3(& DQG WKH :
(FRQRPLEFS&RIDWLRQ DQG 'HYHORSPHQW K2 &L U \ZW LIEGWEHNIHRY R 1
VHW RLQFLSFHKHRHBQFUSOHV D U3S LRMRIDIG HGWKPW LV LQQRYDWL
WUXVWZRUWK\ DQG WKDW UHVSHFW W KK R B® UW HGVBAWDOGH G H.F RAE
FRX QW QIFFOWGLQJIJMWKHPRREHU FRXQWULHYV $UJHQWLQD %UD]L
5LFD 3BQ® SRPDRIKDYH DGRSWHG WKH 2(&' $, 3ULQFLSOHV 7KH
IRXQGDWLRQ IRU W IH** MR XSQRI 7ZHQWLVWHULDO 6WDWHPHQW R
FHQWHUKGDSGGLWLRQ WKH 2(& HVWDEOLVKHG WHKMHH®RZIROLF\ 2E
SROLF\ RSWLRQ\O % KBWQAN.OIOHV HQFRXUDJH QXUWXUH DQG PRQ
GHYHORSPHQW R, WUWWRYRBWKNKH EHQHILW RI VRFLHW\

Potential Questions for Congress

X :KDW PHDVXUHV LV '2" WDNLQJ WRQOH\S ORI HDQW/ LLIWNMLIBW KL FD
LQWHOOLJHQFH" $UH VXFK PHDUWXWHWKNYHQFHHW R WIKRHH QV X L
SULQFLSOHV"

x 'R'2" DQWKH LQWHOOLJHQFH FRPPXQLW\ KDYH DGHTXDWH LC
VWDWH RI IRUHLJQ PLOLWDU\ $, DSSOLFEWWWRRYW QG WKH ZI
PD\ EH XVHG WR KDUP 8 6 QDWLRQDO VHFXULW\"

X +RZ VKRXOG QDWLRQDO VHFXULW\ FRQVLGHUDWLRQV ZLWK
EDODQFHG ZLWK IUHH VSHHFK SURWHFWLRQV DUWLVWLF HJ
WKH XQGHUO\LQJ WHFKQRO RMRIXO GKW WHHS | & UWRW HLU (CRH Q W
XQGHUWDNH WR HQVXUH WKDW WKH SXEOLF LV HGXFDWHG L

¥ /HRQ %HUVKLGVN\ 37DNH (ORQ OXVN 6 H WBloRMbéIQ SeRtemwric - 2BAZVVLDQ $, 7TKUHDW
https://www.bloomberg.comiew/articles2017-09-05take-elonmuskseriouslyon-the-russianai-threat andAlina

B3RO\DNRYD 3:HDSRQV RI WKEUHDHQ BSXYREBWWGE $DPUIDUH ~ %URRNLQJV ,QVWLW
2018, at https://www.brookings.edtgsearchieaponsof-theweakrussiaandai-driven-asymmetriewarfare/

ST*UHJRU\ & $0OO0HQ 338UMBLQJIRQG KRHNYHU 0DVWHUVCEN Seffe@bénsQ@OIKH :RUOG -’

38 See Samuel Bendett and Elsa KaAidyew SineRussian Higktech PartnershipAustralian Strategic Policy

Institute, October 29, 2018t https://www.aspi.org.aporthewsino-russianhigh-techpartnership

3% Q 0D\ WKH 8QLWHG 6WDWHV MRLQHG W K Hto*gUidé theredpdn&bl8 &dopib HUVKLS RQ
of Al based on sha® S U L Q F hiSrmarHrightR], linplusion, diversity, innovation and economic grofiatt

2 1% U U3 @ing G7 artificial intelligence group to counter Chifassociated Press, May 28, 2020.

40 Organisation for Economic GRSHUDWLRQ DQG 'BYHBORGPIHSOMVIRQa$, ~ -XQH
https://www.oecd.orgjoing-digital/ai/principles!/

443« QOLQLVWHULDO 6WDWHPHQW RQ 7UD G Hat Brts@wvinn inday@jilésRQRP\ = -XQH
000486596.pdf
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Lethal Autonomous WeaPon Syst

$OWKRXJK WKHUH LV QR LQWHUQDWLRQDOO\ DJUHHG GHILQLWLF
'HSDUWPHQW RI '"HIHQVH 'LUISFHWLGHVDIT ' FODVV Rl ZHDSRQ V\VWH
FDSDEORWRIGHSHQGHQWO\ LGHQWLI\LQJ D WDUJHW DQG HPSOR\L
DQG GHVWUR\ WKH WDUJHW ZIZWIK\R F W QFHERD R MR@ODBQNRGRE Q R0/
SKXPDQ RXW RR BWKOHO ORRBRBRPLUHFWLYH FRQWUDVWYV /$:6 ZLWK
VXSHUYENKBD @ RQ WKHWBRRPRXV ZHDSRQ VIVWHPV LQ ZKLFK RS
DELOLW\ WR PRQLW RU WG KW CHDRDNY KHHRJS RIDW HODRW R QR F/RDP\L
REKXPDQ LQ WHKID DR® YV \VIRIOOW WEIDVH LQGLYLGXDO WDUJHWYV R
JURXSV WKDW KDYH EHHQ VH®HFWHG E\ D KXPDQ RSHUDWRU

/$:6 ZRXOBTX¥IRPEXWHU DOJRULWKPV D Q GREHMHFRA DAX KR M W WORH F €
DQ HQJDJHPHQW GHFLVLRQ DQG JXLGH D ZHDSRQ WR WKH WDUJ
VA\VWHP WR RSHUDW HGHQ UMRGRMEQRIHFF® WORQVRQPHQWY ZKHUH WUD
VI\VWHPV PD\ QRW E B RIPHO B QD ®I\RBHMBBW KDW /$:6 FRXOG DGGLW
SDOORZ ZHDSRQV WR VWULNH PLOLWDU\ REMHFWLYHV PRUH DFF)
GDPDBM FLYLOLDY FDVXDOWLHYV

2WKHUV LQSORAIPOPMBXDAWQGCHYRQIRYHUQPHQWIXDRUJIDQL]DWLR
FDOHG FRUHHPSWLYH €Y WR HWKLFDO FRQFHUQV VXFK DV D SHL
DFFRXQWDELOLW\ IRU XVH DQG D SHUFHLYHG LQDELOLW\ WR FRI
UHTXLUHPHQWVDRIPWE& H RABREDW IO DO\VWWD/LKBEBEHFRQFRUQV DERXW
SRWHQWLDO RSHUDWLRQDO ULVNYV*“SRVH\GH BJLONW KIRX OXVDRIQRR F
SKDFNLQJ HQHP\ EHKDYLRUDO PDQLSXODWLRQ XQH[SHFWHG LQ\
VLPSOH PDOIXQFWLRGVSRRIKIKIWXBK HU HHUNMRBRXOG EH SUHVHQW
VI\IVWHPV WKH\ FRXOG EH KHLIKWHQHG LQ DXWRDRPEREY V\VWHP
XQDEOH WR SK\VWLFDOO\ LQWHUPYSRWMWHW R/ MDHOLOR L QAKX Q @D JIHP H |
PRUH QXPHURKW RIQMMDOMYLFLGH FLYLOLDQ FDVXDOWLHV RU RW

United States

7KH 8QLWHG AVQREAWIR/ EHRBHYHORSLQJ /$:6 FXUUHQWO\ QRU G
/$:6 LQ LWV LQYHQWRU\ KRZHYHU WKHUHILW@KRLYURRUELWLRQ |
HPSOR\PHQW 'RT /$:6 HVWDEOLVKHY GHSDUWRWQWHIXLGHOLQHYV
GHYHORSPHQW DQG ILHOGLQJ RI /$:6 W H @DXURIVZERDWDSEBYL FB
WUHDWLHY ZHDSRQ V\VWHP VDIHW\ PXQMIK IDQGLDSHFWMFDHEOH U

42 For additional information about LAWS, s€RS Report R4446@&,ethal Autonomous Weapon Systems: soe

Congressby Nathan J. Lucas

“B'HSDUWPHQW RI '"HIHQVH 'LUHFWLYH 3$XWRQRP\ la) :HDSRQ 6\VWHPV ~ 8!
https://www.esd.whs

486 *RYHUQPHQW 3*+XPDQLWDULDQ %HID H QL WK HRISURHDURL GBI WK BRQIRORRIQRPR X\
March 28, 2018at https://www.unog.ct80256EDD006B8954/
(httpAssets)/7C177AE5BC10B588C125825F004B06BE/$file/CCW_GGE.1_2018 WP.4.pdf

45 See, forexample3DXO 6 FKDUUH 3$XWRQRPRXV :HDSRQV DQG 2SHUDWLRQDO 5LVN ~ &
February 2016at https://s3.amazonaws.cditgs.cras.orgdocumentsZNAS_Autonomousveaponsoperational
risk.pdf

46 |bid.
47 bid.
“¥'HSDUWPHQW RI '"HIHQVH 'LUHFWLYH 3$XWRQRP\ La) :HDSRQ 6\VWHPV ~ 8
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LQFOXGHYV D UHTXLUHPHQW :D&ORZ/§FPPD GGNVWUYQHBGWRS HUDWR U
DSSURSULDWH OHYHOV RI KXPDQ*MXGRDP 8 QMK & YRHIQ W KRIY XWHWR HI |
IRUFFRHY QRW UHTXLUBFRPHMRIRME HKXADORQ VI\VWHP DV LV RIWHQ
LQVWHDG UHTXLUHV EURDGHU KXPDQ LQYROYHPHQW LQ GHFLVLI
ZHDSRQ ZLOO EH HPSOR\HG

,Q DGGLWLRQ '2" UHTXLUHVY WKDW WKH VRIWZDUH DQG KD
OHWKDO DXWRQRPRXV ZHDSRQV EH WHVWHG DQG HYDOXDWHG \

[fl unction as anticipated in realistic operational environments against adaptive adversaries;
complete engagements in a timeframe consistent with commander and operator intentions
and, if wnable to do so, terminate engagements or seek additional human operator input
before continuing the engagement; and are sufficiently robust to minimize failures that
could lead to unintended engagements or to loss of control of the system to unauthorized
parties.

$Q\ FKDQDW\W W#HRRSHUDWLRU MWPWAH GXH WRZFRXFXKEQH OHDUQLC
UHTXLUH WKEH W MWHFWHG DVRGHQNNYBOXPOWAGW KDV UHWDLQHG
DQG DELOLW\ WR RSHDOB®HM.\R Q GVEBHEFE&RQNVDBDGIHEZ SURFHVYV
PXVW X @GHHRERQ G DOH YWHOMUIZREN WKH 8QGHU 6HFUHWDU\ RI '"HIHQV|
&KDLUPDQ RI WKH -RLQW &KLHIV RI 6WDII DQG HLWKHU WKH 8QCGC
DQG 6XVWDLQPHQWHRWD W\KRIl 89IGIQWIBHRU 5HVHDUFK DQG (QJLQH
GHYHORSPHQW DQW ILHBRBUWYBHGO\ LQ WKH SURFHVV Rl GHYHORS|
VHQLRU OHDGHUV WKURXJK WKLV UHYLHZ

China

$FFRUGLQJ WR 8 6 6HFUHWDU\ RI '"FMHQ@WHID SRQWN POIKUD VW RH HUK\
DV =L\DQ KDYH DGYHUWLVHG WKHLU ZHDSRQV DV KDYLQJ WKH D
DXWRQRPRXUYWROHDUWKHMHWKHODLPY DUH DFFXUDWH KRZHYHU &
SURKLELWLRQ RQ WKH GHYHIOR\S FHKOQ \WDRIW 4 16L |HIGL BXDEWD SRQV W
D PLQERPXFH DWWULEXWHYV

The first is lethality, which means sufficient pay load (charge) and for meahs$o] be

lethal. The second is autonomy, which means absence of human intervention and control
during the entire process of executing a task. Thirdly, impossibility for termination,
meaning that once started there is no way to terminate the device. Fourthly, indiscriminate
effect, meaning that the device will execute the task of killing and maimingdtegsuof
conditions, scenarios and targets. Fifthly evolution, meaning that through interaction with
the environment the device can learn autonomously, expand its functions and capabilities
in a way exceeding human expectatiéhs.

https://www.esd.whg=or an explanationfahis directive, se€RS In Focus IF1115@efense Primer: U.S. Policy on
Lethal Autonomous Weapon SystehysKelley M. Sayler

“Y'HSDUWPHQW RI '"HIHQVH 'LUHFWLYH 3$XWRQRP\ La) :HDSRQ 6\VWHPV ~ 8
https://www.esd.whs

SO3DWULFN 7XFNHU B36HF'HI &KLQD LV ([SR D#fehsg DneNoventber G®ERWY WR WKH OLGF

5181 &&: 2&KLQD 3RVLWLRQ 3D S Hhttps$6ndd.€@80256EDDO0GBSY54/
(httpAssets)/E42AE83BDB3525D0C125826C0040B262/$file/CCW_GGE.1_2018 WP.7.pdf

Congressional Research Service 9



Emerging Military Technologies: Background and Issues for Congress

Russia

5XVVLD KDVWHKHR BRVGIEZLQJ GHIKQPWQR® ®RIWHFBKQLFDO PHDQV R\
RUGQDQFH WKDW DUH LQWHQGHG IRU FDUU\LQJ RXW FRPEDW DQ
RI WKH REHUDQGRWKH GHFLVLRQ RI ZKHWK HA5 DGR GEWHRGGHSOF
WKDW /$:63F@X®GH WKH LQFUHDVHG DFFXUDF\ RI ZHDSRQ JXLGDC
FRQWULEXWLQJ WR ORZHU UDWH RI XQLQWHQW®RQDO VWULNHYV
$OWKRXJKBXYXVYRW SXEOLEU\GHYD\WORGS LWQRD® A VWBXVVLDQ ZHDSRQ"
PDQXIDFWXUHU .DODVKQLNRY KDV UHSRUWHGO\ EXLOW D FRPED
FDSDEOH RI DXWRQRPRXV WDUJHW LGHQWLY¥LFDWLRQ DQG SRWFE

International Institutions

6LQFH MKHHG 8EW DWHY KDV SDUWLFLSDWHG LQ LQWHUQDWLRQ
DXVSLFHV RI WKH 8QLWHG 1DWLRQV &RQYHQWLRQ RQ &HUWDLQ
81 &&: KDV FRQVLGHUHG SURSRYVIB®RWY EW VRMOID/NDEENRFSIDWE BHAR @/\R L \
DV ZHOO DV SURSRVDOV WR UHJXODWH RU EDQ WKHP $W WKH 8:
RSSRVHG D SUHHPSWLYH EDQ RQ /$:6 ZKLOH EXKMODRWY VXSSRU
GHYHORRAH®W ZKLFK LW GHILQHV DV ZHDSRIQQG\MWFIR P QDWW D
DQG WKXV LQ YLRODWLRQ RI WKH ODZ RI ZDU

Potential Questions for Congress

X TR ZKDW H[WHQW DUH SRWHQWLDO 8 6 DGYHUVDULHV GHYH
VKRXOGIWEKEWV /$:6 UHVHDUFK DQG GHYHORSPHQW"

x :KDW UROH VKRXO®W AMMWBBM\LWHG16&8K: GLVFXVVLRQV RI /$:6"
6KRXOG WKH 8QLWHG 6WDWHV VXSSRUW WKH VWDWXV TXR
RU DGYRFDWH UHJXODWLRQ RI RU D EDQ RQ /%$:6"

x ,I| WKH 8QLWHG 6WDWHV FKRRVHV WR GHYHORS /$:6 DUH FX
SURFHVWWOWOQG/DQGDUGYV IRU WKHLU HPSOR\PHQW LQ FRQI

X 6KRXOG WKH 8QLWHG 6WDWHYV FRQWNMRKIRXWORGRINSRVH D EDQ
FRQVLGHU VRPH IRUP RI WKHLU UHJXODWLRQ VKRUW RI D FF

Hypersonic® Weapons

$ QXPEHU RI ARXFODX@EIQQW WG 6W\DWWIDV DRGHEE HY B ORISR Q LKF
ZHDSRWNKRYVHOWRBDVW SHH®YD R4 D VR O HIDWHNVW L P HV TKKIH N DHHG R1 VI
WZR FDWHJRULHV Rl K\SHUVRQLF ZHDSRQV

5281 &&: 35XVVLD Q: PdtentdUdppertuRities and limitations of military uses of lethal autonomous
ZHDSRQV V\VWth®ig://unog.ct80256EDD0O06B8954/
(httpAssets)/B7C992A51A9FC8BFC12583BB00637BB9/$file/CCW.GGBIO2WP.1_R+E.pdf

53 bid.
5% \OH 0L]R NBaidshnikdv Will Make an A.tPowered Killer Robot ‘Popular MechanicsJuly 19, 2017.

55 For additional information about hypersonic weapons 8 Report R4581Hypersonic Weapons: Background
and Issues for Congredsy Kelley M. Sayler
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x +\SHUVRQLF JODGH OBKIQOFXHG IURR OLGRENHWR EHIRU
WDEBIHW

x +\SHUVRQLF FUXXWH FPRIZNUVSVEN K LHEIJLQHYV WKURXJIKRXW W]
GXUDWLRQ RI WKHLU IOLJKW

,Q FRQWUDVW WRZKD B ID\OVIRF VPU ¥ Y HOHE/VE KUY IRQV R AHD B RIPNVGEFR
QRW IROSDRZEROOAVWMAFWRU\ D& REQ H NVEFHWKHULU GHVWLQDWI
GHIHQVH DJDLQVW WKHP GLIILFXOW

$QDO\WWV GLVDJUHH DERXW WKH VWUDWHJILF LPSOLFDWLRQV RI
WZR IDFWRUV WKDW FRXOG KROG VLJQLILRMXHVZ BDISRRADWLRQV |
WLRHOLIKWFK LQ WXUQ FRPSUUNV SDQWEIHNVW DEGISOUHDGIL FRAUD E O H

IOLJKW ISIDAKKFRXOG JHQHUDWH XQMHUQWHQW H 6 BMRIXWI MWK HD @ B DVE I
KHLIJKWHQ WKH ULVN RI PLVFDOFXODWLRQ RUSQLQWHQGHG HVF

2WKHU DQDO\VWYV KDWW UDUN M BIGF WRBWLWBEWLRQV RI K\SHUVRQLF
EHFDXVH 8 6 FRPSHWLWRUV VXFK DV &KLQD DQG 5XVVLD DOUHD
6WDWHYV ZLWK LOQWHUFRQWLQHQWDO EDOOLVWLF PLVVLOHV ZKL
86 PLVVLOKM XWWRNUHFNRUH WKHVH DQDO\WWYV QRWH WKDW LQ W
WUDGLWLRQDO SULQFESWHW RIHBGIOWNHDUWNVOEFEHWRKOWR WU\ WR LPI
ZRUOG WKDW ZRXOG EH VR VXLWKQGHD WY KRN IRWR YREKOQW LHRYOH @ RV K
DFWXDODIKWSKUNRQLF ZHDSRQV DJDLQVW WKHA*8QLWHG 6WDWHV

United States

7KH 3HQWDJRQ KDV UHTXHVWHEXGJHRL OB TR BIWRIBWID X E &K\ S

UHVHDUPRRHKQWOXGHFNLOOLRQ IRU K\SHUVRQ2F IGHIHQVH SURJUL
FXUUHQWO\ GHYHORSLQJ K\SHUWR&REG YZHHIVE RRYDXOQITHRP B\K Hs WIY.
ZKLFK LV LQWHQGHG WR SURYLGH WKH 8 6 PLOLWDIMLILMYK WKH
WD UZHWR FRQYHQWLRQDO ZDUKHDGV DV ZHOO DV WKURXJK VHY
SURJ®BPWO\WWY ZKR VXSSRUW WKHVH GHYHORSPHQW HIIRUWV I
HQKDQFH GBWHHOBQFH SURYLGH WKH 8 6 HDWLMDISWD\EZION K IDH)V DVE
DV DGYDQFHG DLU DQG PLVVLOH GHIHQVH V\VWHDQWKDW IRUP \
DFFHVV DUHD G¥DWEE& VAMWKDYWHDUHXHG WKDW K\SHUVRQLF ZHDSH

56 When hypersonic glide vehicles are mated with their rocket booster, the resulting weapon system is often referred to

as a hypersonic boaegtide weapon.

57 See, for exampl, Richard H. Speier et aHypersonic Missile Proliferation: Hindering the Spread of a New Class of

WeaponsRAND Corporation, 2017, &ittps://www.rand.orglubsfesearch_reporfRR2137.html

8'DYLG $[H 3+RZ WKH 8 6 ,V 4XLHWO\ :LQQLQJ WKH +\SHUVRQLF $UPV 5DFH ~ 7}
at https://www.thedailybeast.coimdwthe-us-is-quietly-winning-the-hypersoniearmsrace See also Mark B.

6FKQHLGHU 30RVFRZTV 'HYHORSPHQW RI +\SHUVRQLF OLVVLOHV = S

% _\UL 5DLWDVDOR 3+\SHUVR QKK DD SR Q V7 Kibteteh Wihexd/B, 2019, at
https://nationalinterest.ofglbghbuzzhypersonieweaponsareno-gamechanger40632

501n a June 2018 memorandum, DOD annced that the Navy would lead the development of a common glide vehicle

for use across the services. The services coordinate efforts on a Common Hypersonic Glide Body Board of Directors

ZLWK URWDWLQJ FKDLUPDQVKLS 6\GQH)XQGUIPHARHUDVHU GBUROGDRSSIHEY RQL
Breaking Defense, February 28, 20athttps://breakingdefense.cod@2002/army-rampsup-funding-for-laser

shieldhypersoniesword/ For a full history of U.S. hypersonic weapons programsC&® Report R41464,

Conventional Prompt Global Strike and LeRginge Ballistic Missiles: Background and Isstby Amy F. Woolf

6l 5RJHU =DNKHLP DQG 7RP .DUDNR 3&KLQDTV +\SHUVRQLF OLVVLOH $GYDQFHV I
the Hudson Institute, March 19, 201%ee also Department of Defense Fiscal Year (FY) 2020 Budget Estimates, Army
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DGGLWLRQDO ZDUILJKWLIDW WEKHDE W P LD IDVPIUQ W VWWWARQW R LG H Q
UHTXLUHPHQWYVY IRU K\SHUVRQLF ZHDSRQV

7KH 8QLWHG 6WDWHYV LV XQOLNHO\ WR ILHOG DQ RSHUDWLRQDO
FRQW BXVWLIR & KWRE SQLWHG 6WDWHWWYR@RW GHYSHRORS LRU K\S
SRWHQWLDIOWK D QXFOHDU WB HKHILGV H& ®WDHNWEKNO WY VHHNLQJ WF
K\SHUVRQLFVKIDIVSRRY DWWDFN WDUJHWYV ZLWK JUHDWHU DFFXUI
WHFKQLFDOO\ FK D O/MKIY LOQXUFRBHEEIEEVOH O RESOUVMDWLBQ DQG &KLQHVH
VI\VWHPV

China

$FFRUGLQJ WR 7RQJ =KDR DVHQIKRD DBM QWKH UL IRBYNMIR BEDO 3ROLI
H[SHUWV DUJXH WKDW WKH PRVW LPSRUWDQW UHDVRQ WR SULR
&KLQD@ LV WAKWMROFRXQWIHU VSHFLILF VHFXULW\ WKUHDWYV IURP |
PLOLWDU\ WHFKQRBRQRBJE UHJLR Q@ KLRWMBXWW XCLIWHRIVEK\S HUVRQLF
ZHDSRQV O LM HUSKENRIFW UQ WAISBIW \VBRE L FF Z MO S R/BBQ W MK
6WDWHV WR FRQGXFW D SUHHPSWL®NFGHB D S UWADH/QLD] VR VKIS S
LQIUDVWE XFAWXUBH GHIHQ\FHR XGOIE MR\ R BICOL P L O/L 8K LB FRQ G XFW
UHWDOLDWRU\ VWULNH®DJIDLQVW WKH 8QLWHG 6WDWHYV

&KLQDGKIYWORSHGLWWHIUFRQWLQHQW &% OE D DIOLLAKN LOFF PRVUGLL@H W F

UHSRWWHE&KLQD (FRQRPLF DQG 6HFXULWR GG LAHYU&R PP QX ¥ DR
K\SHUVRQLF JOLHEHITHBKUW P KB X2 K Q HVX/VU URIRMDHBG R1 8 6
1RUWKHUQ &RPPDQG VHHPHG WR FRQILUP WKLV DVVHVVPHQW L
3@ KLQD LV WHVWU@HG @ Q QMCHHIRR B VK L QHHIOWRIDK FZ KQE& H W HKLFOH
GHVLJQHG WR 10\ DW KLJK VSHB®V @IQRXWRZEDO WW WW® HSU RERLPGH
ZDUQ®QJ

,Q DG G&MLROIVKIIVW H G )WKKIS HUVR QLF DO\ @i DYWAMR ROMH Q F H

86 GHIHQVH RIILFLDOV KDYH UHSRUWMN GO\ LSSHIRYILPDWMEH &K H UD
PLOHV DY®WIXWMB WKDW VFIOIS PEO M LROIHS P\ FEWP L Q@ XHMOMLYH PDQF
IOLYEWWKRXJK XQFRQILUFHG EK LLFQW RO HJ BMXBI)VIN\D 8 ULERM H F W
RSHUDWLRQDO D \VQHDGUGLNYDER QX VE8KLQD VXFFHVVIX0OO\ WHVWHG 6

Justificaton Book of Research, Development, Test Brwdluation, Volume I, Budget Activity 4, p. 580.

62 7R QJ =KbrRentional Challenges to Strategic Stability: Chinese Perceptions of Hypersonic Technology and the
Security Dilemma” & D U-Qdihghud Center for Global Policy, July 23, 20aghttps://caregietsinghua.org018/
07/23/conventionalchallengeso-strategiestability-chineseperceptionsof-hypersonietechnologyand security
dilemmapub-76894

68 ELG DQG /RUD 6DDOPDQ 3&KLQDYTV &DOFXOXV RQ +\SHdiion®®daEe *OLGH ~ $XJX'
Research Institutat https://www.sipri.orggommentarytbpicatbackgrounde@017thinascalculushypersonieglide.

64 U.S-ChinaEconomic and Secity Review Commission 20&hnual Reportp. 292 at https://www.uscc.gosgites/
defaultfiles/annual_report&omplete%20Report.PDF

5GeneD O 7THUUHQFH - 216KDXJKQHVV\ 36WDWHPHQW EHIRUH WKH 6HQDWH $UPH(
at https://www.armeeservices.senate.gawio/mediatioc/OShaughnessy 6P3-20.pdf

66 Gliding missiles that fly faster than Mach 5 are comifidhe EconomistApril 6, 2019,at
https://www.economist.corséienceandtechnology201904/06/gliding-missilesthatfly -fasterthanmach5-are
coming and Franz6 W H I D Q ClHin@ Yests New Weapon Capable of Breaching US Missile Defense Systéms
Diplomat, April 28, 2016 at https://thediplomat.cor@01604/chinatestsnewweaponcapableof-breachingu-s-
missiledefensesystems/

67U.S-China Economic an&ecurity Review Commission 204Bnual Reportp. 20,at https://www.uscc.gogites/
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D QXFFDHEID¥PROHUVRQLFURNMWKRFFOBH UHSRUWY LQGLFDWH WKDW WKF
FRXOG EH RSHUPWIARRDIQEADOV KDYH GHFOLQHG*WR FRPPHQW R

Russia

$OWKRXJK 5XVVLE® KBVHDRIFEXRQ K\SHUVRQLF ZHDSRQV WHFKQRC
DFFHOHUDWHG LWV HIIRUWV LQ UHVSRQVH WR 8 6 PLVVLOH GHI
DQG (XURSH DQG LQ UHVSRQVH WR WE & GL§ WALPWIK.GWY D DB 07 UHFORN
'HWDLOLQV BRQ¥HDQV 3UHVLGH QWCBWWN LSH LW IESWHELWWLQJ
FRQVWDQW XQFRQWUROOHGEDUIRYZIWK/RF WKWVQ®FEH UPBSIURYWQJ
DQG FUHDWLQJ QHZ PLVVLOH ODXQFKL®.Y BQWXDO,0\ZWKLR @R®/OC
WKH FRPSOHWH GHWD QXP@WH B @ RR FK@IMIBOW DOO RI RXU PLVVL
VLPSO\ EH LGWKYUWHDWHKEY VHHNV K\SHUVRQLF ZHDSRQV ZKLFK
DSSURDFK WKHLU WPHDKW R IDSHR®O WYDPWWULEBG 8 6 PLVVLOH GHIHC
VHQVH Rl VWUBWHJILF VWDELOLW\

5XVVLD LV S>XQXAEMBOEDR K\SHUWRIQH B ZHQEBROE DQG WKH 0 7V
RU =LUFRIQIPWGK\SHUVRQLF JOLGH Y,KRRAFIY [CEIXOWWHEGHORP D
IXQOLPUDVIHABEXVVLDQ QHZV VRXUFHV FO D MPRMKDOF V@ EHWG HQW

5 7VLUNRQO DX\QIKHG K\SHUVRQLF FUXLVH PLVVLOH PD\ EHFRI

76

International Institutions

1RL QW H U Q\DUMLDRN\ DROUL [ HUGH HF BRYHE WHRILQJ WKH GHYHORSPHQW RI
ZHDSBQWKRXJK WKH 1HZ B ASWUDWHIDWR RITHQVLYH DUPV WUHDW\
6WDWHV D@EREXVYRY \CEHRIWHENVAQLF ZHDIRQW X% GHRH V

defaultfiles/annual_report2015%20Annual%20Repét20to%20Congress.PDF

68 _.HVVLH <CHiXaZlhim3 to have successfully tested its first hypersonic airdCiN, August 7, 2018at
https://www.cnn.con2018/08/07/chinathinahypersonieaircraftintl/index.html See als&J.S-China Economic and
Security Review Commission 2018 Annual Repoi220, at https://www.uscc.gositesiefaultfiles/annual_reports/
2018%20Annual%20Report%20to%20Congress.pdf

69U.S-China Economic and Security Review CommisBieport 2015p. 20.

005 L OO CHibaRevenls Test of New Hypersonic MissilEheWashington Free BeacpAugust 10, 20183t
https://freebeacon.condtionatsecuritythinasrevealstestnew-hypersoniemissile/

7 United Nations Office of Disarmament Affaildypersonic Weapong: Challenge and Opportunity for Strategic

Arms Contro| February 201 %t https://www.un.orglisarmamenpublicationsinorehypersonieweaponsa-challenge
andopportunityfor-strategiearmscontrol/.

790DGLPLU 3XWLQ 33UHVLGHQWLDO $G G UH V \atMtR/an. Kemljt@uandssb O $VVHPEO\ ~ 0D
presidentiewsb6957

?.Q WKLV LQVWDQFH 3VWUDWHJILF VWDELOLW\" UHIHUV WR D SELODWHUDO QXF
= K D Ronventional Challeges to Strategic Stability: Chinese Perceptions of Hypersonic Technology and the Security

Dilemma ~ & D U-Qdihghud Center for Global Policy, July 23, 20a&ttps://carnegietsinghua.o2§1807/23/
conventionalchallengego-strategiestability-chineseperceptionsof-hypersonietechnologyand securitydilemma

pub-76894

“H6WHYH 7ULPEOH 3% +\SAldtioR\@dek)ahSax\ILY| 2019, p. 20.

S3)LUVW UHIJLPHQW RI $YDQJDUG K\SHUVRQLF PLVVASSBestnbyy 2VP2019RHY RQ FRPE
athttps://tass.condefensel104297

7®35XVVLDQ 1DY\ WR DFFHSW ODWHVW 7VLUNRQRK\SAREIM&ED LE P19V VLOH IRU VHUY
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FRXOG EH XVHG WR ODXQFK’ Bo\SFHUXARH B K \ODLLOS K DAH G IHFSGHRAH G LW
K\SHUVRQLF JOLGH Y HAF OHWRIQDVQDEEIHHG WKDW PLVVLOHV HTX
FRXQW XQGHU )XHAVKHSE P R U H WIKUHWWY IO \&XRUHAQD BV 13 D UMK\DEAH O L H Y H'
WKDW D QHZ NLQG RI VWUDWHJILF RIITHQVLYH DUP LV HPHUJLQJ
TXHVWLRQ RI VXFK D VWUDWHJILF RITHQVLYH DUP IRU FRQVLGHUI
&RPPLVVLRQ$FR&& GLVRIPN OHJDO H[SHUWV KROG WKDW LW ZRXO(
SURYLVLRQV WKDW ZRXOGKEFRKQWR Q G RQ\BBRBR QL@ ZV6 3 $15/7 R |

OLPLWRZHYHU EHFDXVH 1HZ 67$57 LV GXH WR H[SLUH LQ XQC
WKLV VRORM MRLPBRMUDGGWWHRBDBMDW\QRW FRYHU K\SHUVRQLF Z}
GHYHORSHG LQ FRXQWULHYVY RWKHU WKDQ WKH 8QLWHG 6WDWHYV

Potential Questions for Congress

x :KDW PLVVLRQ V ZLOO K\SHUVRQLF ZHDBROQYRBONW XVHG IRU"
WKH PRYWWHRWVWMWH PHDQV RI HITHFXWLQJ WKHVH SRWHQWLDC

X *LYHQ WKH ODFN RI GHILQHG PLVVLRQ UHTXLUHPHQWY IRU k
VKRXOG &RQJUHVYVY HYDOXDWH IXQGLQJ UHTXHVWYV IRU K\SH
WKH EDODQFH TRAHXWYE®LURU K\SHUVRQLF ZHDSRQV SURJUDPV
WHFKQRORJLHVY DQG VXSSRUWLQJ WHVW LQIUDVWUXFWXUH

x +RZ LI DW DOO ZLOO WKH ILHOGLQJ Rl K\SHUVRQLF ZHDSRC
WKHUH D QHH® URDWLIRMN PHDVXUHV VXFK DV H[SDQGLQJ 1H:
QHJRWLDWLQJ QHZ PXOWLODWHUDO DUPV FRQWURO DJUHHPF
WUDQVSDUHQF\ PROICOERQULBHWEWLWLHV"

Dire dtmed(gD/PNe a pons

'2' GHILQHV GRQWHWRWHG ZHDSRQV DV WKRVH XVLQJ FRQFHQWUDW
UDW K HNLL @HKW QF HQWDFIDMRVDWH GDPDJH GLVDEOH RU GHVWUR
IDFLOLWLHYYP@EHRY BHRQV FRXOG EH RWAHBAKERUI/M BX @G U
GHIHQVH 6+ERXRQYPNQQHG DLUFBBEW RBXIBIRHIN MO HIU W L
DQG PRBLWOPLEVERQXHDSRRXG RIIHU ORZ FRYB/WVSIRUQIKRW DQG
DFFHVV WR D VXIIL®1L BEYUDR ZHLLP VW SEBWW P D QDFR@IWUDVW WR H[L

"YRU H[DPSOH 5XVVLDTV $YDQJDUG K\SHUVRQLF JOLGH YHK&t#EOH LV UHSRUWHC
PLVVLOH 6HH 5DFKHO 6 &RKHQ 3+\SHUVRQLF :HBSRQ@WagngMayHILF $VVHW RU
2019, athttps://www.airforcemag.cotypersonieweaponsstrategieassetor-tacticattool/.

-DPHV $FWRQ QRWHV 3GXULQJ >1HZ 67%$57@ QWOILREWLDMOLRRON PX YK WDFR QIMNHLGA
QHZ NLQG RI VWUDWHILF RITHQVLYH DUP T LQ ZHnsRkbouFuhéther@d HOwWZRXOG WULJJH
they would be regulated by the treatyp SRVLWLRQ >WKHQ@ UHMHFWHG E\SWefBuleQLWHG 6WDWH
Asking the Right Questions about Conventional Prompt Global S@#&megie Endowment for International Peace

2013, p. 139at https://carnegieendowment.diitgs/cpgs.pdf

7 CRS Report R41219he New START Treaty: Central Limits and Key Provisiop®my F. Woolf

80 Joint Chiefs of StaffJoint Electromagnetic Spectrum Operatipdsint Publication 385, May 22, 2020GL-6.

81 For more information about the role of DE weapons{dA&S missions, se€ERS In Focus IF1142®epartment of
Defense Counteédnmanned Aircraft Systemisy John R. Hoehn and Kelley M. Sayler

82 Although research has been conducted on chemically fueled lasers, most countries are now pursuing solid state
lasers, which are fueled by electrical power. As a result, the cost per shot is equivalent to the cost of the electrical
power required to firehie shot. Some analysts have noted that the cost per shot could thus be between $1 and $20. See
$ULHO 5R Bite@&dREQergy Weapons: Will They Ever Be Readifational Defensegluly 1, 2015at
https://www.nationaldefensemagazine.artjtles2015/7/1/2015july-directedenergyweaponswill -they-everbe
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FRQYHQWLRQDO V\VWHPV FRXOG HQDEG®H HD®GH Q 1 ALHQ V@ \D/D @ LI\
VDOYRV RU VZDUPV RI XRRRQIQWGFD\WMHPVZHDSRQV FRXOG DOVR
IRU ERRDWH PLVVLOH LQWHURFIBSNKW LWHDYWNRHNUPHS KREHYHU D
K\SHUVRQLF PLVVLOGLGBJHEWHR H V8K WYIRUGDELOLW\ WHFKQRC
XWLOLW\ Rl WKLV DSSOLFDWLRQ

+LJERZHUHG PLFURZDYH ZHDSRQV D VXEVHW RI '( ZHDSRQV FR>
PHDQV RI GLVDEOLQJ HOHFWURQLFV FRPPXOQRYVOYFHRBGR WV \IVW HP \
DOQRQOHKWRMWOUWWHP IRU FURZG FRQWURO

United®®States

$OWKRXIK WKH 8QLWHG 6WDWHYVY KDV EHHQ WRMDHFKHQW \GLUHF
KDYH REWKDWMWXIDUWHHF QHIWBGI\ S KRKDDIP VUH TXGIQQV UKRD W RI

HISHFWDAWWRKQ2' LQYHVWLQJ ELOOLRQV RI GROODUV LQ SURJUDF
FDQFMQWKEBUV FRQWHHGRWRBDAWY LQ FRPPHUFLDO ODVHUV FRXC
PLOLWDU\ DSSOHFBVWHRBDVZHDSRQV SURBEZBFPMUF ROQRVLDKH TXHV WL
DERXW WKHLU WHFKQRORJLFDO PDWXULW\ LQFOXGLQJ TXHVWLR
DQG FRQWURO WR PLOLWDULO\ XVHIXO OHYHOV DQG WKH DELOL

UHT XL UHAH Q@W HQ WIRWBROIMFHRW P V

7KH 8 6 1DY\ ILH®GHG DMK QDY BW6K H( /DNBISRBDSRQ 6\WWHP /D:

LQ DERB®BRQKMD:6 ZDVNLORZADW®DVHU S U RIDRWA B B DVE OBIW

RI EOLQGLQJ HQHP\ IRUFHV DV DHAD UXLIMPDE OAKRIR R MW \G RRZWD GSIURR

KHOLFRSWHUMY\ SODQV WIR GBSBR\ tW\W6 DERDUEQWKH 866
ZKLOH WKH $UP\ SO BRRP RRWM LLHIDEAN BNV LIUWMFWHG (QHUJ\

ORELOHSX@®IHVSLU 'HIHQR® 6WWNRU ILJKWLQF BHRLEDHT\LQ )<

ready

8 6HH IRU H[DPSOH -DPHV 1 O0LExQItkd: IparBajdd @emorssRd/ShBased

Directed Energy System§ & HQWHU IRU 6WUDWHJLF DQG ,QWHWOQDWLRQDO 6WXGLHV 'HFH
https://defense360.csis.obgttideaspacebasedinterceptorsandspacebaseddirectedenergysystems/and Justin

'R X E O HReBtagoh punts MDA laser ambitions, shifts funding toward Offd |aser scaling fihside Defense

February 19, 202@&t https://insidedefense.codaily-newspentagorpuntsmdaslaserambitionsshifts-funding

toward-osdled-laserscaling

84 For additional information about U.S. directedergy programs, s&RS Report R4417%avy Lasers, Railgun,
and GunLaunched Guided Projectile: Background and Issues for CongogdRonald O'RourkeandCRS Report
R45098,U.S. Army WeaporRelated Directed Energy (DE) Programs: Background and Potential Issues for
Congressby Andrew Feickert

8% 3DX0 6FKDUUH S3UHIQHHIWRHDSBERNWBIGRPLVH DQG 3URVSHFWYV ~ &HQWHU IRU
April 2015, p. 4.

88 6HH $ULHO DReetedBEN& gy Weapons: Will They Ever Be Readiational Defenseluly 1, 2015at
https://www.nationaldefensemagazine.artjtles2015/7/1/2015july-directedenergyweaponswill -they-everbe

ready

87 |bid.

88 \OH 0L]RNBeRLS. Army Plans To Field the Most Powerful Laser Weapon Pepular Mechanics
August 7, 2019.

89 /RFNKHHG ORENWKIHHG ODUWLQYV +(/,26 /IDVHU :HDSRQ 6\VWHP DDNHYX 6WHS 7RZ
11, 2020athttps://news.lockheedmartin.ca?@20-03-11-LockheedMartins HELIOS-LaserWeaponSystemTakes

StepToward Ship-Integration andOffice of the Under Secretary of Defense (Comptroller)/Chief Financial Officer,

3'HIHQVH %XGJHW 2YHUYLHZ 8QLWHG 6WDWHV '"HSBHWPHWOQW RIHEHUKQUM )LVFDO
at https://comptroller.defense.g®drtalsd5/Documentsdefbudgetily2021/

fy2021_Budget_Request_Overview_Book.pdf
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WKH $LU )RUFH LV FXUUHQWO\ FRQGXFWB®RE 1ILNOGVBIPVHVVPHQW
LQFOXGLQJ ERW K RMMHMIHHGDRQAGE KRARYH VA\VWHPYV

7KH $UP\ 1DY\ $LU )RUFH DQG '$GRS MDEW ISDRIUPBW K GHUZD\
WKH 3HQWDJRQ WHTOOH\RQL RIQ KW U\HFMDHER QNFREBHEGEI\ GHIHQVLYH
FDSDELQLWLHW)H EXGJHW RYHUYLHZ GRHV QRW SURYLGH WKH
IRU '( ZHBFYREBVH SURHID®W HQGHG W®HWRDOO/MH | MR PS R DR Q G N:
LV FXUHP@WEOH WR DDRXGHO INW ZKLFK BRX\LNWEWLD/VYQOHV FRX
LQWHUFHSWHG DQG WR DURXQG® N: E\ )<

China

&KLQD KDV UHSRUWHGEO®RGEBPWRE BEBB\G \WHP GHVLIJQHG WR
HQJDJH XQPDQQHG DHULD OXY BKIG ?HTHREBMEW H B ICVLIFDWH WKDW
DOVR GHYHORSLQJ DQ DLUERUQH '( ZHDSRQ SRG DQG KDV XVHG
LOQWHUIHUH ZDOMKLB G PRLQGWDU\ DLUFUDIW DQG WR GLVUXSW 8 6
RSHUDWLRQWBDEWKH ,QGR

$FFRUGLQJ WR WKH '"HIHQVH ,QIMGHOLOLEBRQBKRICRNH'QFRAHRRBRRQN LV

to disrupt, degrade, or damage satellites and their sensors aitdypalseady has a limited
capability to employlaser systems against satellite sensors. China likely will field a
groundbased laser weapon that can counter-dohit spacebased sensors by 2020, and
by the midto-late 2020s, it may field higher powerstgms that extend the threat to the
structures of nowptical satellite$®

Russia

5XVVWIODLPV WR KWODKHH IHHEB 8 HBWHIJ R XAHD SRQ "H\FHN\PHERH U
$OWKRXJIK OLWWOH LV SXEOLFO\ NQRZQ DERDPBWRPEHEPQYHW LQFC

% \OH 0L]R NBeRAir Férce Mobilizes Its Laser and Microwave Weapons Adbréd@opular MechanicsApril 9,
2020, athttps://www.popularmechanics.camilitary/weaponst320837994sermicrowaveweapons/

91 Office of the Under Secretary of Defense (Comptroller)/Chief Financial Officer, Defense Budget Overview: United
States Department of Defense Fiscal Year 2020 Budget Request, March 2019, p. 9.

92 Although there is n@onsewsus regarding the precipewer kevel that would be needed to neuualdifferent target

setsit is generally believed that laser ofiround 100 kW couléngage UAVs, small boats, rockets, &etif, and

mortar, whereas a laser of around 890 couldadditionallyengagecruise missiledlying in certain profiles (i.g.

flying acros rather than at the laser)See, for examplé€ZRS Report R41526avy Shipboard Lasers for Surface,

Air, and Missile Defense: Background and Issues for Catgby Ronald O'Rourkeand Sydney J. Freedberg Jr.,
3/DVHUV WR .LOO &UXLVH OLVVLOHV 6Breédking\WefensdDbraber 201 2019ROrFFH  $UP\ 7
LQIRUPDWLRQ DERXW '2'1V /DVHU 6 F Dienl@sker3calng Plants¢tsatiledeR@o6 KHUPDQ 3
efforts, FY-19 contracts Inside DefenseApril 17, 2019, ahttps://insidedefense.coddily-newshewlaserscaling
plan-setsdirectedenergyefforts-fy-19-contracts

93 Nikolai Novichkov $LUVKRZ &KLQD -3Q B6er&fapait system breaks coveD QH TV 'HIHQFH
Weekly November 9, 2018.

% $Q G U HZ GHinwaiminy to procure airborne lasesed weapon pod-DQH TV 'H I H Q FaHuarki 8 ROQ0;
andPDWULFN 0 &URQLQ DQG 5\DQ ' 1HXKDUG 3&RXQWHULQJ &KL&kDYV /DVHU 2IIH
https://thediplomatom/202004/counteringchinaslaseroffensive/

9 Defense Intelligence Agencghallenges to Security in Spaéebruary 2019, p. 20, https://www.dia.milPortals/
27/DocumentdlewsMilitary%20Power%20PublicationSpace_Threat_V14_020119_sm.pdf
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UHSRUWHGO\ GLVUXSW *OREDO 3RVLWLRQLQJ 6\VWHP *36 DQG
WR SHUSBRBEM QG DQWLVDWHOOLWH PLVVLRQV

International Institutions

'( ZHDSRQM QRW DXWKRULWDWLYHO\ GHILGQHGE XQEGHQWMWRHY QX
DJHQGD RI DQ\ H[LVWLQJ PX«REHYBWWBDQ PEERDBDWRRQV RI '( Z
DUH SURKLELWHG )RU H[DPSQO3HI RWRMRFRQ ,% R QELBLRETVHUV
SH[FHVVLYHO\DISGMXKBDRXRQV ROFOXBROBRQWKH XVH RI '( ZHDSRQV
SHUPDQHQWO\ EOLQ G6HRHPD FR\P B/IRW B @VQ\D O\VWV KDYH VXJIJHVW
DJUHHPHQWY VKRXOG EH HVWDEOLVKHG WR UWXMKUDFW FHUWDL(
DLUFUDIW B QW HUH BHUH\Q E P

Potential Questions for Congress

X '"RHV WKH WHFKQRORJLFDO PDWXULW\ RI '"( ZHDSRQV ZDUUD ¢
7R ZKDW H[WHQW LI DW DOO FDQ DGYDQFHV LQ FRPPHUFLD
PLOLWDU\ DSSOLFDWLRQV"

X +RZ VXFFHVVIXO KDYH (8Z6HHDIERQG BMHHHVW VS BRH DQ\ FKDQJHV W
RSHUDWLRQDO FRQFHSWY UXOHV RI HQJDJHPHQW RU WDFYV
Rl '( ZHDSRQV RU GHFRQIOLFW WKH XVH RI '( ZHDSRQV ZLWK
RSHUDWLRQV"

x $UH DQ\ DGGLWLRQDO UHYVVWWLSRM\R Q¥ FIRHY WIXUH OWHS RLTI' (VR
ZKDW NLQG"

Bi otechnol ogy

%LRWHFKQRORJ\ OHYHUDJHV OLIH VFLHQFHV IRU WHFKQRORJLFL
LQ ELRWHFKQRORJ\ KROG SWRWMHSQ BV LLOD L WD WIRA RRWVIHRRX H UW \
ZULWHGSNMUD RYHUQPHQW $FFRXQHSREWMD IQUR WEHR/HRWKH RH S D U
'HIHQVH 6WDWH DQG DPRRHWEE G Ia HIF BN BRI\MY WH. RIQUDHOF WORMH O O L J H ¢
DVVHVV WKDW ELRWHFK®RQWHGOWM VXF KV 1 K OWEE HEBRWHQW LD O
WR

alter genes or create DNA to modify plants, animals, and humans. Such biotechnologies
could be used to enhance [or degrade] the performance of military personnel. The
proliferation of synthetic biology used to create genetic code that ot exist in
naturez may increase the number of actors that can crelagenical and biological
weapons®

9% Defense Intelligence Agencghallenges to Security in Spage 23,at https://www.dia.milPortals27/Documents/
NewsMilitary%20Power%20PublicationSpace_Threat_V14_020119_sm.pdD (PGtirehails new Russian laser
weapons ‘Associated Pres$lay 17, 2019,at https://apnews.corfiD3960c48a6440bacclc2512a7cl97a

73'LUHFWHG (QHUJ\ :HDSRQV 'LVFXVVLRQ SDSHU IRU WKH &RQYHQWLRQ RQ &H!I
Article 36, Novembe2017.

BPDWULFN 0 &URQLQ DQG 5\DQ ' 1HXKDUG 3&RXQWHULQJ &KL&DYTV /DVHU 211HC
https://thediplomat.cor@02004/counteringchinaslaseroffensive/

9 For a general overview of CRISPR, 8RS Report R44824dvanced Gene Editing: CRISRRas9 by Marcy E.
Gallo et al.

100 Government Accountability Officéyational Securityl. ong-Range Emerging Threats Facing the United States as
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6LPLODUO\ WKH 8 6 LQW H O O:IRIHMEHL ERIPPROHIW $VVHVVPHQW F
HGLWLQJ DV D SRWHQWLDO®ZHDSRQ RI PDVV GHVWUXFWLRQ

 DOGGLWLRQ ELRWHFKQRORJ\ FRXOG EH XVHG WR FUHDWH DGDS
OLJKWHU VASRRMOHBWHBD®DOLQJ ERG\ D Q¥ &RIXAHFOG VDKPRHW EHHQ
UDLVHS 6W KRWS HW DW RUKRPIB. WKH VDPH HWHMHFDOFKWIQEGDUGV L
D SISFOD W [ER. ® VR H ALKHQSRIDLRN LLAKIDRECR QR JL FD O JAHIRFRQMGLWLQJ RU
PRUH LQYDVLK¥PIRYBWWRIRUPDQ¥H PRGLILFDWLRQ

United States

3XUVXDQW WR 6HFWLRQ 3RI WKHYWKH T'$%PS $GPLQLVWUDWLF
UHOHDYEBWLRIQHD O %L R G HAKIQAKH REKVRLZDIMDKHIA 8 QLWHG 6WDWHYV *RYH |
ZLOO PDQDJH LWV DFWLYLWLHV PRUHSHIHISBWHYIR®\ W R VIB\RGH W R
UHFRYHU IURP ELRORJLFDO WKUHDWVY FRRUGLQDWLQJ LWV ELRC
SDUWQHUV LQGXVWWHDEPBEWDD BRYLWLIFSVDWERPMWKH SULYDW
DQDO\WWYVY KDYH QRWH\GHJKZDHY 8 RWWKARARPWNQLHG E\ D UHVRXUF
WK XVE:ZDWIHO\ XQ L FSOXHRHKHUIR G U H 2 'WK SIRFE LR K QRO R J\
UHVHDW B B'W H J\

8QFODVA/EILHLRWHF KQR @RWKSPIR3 UL B VA HIS/SIOW FRIGL PRQ Y O\

LEURYUBDGLQHVV UHVLOL$ERSH PO 6 [DRSPRUHWKDY D QXPEHU RI
ELRWHFKQRORH YRMKHGDPR EDWWOHILHOG PHGLM QW D®MRIQRV W
H[SORULQJ RSWLRQV IRU PLWLJDWLQJ WKIHQ B IQHHPWWI R R\ \ WHKILDDWR D M
LOOQHVVHV VXFK DVWIHBSURDWLR Y WQIEVSYRVWG SURWHFWLQJ DJLC
DQG EQRLQHHUHG WKUHDWYV WR WKH 8 &/ BORB XG50 \S UR INEEL W
VHHWR >SURWHFW®@ VH UPLLGHHOMHPE RUVL QMRIPQDFLRQDO PLVXVH RI

Identified by Federal AgencieBecember 201&t https://www.gao.godsset/00695981.pdf

V1.pPHV 5 &ODSSHU 3:6WDWRBBQWLRU WKHDBWFRWEHVVPHQW RI WKH 86 ,QWHOC
delivered before the).S. Senate Committee on Armed Services, February 9, 2016.

102 3 D W U L F N ThXBNAdrhly Is*Making Synthetic Biology a PrioritiDefense One - X O\ AByQ G 3

scientists explore synthetic biology potential 8 6 $UP\ - X Q Hthttps://www.army.milérticle223495/
army_scientists_explore_synthetic_loigy_potential

13.DPHV 5 &ODSSHU 36WDWHPHQW IRU WKH 5HFRUG :RUOGZLGH 7KUHDW $VVH
delivered before the U.S. Senate Committee on BMé HUYLFHY )HEUXDU\ DQG 'DQLHO 5 &RDW
the Record: WW OGZLGH 7KUHDW $VVHVVPHQW RI WKH 86 QWHOOLJHQFH &RPPXQLW\
Committee on Armed Services, March 6, 2018. Although the U.S. military has long used certain drugs such as caffeine,

modafinil, dextroamphetamine, and variougeplaids to enhance soldier performance, it bans other performance

enhancing drugs and techniques such as anabolic steroids and blood doping. See Paul Scharre and LtwungmFish,

Performance Enhancemei@enter for a New American Security, November 7,&@t https://www.cnas.org/
publicationsfeportshumanperformanceenhancement.

104p . 114328 Section 2, Division A, Title X, §1086.

105The White House\ational Biodefense Strateg®018,at https://www.whitehouse.gowp-contentliploads201809/
NationalBiodefenseStrategy.pdf

16HH IRU H[DPSOH 7DUD XymikeRe®@idlogymHdNatibhal/Sexinityu Risks and Opportunitfe's

Centerfor Strategic and International Studies, April 14, 2020.

071 DQH 'LHXOLLV 3:%LRWHFKQRORJ\ IRU W Wkt o D& \RACKBYOVEHRDOr@7, 2Q8LHHG RI D 6 WU
7KHUH LV KRZHYHU D FRRUGLQDWHG IUDPH ZR Uidind R&JREgUIRIABFHeE@R ORJ\ UHJXOD
for Biotechnology Products: Final Version of the 2017 Update to the Coordinated Framework for the Regulation of
%LRWHFKQRORJ\ athtipyMnvidapa.gositesproductionfiles/201701/documents/
2017_coordinated_framework_update.pdf
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W HFKQR® ®LIRWWH F K Q R OIRV \DWH \RHDHIF@WFWR QB XAHVUNGFH ODERUDWR
ZKLFK UHFHQWO\ FRPSOHWHDG DM R L @ WODH. R )DQWFHKUHIMBIL BV E D RVQ R B\ L
ILQWHQGHIGH O RS EDHVHELRDWHULDB®Y DQG VHQVRUV

,Q DGGLWLRQ VRPH UHSRUWV VXJJHVW WKDW WKH 8QLWHG 6WD
UHVHDUFKHG ELRWHFKQRORJ\ IR) GQEHXDRWFV R Q 6 HHLS 6 & WHD/DLLR
DSSOLFDWLRODGIMRIBRYBHHW VPDUWHU >DDIO/@ WKBIP PRIMEOH T
HQGXUDQFH WKDY GRRPKHHUIURXBYQWYH H[SUHVVHG HWKLFDO FRQTF
UHVHDUFK DOWKRXJK WKH 8QLWHG 6WDWHV KDG D VHULHV RI S

DQG WQERI FH UWHQW QDWLRQDO IUDPHZRUN IRU H[DPLQLQ

)LQD @\ 68 FWLRQ RI WKH )< 1'$$D '@HY Y HZRRF RVKGIXFIWO LW DU
XQGHUVWDQGLQJ DQG UHOHYDQF\ RI DSSOLFDWHRRWLRI\HPHUJLC
UHTXLUHPHQWY RI WKH "IDYDINIB® @MW \RH V W PHIQ@WH R1 WKH WHFKQL|
ZLWKLQ WKH '"HSDUWPHQW XVHG WR LQIRUP W RH FIRIDVOHIE @/ILRHD F H
DQG DQDO\VLY QHHGV UHODWL®3' 2V R \H PISGILVQLRELIROVOH PK R FECHRY H.
UHFRPPHQGDWLRQ RQ WKH3BBB U RISQL B WRINGHFG. @R @R RIGHR |

UHFRPPHQGDWLRQV IRU IXWXUH OHJI!¥ODWLYH DQG DGPLQLVWU

China

ORWLYDWHG E\ DQ DJLQJ SRSXODWBGRQ &Q® DKL @H K& CSDW K EP
LOQWHUHVWHG LQ FRQGXFWY%QRWHRWGRQQROIRI\FUWWIESDDVF KD NH\ \
ZLWKLQVRRG®DLQ &KLQDWDRWLMHDGGLWLRQDOO\ WLIJKOLJKWHG Z
FXUUHOQMDILLGH YHORORHOMM SN LFXODU &KLQD LV DJJUHVVLYHO\ S
ELRWHFKQRORJLHV IRU JHQHWLF WHVWLQJ DQG SUHFLVLRQ PHG
WKH ILUVW WR XV Hi QKWL 3, B\BBRIHABD KXPDQV DQG LQ D &KL
SURGXSHGKDEBK WIKH DSSURYDO RI WKMK&IKCILAGAEH. WRIGHUQPHQW

EDEELMM DGGEMULERM PDLQWDLQUWRQBIURHWWHIBEBBUGWRULHY RI JH
LQIRUPDWLRQ WKH 1DWLRQDO *HQHEDQN ZKLFK LQFOXGHV 8 6
XVMAR GHYHORS SHUVRQDOL]HG GLVHDVH WUHDWPHQW SODQV R

16HH '"HIHQVH $GYDQFHG 5HVHDUFK 3URMHFWY $JHQF\ 3&XU 5HVHDUFK %LROR
https://www.darpa.mitur-researchtFilter=& oFilter=1.

109 Marisa Alia= 1 R Y R E LToiABBIice ®effort leverages synthetic biology expertise to address future warfighter
needs ~ : U L-BP&itdrson AFBSeptember 27, 2017.

110 Annie Jacobsen7 KH 3HQWDJRQTV %UDLQ $Q 8QFHQV W Uog&ecret MilttR/U\ R1 '$53$% $PHULF
Research AgendiNew York Little, Brown and Compang015).See alsiMichael Joseph Gross7KH 3HQWDJRQTV

3XVK WR 3URJBEiRs 6 ROAIAntdNGEmber 2018t https://www.theatlantic.comiagazinedrchive/
2018A1the-pentagorwantsto-weaponizethe-brainwhatcould-go-wrongbs70841/

1YRU D KLVWRU\ RI WKHVH FRPPLVVLRQV VHH 3UHVLGHOQHNsolyof ERPPLVVLRQ IR
Bioethics Commissionss DUF KLY HG - D QaXtitpsV/bioethicsarchive.georgetown.quitgbihistory.html

112p | . 11692, Section 2, Division A, Title 118263
113 |pid.
14 6KDQQRQ (OOLV 3% LR WNbEIK JaRI&PM, PQS&KLQD

115 Amidst international outcry& KLQD ODWHU VHQWHQFHG WKH VFLHQWLVW WR WKUHH \HDU\
DERPLQDEOHOL® KDIMOXBMDQGDHUW 3 ([WUHPHI®G DWER®LYEEB @§ L&KL QIHRHY JBIDH
Jazeera 1IRYHPEHU 6HH DOMRSROVMDQDQURWHFK +RZ &KErRTY OLOLWDU\ ,V
H1HZ 'RPDLQ R D&iéhs®ONeAUpUst 14, 2019

U'DYLG - /Bpteehndlogy: the UShina dispute over genetic dat&inancial TimesJuly 31, 2017. See also
(OVD .DQLD DQG LOVRID DRV Q'LEGENWB U\ %LRWH F K-Oiil Ri@igv LandthedNew6 35 OLOLWDU\
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2SHWRXUFH L QDERKIMWE RIEQMHM DWUSHFRDUEARVD U\ DSSOLFDWLRQV RI
ELRW HREK @ RIL P L W H G& KARIBIQY HR) R | FPLLYOLLON DXWALHROD E 8 K OVGK H
&KLQHVH PLOLWDU\ WR UHDGLO\ OHYHUDJH)ZRUWHKEBRBRHAWYV LQ |
UHSRUWYV L QG ¥ W B WAKDOV 0& IOLLWPRIDUA I&KRPPH.E \SULRRMHFWYV RQ PLO|
VFLHQFH DGYDQFHG ELRPLPHWLEPWWWH P D WHEL R EEIR B RDORIFG E L
HQKDQFHPKOW FRIEERSWHFKQRIORH\WKH &K I AN 8 LAFLDADL W D U \
LQVWLWXWLRQV KDYH FRQGXFWHG H[WHQVLYH UHVHDUFK RQ &5

Russia

$OWKRXJK 5XVVLD W@ HOHORGIEYH PQRHODW HJ\ IRU LPSURYLQJ WKH
RI 5SXYVEDRWHFKQRDO®J\ VREFMMWRKQRORJ\ UHVHDUFK LQ 5XVVLD FF
EHKLQG WKDW RI WKH 88 MWHG 6VEHHYMALTL G® LBKWIQMDD DUHDV IRU
ELRWHFKQRORJ\ UHVHRWER\D D & RESRPWEDFLQH LQGXVWULDO E
ELRHQHUJHWLFV DJULFXOWXUDO DQG IRRG ELRWHFKQRORJ\ IR
SURWHFWLRQ ELRWHFKQRORY DQG PDULQH ELRWHFKQRORJ\

/ILWWOH LQIRUPDWLR@® &R Z X E 0 Y EDRFEIOIRWO OEKHBW BEPKQRORJILHYV
ZLWKLQ D PLOLWDU\ RU QDWLRQDO VHFXULW\ FRQWH[W +RZHYH
DWWHPSWHG WR DVVDVVLQDWH D IRUPHU GRXEOH DJHQW IRU Wi
DJHQW YLRODWLREKRPMFOID :HDSRGW &RIHWHOWWERQW LW PD\ EH
VLPLODUO\ XQUHVWUDLQHG LQ ZHDSRQL]LQJ ELRORJLFDO DJHQV
ELR®RIOGHHG WKH 6RYLHW 8QLRQ LV NQRZQ WRVERGH@®IDLQWDL
ELRORJLFIVOSDRDSRBP %LRSUHSDUDW LQ YLRODWLRQ RI WKH
&RQYHBWLRQ

International Institutions

2Q0\ WKH ZHDSRQL]DWLRQ RI ELRWHFKQRORSRPW SURKLELWHG X

LQWHUQDWLRQDO LQVWLWXWLRQ&HKRYH EHRRGWW ULP\® 6 GF DQM.R C

ELRWHFKQRORJLHV )RUSH[BP XDN NDQFWRRBDIHVGWH M XEQ

ELRWHF RKRIML.DLWDWHR FRRUIRGILIMD WLRWHFKQRORJ\ SURMHFWYV
WKH 2(&' KDV PDQ®\MDB®WOGEPPLRQ *URXS IRKDMWRWHFKQROR

Revolution in Military Affars The Jamestown Foundatip@ctober 8, 201%t https://jamestown.orgftogram/
chinasmilitary-biotechfrontier-crispr-military-civil -fusion-andthe-newrevolutionin-military-affairs/

117(OVvD .DQLD DQG :LOVHRGRRUQQAFRMLRWHFK +RZ &KLQDYV OLOLWDU\ ,V 3UHSD!
Warfare  Defense OneAugust 14, 2019, dtttps://www.defenseone.coitas201908/chinasmilitary-pursuing

biotech159167/

118pid.

15XVVLDQ )HGHUDWLRQ 3%,2 6 X P P D U YaR foithe BedelwinmantHofBRIBAIGIDDWLRQ 3URJ
LQ WKH 5XVVLDQ )HGHUDWLRQ ~

120 | pid.
21 0DUN 8 Udaskury attackevidencelof Russian weapon stockpiléBBC, March 4, 2019. For a full assessment
of the potential national security threats posed by synthetic biology, s€ettittee on Strategies for Identifying

and Addressing Potential Biodefense Vulnerabilities Posed by Synthetic Blotomensus RepoBiodefense in the
Age of Synthetic Biolog\Wational Academy of Sciences, 2018htp://nap.ed@489Q

122 ykas 7 U D N L P DA¥ RipskiX Violating the Biological Weapons Convention?WODQWLF &RXQFLO 0D\
at https://lwww.atlanticcouncil.orblogshewatlanticistis-russiaviolating-the-biologicatweaponsconvention/

123The UnitedStates, Cima, and Russia havatified the1972Biological Weapons Convention, whigha legally
binding treaty that bans the development and production of biological weapons.
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PRQLWRUV GHYHORSPHQWY LQ ELRWHFKQRORJ\ DQG IDFLOLWDW
LQYROYHG LQ ELRWHFKQRORJ\ UHVHDUFK H J DJULFXOWXUH V
LQGXVWU\ ,Q DGG DWILRQ®VWKRQIBIOWHB A RQ %LRORJLFDO 'LYHU
JRYHUQLQJ WKH GHYHORSPHQW DQG X¥H RH \JH GHWLLADICHOA P RS L
KRZHYHU IRFXVHG VSHFLILFDOO\ RQ PLOLWDU\ DSSOLFDWLRQV

,Q WHUPV Rl SRDMQWBDIO PLBHLWORILFDO :HDSRQV &RQYHQWLRQ
FRQIHUHQFHYH ZK LLFRH VHH/WVERWK WKH LPSOHPHQWDWLRQ RI WK
GHYHORSPHQWYV LG EQRIVHPKHORARIWV DUH KHGG\VEMRZHHQ UHYLF
L QIR U P D\OLGR\ HAR QMROSDWIVDMO O DV WR DGGUHVY QDWLRQDO ELODW
WR HQKDQFH6RIFRVBBEDOPOLWWY KDYH DUJXHG W KBWXIDE LEHVHUQD W
HVWDEWRVKRHEVLGHU WKH PLOLWDUL]D W IRRADH R WE. IDFOWUHHF JOQUIRDOVRLI R E
OLPLWV RQ FHUWDLQ DSSOLFDWLRQV

Potential Questions for Congress

x ,V D '2" ELRWHFKQRORJ\ VWUDWHJ\ RU RUJDQL]DWLRQ QHHG
SULRULWLHY DQG FRRIWGGLQBWHDGHBH®&D UWWBRWRAWFHY RU
RUJDORII®M FKDQJHV ZRXOG EH UHTXLUHG WR IXOO\ LPSOHF
ELRGHIHQVH VWUDWHJ\"

X :KDW PLOLWDU\ DSSOLFDWLRQV RI ELRWHFKQRORJLHYVY DUH
,V WKH 8 6 PLOLWDU\ DSSURSULDWHO\ EDODQFLQJ WKH SRV
ELRWHRKYRORNK HWKLFDO FRQVLGHUDWLRQV"

X :KDW LDD@LRQQWHHWYBDWLRQDO IUDPHZRWKW DUH QHHGHG \
HWKLFRODO DO®SOCAWDDMLRQV RI PLOLWDU\ DSSOLFDWLRQV R
VXFK DV V\QW KHW RPELRIORI\DQG KXPDQ SHUIRUPD
PRGLILFDWLRQ"

Quantum Teychnolog

AXDQWXP W MAKIQRWWIKIMN BULQFLSOHV IRV R X\CHFMRR GRIVEDBYD
DSSOLFODWLRHQHUDO TXDEWXPQWWFKHHYRORDFKHG PDWXULW\ KR

KROG VLJQLILFDQW LPSOPEDWWRQV AR P PUDE I FSWPIRRIPWRIID O W K
WHFKQRORUIHSR UWY WKDW '2' 6WDWH '+6 DQGXDKQMWXHR, KDYH D
FRPPXQLFDW LRIEOFARX®GCHHVDULHY WR GHYHORS VHEXUH ERPPX(
ZRXOG QRW EH DEOH WR LQWHUFHSW RU GHFU\SW 4XDQWXP FRI
>XQFODVVLILHG FODVVLILHG RU VHQVLWLYH®@ LQIRUPDWLRQ Z
SHUVRQQHO DQG PEOLWDU\ RSHUDWLRQV

124The United States is not a party to this convention or its associatedgsotoc

26HH IRU H[DPSOH %UMWWRM ADR GM GN 7KH PLO LBuIRtNO] DevtdR@ RI ELRWHFKQT
ScientistsAugust 4, 2017at https://thebulletin.or@01708Aveve got-to-talk-the-militarization-of-biotechnology/

126 These principles include superposito. Q ZKLFK 3D TXDQWXP V\VWHP FDQ H[k®d# LQ WZR RU P
entanglemert LQ ZKLFK 3WZR RU P Rsurth §y3t@&n i ¥eEinRiksMatyHiiked such that measurement

RI RQH GLFWDWHYVY WKH SRVVLEOH PHDVXUHPHQW RXWFRPHYV ERly DQRWKHU UH
Grumbling and Mark Horowitz, edQuantum Computing: Progress and ProsigeNational Academy of Sciences,

2019, at https://www.nap.eduéad25196¢hapterl. For additional information about quantum technology,GRS

Report R45409Quantum Information Science: Applications, Global Research and Development, and Policy

Considerationsby Patricia Moloney Figliola

127 Government Accountability Officéyational Security: LongRange Emerging Threats Facing the Uniteat&t as
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AXDQWXP WHFKQRORJ\ FRXOG KDYH RWKHU PLOLWDU\ DSSOLFDW
K\SRWKHVL]HG WR EH FDSDEOH RI LGHQWLI\LQJ WKH SHUIRUPDQ
VHFWLRQ VSHHG JRIHREWHUF &N YZHMRIDDFFXUDF\ WKDQ FRQYHQW!L
UHDOL]JHG WKHVH VI\VWHPV FRXOG VLJQLILFDQWRBYHDWVHE K H W
RU VWHDOWK DLUFUDIW@®EK DEYWRHMDRPLANUO\ DGYDQFHV LQ
TXDQWXP VHQVLQJ FRXOG WKHRUHWLFDOO\ HQDEOH VLJQLILFDQ!
UHQGHULQJ*WHKE RAMDUHPWRXOG LQ WXUQ FRPSURPLVH WKH V)
8 6 VBIDVHG QXFOHDU GHWHUUHQW

OLOLWDU\ DSSOLFDWIRIQVRARXTE® BWHFRQRWUDLQHG KRZHYHU E
TXDQWXP VWDWHV ZKLFK FDQ EH GLVUXSWHG E\ PLQXWH PRYHP
HQYLURQPHQWDO IDFWRUV $V SK\VEIF L)XW XOLHN NBHNY XRHNVE W KDV H|
TXDQW XPOWHIFK\WQ RFRMPWXQUH WRR@OLQJ WR YHU\ FROG WHPSHUDW
WKHPHIQMSLYH EXON\ DQSVSRIHHY XXWJIJZLGHVSUHDG DGRSWLRQ Z
VLIJQLILFDQW DGYDQFHV LQ PDWHULDOV VFLHQFH DQG IDEULFDW

Uni tSetdh t e s

$FFRUGLGIHOR/ D 6 FLHIQ FBWANRIRUUFH RQ $SSOLFDWLRQV RI 4XDQW
DVVHVVPHQW WKUHH DSSOLFDWLRQV RI TXDQWXP WHFKQRORJL!
8 6 PLOLWDU\ TXDQWXP VHQVLQJ TXDROXOLF FRPGMWNQJ DQG T
IRUFH QRWHV WKDW T XDUDPORVY ARV DQW FESEXRDEIVY WR FRQGXFW F
PLVVLRQV SURYLGLQJ SUHFLVLRQ QDYLJDWLRQ DQG WLPLQJ RS
GHJUDGHG WHKIDREQWX® FRRSBWWHQWRKOO\ JLYH '2' VXEVWDQWL
FRPSXWDWLRQ SRFWUSWLRQ VLJIQDOWEKDWRHVXRPQJ DQG $, DQC
FRPPXQLFDWLRQV FRXOG LPSURYH @NRZRHNLRQJFW X E K RORKRDWH V
STXDQWXP VHQVLQJ DSSOLFDW PRV LRQHXRHU DKQWHD\VS RX. Y €8 & X R LF
DQG FRPPXQLFDWLRQV DUH LQ « DIXO QNUX F WDIHRAY RZE @Y @ B W SPUH
XSJUDGHG FDSDBELWRWK W5 3%'DQG WKH VHUYLFHV IXQG DQ DUUD
WHFKQRORJ\ SURJUDPV D¥HRVVKWKBNWBIVDQG RWKHU UH

3HU 6HFWLRQ RI WKH )< 1'$$ WRAWHFUWRBBXRK 'HIHQVH
BHFUHWDU\ Rl '"HIHQVH IRU ZHMHVORMVK DG & ('Y XKL DRIRWEGERQDWLQJ W
DQG SURMUGLQWHUDJIJHQF\ FRRSHUQWXKRQ VD XR LRKRA O P B RUWUB W L\RFQ

Identified by Federal AgencieBecember 201&t https://www.gao.godssets/00695981.pdf Significant advances

in quantum computing will likely be required to break current encryptiethods. Indeed, some analysts believe that a

quantum computer with around 20 million quBit&/ KRUWKDQG IRU 3 TXDQWXP ELWV ~ RU FRPSXWLQJ
principle of superpositiod would be required to break these methods; the most advanced quantpoters today

have aroun&3 qubits. 6 H Ho¥ a quantum computer could break 2@8RSA encryption in 8 hoursMIT

Technology RevieviMay 30, 2019at https://www.technologyreview.co2@1905/30/65724how-a-quanturm
computercould-break2048bit-rsaencryptionin-8-hours/

128 0 D U W L Q The OSland €hina are in a quantum arms race that will transform waiVefleTechnology Review

January 3, 2013t https://www.technologyreview.co201901/03/137969ls-chinaquantumarmsracel

129Michael J. Biercukand RFKDUG J)RQWDLQH 37KH /HDS LQWR 4XDQWXP 7HFKQRORJ\ $ 31
3URIHVVWBr@DtRE\RockNovember 17, 2014t https://warontherocks.co@171 1leapquantum
technologyprimernationatsecurityprofessionals/

130 Defense Science BoarApplications of Quantum Technologi€xecutive SummayyDctober 2019t
httpsi/dsb.cto.milfeports.htm

3% | bid.
132 | pid.
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DQG WHFKQRORJ\ UHVHDUFK DQG GHYHORSPHQW EHWZHHQ WKH
GHSDUWPHQWY DQG DJHQFLHV RI WKH 8QLWHGSWDWHY DQG DS
DGGLWLRQDOO\ WR GHYHEBRS [SOBYHBUFKXDQ® XP YWHAK® RORJLH
WKH FRQJUHVVLRQDOEGHHF&WBHWR PRL WWHHAWPHQW RI 8 6 DQG |
HITRUWY WR XVH TXDQWXP WH FK®ROXRIM K N SHRRWRBYLW O\ DSSOL
) < 1'$SUHTXLUHV '2' WR IGHFDHOORSLGHOLQHV IRU WKH XVH RI TX
DV ZH®ODMW IRU VXSSRUWLQJ WKH TXDQWXP ZRUNIRUFH DQG UH
DVVRFLDWHG WMHFK ROQRIDIEGLWLRQDOO\ UHTXLUHV '2' WR

establish odesignate [at least onggfense laboratory or establish activities to engage with
appropriate public and private sector organizations, including academic organizations, to
enhance and accelerate the research, development, and deployment of quantum
informaion sciences and quantum information scieaenabled technologies and
systemg 36

China

&KL@D/ KLQFUHDVLQIRD G WIXRUWW E KRR DLRN K UM Y MD/UGHYHORSPHQW
,QGHHG 3UHVLGHQW :L KDV FLWHG TXDQWXPDNRWIPXQHFBWURR V
LQLWLEBWLRWIMWL]HG IRU PDMR U EQ HRENW K VIRORSRVIGER W L V
FRXQWUDWLRQDO 6FLHQFH DQG 7HFf@ROGDOLEDERDWGRQ 3URJU
OHDGHU LQ TXDQWXP W&KKQR @BMQEKBIEE/W TXDQWXP VDWHOOL
SURYEBMHREDO TXDQWXP HQFU\SWHG” FRPPXRLERWY R G WHKDIS I EJLV/MN
TXDQWHKPXUHG L Q WYLLGAHRROPR IE59) HAQMADERHE RRQB LV LQYHVWLQJ KHDY
WHUUHVWULDO TKD\QMRXPVFRIPWZQUNY ,W FRP SNOHORPEWRQVWUXF
DSSUR[LPDWHDHWLMKODIKDL TXDQWXP QHWZRUN LQ DQG SO
QHWZRUN QDWLRQZLG M° LIQL I IV XIF B LD'GWERQFFRIPHLQ TXDQWXP WHF
EHHQ Q@ ISULPDULO\ E\ DFDGHPLD &KLQD KDV H[SUHVVHG LWV L«
DSSOLFDWLR QW LAK MUKMHRRDBQKAGLTY B8R LYW O UXVLRQ 6SHFLDO 3URM
30DQ

133p | . 115232 Section 2, Division A, Title Il, §234.

B4 ELG $ '2' UHSUHVHQWDWLYH DOVR VLWV RQ WKH 1DWLRQDO 4XDQWXP &RRU(
Information Sciences, as required by the National Quantum InitiativePAlct {15368).

135p L. 11692, Section 2, Division A, Title 11§22Q

136 bid.

B7)RU D KLVWRU\ Rl &KLQDYTV TXDQWXP WHFKQRORJ\ UHVHDUFK DQG GHYHORSP
Costello, AXDQWXP +HJHPRQ\" &KLQDYV $PELWLRQV DQG WKEereDra®¢hQJIH WR 8 6

American Security, September 2018 8,at https://s3.amazonaws.cdités.cnas.orgiocumentsZNASReport
QuantumTech_FINAL.pdfMtime=20180912133406

138 |bid., p.8.

139 Office of the Secretary of Defens&nnual Report to Congress: Military and Security Developments Involving the
B3HRSOHYV 5HSXE O MayR,I2&18, pQLDRt https://media.defense.g@019May/02/2002127082/4/-1/1/
2019 _CHINA_MILITARY_POWER_REPORT.pdf

140E|sa B. Kania and John Costeld XDQW XP +HJHPRQ\" &KLQDTV $PELWLRQV DQG WKH &KDOC
Leadershipp. 4.
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Russia

5XVVLDPBOREPHQW RI TXD@WXPLW KAKQRIO EBL.DO VILG @ HIQ 6 D DFQIRH
EHKLQGIWKDIWSQLWHG 6WDWHY DQG &KLQD ZLWK3VWRH DQDO\VW

\HDUV EHXOTQ®G QW XP ¥ RP HWHIQRUW WR VSXU GHYHORSPHQW 5
SODQV PEHHFH WR LQYHVW PLOOLRQ LQ TXDQWXP UHVHDUF
DGRSWHGBIDU 5XVVLDQ 4XDQWXP 7HFKQR/GRWLHDWERB®PDBEH QRW
PLOLWOHRLILF KRZHYHU D Q GDIDALLONMHE® H Q VR &R SHAY ERRDX U B H
PLJKW DSSO\ WKHP WR LWV PLOLWDU\

International Institutions

1R PDMRU LQWHUQDWLRQDO LQVWLWXWLRQV KDYH IRUPDO LQLW
PLOLWDU\ RU RWKHU DSSOLFDWLRQV RI TXDQWXP WHFKQRORJ\

Potential Questions for Congress

X '"RHV WKH PDWXULW\ RI PLOLWDU\ D SZAB0UEFD@WRFXW BHJ@WD QW
IXQGLQJ OHYHOV"'LYT® WKDWOH FDHQIWGYDQFHYV LQ FRPPHUFLDC
WHFKORFORHYHUDJHG IRU PLOLWDU\ DSSOLFDWLRQV™

X $UH DGHTXDWH PHDVXUHVTE B QWX RWDNWHIDQWRHGHYMHOMRISRQ D Q
WR SURWHFW GDWD WKDW KDV EHHQ HQFU\SWHG XVLQJ FXU

Xx +RZ PDWXUH DUH 8 6 FRPSHWLWRU HIIRUWYV WR GHYHORS P
TXDQWXP WHFKQRORJLHV" 7R ZKDW H[WHQW LI DW DOO FR.
DGYD@FRH®LOLWDU\ FDSDELOLWLHVIJWORHUDW IVK@PDULQHV D
VWHDOWK DLUFUDIW"

Potential JIovhp lEinreartgiionmgs Tec hnol
foWarfighting

7KH LPSOLFDWLRQV Rl HPEDULQIRWEOAQRD\RBHIHFY VRMDELOLW)\ DU
QRWERPVLERHSUHGLFW DV WKH\ ZLOO EH D IXQFWLRQ RI PDQ\ ID
WHFKQRORJLFDO DGYDQFHPHQW RRHBRWR WIOH WRQRQYW G b/ I W HNK
HPHUJLQJ WHFKQRORJLHY DUH LOQWHJUMWHSW\) WREEHUOWQR @ L
LQWHUDFWLRQV EHWZHHRQHP WHKH. & JWWHHFVK QRRORKLAKX QDWLRQDO
LQWHUQDWLRQDO ODZ:HYB 6\ B MMHIQDIVELRQ WB 6 GUX V H

1IRQHWKHOHVYV RIHFK D PRIPIRERDVU D FWMKWDIW WR X O G S RWKHQWLD OO\
| X W XUDHU BEEWZDW )RU H[DPSOH WHFKHRROSRAIH EAW \B XWAK DYDE\W L FV
DQG OHWKDO DXWRRMER®XQIZHODBRRQMHPRYH WKH QHHG IRU D KXP
FRXOG LQ WXUQ HUQFUHQMFH@REEDWH WRBWHQWLBAPE ZWW K
GHVWDELOL]LQJ FRQVHTXHQFHYV

(PHUJLQJ WHFKQRORRMW ZHRRHW FRRXKAOG VKLIW2WKREDODQFH E
ZKLFK 8 6 PLOLWDU\ IRUFHVY BEQBGHTWIOWLWLRIN 20 O HDYLBEBW ZH

141 Quirin Schiermeier Russia joins race to make quantum dreams a redgture December 17, 2019t
https://www.nature.corafticlesd41586019-03855z.

142 For comparison, the U.S. National Quantum Initiative Act.( 115368), signed into law in December 2018,
commits the United States to investing $1.25 billion in quamksearch over five years.
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GHIHQVH )RU H[DPSOH VZDUPV RI FRRUGLQDWHG XQPDQQHG YI
VI\IVWHPV SURYLGLQJ D JUHDWHU DGYBQWDJHZ2MPR SARRKQH/ DAVKW BVF N I
SURYLGHRVWREZHDWVIRILQHYIJ VXFK DWWDFNVKRKRXGE68HDYIRMIWKH
WHFKQRORJLHV FRXOGKGBINQVIIWEWROD RFHHEXABWLSOH WLPHV RYHU V

QWHUDFWLRQV DPRQJ HPHD OMRS WRYAK B RO/RILGIY FAARX. NG U\ FDSD
HQOH QHZ FDSDIEAR DVDURVHVHHQ FRQVHTXHQFHY IRU ZDUILJKWL
)RU H[DPSOH DQ HQDEOLQJ WHFKQRORJ\ OLNH $, FRXOG EH SDL!
PRUH SRZHUIXO PHWKRGV RI PDFKLQH OHIPHILVQV LERMPHDIW LD OO
UHFRJQLWLRQ DQG WDUJHW LGHQWLILFDWLRQ DQG HQDEOLQJ P
6LPLODUWRX®G EH SDLUHG ZLWKH F KFRRAAGRQIDUERYHNY RQW XD O WUDLQ
HQYLURQPHQWY RU ZL VWK EFRPS NGWHRRDIRK D@ PH KXPDQ FRJQLWL
RU FRQWURO SURVWK MWK FAH YIRE R /R IF QWWWARPAMO G LQ WXUQ
VWUDWHJILHY WDFWSAVUBWQBRFRQFHSWV RI

(PHUJLQJ PALIOEKDRIS RIUMHM-XODUO\ FRPSOH[ V\VWFHRXOWGXFK DV $,
DGGLWLRQDOO\ SURGXFH XQLQWHQGHG FRQVHTHVHFHV LI WKH\
FRQVHTXHQFHV FRXOG UDQJH IURP V\VWHP IDLO%XVH WR YLRODW
DQDO\WW 3DXO 6PKDUUKHKBRVGR W[MGIRIFPRIX & DAHHD TR DPRXRG FRQV
HQJDJLQJ LQDSSURSULDWH WDUJHWV XQWLO LW HMIRRXWWV LWV
FRXOG LQ WXUQUDW VY X¥RMNG KMERIPQAMD 8 RY ¥ MWALHOL W\ WKDW KDV OHC
DQDO\WWV WRHPEBE®E EFOWROUH:6

J)LQDOO\ HPHUJLQJ P LR AMDBD\QWIHFHMRPORY UH G HRDW LR Q V
HIDPSOM IV®RPO\VWYV KDYH DUJXHG WKDW WKH KRAIDR /$:6 ZRXOG
UHJDUGOHVV RI ZKHWKHU WK H EHF DX K RXQ R £ i UDWHREU CZHRHOD® |
PDNH VSHFLILF WDUJHW VHOH FY¥¥ 2 RIG KODYGH HF@ XOIW AKKP® @B K F LV L R
RSHUDRMREBQILQXH WBSYRBBLDWH OHYHOV RI KXPDQ MXGJHPHC
IRUMPH)G ZRKO DBIEGR X Q R/AD HONIXW KDW W KRl GH 68 FR\@HRMRM W R
UHTXLUHPHQWYV RI WK H“ODKR/V R \DXUSPSHREI FRERVQ @R FRUDHK IRYQH / $: 6
DGGLWDBQHDOMHG WR WKH ODUWHQV &0ODXVH ZKLFK DSSHDUV LQ
SUHDPEOH D Q Gl &RUDW XKIRKHODBNF RMRFWIPQWIRS OHV RI KXPDQLW\ DQ
GLFWDWHV RI WKHYSKIEW\LF B R QDM KIWEHHOA FRWMON Y HQH
UHTXLUHKREZGWHU RWKHUV KDYH QRWHG WKDW WKH ODUWHQV &O
EDQ DSRON V\\GN HPUDK H U P R b H D @/R/DWDKIKOD U WH/QV &0 DXV H

143 For additional information about military applications of 5G, &S In Focus IF1125National Security
Implications of Fifth Generation (5G) Mobile Technologieg John R. ildehn and Kelley M. Sayler

144For a discussion of these and other military and security implica&ioreduding implications for deterrence, crisis
stability, force posture, and military roles and missibsge Robert O. Work and Shawn Briml2@)YY: Prepang for
War in the Robotic AgeCenter for a New American Century, January 22, 2014, pp53t https://www.cnas.org/
publicationsfeports20yy-prepamg-for-war-in-the-roboticage

1453DX0O 6FKDUUH 3$XWRQRPRXV :HDSRQV DQG 2SHUDWLRQDO 5LVN ~ &HQWHU IR
athttps://s3.amazonaws.cdités.cnas.orgiocumentsZNAS_ Autonomousveaponsoperationalrisk.pdf

146 See, for example, Bonnie Docherijeed the Call: A Moral and Legal Imperative to Ban Killer Ropblisman
Rights Watch, August 21, 2018, tetps://www.hrw.orgleport201808/21/heedcall/moralandlegatimperativeban
killer-robots

47 'HSDUWPHQW RI '"HIHQVH 'LUHFWLYHRQ 6\VW33KW R 886 D W} GHDS\
https:/mww.esd.whs

148 See, for example, Bonnie Docherijeed the Call: A Moral and Legal Imperative to Ban Killer Ropblisman
Rights Watch, August 21, 2018, tatps://www.hrw.orgleport201808/21heedcall/moralandlegatimperativeban
killer-robots
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TXHVWLR®® EQNW HD® HFRIQY WD W X \FFROWWE B Q\ RIQ WHUQDWLRQDO
6LPLODUO\ VRPH DQDO\VWV HERXISHLFHDG HRIKVY. RO CE ERWARK QR C
LQYROYH KXPDQ WHVWLQJ WK H REDISFOQ MW DRVQ PFKLIFRORBAH FK QR O
FRXOG SRWHQMIUDWD U EHWHVGIBHQHWLF DWWDFNV

I ssues for Congress

&RQJUHVYV KDV SUHYLRXVO\ GBRRQYVL WU RWH G VILQ WW ULRH VWP HQJER J
W HF K Q EEGIRR QIBVW HFE®RIORB\DFWLYLWLHV ,Q 6HFWLRQ RI WKH
&RQJWISWH¥F EDLMIBW Rl FODVVLILHG UHSRUWY WKDW VHW IRUWK D
FDSDELOLWLHV RILW KHP B Q I WMQHIGWSMAKWIRW RJ\ DUHDV DQG WKH FD:
RI WKH 8QLWHGHBWDIWNWDY LQFOXGH K\SHUVRQLF ZHDSRQV $, T
GLUHFWHG HQHUJ\ ZHDSRQV DQG RWKHU UHOHYDQW WHFKQROR
"HIHQV MW LBRHF RI WKH )< 1'$$ DGGLWLRQDOO\ WDVNHG WKH 8
IRU 5HVHDUFK DQG (QJLQHHULQJ ZLWK JMMHFEKDR DRJI LSHMR AHK®XW B
XUJHQWO\ QHHGHG WR UHDFW WR D WHFKQR OHRG LAAR DWGHY R O RSP
UHVSRQG WR D VLJQLILFDQW DQG XUJHQW HPHUJLQJ WHFKQROR
UHVHDUFK IXQGLQJ RU DWWHQWLRQ IURP WKH '"HSDUWPHQW RI1 'l

JXUWKHUPRUH 6HFWLRQ 3R WKHW®VNHGI$® KH 6HFUHWDU\ RI 'l
ZLWK GHYHBEGRRFHVY WR HQVXUH WKDW WKH SROLFLHV RI WKH 'k
HPHUJLQJ WHFKQRORJ\ DUH IRUPXODWHBKD®G KB GD/WGHHY HRRE H C
E\ WKH "HSBUWPHQW

$V &RQJUHVV FRQWLQXH VIWRODKWL HZUWHPH 8 BIQQUDRR@QL WD U\ WHF
WKH DQQXDO DXWKRUL]DWLRQ DQG DSBWWRSH\ VW UR @ X GEIRFH VXQ
FRQV L G HRIIEW H R €@ W V RIDRKITHKQ WL WAIR@R O R J\ CBUR WRIFAML@DQFH DQG
UHJXODWLRQ

Funding Considerations

$ QXPEHU RI HPHUJLQJ PLOLWDU\ WHFKQRD®GLE MU H DWW & & GHL.QK U\
ZHDSRIQIVY H H[S HOXIFOXDHVEL R @ Y HQ WXPIGRRDIGY QJ WR D 8 6

JRYHUQPHQW LQWHUDJHQF\ WDVN IR U FHORKE WXHVGE R AQ F K DLOQAEHKQ
YLDELOLW\ Rl VXSSOLHUV ZLWKLQ WKH LQGXVWULDO EDVH E\ GL

149 paul ScharreArmy of None: Autonomous Weapamnsl the Future of WaiNew York: W.W. Norton & Company,
2018), pp. 26266.

150 For a more irdepth discussion of ethical considerations related to biotechnolog@R®®eport R44824,

Advanced Gene Editin@RISPRCas9 by Marcy E. Galloetal6HH DOVR (OVD .DQLD D@RXLDODWNQ 9RUQ'LF
Military Biotech Frontier: CRISPR, MilitarCivil Fusion, and the New Revolution in Military AffairsThe

Jamestown Foundatigi©October 8, 201t https://jamestown.orgfograméhinasmilitary-biotechfrontier-crispr

military-civil -fusion-andthe-newrevolutionin-military-affairs/

BI(DFK UHSRUW LV WR LQFOXGH WKH IROORZLQJ HOHPHQWV 3 DQ HYDOXDWLI
on such technology, (2) an evaluation of the quantity and quality of research on such technology, (3) amesaluati
the test infrastructure and workforce supporting such technology, (4) an assessment of the technological progress of the
United States and adversaries on such technology, (5) descriptions of timelines for operational deployment of such
technology, [€Q G @ DQ DVVHVVPHQW RI WKH LQWHQW RU ZLOOLQJQHVV RI DGYHUVI
B26HFWLRQ GHILQHV HPHUJLQJ WHFKQRORJ\ DV 3\ WHFKQRORJ\ GHWHUPLQHG !
the Secretary of Defense, including quantum computichnology for the analysis of large and diverse sets of data

FRPPRQO\ NQRZQ DV pELJ GDWD DQDO\WLFVY DUWLILFLDO LQWHOOLJHQFH D
hypersonics, biotechnology, and such other technology as may be idegfied KH 6 HFUHWDU\ ~
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VNLOOHG ZRAKURVYHEF® SURGXFWLRQ HIILFLHQFLHV™DQG LQ VRPH
2WKHU DQDO\WWY KDYH QRWHG W K DXM) D/YKAFIKG IIDEXE MV WOMD IGRHQRV | Y2 UEHH

WHFKQRORJ\ LQYHVWPH-QWW 5 R K LIYBARDW fNAEHKCH\ARCE RRTAL
PDW XU LW\

6RPH DQDO\VWYV KD Y HYWQ WM/ 8 BWHQDW. DO IKIQ GLREIKQRORJLF D (
RYHUDOO UHVHDUFK DL@Q® GEHTUIMWREBREQWOKH Q O HEMWWKWLRQ LQ

)< SUHVINGEXBWHW UHGXHWYWDIREK DQG 6XPYRIDIRIPE O WX F K
YLHZV WHFKQRORJ\ H[SHUWKDW UMNLXF 5@V RN H UDROMHVHVHDUFK I
RUGHU WE LHQIRMIND Y\ LQYHVWPHQWY LQ D SDUWLFRQIEHWHFKQF
DULVINSSURBBKYH MXVW ®RZ ZKHUH WKH QH[W EUH®NWKURXJIKV

Management

,Q JHQRUPDQDJHYVY HDFK RI WKH DIRUHPHQWLRQHG HPHUJLQJ PLC
GXH WRILWKMW GLUBMTXNIRUBGH[DPSOH ZLWKLEQ®HKY @HEBHVRD W KRH
'"HIHQVH IRU 5HVHDUFR® Q% (@QWKGHWHUDLQHY VHSDUDRMH WHFKQLFD!
DVVLVWDQWUWGDUWREWMAFULYO LQWHOOLJHQFH DXWRQRP\ K\SHUVR(
ELRWHFKQRORJ\ DQGDPROQVRRARKYEOWEBAZEKUARWHSRUW WKURXJK
'LUHFWRU IRU ORGHUQLIDWYRQRBRHB@WS5R(I HDFK RI WKHVH WHFKC(
JXLGHG E\ D VWDQGDORQH WHFKQRORJ\ URDWBDM) WRKE XLIQ WKH |
WKH 'LUHFWRU | RKD Y RG‘HHWY HPKWLIR @R W HE KWW BMVORRPIHL D\ Q D O\ V W V
KDYH VXJJHVWHG WKDW WKHUH LV D QHHG IRU D PRUH KROLVWL
EHWWHU KRRXBKHKWRORIIFRPEPLQQKV® BWREUD WH G

)X UW K H HRRRH®NDGR QRW DO ZUORY LDVIUHH IRRRQYKHPHUJLQJ PLOL\
WHFKQREBRWKHYQ WHUPV RI2H) [RGXWKDSUE ROQBKLPIW [UHTXHQWO\ 7
IOXFWKDWICRHIG VRPH DQDO\WWYVY WR VXJJHVW WKDPWRBWKRXOG C
VSHQGLQJ SULRULWLHV WK DWRXVD@QDERV VY WHEGQ WIGGK DIOUOWM DISH U

153 |nteragency Task Force in Fulfillment of Executive Order 13888gessing and Strengthening the Manufacturing
and Defense Industrial Base and Supply Chain Resiliency of the United Stgtésmber 2018, p. 24t,
https://media.defense.g@0180ct/05/20020489044/-1/1/ASSESSINGAND-STRENGTHENINGTHE-
MANUFACTURING-AND%20DEFENSEINDUSTRIAL-BASE-AND-SUPPLY-CHAIN-RESILIENCY.PDE

46HH IRU H[DPSOH ®lkctddErMeREWEANRDQWIA They Ever Be Readiational Defenseluly
1, 2015 at https://www.nationaldefensemagazine.artitles2015/7/1/2015july-directedenergyweaponswill -they
everbeready

15%55ee,IRU H[DPSOH :[TOrap Phodés\W Cuit in Research Spending, but a Boost faniked, February
11, 2020at https://www.wired.constorytrump-proposescutresearckspendingboostail/. For more information about
federal R&D funding, including a discussion of DOD R&D funding, 6&S Report R4634Federal Research and
Development (R&D) Funding: FY202doordinated by John F. Sargent Jr.

156 CRS In Focus IF10834Qefense Primer: Under Secretary of Defense for Research and Enginedsyriktarcy E.
Gallo.

157 See, for exampleGovernment Accountability OfficéVeapon System Acquisitions: Opportunities Exist to Improve
WKH '"HSDUWPHQW R "HIHQ V HAUYus} ROUSNHRS:LVRWO GaQ g0 d$6 81880 /V2205. pdf and

Pete ModiglianjAfter the divorce: How the Pentagon can position itself for speed, agility, and innovation in the new
era of acquisitionsMITRE, March 2019, atttps://www.mitre.orggitestiefaultfiles/publicationgpr-18-03404 3-after
the-divorcewhite-paper.pdf

1583DX0 6FKDUUH DQG Yhe(@Eefdrisd DepattiNdRiNde@ds alRezhnology Strategy Defense One
April 21, 2020,at https://www.defenseone.coitiéas202004/pentagomeedstechnologystrategyl 64764/
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Personnel

6RPH UHSRUWY LQGLFDWH WKDWD ¥'HD®LAJ WHKK-Z BW LH)Q VIHQIGQ G B W\ L
SHUVRQQHO ZLWK H[SHUWL\EH EQXWWH D UFKJ IWBIG KQRORELNDOD UL
VLIQLILFDQWO\ ODJ EHKLQG W KRWHK R U FRHPSRIWW I/ D\OX F RHP\SWD QN KV
FKDOOHQJHV VWRIPUURPDFWRWMV\DV ZHOO DV IURP D EHOLHI DPR
ZRUNHUW KK DAD Q D FYKE EFKHD QDHUJBIVWHU DQG EHWWHU RXWVLGH \
ZLWKPQ2A'WDFHY DGGLWLRQDO FKDOOHQJHV LQ WUDLQLQJ DQG H
(IDPSOHV Rl UHFRPPHQGDWLRQV IRU DGGUHVVLQJ WKLV VHW RI
HGXFDWRROWRGQLWLHY DW PLOLWDU\ DFDGHPLHV HQKDQFLQJ SD!
XQLYHUVLWIRYHBQREQ@WQIHOORZVKLSY DQGI PWHARERORHG SURHF
ZRUNHUWQG LPSURYLQJ WKH WHFKQRORJ\'®™®LWHUDF\ RI KXPDQ UH)\

Acquiition

‘2" PD\ QHHG WR FRQWLQXH DGMXVWLQJ LWV DFTXLVLWLRQ SURF
XVH WHFKQRORYL)HRW \HW{BR 0HS$ ,D LQWHUQDO VWXG\ RI WKH S
WDNHV DH) DIYPHRUDMRKNVLQIRUPDW L RIQR WNMRVMB ROYRJIUKP WKH LQLWLE
$QDO\WVLYV RI $SOWHUQDWLYHYV GHILQLQJ WKH UHTXLUHPHQWYV IRL
&DSDEEOQ WRQWUDVW FRPPHUFLDO FRPSDQLHV W\SLFDOO\ H[HF
SURFHVV IRU VR IWZKU B YW WERREW Bl §DIEQ CELHWOLLHGH UQ QW IDD O

SURGXFW LQ VL['WK WL HLPRBQQYXW SURPSWHG '2' WR LVVXH DQ L
OF T XL VEROUFEMW HQGHEG SOR I\@ WKH DFTXLVLWLRQ PRGHO WR HQDE
DQG GHOVRHWYBUH FDSDELOLW\ RQ WLPHOLQMY6UPIOHXDQW WR
HITRUWYV PD\ EH QHHGHG IRU RWKHU HPHUJLQJ PLOLWDU\ WHFKQ

ML, &XPPLQJV 33UWLILFLDO ,QWHOOLJarmthdn Bapsglanuknd 20 XrWwpxiaH R :DUIDUH
https://www.chathamhouse.os@ésfefaultfiles/publicationsiesearct?017-01-26-artificial-intelligencefuture-
warfarecummingsfinal.pdf.

0 $P\ =HIJDUW DQG .HYLQ & &heaiGSilicohnéliey'and IMasHinBton Is a NatieBaturity Theat
The Atlantic December 13, 2018t https://www.theatlantic.corndeasarchive201842/growing-gulf-betweensilicon-
valley-andwashingtor377963/

161 See Defense Science Boafghplications of Quantum Technologi&xecutive SummarWational Security
Commission on Artificial Intelligencegirst Quarter Recommendationglarch 2020, pp. 243, at
https://drive.google.corfile/d/1wkPh8Gb5drBrkBg60OhGu5oNaTEERbK@®Ww, and Amy Zegart and Kevin Childs,
37KH 'L Yetwedh Flicon Valley and Washingtoh ) R U Hg,IDPB 8 establishing a university consortium for
hypersonic research and workforce developmehtle theDefense Digital Serviceow offers me- to two-year
assigments for commercial technology workers. Similarly, the National Security Innovation Metegks to create
models and pathways for recruiting technologists to the U.S. government.

162 Andrew llachinskiAl, Robots, and Swarmkssues, Questions, and Recommended Stu@iéger for Naval
Analysis, January 2017, pp. 2991. For an overview ofcent acquisition reform efforts, SERS Report R45068,
Acquisition Reform in the FY20¥6r2018 National Defense Authorization Acts (NDAAg)Heidi M. Peters

163 Andrew llachinskiAl, Robots, and Swasnissues, Questions, and Recommended Styxli¢s9.

4 'HIHQVH 6FLHQFH %RDUG 3 HVLJQ DQG $FTXLVLWLRQ REt6RIWZDUH IRU '"HIHQV
https://apps.dtic.midtic/tr/fulltext/u2/1048883.pdf See also Defense Innovation Boasdftware is Never Done:

Refactoring the Acquisition Code for Competitive Advantsgy 3, 2019at https://media.defense.g@019Apr/30/

20021248281/-1/0/

SOFTWAREISNEVERDONE_REFATORINGTHEACQUISITIONCODEFORCOMPETITIVEADVANTAGE_FIN
AL.SWAP.REPORT.PDF

165 Office of the Under Secretary of Defense for Acquisition and Sustainn@wftware Acquisition Pathway Interim
Policy and Procedures - D Q X D U\ athttps://www.acq.osd.méeassetslocslUSA002825
19%20Signed%20Memo%2Boftware).pdf
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)XUWKHUPRUH WKH FRPPHUFLDO FRPSDQLHVY WKDW DUH RIWHQ |
WHFKQROREMHHYHOXFWDQW WR SDUWQHU ZLWK '2' GXH WR WKH F
DFTXLVLWLRQ SURFHVV $ *RYHUQPHQW $FFRXQWDELOLW)\ 21ILFH

86 FRPPHUFLDO FRPSDQLHV ZKR FKRRVH QRW WR GR EXVLQH:
FRPSOH[LW\ RI WKH GHIHQVH DFTXLVLWLR® 'QU RBPNVMUDBYD I HID W L
D QXPEHU RI DY HIH\ PRUDIBFOEGGQJ WKH 6WUDWHJILF &DSDELOL\
'"HIHQVH ,QQRYDWLRQ 8Q41 WK D®Y G B HREBHBWOEIMNH BXPEHUVRPH
SURFHVVHV DQG DFFHOH U D%V 8IUWR Kl FOVF TOOLWH. @V LIFRRQV HWR. P SIOM Q BID V
LQ $SULO E\ '"HFHPEHU WKH WHDP ZDV ILHOGLQJ D FRPPHUF|
LQ FREBDWKRXJK VRPH DQWRMWVDDUHISHRPKBWQJ GHYHORSPHQV
RXW WKDW WKH GHSDUWPHQW PXVW UHSOLFDWH VXFK UHVXOWYV
DFTXLVLWLRQV UHIRUP

Intellectual Property

&RPPHUFLDO WHFKQRORJ\ FRPSDQLHV 'RUG XA WHRQF B I9® K B\Y B DVE R
LOQWHOOHFWXDO SURSNUN) RIQIGFGDW DQUALHKWYHZHG IRU D *$ 2
EURDGHU FKDOOHQJHYV LQ PLOLWDU\ DFTXIOMULW IERIRRGRWHG LQ\
FRPPHUFLDO WHFKQRORJI\LFNRPSWWLOY L\GFMUHDVHG SUHVVXUH RQ
XQOLPLWHG WHFKQLFDO GDWD DQG VRIWZDUH ULJKWV RU JRYHU
UHVWULFWHG NQJKMWRUW WR PDQDJH WKHVH FRQFHUQV '2' UHOH
SHYWDE@DVYKMWSVLIQV UHVSRQVLELOLWLHY DQG SUHVFULEHV S
OLFHQVLQJ DQG PHQ@RBHPGNWIRFWLRQ DGGLWLRQDOO\ HVWDEO
DGYLVH DQG DVVLVW WKH DFTXLVLWLRQ ZR WNIR GFHY R Q RESIPM Y WU
RI DQ ,3 VWUGMMWLWRQG PDQDJH WKH IXO0 VSRBVWHD¥K RI ,3 DQ
DFTXLVLWLRQ SURJUDP

Supply Chain Security

$ QXPEHU RI UHFHQW UHSRUWY KDYH UDLVHG FRQFHUQV DERXW
HMHUJLQJ PLOLWDU\ WHFKQRORJLHV )RU H[BFPB\OKDWYRQH DVVHVVP

166 J.S. Government Accountability Officilitary Acquisitions,DOD is Taking Step to Address Challengexed

by Certain Companie$sAO-17-644, July 20, 2017, p. 9. Other rationales cited include unstable budget environment,
lengthy contracting timeline, governmesygecific contract terms and conditions, and inexperienced DOD contracting
workforce.

167|n cerin circumstances, DOD may also use other transaction authorities (OTAs) to accelerate research,

prototyping, and production. For additional information about OTASC$® Report R4552Department of Defese

Use of Other Transaction Authority: Background, Analysis, and Issues for Conloyddsidi M. Peters

¥ ODUFXV :HLVJHUEHU 37KH 3HQWDJRQYV 1HZ $UWLILF LDRENsEDNeHOOLIJHQFH LV $
December 21, 2013t http://www.defenseone.cotethnology?201712pentagonsew-artificial-intelligencealready

huntingterrorists1 44742/

169 Andrew llachinskiAl, Robots, and Swarmkssues, Questions, and Recommended StuCiesger for Naval

Analysis, January 2017, p. 190.

170U.S. Government Accountability Officéilitary Acquisitions,DOD is Taking Step® Address Challenges Faced

by Certiin Companies

171 bid., p. 20.

172 Office of the Under Secretary of Defense for Acquisition and Sustainni@@D Instruction 5010.44 Intellectual
BURSHUW\ ,3 $FTXLVLWLRQ DQG athtipst/@n.6sdl.\wh2 fils RaBHDocumentddD/
issuanceslodi’501044p.PDRRr=201910-16-144448070.

1731hid., pp. 811.
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RSSRUWXQLWLHY WR MHRSDUGL]H WKH GHYHORSPHQW RI K\SHU\
WUDQVIHUV RI WHFKQRORJ\ RU SGRWLW RQLIWA/SSARWIKH PR\ IR GORRFZS R
OHYHO 8 6 /&ISPSLADLIHWOA WKH 1DWLRQDO B6HFXULW\ &RPPLVVLRQ F
IRXQGWKIBDWQLWHG 6WDWHV ODFNV GRPHVWLF IDFLOLWLHV FDSI
DVVHPEOLQJ WRE MHUWWRH@HFWURQLFV QHHGHERVRMHOQ REOH $,

IRUHLJQ IDEULFDWLRQ DQG FRPSOH[ JSREDO VXSSO\ FKDLQV IRL

Technology Protection

(VW L PIDQACHYADKDRV $PHULFDQ LQGXVWU\ ORVHM PR K WHRDKIIED EL
WKHIW DQG HTISUREBXGEDWLRE@H WK HIVH DG IHPS LPR.SU MDDAUL RAQHE K Q |
DQG UHODWHG LQWHOOBEWXBG SWRSHYWWIDY D QXPEHU RI SURJL
DGGUHVVLQJ)RK IHV DLR/S/OH WERKRUWEKIDIQ@W, QWRH VW PHQW 5LVN 5HYLHZ
ORGHUQL]DWLRQ $FW RUKH &R PFOWRBHLIQ ,QYHVWPHQW LQ WKH
BWDWHYV QRZ8BHFHMIWMOLQ IRUHLJQ LQYHVWPHONMPHUIQBRAXGLQJ W
DQGQRBREWLRQDO WG DCEHLBRIPYWKRUL]HG &),88 KHRVRRQVIL.GHU
FRYHUHG WUDQVDFWLRQ VO MRDY® \FRQFRX@WM KDW KDV D GHPRQ
VWUDWHJILF JRDO RI DFTXLULQJ D W\SH RI FULWLFDO WHFKQROR
8QLWHG 6WDWHVY OHDGHUVKLS L QDU R DY DUHID BV2R G HFRV QQIVLR QI
QULWLFDO 7HFK QRIS V7 QR WRHFRMH W LHY ODEV DQG WKH 8 6 GFH
EDVH DJDLQVY O\DKW/ WKHGVLRIRUPDWLRQ FRQWUROOHG XQFODV
GDWEBY SDUW RI WKLV HITRUW L QWWANEBIVIN H R ¥ B HW.\QWWWIIGL @R S U
IRU VPDOO EXVLQHMVW KY GHUKMIFHG'20J Rl VXS DANGF EBIYG YRS QH |
D SULRULWL]HG OLVW RI WHFKQRORJLEV RAIXQ@GD WWHE FEY LAMIERDLR
RI WKH )¥'$$2 DPRQRWKHU PBRPULIVQBB\VWY KDYH UHFRPPHQC
H[SDQGLQJ WHFKQRORJ\ SURWHFWLRQ HMRUWY WR LQFOXGH 8 6

174 Govini, The 2020 Federal Scorecard: Hightensity Wafare Edition p. 67,at https://www.govini.comip-content/
uploads?202006/Govini-2020-FederalScorecard.pdf

175 National Security Commission on Artifai Intelligence First Quarter Recommendations. 46.

76 21ILFH RI WKH 6HFUHWDU\ RI 'H IEsQNishmért HifreAPtoe«irg X iticRl Pedhridlbigy Task
Force ‘October 24, 2018t https://insidecybersecurity.cositesinsidecybersecurity.corfiles/documents2018hov/
€s2018_0459.pdf

77 7KH VSHFLILF WHFKQRORJLHYVY WKDW TXDOLI\ Q¢ t8 HePdtifidd bl anD QG IRXQGDWLRQ
interagencyprocess led by the Department of Commerce.FSkel15232 Title XVII, §1702(c).For more

information on FIRRMA, se€RS In Focus IF1095ZFIUS Reform Under FIRRMAy James K. Jackson and

Cathleen D. Cimindsaacs Some entities, including the National Security Commission on Artificial Intelligence, have

argued thatWKH 8 6 JRYHUQPHQW VKRXOG FRQVLGHU DGGLWLRQDO PHDVXUHV RI WI
VFUXWLQ\ RI WKH SRWHQWLDO HQG X MaioBDaQSBcuitp Gortnvdsioh 8lAMIBHIFLILF LWHPYV ~ 61
Intelligence Interim Report November 2019. 42,at https://drive.google.corfife/d/

1530rxnuGEjsUvIxXWsFYauslwNeCEkvUbéw.

78 21ILFH Rl WKH 6HFUHWDU\ RI 'H IEsQbIishmért HifeRPtErih G Crificak Tchvidlddy Task

Force ~

179 & 7R GG /RaSKkFprceg Curbs Technology Theft to Keep Joint Force Stron@2' 1HZV 1RYHPEHU

2019, at https://www.defense.gokkploreNews/Article/Article/2027555¢askforce-curbstechnologytheft-to-keep

joint-force-strong!

180 See, for exampleéhaniel Kliman, Ben FitzGerald, Kristine Lee, and Joshua IFittging an Alliance Innovation

Base Center for a New American Security, March 20&https://s3.amazonaws.cdités.cras.orgdlocuments/
CNAS-ReportAlliance-InnovationBaseFinal.pdftime=20200329174909
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GovernanRegwlnadt i on

$FFRUGLQJLWRPMIRHQRI| 1DWLRQDO ,GWHRIOQRORQF B H& @ DHRG RHR@WN
DUHHOLNWR RXWSDFH BRXOGDRMULHRIDN I KIFKHUQDWLRQDO QRUPV W
LQWHUHVWY DQG LQFWHDBXB ROKTHOYK IDSUGKRHR/G/ RIRAW FRQFHUQ
DQDO\WWYV KD YW HKH 3QHB MK BWDWHY VKRXOG XQGHUWDNH EURD(
HQJDJHWRQ@W YDQFH FROODERUDWLRQ RQ HPHUJLQJ™"?WHFKQRORJ

Overs® ght

$V &RQJUHVV FRQGXFWV RYHUVLRRWJIRHWPHW JR QU EPH &K\ O O H @ HH
DELOLWGMWRHGEBQWDWH DQG DVVHVV FRPSOH[,GLVSDUDWH WHF
&RQJUHVV HW WHD EBH \R4 H/GI F K Q R O RIT $$W R HSVNFP\ELIGBMA
SDVVHVVPHQWY EDFNJURX® B UIDEBGHL VF MWHIF K IXFELBIV DQG ZRUN\
SURFHHBKOW ZWURUWRFRQJUHVVLRQDO GHFLVLRBPDNLQJ DQG O}
&RQJUHVV HOQBLQDWRIG 273PLEG EURDGHU HIIRUWY WR UHGXFH W
JRYHUGPH@OWH WKHQ &RQWILHMXHEKDWR GREEDRW WWNHPQBBG IRU
WHFKQRORJ\ DVVHVYPHQW RUJDQL]DWLRQ

Aut hor Information

Kelley M. Sayler
Analyst in Advanced Technology and Global
Security

B'DQLHO 5 &RDWV 36WDWHPHQW IRU WKH 5HFRUG :RUOGZLGH 7KUHDW $VVHV
delivered before the U.S. Senate Committee on Armed &srvarch 6, 2018.

1825amuel J. Brannen, Christian S. Haig, Katherine Schmidt, and Kathleen H. HigkRillars: Upholding National
Security and National Innovation in Emerging Technologies Govern&uerger for Strategic and International
Studies, January 2028t https://csisprod.s3.amazonaws.cos¥fspublicfpublication/

200123 _Brannen_TwinPillars_ WEB_FINAL.p&fpfJpAKOjVauOu;YfnvuSGDKOxvsQGZF

183 For a full discussion of issues surrounding congressional oversight of technoloGR Séeport R46327he
Office of Technology Assessment: History, Authorities, Issues, and Qptyalshn F. Sargent Jr.
1841pid.

185 | bid.
185 For an overview of OTA/technology assessmetdted legislatioin the 107-116" Congressessee Appendix C in

CRS Report R4632 The Office of Technology Assessment: History, Authorities, Issues, and Opyidosin F.
Sargent Jr.
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