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Protecting Consumers and Businesses from Fraudulent Robocalls

Introduction

ThEel ephone ConsumRrl(TAXPNeguli ane Aobokaddkbs. A r
k n o wiiv oaisc e b r’biasad ¢ epthtoinneg ,c a 1 4da tpheaeto rddeeldi ivieegs s a ge us
ana ut o ntaotmpcu tje rtiezleedp hone dialing system, more ¢ o0 ml
aut omatdfa udioaliihde mr t henswdrled, the netositaher eif
all to a live pemeoesagre.pBoyh arpSroameaacomdeaedd 1

c
robocalls use personalized audio mAssdgesusoedir
in more defdials sidlicwt@iiom O hEelTCHAr hevohnpi €3l t o

T consudtmeaditional landline numbers,
T cons u¥ieiraesed nt ePrrnoettoc ol ( VoI P) landline number s
T almobile .number s

Robocalls to business l andlines are not covered

Robocalls are popular with many industry groups

sales companies. The majority of companies who v
somere not. Those i1illegitimate bustihey smay malys m o
be trying to defraud them.

The Federal Trade Commission (FTC) and Federal (
regul a“onlwya nctietde a nd ’lalsl emguabbeéorn e boompl a1 Mthesaet e gory
complaints, as well as complaints to congressior
in an effort to protect consumers. Congress has
technical sblegabnsobocsltbp and ways to update t
consumers, especially seniors and other vulnerat
understanding of English). STanpid¢ds havedbeens i
i sslueeg.i slative efforts have inclsupedftiprgposals t
include text messages and calls made from outsic
from fraud perpetrated through robocalls.

The Do Not Call Registry

In addition to regulating robocalls, the TCPA au
Registry. The registry, which“waU Soofutread eidviimg 200
telemarketing calls on their Italmerl itnlee ya nadr emortba H
or Aotof Septé&mberrdf8is20Oy had nearl%up230 millio
from 2afbomit’lalti ¢ he same time in 2016.

1P.L. 102243 47 U.S.C. 827. The TCPA governs other aspects of telemarketing outside the scope of this report.

The term “automatic htadl dbpkan d e ddnmnhichthas the gagatjty tin fione or
produce telephone numbers to be called, using a random or sequential number generator; and to dial sucrAmumbers
autodialer can be an eleatic device or computer software that automatically dials telephone numbers. 47 U.S.C.
§227(a)(1)(A)(B). SeeCRS Legal Sidebar LSB1013®obo)Call Me Maybe: Robocalls to Wireless Phones Under

the Telepone Consumer Protection Ably Kathleen Ann Ruandor a detailed explanation of why this definition is

under review.

S“Spoofing” is the act of falsifying caller ID information
easier to commit.

4 Federal Trade CommissipRY20L National Do Not Call Registry Data BopRecember 201 https://www.ftc.gov/
sitestlefaultfiles/filefield_pathsfinc_daa_book_fy2017.pdfH e r e i nF¥2017 Pata,Book ”

5FY20T Data Book
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Protecting Consumers and Businesses from Fraudulent Robocalls

Classification of Telemarketi i
The TCPA does not pirooshibatt all robocalls,atdaill

usbdd legitimatepodll iesaelrgwipedabedrm geenfsoasya ge s, whi ch
are legal. alrhebagdk pra fdreaal dwslltedimta r ket i ng campai gn
althoukhegal robocall under the TCPA does mnot ne
fraudulent. For example, i1t 1is 1llegal to make a
consent. That call would not necddass AlICiPAy abe oint e
treats calls to mobile phones differently than c
di fferently than calls to businesses. This repor
TCPA and intended tdhade farcenbdye finlolteedgraolb.ocal | s

Calls to Landlines

Robocalls to con
autodialer 1egal

sumer landlines are illegal wunde
ly may be used to call a cons ume

prer e croradretdi foi ci al voice. The exceptions to the
T calls for emergency purposes,
T purely informational calls (e.g., school <c¢clo
T calls made for a noncommercial purpose (e. g.
T calls made by a business that do not include
telemarketing (e.g., product recall notices)
Unlike the case for consumer landd+imebydnegrfgr e
a product or skewvece framraltyglemempt from the I
of the FTC. The two exceptions are 1f the caller

1 sale to an etnpalto ydeoee sa tn Sw o rrkeH iattHee dcaoas lew cerrk
must compDNCwand t bafbocad lcomdemdr 1 andline;

T sal@omfdurable officdeeog. clprnnngr supk)] jesn w
the caller muwt oaumlihgsl.y with t he

Calls to Mobile Phones

Robocalls to both consumer andormsuesntnearse mgebn el rea Iy
illegal wunder the TCPA. sExaamplme p gmeenstspa gtehsi,s bruutl e
political robocalls to mobile phones are illegal

Consent f or -tsecolmemaortkheetri nngo nc aild swrdioteisn gm,0tb mte eadv ¢
consumer has previously given consent, that <cons
calls would then be i11legal.

6 For example, a call made to a farm employee about farming supplies is legal, but a call made to that same employee
regarding a magazine subscription would be illegal.

Congressional Research Service R45070 - VERSION 15 - UPDATED 2



Protecting Consumers and Businesses from Fraudulent Robocalls

Despite the existence of the aDNG Rergei sitlrlye gaanld ttl
of robocalls continues to graw piom ttehde alhn iatveed agtea
billion robocalls being made each imenthh .ghl m fMay
billion roborathltshe upr shiaaypd yhifgh of 2.9 billion
Fi g®r.e

Figure 1. MonthlyVolume of U.S. Robocalls, June 2017-May 2018
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Source: The Robocall Index created by YouMaittps://robocallindex.com

YouMail states that this latest figure equals ab
United Stattesu,Bdepgrlfram ffusmnuary 2018.

Consumer complaints cETablh) ehued FtToC grec®we lavsmdwel lilo n( s e
complaintsl adoun FY¥DOmAl]l upnfcloWwpFPhrBnt s in

7The YouMailRobocall Index is cited by both the FCC and FTC. It is considered the most accurate estimate of
monthly robocall statistics. In addition to compiling the National Robocall Index, YouMail is a developer of visual
voicemail and robocall blocking software.

8According to an August 25, 2017, email to CRS from YouMail
mobile numbers, but also includes some vaigerInternetprotocol lines. The Robocall Index calculations are made

with certain assumptions: YMail users g representative; mobile and NPolines have the same robocall behavior;

missed call traffic to YouMail represents the vast majority of robocalls that users get; the estimate of people who get

phone calls is correct; etc. The company stataistiiese assumptions are true of its samples, but admits they may not

be true overall. YouMail then extrapolates a final figure based on the number of people using YouMail and the number

of people with phone numbers in the United States, assuming thata¥ldalvepresentative of total call traffic. That is,

for each active YouMail account in a given month, the company knows how many robocalls are made to its

subscribers. There are roughly 250 million mobile, VolP, and traditional phone lines in the Stattesd

9FY20T Data Book
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Protecting Consumers and Businesses from Fraudulent Robocalls

Table 1.Annual Active Registration and Complaint Figures
June 27, 2003 through September 30,201

Active Increase in Active Complaints per Cumulative

Fiscal Year Registrations Registrations Year Complaints
2003 50,267,097 50,267,097 0 0
2004 61,741,124 11,474,027 579,838 579,838
2005 103,193,927 41,452,803 669,474 1,249,312
2006 126,981,844 23,787,917 1,149,818 2,399,130
2007 145,756,274 18,774,430 1,297,865 3,696,995
2008 166,582,471 20,826,197 1,767,798 5,464,793
2009 183,505,798 16,923,327 1,808,351 7,273,144
2010 192,917,741 9,411,943 1,633,813 8,906,957
2011 200,520,793 7,603,052 2,273,516 11,180,473
2012 207,938,719 7,417,926 3,840,556 15,021,029
2013 213,400,640 5,461,921 3,748,646 18,769,675
2014 217,855,659 4,455,019 3,241,086 22,010,761
2015 222,841,484 4,985,825 3,578,711 25,589,481
2016 226,001,288 3,159,804 5,340,234 30,929,715
2017 229,816,164 3,814,876 7,157,370 38,087,085

Source: Federal Trade CommissioRY20Y National Do Not Call Registry Data,Bdetember 207,
https:/iwww.ftc.gogitestlefaultfilesfilefield_pathginc_databook_fy2017.pdf

Note: Active registration and complaint figures reflect the total number of phone numbers registered and the
total number of National Do Not Call Registry complaints submitted to the FTC as of September 30, 2017.
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Protecting Consumers and Businesses from Fraudulent Robocalls

ThEel emarketing and Cons ume°whiathd bard mabdsaev Rme
aut horized the FTC to regulate telemarketing cal
the TelemarketifwhiSahl es Rule (TSR),

T requires telemarketers to disclose certain 1i:

T prohibits misrepresentations by telemarketer:

T sets l 1 mits on the ti1 mes of day that t el emar

T prohibits calls to a consumer who has as ked

T sets payment restrictions for the sale of <cer
The FTC rules apply only to interstate calls (ce
not intrastate calls (calls that sormiogi nhaatvee and e
jurisdiction over intrastate trade activities. ]
FCC, but the FTC specifically excludes any exemg
exempt entities. For eoxfafmipclee ,c aan npootl ihtiircei aan crounntnri
robocalls on behalf of the campaign

Federal Communications Commission

The FCC regulates communications, including all
are fraudulent or intoste 1 fl,t sr aftolhceurs tilsa m ntshteh ec ccmtl el n
authority to regulate robocalls comes from the T
intrastate calls (with exemptions for certain er
previously)

States

States have their own laws covering intrastate t
exemptions, like those of the FCC and FTC. Plus,
statutes to calls originating outside the state

Recent FTKe Azt e dnt o Robocalls

The FTC has wundertaken vigorous law enforcement
FTC has brought 131 law enforcement actions agai
that the agency al laecgiendg wbeirlel iroenssp oonfs ifbrlacu dfuolre nptl
consumers in violation Ithet Fl CTehlaessmaorbk eati inregl Smolre
billion in judgments against these violators anc
t he f utAwprpee.n diidke e s ummary of the cases and fines
individuals and companies for conducting fraudul
In addition to enforcement actions against 1indi
to defraud, the FTC is pursuing technical soluti

1015 U.S.C. 61046108, as amended.
1116 CF.R. Part 310. Available atttps://www.law.cornell.edefr/text/16/part310.

12 A listing of recent actions the FTC has taken against violators, including those sending out illegal robocalls can be
found athttps://www.ftc.gowiewsevens/mediaresourceslo-not-call-registryenforcemenand at
https:/iwww.ftc.gowiewseventsimediaresourceslo-not-call-registryfobocalls

Congressional Research Service R45070 - VERSION 15 - UPDATED 5
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Sharing Consumer Complaint Data with
Service Providers

As of AugwhenlcoRO pllie@®@s robocall FWTiCothei ons to t
r obo gadilolneer nu mbda rree Iperaosveidl ee ach day to telecommuni
ot her industry partteathmatchde¢ kang® s mpliemensing

The consumer compleahttdatehaevwvinong the goal of t
caldllocking sobltacdTibesstsllyl dmaklists are databases

that have received a significant numbdmdef cons:u
the date and time an unwanted call was received,
debt reduction, ener gy, warranties, home securit
Using this information, ecakkliseshovwvhd betbeoclded e
before they '’phenbsconsumers

To ensure the most complete databases can be con
for consumers to report unwanted calls. This 1inf
enforcement and industry. The data are posted to
postings includinRBo wNetke@all ldaRdpomtmpdh&€al | s Dat a

Recent FCC Action Related to

Since 2016, the E€Comass ttvakheadnreassi athe probl em o
unwanted robotalmost TFTheemgemaoyt ions include conv.
and promulgating new rules that will empower tel
stop Irlosbh.ochor a summary of the cases and fines i
companies for conducting AppeamddixnE robocall car

Robocall Strike Force

On July 26Cha20OInba,n tohfen he FCC Tom Wheeler asked
indus“deyetop an action plan for phrloovalkdiimg cons ur

sol ut™Omn August aP 210il kdc oBnov@thredl created four wo:
groups: Authentication; Empowering Consumer Choli
Mitigation; and Regulatory Support/ Root Cause Re

B Federal Trad€ommission “ F TC Es c a Againstlliegakt Rehocalls Usiny €onsumer Complaints to Aid
IndustryCalB1 ocking Solutions, ” pttpsdiavsw. ftc.gowewseyentspressrelgases/t 1, 2017,
201708/#tc-escalatedight-againstillegal-robocallsusingconsumer

14 This information is available &tttps://www.ftc.govéite-informationbpengovernmentlatasetstlo-not-call-data
15 Federal Communicatior@ommission, Statement of Chairman Wheeler on Progress Toward Offering Consumer
Robocall Blocking Choices, JuBb, 2016 https://apps.fcc.goetocs_publiadttachmatcidOC-340458A1.docx

16 Members of the Robocall Strike Force were AT&T, Apple, Bandwidth.com, Birch, Blackberry, Bigisbhom,
CenturyLink, Charter, Cincinnati Bell, Comcast, Cox, Ericsson, FairPoint, Frontier, GENBAND, Google, Inteliquent,
Level 3, LG, Microsoft, Nokia, Qualcomm, Rogers, Samsung, SilverStar, Sirius/XM, Sprint, SynivdsbijlE€, US
Cellular, VerizonWest, and Windstream.
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Protecting Consumers and Businesses from Fraudulent Robocalls

devel opedabdt-thommi opaltdadnrse Bt§& t GBiledsi rrneaqnubkisgthl i ght s o f
their work are described below.

Robocall Strike Force Report

Each work group contributed to the'T®tprnickke Force
included the developmemsumfrt edheiatcalbnspdandasr dan
Additionally, t hed eBrectl eocpteido n 1 Woprl ke n(ernot uepd , and tes
(DNO) Registry to stop unwanted calls from react

The DoOrNogihegiedt:ul

The intent ofié$heoDNDoRkgnuembgrs that should neyv
number s, valid numbers that are mnot allocated tc
are allocated but MWtthsshgegpedfmitobhaobubiske i bPberc
performed a trial of this concept. The trial was
FC®playing a significant role fnomefSapiambé&RS26:
to Febrdary 2017

Public Notice on Blocking Unwanted Rol
During the time that the Robocall Strike Force v
clarifying one aspect of its robocall rules. S p e
telephone number requesttesl ecpahloln eb Inoucnkbienrg ftroo np rbeevi ¢
voice service provider (regardless of the type ¢
may block such calls so they do not reach the 1ir
intended fai¢tmadtuvegesuch as the DNO databasece.

Twitter Town Hall on Robocalls

On November 4, 2TWwottehe’b @ oliwlcth 14 s . During t hc¢
the FCC policy staff talked to the pubglic about
treAdscanscript of the event is avZilable online

17 Federal Communications Commissi&i€C-Industry Robocall Strike Force Repp@ctober 26, 2016,
https://transition.fcc.goefbRobocali Strike-Force FinalReport.pdf

BFederal Communications Commission, “In the Matter of Adva:
Robocalls,” C59, Noticedt Rrapos@éddRulemaking and Notice of Inquiry, March 23, 2017,
https://apps.fcc.goetlocs_publidttachmatci#CG-17-24A1.pdt

BFederal Communications Commission, “FCC Acts to Confront
Spoofing, ” Mipsktapps.tadgpedars) gubligttachmatcidOC-344034A1.pdf

20 According toa September,2017, email to CRS from YouMail CEO Alex Quilithe reduction ilRS scam calls
from September 2016 to February 2@4as attributable to the DNO Registry Trial and successful law enforcement
actions; similarly, e drop in robocalls from May to June 204&sattributed to a largscale arrest of robocallers in
India.

2lFederal Communc at i ons Commi ssion, “Clarification on Blocking Un-
https://apps.fcc.goetlocs_publidttachmatcidA-16-1121A1.pdf

22 Seehttps://twitter.congearchtweets&=%23RobocallChat&rc=typd.

Congressional Research Service R45070 - VERSION 15 - UPDATED 7



Protecting Consumers and Businesses from Fraudulent Robocalls

Ringless VAlikemhadadt t'PetMddoangdor
Declaratory Ruling

On March 31, 201“Al 1l aAbomp e kATME § fidlg@fdora apetiti o
declaratory ruling requesting that the FCC decla
voicemail box does mnot constitute a call that 1s
automatic telephone dialieg wypsttemumdeanthret T{Pe
AATM requested that a roboalvloitcleantaido ensotd ibree ctal
as an i1illegal robocall

Al though there was some support for such a rulir

Co mmi%tatnede t he U. S. ChZRimb etrheo fe ICb,mmelrec ecompany wit
peti®litomay have done so because of the over whel:
and comments filed i*Hloowppesitisdamcteo tthlee pretiittiiomr
the company is entitled to file it again.

Notice of Proposed Rulemaking and Noti

Stemming fromR¢ pgted mvyo r ku pfortth/eRoot Cause Removal
23, 2017, t HAed vFaCnCe erde 1 Meatsheodd s tWn lITawfgwelt "Rabdo &Ed li Ims .
Notice of PropNPRM)RuhdmNbingle of Inquiry (NOI).

Notice of Proposed Rulemaking

The NPRM sought pcopmesrtd omlESCregarding the DNO
guidance contained i EGE LOugpghtPubdmme Ntotamrwea it
would authorize providers to block calls from tkF
numbers that are not allocated to a voice servic
but mnot assusbisgcnreidb etro alhese are the same criteria

2A11 About the Message, “In the Matter of Rules and Regul a
Actof1® 1, ” Petition for Decl a-278, Marah 81, 1LtttpsHegfsapi€cgofileb c ket No. 02
104010829816078/

Petition%20for%20Declaratory%20Ruling%200f%20All1%20About%20the%20Message%20L L Bgrdfnafter,
“All About the Message Petition.?”

24 All About the Message Petition, Comments of the Republican National Committee, May 18, 2017,
https://ecfsapi.fcc.gofile/ 10518007939 1HNC%20Comments%200n%20AATM%20Petition.pdf

25 All About the Message Petition, Comments of the U.S. Chamber of Commerce, V28178,
https://consumermediallc.files.wordpress.c2@d/705/chambercomments. pdf

26 All About the Message Petition, Hackleman, Olive & Judd (Attorneys for All AdoeiMessage); Re : Petition for
Declaratory Ruling of JareR0, 20bhitpsy/eclsapidcc.gdiled106210F17189RALE ,
06-20%20Letter%20t0%20Ms.%20Dortch.pdf

’See, for example, Eversheds Sutherland, LLP, “Al 1 Dressed
Petition Wit hdrhitpsiWus.BverShaedsitherland.comNewisGCommentaryegatAlerts201496/
LegalAlertAll -DresseeUp-andNowhereto-Go-RinglessVoicemaitFCG-PetitionWithdrawn

BFeder al Communications Commission, “In the Matter of Adva:
Robocalls, ” C59, Noticed Rrapos@éddRRulemaking and Notice of Inquiry, March 23, 2017,
https://apps.fcc.goetiocs_publidttachmatcli#CCG17-24A1.pdf This was published in théederal Registeon May

17, 2017, setting July 3, 2017, as the deadline for submitting comments and July 31, 2017, as the deadline for

submitting reply commentdttps://www.federalregister.galdcument201705/17/201709463Advancedmethodsto-
targetandeliminateunlawfulrobocalls Hereinafter, “Robocall NPRM. ”
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Protecting Consumers and Businesses from Fraudulent Robocalls

Notice of Inquiry

In the Notice of Inquiry, the FCC sought input o
T possible standards that could be used to ind
certainty that a call 1is 1l1legal, and
T whether to adopt a safe harbor provision to
inadvertently viadlatomphedt FDHockigqmg r&@ ment s i
suspected robocaller.
The agency also aske for comments regarding way

ocked and to ensure that 1

d
guard against being b
further blocki

mi stake can prmreg.ent

o -

NPRM/ NOI Comments and Reply Comments

The vast majoffinytbifspproceceopbngpdsampp arst dd itdh o uh
NP RM, specifically, to permit carriers to block

well asimatlimg offigm invalid numbers, unallocated
numbers. They also supported enacting a broad s
bl ocking.

The FTC also proposed expandingrobheoecadtsrdge cef |
liveOonel bf. the largest categories of complaints
which the caller pretends to be-thomdoné ¢heoeg Lt
consumers have intdiaatebdothéélcaBb, wawhihe 60% of
to the FTC arti’cxkmdd rad bwc aglelnse,r ate hundreds of

ts
each ibme hETC belielasedhbhltopkiovgdwould not be ¢
abil iocyk titl ibel@d 1 s t hat target numbers registered

Commenters also broadly agreed that the FCC shou
creating any complex “whwt’®mf rssestt rouf c tywmrinde,e rssu ¢ th aa s
called) or any centralized database or administrt

Report and Order and Further Notice of

In November 2017, the FCC promulgated® rules on t
The new rules explicitdybhddbwcakhsyvitfromriowoe dea't
numbers that the subscribedbohnd nambgd st ¢ nlmenblelr ac

29 All filings in this proceeding can be foundkhetps://www.fcc.gowcfssearchillings?proceedings_naméZ-59&q=
Advanced%20Methods%20t0%20Target%20and%20Eliminate%20Unlawful%20Robcwatts &
date_disseminated, DESC

30 Federal Trade Commission, Corents to the Robocall NPRM, July 3, 20h#tps://www.ftc.govéystentiles/
documentsidvocacy_documentsz-staffcommentfederalcommunicationsommissiorsupportingfccs-proposed
expansiorproviderftc_comment_to_fcc_re_nprm_noi_call_blocking_07032017.pdf

S1Certainaspest of this rule dealing with reassigned numbers and t
challenged in court. Those issues are addressed in defRSr_egal Sidebar LSB1013@Robo)Call Me Mybe:
Robocalls to Wireless Phones Under the Telephone Consumer Protectiby Kethleen Ann Ruane

2Feder al Communications Commission, “In the Matter of Adva:
Robocalls,” C59, Repor dnd @er aad Furthér Notice of Proposed Rulemaking, November 16, 2017,
https://apps.fcc.goetlocs_publidttachmatci#CG-17-24A1.pdf
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that should not ever originate a call); and (2)
indic atthees ctahlalti ng party is intending to defraud

The FCC also established safeguards to mitigate
commi ssion is also seeking further comment on ac
t wo irseslmaetsed to the new rules. Additionally, the
Consumer and Governmental Affairs Bureau, in c¢con

Commi 8ss iBour eau of Consumer Protection, nto prepar
the United States and to submit 1t to the c¢commis
t heeder al. Regi ster

Report and Order

The new rules give voice service providers the ¢
we-dlbEfinedtencemm providing the telecommunicatior
illegal calls. The record showed broad support a
service providers, gover nment, and cahkers for
assertion of some commenters that any gains fror
because those making illegal robocalls will simrg
calls are blocked.

| OOEOPOT WEUwWUT 1 w1l gUIl U0 wWBOHUDOwaUBOEUBET UwlC

The FCC provided clarification that telecommunic
receive a request from the subscriber to which t
“Uidoundnambers to goversasmthe¢ hBSnsgshewsl dunmbtabe o
The commission found that where the subscriber ¢
call was very likely made to annoy and defraud.

"EOOUwW/ UUxOUuUDPOT wlOOw. UBT POEUIT wi u6Ow4 OEUVUUDIT OI
The new ocidtelhy exlplows providers to block calls p
that 1is wunassigned, as use of such a number pr o\
spoofing the Caller ID to potentialligdedefifded ar
three categories of unassigned numbers

f numbers that are 1nvalid under the North Ame:

T numbers that have not been allocated by the
Administrator (NANPA) or ot hen yP paloivi gl eAd miamids t

T numbers that NANPA or PA has allocated to a g
us ed.

Providers are now allowed to block calls purport
categories.

Further Notice of Proposed Rulemaking

InethuNohece of PropdNPRMRul ¢emekFEL€g is seeking ¢
potential mechanisms to

T ensure that erroneously
c

blocked calls can be
without undue harm to 11 e

a r s and consumer S ;
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1T measur e tnhees sehfeffeccotnsnviasosbioocnal 1 ru’kes and the i

technical efforts to block robocalls.
, T ET EOPUOUWUOwWS OUUUI wsUUODI OUUOa w! OOEOI Ew" EC
In the Report and Order, the FCC encourages pr oy
to identify and quickly rectify erroneous blocki
comments on whether it should require providers
mechanism or appeals procesSs Some of the quest:Hi

T Shbd we require blocking providers to establ
which callers can inform them of erroneous b
quickly be fixed?

T What is the quickest way for callers to be 1i°
providemnsisn¢rdcept message to callers to not
contact information by which a caller can 1 e]

T Should challenge mechanisms be different bas
provider?

T What <challenagree melcdhakiimgnspr oviders considerin
absent a requirement? Is such a requirement
complaint process provide a mechanism to sur.
providers and correct it ?

T Are there ways wefoomdd modpfyi ourprocess to
timensitive nature of erroneous call blockin

T Are there other Commi ssion processes that WO |
mechanism for rectifying erroneous blocking?

, TEUOUDOT wOT T ws$iil EUD YW OUBDEWMEEWS WS E @EWUOE UL
Th ® mani saslisoon a swkeea &, tiof aidtopt a reporting obligati

what infor mati onS osnheo uolfd tbhee cqouftlsetcitoends? posed wer e
T Should providers be requirteidvetso? rSehpoourltd tthhei sq
be a quarterly requirement or an annual requ
T I'n what ways could thecoimmfieosmaomi ewvadalaltectdhded
effectiveness of our efforts as well as thos:
measures ltogalombabbodadll s ?
T What consumer benefits would come from requi:
to publicly report the number of i1illegal 7r1ob
T What are the costs of requiringowdice serviec
Should we consider diff ereernst? rAelqtueirrneanieinvtesl yf, o
shouldmmihesicon use daCenfonmemrtBemplC&int Data
Center as a benchmark for determining the ef
efforts?
33 hid.
34 1bid.
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R45070 - VERSION 15 - UPDATED 11



Protecting Consumers and Businesses from Fraudulent Robocalls

T Are t h e roenmd tsls a@mogna rotry tdhait a o©omi s ed omhat the ¢
could use to assess the effdsctaitvetnaersgse toifngi t s
illegal robocalls?

Robocall Report

The FCC directed that the 1r1eporbty silmadwlsd reync o mp a s
government, and consumers in combatting 1l11egal
to continuing these efforts. It asked for a foct
consumer complaintss tfhepiamtiedde iofsithlt rieptoa tt he
robocalling problem and how to target additional

The Do Not

Originate Registry

Stakehbaddietri ons

ThDNRegistry, to be est aNdvemkdr hba@ bheg@udore, FCC
support from telecommunications service provider
support for lIlimited intervention from groups T ef
or i ginator s

Telecommunications Industry
Telecommuetrwvateopsoviders generally support the
about the expected high cost to fully 1implement
costs would likely vary based on the saobthitonsur
a company selects. Further, the registry would 1
new met hods developed by the robocallers. Teleco
funding mechanism thatt £, dudeldombti nusteid-tfeorrensqg n eatnidme
initiatives relatedptronrigld urtd ins tpry.p oRardt bof ta et
telecommunications industry is to &8sk Congress t
The telecommunicasodinasommedndé¢dyt has €@€bdbngress ame
64.2105 to state that calls blocked to protect ¢
be considered whelns¢uawaamlcewattiadrg tclhempletgon rates.
lawldoplace more robocall scams under c¢criminal ]
Escalating the manner in which robocallers are
imposed might have more ef feecstp etchiaanlc letyhmo sfti nfeisn easl
are suspended because the individual 1s unable t

35 The other two elements dfis strategy are a subscription service and surcharges/fees levied across the customer
base. The subscription service element would give customers the option to subscribe to a basic service or a premium
service. A basic service could include standardigattking, call logging, and illegal call reporting features. A

premium service could include optional robocall protection features such as a fraudulent call threat score and call

treatment options. The surcharge/fee element would apply a small surchfirgecor t o

the entire customer ba
existing fee categorie

36 Robocall NPRM.

the customer’s mont |
s e . Such a fee could be collected as
s, such as the “Cost Recovery Charge
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Protecting Consumers and Businesses from Fraudulent Robocalls

Consumer Groups

Consumer groups have been unequivocal in their s
and implementation of the DNO Regsusvmaerny. Adbgenhher
Consumer Federation of America, National As s oci a
Consumer Law Center, Public Citizen, and Public

FCBE® r obocal FFAdpvraoncceeedd i Miegt, mald sE & ti ani Wanrl gaewtfual Ro b oc al
These gr oups ’ss upprpooprots atlhse, FbCut al so asked the FCC

plicitly permit and encourage the provider
th t he’s comrmssuenetr, to use additional tool s, S
identify and block clearly illegal roboca

!—Pgo
OO M= O =X

1
< o=z

arify that providers should make available
l11s that fail to aut henetniscuartee tthhee ipre rCsaolnl e r
lling 1is whloy they say they are

tinue to press providers to offer effecti:
ocking tools to all of their customers tc
calls, which they already have per missio

= 00 O o000

=
—
«“ o o

t hei ldled g mhiftdiromt hoef purposes of these ru

e
ear that it includes autodi®¥led or prer .

Telemarketingdl Odbhetrr fegal Call Origi:

The U. S. Chamber of Commerce as sliomgle aprtedsosne d
to telema¥ketSept eamddrs .2016, the chamber wrote t
Commi ttee on Energy and Commerce asking that the
broad. For example, etpaskbdzedbaforompanaesi mgtc

informational <calls regarding prescr®Pption remir

The Professional AssociatiUins formotChiert oimed u sEtnrgy ge
has expressedalklbnwcabautspttlke féestablishment of the
harm to its members 1if their calls are misident:i
Communication ProtectdoaduGC€oéali gromp( 6BAy i akedhods
mitigating the harm caused by blocking and misla

As a result of the FCC’”s Robocall Strike Force 1in
analytics companies are making decisions about your cdleseTunregulated analytics

companies apply their own algorithms to determine if a call should be blocked from ringing

your customer’s phone or replace your Caller 1D

“Robocaller?”, “Fraud Callé&c¢t 6&Tel emarketer” or “De
Consumers Union, et al ., “Comments in the Matter of Advan:
Robocalls,” C59, Notcedt Rrapos@éddRulemaking and Notice of Inquiry, June 30, 2017,
https://www.citizen.orgystemfiles/case_documentabocallsnprm-andnoi-final.pdf.

38 The chamber has been active on thisissue since Z8dJ. S. Chamber of Commerce, “Telepho

Protection Act hitpB:OwWvA.uschambercdinsuehrieftelephoneconsumerprotectionacttcpa

39U.S. Chamber of Commerce, letter to Congressman Fred Upton, September 161tp6I6yww.uschamber.com/
sitestlefaultfiles/documentdiles/160915_tcpa_hearing_upton.pdf

40 professional Association for Customer Engagement wehbsipe//www.paceassociation.org/
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The issue that is very concerning to PACE and our members is that the algorithms do not
take into account legal entities delivering legal calls for which consent has been provided.
The analytics companies are merely applying their algorithm wutitkmowing all the facts
regarding the caf*

On September 20, 2017, PACE held the first CPC
companies, PACE member s, industry associations,
members oflthS8StRokecForce The initial meeting
cooperation from all parties to devel op best
consumer groups to participawaescihmne dfuu teadr ¢f ome e tainmg

20 128 .

CongressionallCAArgrieosns 115

In thCGongdheébsisl,l s aimed at curtabdbhsnmerebbaabkl bee:

introBakAdo (th cosfe at bfeolcluss ed on the larger 1ssue

curtailing robocalls |floorri ednetbetdt cwoelslisciaclgtleiso m racn d i pmeel

protecting senior si nftreonmd epdr etdoa tdoerfyr aruodb otchaelni.s

Three hearings have be'&mnhlgaled son robocalls in

T “Do Not Call : Combating RobBocalls and Caller

House Committee on Energy and Commerce

Subcommittee on Digital Commerce and Cons ume:

Apri202§,

Information about this hearing, including
onl intet mst: / / ener gy e mmd e ges atdhdombsact. ignogy /

r obo-e adld Isildepro o.f i ng

1T “Abusive Robocalls and How We Can Stop Them

Senate Committee on Commerce, Science, and
Apr il 18, 201 8.
Information about this hearing, including

onl imtet mst: / / www. copmbdbilece¢ed heabtmhBeggdv/
EOEBI1-A®2450 BB43 8F59 4 EA2 716957

T “Still Ringing Of fon hEf fHorotks: tAm "Wepnkate Roboca

Seant ¢ Special Committee on Aging
October®4, 2017

Information about this hearing, including
onl imntet mst: / / www. & giang taigilsim iftikhheg e kn /

upd-e teef f-bo b mbraotbo.call s

41 Communication Protection Coalition welge http://www.paceassociation.oogalition

42 PACE, Minutes of the September 20, 2017, Communications Protection Coalition meeting,
http:/www.paceassociation.ofdés/CPC%20Meeting%20Minutes%20Sept%202017.pdf

43 The hearing page is availablehtps://www.aging.senatgovhearingsstill-ringing-off-the-hookan-updateon-
effortsto-combatrobocalls
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Table 2. Proposed Legislation , 115t Congress44

Seniors Fraud Prevention Act of 2017 (S. 81, H.R. 444)

S. 8lwasintroducedby Senator Amy Klobuchawsn January 10, 2017; it was passed on August 2, Z0tE7billwas
reported?s by the Senate Committee on Commerce, Science, and Transportation on August 11, 2017, and refe
to the House Committee on Energy and Commerce Subcommittedigital Commerce and Consumer Protectior

H.R. 444wasintroducedby Representative Theodore Deutch on January 11, 2017. It was referred to the Hous
Committee on Energy and Comence Subcommittee on Digital Commerce and Consumer Protection on Ja@ar
2017.

Summary: These bills would direct the FTC to establish an office within the Bureau of Consumer Protection t
advise the FTC on the prevention of fraud targeting seniorstarabsist the FTC in monitoring ¢hmarket for mail,
television, mternet, telemarketing, and recorded message telephone call (robocall) fraud targeting seniors.

Spoofing Prevention Act of 2017 46 (S. 134, H.R. 423)

S. 134wasintroducedby Senator Bill Nelson on January 12, 20it Was passed on August 3, 2017. Thewids
received in the House and held at the desk on August 4, 2017.

H.R. 423wasintroducedby Representative Grace Meng on January 1@ 2, it was passed on January 23, 2017. T
bill was referred to the House Committee on Energy and Commerce on January 24, 2017.

Summary: These bills would amend the Communications Act of 1934 to expand the prohitatiamst knowingly
transmitting misleading or inaccurate caller identification information to apply to (1) persons outside the Uniteq
States if the recipient of the call is within the United States, and (2) text messages.

Robo Calls Off Phones ( Bobo COP 6 )Act ( H.R. 740)

H.R. 740wasintroducedby Representativ¥irginia Fox>on Januarg0, 2017. It was referredd the House
Committee on Energy and Commerce Subcommittee on Digital Commerce and Consumer Protentfeebruary
3, 2017.

There is no Senate companion bill.

Summary: This bill would direct the FTC to revise the DNC registry provisions of the TSR to pithgolitically
oriented recorded message telephone calls to telephone numbers listed on that registry.

Hel p Americans Never Get Unwant ed SPSBdoHhRR 568321 | s ( 0 H

S. 564wasintroducedby SenatolEdward Markeyn March 8 2017 andreferred to the SenateCommittee on
Commerce, Science, and Transportatibre same day.

H.R. 5633was introduced by Representative Anna Eshoo on Mar@®d87, and eferred to the Committee on
Commerce,Science, and Transportation

Summary: These bills would amend the Communications Act of 1934 and the Bipartisan Budget Act of 2015

repeal provisions that authorize the use of robocall equipment to call mobile telephones or residential telephor
lines tocollect debts owed to the U.S. government. The bill would also extend the TCPA to restrict governmen
contractors and other legal entities from using robocall equipment without the prior consent of the called party
(Currently, government contractors arexempt from TCPA restrictions under an FCC declaratory ruling release
on July 5, 2016.)

Consolidated Ap propriations Act, 2018 (H.R. 1625)

H.R. 162%hecameP.L. 115141 0on March 23, 2018. The law contains a provision that expanded and clarified the
existing prohibition on mislding or inaccurate caller identification information.

Repeated Objectionable Bothering of Consumers on Phones (ROBOCOP) Act (H.R. 5573)

H.R. 5573was introduced by Representativackie Speiein April 18, 2018, andeferred to the House Committee
on Energy and Commerce.

44 Additionally, RegresentativeDebbie Dingellhas circulated th€EASE Robocalls Agtwhichwould lift the
communications common carrier exemption in the FTC Act to pén@iFTC to bring enforcement actions against

telecommunications carriers and VolP providers when they engage in unfair and deceptive practices with respect to

illegal robocallslt has not been introduced.

45The House report is availableratps://www.congress.gavill/ 115th-congressienatebill/ 81; the Senate report is
available ahttps://www.congress.gosdngressionateportl15thcongressenatereportl41/.

46 https://www.congress.gamdngressionateport/ 15th-congressgenatereportO1/1.
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Robocall Enforcement Enhancement Act  (S. 2694)

S. 2694was introduced by Senator Brian Schatz on April 18, 2018, and referred to the Senate Conwnittee
Commerce, Science, and Transportation

Summary: This bill would amend the Communications Act of 1934 to lengthen the statute of limitations from t
years to threeyears for spoofing violationkengthen the statute of limitations from one year to thrgears for
robocall violations, and amend how the FCC imposes penalties for illegal use of automated telephone equipm

Stopping Bad Robocalls Act (S. 3078, H.R. 6026)

S. 3078wvasintroducedby Senator Edward Markey on June 7, 2018, @fierred to the House @mmittee on
Energy an€Commerce

H.R. 6026was introduced byRepresentativérank Pallone on June 18, 2018, asférred to the SenateCommittee
on Commerce, Science, and Transportation

Summary: These lills clarify theprohibitions on making robocaljlsequire the FCC toestablish a nationwide
database ofeassignedelephone numbersand require the FCC, in consultation with the FTC,gobmit to
Congress a report regarding enforcemenftrobocall reguations. Specifically, these bills were introduced in respo
to the May 2018J.S. Court of Appeals for the D.C. Circuit cast&iking down theFCCO s d e f anautomatio n
telephone dialing system.

Deter Obnoxious, Nefarious, and Outrageous Telephone  Calls (DO NOT Call) Act ( S. 3149)

S. 3149was introduced bysenator Catherine Cortez Maston June27, 2018, and referred to th&enateCommittee
on Commerce, Science, and Transportation

Summary: This bill would provide for criminal penalties, including fines and imprisonment, for robocall violatio
detailed in the legislation.

Telephone Robocall Abu se Criminal Enforcement and Deterrence (TRACED) Act (S. 3655)

S. 3655was introduced by Senators John Thune &u Markey on Novermber 16, 2018, and referred to the Seng
Committee on Commerce, Science, and Transportation.

Summary: S. 3655gives regulators more time to findolators increases civil forfeiture penalties fperpretrators,
promotes call authentication and blocking adoption, and brings relevant federal agencies and state attorneys
together to address impediments to criminal prosecution of robocallers who inteatlybreak the law

Outl ook

Based on their long history, scammers appear det
consumer s . Robocalls make these efforts easier.
cannot completmlygfsobboecahbsprdddet¢hknol og-ical solu
blocking technology, likely will also be require
has been proven to significantly decrease 1 oboce
comemes remain with legitimate telemarketers who
int etnadeadddress these concerns in 2018. The 1 mpac
robocalls, and the resulting inmpaates tion bteh @ vtea Ise¢
issues for Congress.
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Appendix A.Options for Responding
Robocalls

Because robocalls to consumers and businesses ar
regulations, consumers and budsingedstoegobdcal disf f ¢
the FTC and FCC have published consumer guidancece

T Stop UnwantedF€dEt sl a@dmimexi s*hatnidons Commi s s i
T Blocking UnkwahdmrealotanilsSs i on

Cutting downmobwcuhWanmedt 1ikely will reduce cort
ones, along with every other type of unwanted 71

Reporting a Violation (Consumers)

Consumers can file a ¢ ompllhaei natg ewnictihe sb oct hho otshee whCi(
robocalllremse tf@erplegal or regulatory enforcement

T Complaints can behtftiplsed /wiotnks utmebrccoG@n@® laati nt s . f
e A e quneestt s/ k et 3f9o7mddd nidRelro ne ke d we ¢,
“Unwanted) Call s.

T Complaints can betfiiplsed /wiotmp ltahentBEBT @ oantot c al I
complcwithmati/nt check. aspx

T Prior a ocdmplianignt, consumers should confirm t
DNC Registry. THhititspscdd dwanoftiomud/l atg p x /

Reporting auVimkassiesen (B

Businesses have limited legal recourse against T
t hem. If a business receives a cabhlthao falls i
empl oyee at work thastaldlooemfdnpabltel afticte wpnr &kl eoa
supptHtilkes busnaporthe@a@ @®ing the same website 11is

consumer S .

Blocking Robocalls (Consumers and Busi
Both consumers and business caaptiondkes aflonanbhgekrk
robocalls.

Thi-Padr tlyo ckSerr gy ifcoers Landlines

Blocking services provided by commercial firms c
businesses, anfdrl avbd® bBbesiviecsses s@howbadf® dt, he s e 0]
meaning they are managed fsamea remote location

““Federal Communications Commission, “S8 thipp/wiw.fecagavi ed Cal l s ,
unwantedcalls
“Federal Trade Commissildms, ”“ RtpdLwweepgsyniénfte.goarticlesd54& a

blockingunwantedcalls
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Consumers and businesses with aparmay Ilblnabierg of
service. One such example is Nomof’hbeted Wynner
the FTAppéBdiox B nformation about t hies Rao-bcolcoaud CI
based sol essimml that’ owhsiecthiihigsmmi ng calls to a sec
telephmaeage deby NonmotrhoeboNomor obo solution, this
and hangheup ldrelgafloscmaanbogat hr ouNdméewolb heuussra

dat abase of rksn ocwonmpriolbeodc awlilteh t he help of the FTC

“hone yPloft sa call gets a match in the Nomorobo da-t
the intended recipient. If there is not a match,

OnexampAmnt e swp diesrevi ce f or 1 ar g’kwhbiucshi npersosveisd eiss P
r ob oscoallult i ons t o s e curTeh ep hcoonnep acnoymnduenviecl aotpieodn sa.n d ¢

pateRPheoede prtiencthintodwoadgny i den,anflyaut beat ¢ecsa tjeu spthone
from thetbeltbkbbyudeotecting fraudulent Théls as we
service is maelkds gliobailbdaenrddy ebtrfdaldecrcmgnpsany st ates
service dateeceidsgiavernr afg®% nasfil mEriamd 1 er s .
Thi-PadrMoybiPAhonpp Acas®ion

Both consumers and sbafstimarse eldpppplminfctaktamiwafnrsceacd t o t
mobile phoneal tonfiddemesr foemdummdrl e rso tdsnidod otrhe per
contaOmelapp .is YouMail. While YouMail 1is primar
also provides protection against robocalls. The
to calcul ate .t hAen eBdhbearceaqluli rlemsdeax cal l er to enter
recipiltagt name for Uske sc dslf li Pphpolngeo ctahnr oduogwhn.l o a d
t he NompSBfodbro a mont hl yo ofnepea.t i4nl eAnNlormooirdo bo app 1 s

avail abl e 54tohoen . wiCrTellAe,s s industry association, h a s
Androi5 apps.

Tel ecommuniCantSeawvsd c e

Traditional -Hawnddimic,ec.i,nt¥¥alnk)t, and mobile telep
with vptriioms foor b I'a bAcle haghAixo babmwdALrdcont ain det ail s
of the offerings of e a dCh ntsyRmeeprddfAnsp Oexvtiobemr, 2asl 6r e
Consumere Remiob/dtsiumad t hat the quality of these se

49 Federal Trade Commission, 2013 Robocall Challenge, April 2@f8;5://robocall.devpost.cam

A “honeypot” is a set of thousands of telephone Ilines tha
and voice recordings. The FTC also employs honeypots in its fight against rolsocaller

5L https://www.pindrop.com

52 Additionally, some mobile phones come equipped with-giaitking features.

53 Nomorobo http://www.nomorobo.conds/.

54 CTIA is a rade association representing the wireless communications industry in the United States. When the

organization was established in 1984, it was known as the
that name was chamgodimumitchhe i ‘O@el lamldal nFelr-nThe Association,
Wireless Association.” Since 2015, the organization is kno
SSCTI A, “Androi d Ripb:/dwvevw.dtid.orgdhsumetipsiobpcallsandroidrobocaltblocking

56 Consumer Reporis a magazine published by Consumers Union, a nonprofit organization fasupeaduct
testing, consumeoriented research, public education, and advocacy.

SCarla Fried, “New Study Finds Some Phone Cdonsumeri es Of T fer

Reports October 26, 2016ttp://www.consumerreports.og@nsumeiprotectionthe-bestserviceprovidersfor-
blockingrobocalls/
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service

wireless cust c

carriers. Overfiddndtthhast e anatmesbmaasdtei d npubs ol meg
the bbddbckahkndptobsath sphone woompnavedi agestrong p
to their traditional landline and
Table A-1.Landline Robocall Blocking Services
Uses
Nationwide
Database Offers Rejects Offers Do Offers
to Block Personal Anonymou Not Personal
Provider Price Calls Blacklist s Calls Disturb Whitelist
Sonic Free A
CenturyLink $$ A A A A
Windstream A A A A
Frontier A A
Fairpoint $$ A
Verizon $$ A A
AT&T $$ A A

Source: Carla FrieddNew Study Finds Some Phone Companies Offer Better Robocall Protections Than
Others, @onsumer Repor@ctober 26, 2016https://www.consumerreports.orgbnsumesprotection/the-best
serviceprovidersfor-blockingrobocalls/

Note: $ means $5 or less, and $$ means $6 or more per month.

Table A-2.VoIP Robocall B locking Services

Uses
Nationwide

Database Offers Rejects Offers Do Offers

to Block Personal Anonymou Not Personal
Provider Price Calls Blacklist s Calls Disturb Whitelist
Time Warner Cable  Free A A A A A
CenturyLink Free A A A A
Verizon FiOS Free A A A A
AT&T U-verse Free A A A A
Ooma $$ A A A A
Comcast Free A A
Frontier Free A A

Source: Car | a New StulydFindsdSome Phone Companies Offer Better Robocall Protections Than
Others, @onsumer Repor@ctober 26, 2016https://www.consumerreports.orgbnsumersprotection/the-best
serviceprovidersfor-blockingrobocalls/

Note: $ means $5 or less, a@s$ means $6 or more per month.
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Table A-3.Mobile Robocall Blocking Services
Uses
Nationwide

Database Offers Rejects Offers Do Offers

to Block Personal Anonymou Not Personal
Provider Price Calls Blacklist s Calls Disturb Whitelist
RingPlus Free A A A A
Boost $ A A A
T-Mobile $ A A A
Sprint Free A A
AT&T Wireless $ A
Verizon Wireless $ A A A
U.S. Cellular $ A

Source: Car | a New StulyFindscSome Phone Companies Offer Bémbocall Protections Than
Others, @onsumer Repor@ctober 26, 2016https://www.consumerreports.orgbnsumesprotection/the-best
serviceprovidersfor-blockingrobocalls/

Note: $ means $5 or less, and $$ means $6 or more per month.

Ca 1Bl o c kIDenvgi c e s

Businesses and consumers can install devices to
traditionalneasndwiVohl PCal lalnedrl il D. There are at | eas
devices gehbkbaadbliwshtu & &Tlhdes tf.or mer bl ocks all calls
others are allowed), while the thetsramallyl adt od
Some devices us*®Onbeo tehx atnypplees ooff al idsetvsi.ce t hat wuse
whitelist 1s the DiFgigdre Thils &Bdwicke Plluiskd stelee
bet ween the telephone wall jack and the telephonr

Figure A-1.Digitone Call Blocker Plus

An Example of a Blocking Device

IGITONE Call Blocker Plus!
12 IS
555905 19485

ELOCEED .

3

A EEETD v

D
BLOCK INVITE PROGRAM DIAL

Source: 0 Consumer s

-Plud c IRiobh@® c 2é¢ Vv i @Qoesametistuly 28h2015,Test , 6
https://consumerist.cor@01507/28/consumersput-robocaltblockirg-devicesto-the-test/.

A1l the

devices

tested

ConsumeristJuly 28, 2015https://consumerist.co@1507/28/consumergput-robocaltblocking-devicesto-the-test/
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AppendixBRecent Law Enforcement
Against Robocallers

On

S

oo~ 0o g un <

C

e of the most enduring and harmful “ImR$S hods wus e
a’ht has been perpetrated by numeaglowess emaliltdress
o claim to be employees of the IRS, using fake
y even know details about their targets and ¢t}
tential victims are toddthheyt owed monely aor ¢ det
l1d that the amount owed must be paid 1 mmedi at e
ctims may mnot even be safe 1 f ’tt haenys wdeor endo,t tahnes
ammers o furegiandtesaawge aciemanding a return call. S
ed video relay services to try to scam deaf ar
the scam, recent 1immigrants with hiamited knoyv
nguage. In these cases, victims are threatenec
en ons“Dhret ¥ RBioszte nof sc.dme §RSBcbelRbDetdes that th

responsible foirnolvegs 5 4t oni til d toinms .
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AppendixC TheT @ Robocall Challeng
Program

In response to the significant growt
s s e

h n compl ai
four Robocall Challenges, discu b 0

W 1
d el w.

The Original Robocall Challenge

The original FTC challenge, held in 2013, asked
roboonllasndlines and mobile Amphomé F sNb¥hoe owore t
anSler darf olRobioscal l FilteringuSpantoenmuan Bl RBekildes twi
Whitelisitsitnigng Gamd1Call.eé® ID Spoof Detection

Botvhi nning entniescwpt knbhbrymlmac aflillst euwsiingg otud¢c hnol o
blacklist robocallernwprbienres naasmbeaisa taendl wihtilt ead d s e
call s. Both proposals alby dmpd eGARBGHM rappr ovec
test to prevent illegal calls from ringing throt

Zapping Rachel

The second challendgde,d Wealpdiinng Rhlchedwasitnga his c
expwete tae kkewli 1d tools that investigators could
robodhkl cthallenge had three phases:

T The Cre
ilnaccur

ator Phase chall en®tehda tt pifidieens t ant s t o

at
deter mi ne

t i

ns

1

0
e information in incoming calls, su:
s which calls are Ilikely robocalls.
combina 0
and tra c
robo’toal

T The Attacker Phase challenged contestants to
and prevent it from collecting information o
“Droi d ,Rachadndvihaoth e ypot by esmpelpo ytianrgg eat ifnogur
process ectdhwmtt plhcaome nnumbers potentially connec
and op@br mi ¢ €sRaacthielli ty to send robocalls wusing
consumredrsoi d® phones.

n of an®aaldli od CAPTICHAn4dI ys$es, and 1
r idpettieornmiannea 1tyhsei sl itkoel i hood that an

59 Nomorobo https://nomorobo.com
60 Serdar Danis and Aaron Foss each received $25,000 for their solutions.
61 A CAPTCHA is a program that protects websites against computer programs logging into themerdayigg and

grading tests that humans can pass, but current computer p
Aut omated Public Turing Test to Tell Computers and Humans
2As defined earlier in thi sdsofdefephonelinesdhatarnswersandpraps ” is a set

incoming calls by capturing caller IDs and voice recordings. The FTC employs honeypots in its fight against
robocallers.

63 An audio CAPTCHA allows visitors to request a pronunciation of the CAPTCHA code.
64 JonOlawski received $3,133.70 for his winning honeypot.
85 Jan Volzke received $3,133.70 for his solution.
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T The Detective Rhestaonhaltengandlygne call data
honeypot and develop algorithms to predict w
The winning solution focused on metrics such
whet her the numbecececalmbdtriwvma nadf ttbhd call t o
identify 1®kely robocalls

Robocalls: Humanity Strikes Back

The thir Robbhalaldsge Humanwdy B¢lkrdkien Batk. Cont e:
asked to create tools people coul dt ousae htoon ebylpooctk.
The winner of thiéccentesdtbwa&tRehoKaltltennd Bryez:

DetectaRobo

As part of the National Day of Civic Hacking 1in
Detec t% b asg efnocuyr t h gamttess twerRamtsikeid to analyze
create algorithms that could predict which calls
registered were selecftuend taiso ndaelmotnys, t raactciumg csyuy p d mi
crea.tivity

T The witemimng n t hi“%feama’HVédadg Dewdpande and M.
Henry Linder) .

T The twoupuware s
T “Team M{Sibdhar Ramakrishnan and Shuping Li:

1T “Team RDABKarles Julian Knight, Taylor Kelle)
Smith, Will MagisSedohBr €wwi ng, James Al ber
Pablo River).

66 The winning team of Yang Yang and Jens Fischer shared $3,133.70. The judges also selected two honorable
mentions, Sean Beck and DarkTyphoon, who each received $1,337.

67 Robokiller, http://www.robokiller.com
68 DetectaRobohttps://www.ftc.govhewseventstontestsdetectarobo
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AppendixD.Fi nes I mposed bm Rhboca
FTC 2017

The Fede
robocall

-

Il Trade Commission has successfully c¢o
S

r
e , summarized bel ow.

i o

Just

On April F3r,C bt A, ntelkde a settl ement order with J-
telemarketing operations that bombarded consumer
numbers |l isted on the National DNC Registry. The
Maketing LLC, fr om, among other things, placing
services and initiating sales calls to numbers |1
Marketing were also fined a $2.Raymddt oaf c$§&5.]10¢

stdanharyTC017 complaint, i
nts made millions of robocalls t
isted on the DN&lI Re2@0@ 52 rythéncom
s i1l

str

n Ramsey

p

Accordin n 2012 and
codefend

g
a
number s 1
t
n

ptaome
defendan made more than 1.3 million egal 1«
were to umbers listed on the DNC Regi y. Fr onm
unl awful tele marekwe tciommg atnlyr, o Pgh mei Mar ket ing. Dur |
2016, Ramsey and Prime Marketing initiated at 1 ¢
Registry. The other defendants in the case, exce

commi ssichntrikgessame time the Hgency filed its cor

Aaron Michaefdt dovemresSPansbury

On June 2, 2017, a federal district court judge
in January 2017 by the FTC Satgaanisnbsutr yAa raonnd Miicnhea eal
companies for making billions of illegal telemar
estimated that more than 100 million illegal 1ot
the DNC Registry

In additioy baeanpéenmgadonmntehk, Stansbury, and their
activities, including initiating robocalls, the
them, payable to the FTC. Seven ofenldenthi hecahdi
Lighthouse Corp., agreed ’st ochcaoruges oirmd eJrasn ot ahrayt. s ¢

All Us Marketing LLC

There were numerous defendant AldinUshMarkadsdengt dg
(previously known ae iPmdyil wisdu aSlosl uweiroen sr)e. s plchnessi b 1
calls to consumers mnationwide making false clair

convincing consumers to provide their credit car

89 FederallradeCo mmi s si on, “Recidivist Robocaller Settles FTC Teler
2017, https://www.ftc.gowewseventspressrelease01704/recidivistrobocallersettlesftc-telemarketing
complaint

OFederallradeCo mmi s si on, “FTC Obtains CedasedtRobboaliers WhoPlaced Against Cal
Billions of TI1l1egal Cagpressrelease cduhe 2, 200fpsT/wwawdte.govilewsenents/s i on , ”
pressreleasef01706/tc-obtainscourtjudgmentsaganst-californiabasedrobocallers
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ween $300fmmndt $4h W9 9pmuepvided nothi in retur
d copemmenmal information to apply r mew CTe
defendants with making many calls 0 cons ume
irsy, along with several othdelemel&ketong afidt]

S umer Fraud and Abuse Act
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2017, the FTC, along wi’sktnied stat
g defendants who as sbiassteedd Car i
ny, 1in running an illegal tele
ad s estettlteld ntgh etihre ’ef hi anwagl e sc hFanregde Gs

arred from robocalling and illega
Th cl
he

=
= L = e N

ettl ement order also 1n

| v =" o0 O
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, 500.

$2
gn ran from October 2011
approximat el n to 15 million illegal s
calls typica t perye rlkeacdb rbdecedn mseeslseacgtee d etl d
36decond research survey, “farPdtewdra ywhcircuhi steh etyo wohuel d
Bahamas. In reality, the’scazbhs swer-aalltyngnodst arf
packages. The ©lthegdl midbbooakl 9fgdonllars for CCI

e s
pay
a
i

i
0
a

—< O

" FederalfradeCo mmi s si on, “Caribbean Cruise Lines Robocall Operat.:i
February 21, 201https://www.ftc.gowmewseventspressrelease201702ftc-statesput-remainingdefendants
massivecaribbearcruise

72The nine states and one federallyned corporation were: Colorado, Florida, Indiana, Kgndississippi, Missouri,
North Carolina, Ohio, Washington, and the Tennessee Regulatory Authority. The attorneys general of these states
helped the FTC in bringing this case.
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AppendixE.Fi nes I mposed on Roboca
FCC, 2017

Changes in technology have made it easier and clk
information. To address this problémecushd boethra
on enforcement actions and on pursuing policies
block malicious robocalls

Adrian Abramovich

June 2017, the FCC tuadlkri ttshef 210019 édnmfidhc @ me 1Ct;
spedd $120 miiltlsi olna +fgiensed Bhereidda Abopcahler,
ramdAbchmawi dkelicecvede ¢t poh®Pinkilldseapfomorf ed robocall
e rf ithhhet e e monOhst bbd6s20¢611Ss, mbbpther@W were ma
% to landhe nea fnlesa pehsbeodr h b d c b ptohbwmbstgeywsg t he 1 ocal
caaanddeéehe dfiigaifttst tch’ se®woi phent number to encoura
swer thethkaldasl rewa gvommedwehreaad, a recorded mes s :
pmeep s hear about vacation deals from fravel «coc
d TripAdwioundd. téeahsbesred to call centers 1in N
uld ttythemseacation packages at Mexican ti mes
mpanies in the recorded messages.

Oé&"’ﬁ&'—‘@}@’_‘
copBpoOoBnTO< o "B

Philip Roesel

The FCC proposed a fine of $82 milPIilhins on r oboca
robocaller, doingpg omusdinsarsrsa ncse Wiulohies, reportedl:
million spoofed robocalls in viebbppemaefl the Tr
records, the FCC verified that 82, fGbomheal th 1ins
O¢ober 20Ivuathy oih7 Jmwsing falsified caller 1D i
these verified calls, which were found to target

infir mq nacnodmel ofwva mi 1 i e s .

73 Before a case can be settled, a case requires that after a fine has beatptopa®mpany must have an

opportunity to make its case and fully respond to the notice served. At the FCC, the Enforcement Bureau reviews the
case, conducts any additional investigation necessary, and makes any adjustments to the case as appuooiniate, in
reducing or even cancelling a fine if warranted. After this review, the case is either closed with a mutually agreeable
settlement or, if not settled, the FCC may vote to assess a fine through a forfeiture order. Even after the Forfeiture
Order, acompany may continue to challengeariorcement action before themamission. Once it has exhausted its

right to challenge aenforcement action before themamission, however, a company is required to pay the fine

imposed in the Forfeiture Order. If taempany does not do so within the required time, the fine is considered a debt to
the United States and is referred to the U.S. Department of Justice for a collection action.

“Federal Communications Commission, rgBbtmtegyheadeSdnc.taedr of Adr i
Mar keting Leade r-EBCD-1500020488, Citaian anel Oras, PrerEBcBrded Message Violations and
Wire Fraud, June 22, 201fttps://aps.fcc.govedocs_publidttachmatci/CG-17-80A1.pdf

“Federal Communications Commission, “In the Matter of Best
Wil mington Insur an-dED-1Q@0028195, CitatiorFand CrderNRserecom@bssage Violations
and Wire Fraud, August 4, 201https://apps.fcc.goeflocs_publidttachmatct#CG-17-107AL. pdf
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AppendixF.Pr oposed Leg'iflsll4at i on, 1|
Congresses

Bot hHausee and the Senate introduced legislation
consumers from fraudulent robocalls.

House of Representatives

One bill related to roboc#il Rs ,thidBeSnpoacsrsaccdy tihse Ho v
Strengt heneidgtty Cm sSpenmgdlih gCLYASE he ¢ h"e od 4 1

Congress). The DISCLOSE Act contained one relati
safety, poodibstiagpubbic service access points
proposed in the House of Representatives during

T expandedability of thee pFeGG Ittoi eismpose forfeit

T expanbedstatute wdré¢amedathenmazmwndum penalty
certain; violations
T expapdedibiti onisnaocnc uprrhddveid doitarhgpppetrys otnos
outside the United States 1if the recipient o
T dir epcrtoevdi der s ofs stpo otfaikneg sswalviscteeps as the F
prescribe to verify that users do not engage
T epanddeée deoffcmildeonident i’ftioc aitnicolnu dien ftoerxnmta t i on

me S Sa ge€ s

T amendkd federal c¢r i nriinmel tcoo dken otwi nngalkye iinti tai act
commercial robocall fr om iwiitehnitn wihteh iUmn ittheed S
United®States:;

1T diretchteedFTC to establish an office within the
to advise thet i FAC oMh ifintg®e usge mteiaorrgse;t a nd

T dir etchtee dFTC tDBDNGeRiisster ¥t hppr S Rsi onpr olii bhe

politiirdalnltyed recorded message telephone call
on that’ registry.

Senate

Legislation proposed daring this timeframe woulc

T diretchFeF €@o establish an office within the Bur
to advise on the prevention of fraud targeti:
he FCC to 1impose
caghangedperebat
ibitions on the

f authorized
regarding t
violate pro

forfeiture pena
not licensed by

t
h i
h use of robocall |

76 Without the prior written consent of the recipient.

"A“polidrnicadtleyd recorded message telephone call” is defined
recorded message that promotes, advertises, campaigns, or solicits donations for or against a political candidate or
regarding a political issueyo uses a political candidate’s name.
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T ameendlhe federal c¢criminal code tmwmsmake it a ci
commer ci &1 wiotbhoocwatl It he prior Wrriotmt en consent
within the Unitpeen$tatidhiar tthe dJnie¢eid States

The Senate has mnot passed any bills related to
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