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The Foreign Intelligence Surveillance Act:

Comparison of the Senate Amendment to

H.R. 3773 and the House Amendment to
the Senate Amendment to H.R. 3773

Summary

During the 110" Congress, several House and Senate committees have engaged
inoversight activities, including hearings and requestsfor expeditious production of
documents and information regarding the Administration’s warrantless foreign
intelligence surveillance programs, as possible changes to the Foreign Intelligence
Surveillance Act of 1978, as amended, (FISA) were explored. In July 2007, an
unclassified summary of the National Intelligence Estimateon“ The Terrorist Threat
totheU.S. Homeland” wasreleased. It expressed thejudgment, in part, that the U/S.
Homeland will face a persistent and evolving threat over the next three years, the
main threat coming from Islamic terrorist groups and cells, particularly Al Qaeda.
On August 2, 2007, the Director of National Intelligence (DNI) rel eased a statement
on “Modernization of the Foreign Intelligence Surveillance Act.” In his statement,
Admiral McConnell viewed such modernization as necessary to respond to
technol ogical changesand to meet the Nation’ scurrent intelligence collection needs.
He deemed it essentia for the intelligence community to provide warning of threats
to the United States. In his view, there were two critically needed changes: that a
court order should not be required for gathering foreign intelligence from foreign
targets located overseas; and that liability protection was needed for those who
furnished aid to the government in carrying out its foreign intelligence collection
efforts.

Both the House and the Senate have taken action on proposalsto address these
concerns, but the measures differ somewhat in content and approach. On November
15, 2007, the U.S. House of Representatives passed H.R. 3773, the RESTORE Act
of 2007. On February 12, 2008, the Senate passed S. 2248, asamended, then struck
all but theenacting clause of H.R. 3773, and inserted the text of S. 2248, asamended,
in its stead. On March 14, 2008, the House passed an amendment to the Senate
amendment to H.R. 3773. Both the House amendment and the Senate amendment
include significant changes to FISA, including provisions on the acquisition of
communications of non-U.S. personsand of U.S. personsabroad. Thetwo billstake
different approachesto someissuesthat have played asignificant rolein the ongoing
debate. For example, the Senate amendment would provideretroactiveimmunity for
electronic communications service providers who assisted the government in
intelligence activitiesbetween September 11, 2001 and January 17, 2007. TheHouse
amendment would provide for presentation to a court, with certain safeguards, of
evidence and arguments with respect to which state secrets privilege has been
asserted in covered civil actions against such electronic communications service
providers and other persons who furnished such aid to the government. The House
bill also provides for an audit of the Terrorist Surveillance Program and any other
wireless electronic surveillance programs, with reporting requirements, while the
Senate bill does not. This report provides an overview, a review of legisative
activity, and adetailed side-by-side comparison of the provisions of these two hills.
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The Foreign Intelligence Surveillance Act:

Comparison of the Senate Amendment to

H.R. 3773 and the House Amendment to
the Senate Amendment to H.R. 3773

Introduction

Recent media reports suggest possible movement in the negotiations on
legislation to amend the Foreign Intelligence Surveillance Act (FISA). These
negotiations are the most recent development in a wide range of legislative and
oversight activity in the 110" Congress regarding FISA.

During the 110" Congress, several House and Senate committees have engaged
inoversight activities, including hearings and requestsfor expeditious production of
documents and information regarding the Administration’s warrantless foreign
intelligence surveillance programs, as possible changes to the Foreign Intelligence
Surveillance Act of 1978, asamended, were explored. In July 2007, an unclassified
summary of the National Intelligence Estimate on “The Terrorist Threat to the U.S.
Homeland” wasreleased. It expressed thejudgment, in part, that the U.S. Homeland
will face a persistent and evolving threat over the next three years, the main threat
coming from Islamic terrorist groups and cells, particularly Al Qaeda. On August 2,
2007, the Director of National Intelligence (DNI) released a statement on
“Modernization of the Foreign Intelligence Surveillance Act.”? In his statement,
Admiral McConnell viewed such modernization as necessary to respond to
technol ogical changesand to meet the Nation’ scurrent intelligence collection needs.
He deemed it essential for the intelligence community to provide warning of threats
to the United States. He perceived two critically needed changes. First, he stated that
acourt order should not be required for gathering foreign intelligence from foreign
targets|ocated overseas, athough he did agree to court review of related procedures
after commencement of the needed collection. Second, he contended that liability

! See, e.g., Chris Strohm, “House Chairman Open To Republican Compromise On FISA,”
CongressDailyAM (June 4, 2008); Tim Starks, “Laobbyists Duel Over Rewrite of
Surveillance Law,” CQ Today (June 2, 2008); Ashley Rogue, “After Months of Gridlock,
Senate and House Negotiations on FISA Continue,” CongressNow (June 2, 2008); Chris
Strohm and Christian Bourge, “Key Republicans Offer Concessions To Kick-Start FISA
Bill,” CongressDailyAM (May 23, 2008); Chris Stronmand Christian Bourge, “ Rockefeller
Floats Proposal To Break Impasse Over FISA,” CongressDailyAM (May. 8, 2008).

2 Statement by Director of National Intelligence, Subject: Modernization of the Foreign
Intelligence Surveillance Act (FISA) (August 2, 2007), which may be found at
[http://www.odni.gov/press releases/20070802_rel ease.pdf].
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protection was needed for those who furnished aid to the government in carrying out
its foreign intelligence collection efforts.

Legislative Activity

On August 5, 2007, the Protect America Act of 2007 (PAA), P.L. 110-55, was
enacted into law with a 180-day sunset provision, providing atemporary solution to
concerns raised by the Director of National Intelligence. On January 28, 2008, a
cloture motion on an amendment proposed by Senator Reid to S. 2248 to extend the
sunset on the Protect AmericaAct for an additional 30 days (S.Amdt. 3918) fell short
of the required votes.®> On January 29, 2008, both the House and the Senate passed
H.R. 5104, a 15-day extension to the sunset for the Protect America Act, to allow
further timeto consider proposed | egidlation to amend FISA, while ensuring that the
intelligence community would havethe authority it needed in theintervening period.
It became which became P.L. 110-182. On February 13, 2008, the House rejected
H.R. 5349, which would have extended the sunset provision for an additional 21
days. Billshave been introduced in the Senate to extend the sunset from 180 to 210
days (S. 2541, S. 2556, and S. 2615), or to extend it to July 1, 2009 (S. 2557). The
Protect America Act sunseted on February 16, 2008. Under transitional provisions
in Section 6 of P.L. 110-55, acquisitions authorized while the PAA wasin force and
related directiveswould remainin effect until their expiration dates. Under theterms
of the PAA, such acquisitions could be authorized for up to one year.

The House and the Senate each have passed hills to provide a longer-term
statutory approach to these concerns. H.R. 3773, the Responsible Electronic
Surveillance That is Overseen, Reviewed, and Effective Act of 2007 or the
RESTORE Act of 2007, wasintroduced in the House of Representatives on October
9, 2007, and was referred to the House Judiciary Committee and the House
Permanent Select Committee on Intelligence. Thebill wasreported out of theHouse
Judiciary Committee, as amended, on October 12, 2007, H.Rept. 110-373, Part 1.
The same day, the measure was reported out of the House Permanent Select
Committee on Intelligence, as amended, H.Rept. 110-373, Part 2. On October 16,
2007, H.Res. 746 was reported out of the House Committee on Rules, H.Rept. 110-
385, providing for consideration of an amendment in the nature of a substitute, as
modified, to H.R. 3773, in lieu of the amended versions of H.R. 3773 reported out
of the House Judiciary Committee and the House Permanent Select Committee on
Intelligence. The resolution was agreed to on October 17, 2007. On November 15,
2007, the House passed H.R. 3773.

On October 26, 2007, S. 2248, the Foreign Intel ligence Surveillance Act of 1978
Amendments Act of 2007 or the FISA Amendment Act of 2007, an original bill, was
reported out of the Senate Select Committee on Intelligence by Senator Rockefeller,
S.Rept. 110-209. S. 2248 was referred to the Senate Judiciary Committee on
November 1, 2007. On November 16, 2007, S. 2248 wasreported out of the Senate
Judiciary Committee by Senator Leahy with an amendment in the nature of a
substitute, without awrittenreport. Thewritten report wasfiled on January 22, 2008,

3 Record VVote Number 4, 48-45.
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S.Rept. 110-258. On December 14, 2007, Senator Reid made a motion to proceed
with consideration of S. 2248, and presented a cloture motion on the motion to
proceed. The motion to proceed was then withdrawn. On December 17, 2007, the
Senate considered the motion to proceed with the measure. Cloture on the motion
to proceed wasinvoked by avote of 76-10.* After some debate in the closing hours
before the Senate broke for the holidays, a decision was made to revisit the measure
when the Members returned in January.

Senate floor activities on S. 2248 resumed on January 23 and 24, 2008. On
January 24, 2008, a modified version of the Senate Judiciary Committee's
amendment in the nature of a substitute to S. 2248 was tabled by a vote of 60-36.°
Senator Reid sought unanimous consent for consideration of the House-passed hill,
H.R. 3773, but Senator McConnell objected. Senator Rockefeller, for himself and
Senator Bond, proposed an amendment in the nature of a substitute to S. 2248
(S.Amdt. 3911, the Foreign Intelligence Surveillance Act of 1978 Amendments Act
of 2008 or the FISA Amendments Act of 2008). On January 28, 2008, a cloture
motion by Senator McConnell on this amendment failed to pass.® A number of other
amendments to S.Amdt. 3911 to S. 2248 were proposed and considered between
January 24 and February 12, 2008.”

On February 12th, pursuant to an agreement and order of January 31, 2008,
S, Amdt 3911 to S. 2248, as amended, was agreed to, and the bill was read for the
third time. The Senate then agreed to acloture motion on S. 2248. After debate, the
Senate passed S. 2248, as amended, by a vote of 68-29.2 Pursuant to the previous
order, H.R. 3773 was taken up, all but the enacting clause was stricken and the text
of S. 2248, as amended, wasinserted in lieu thereof. The bill was advanced to the
third reading, passed, and the motion to reconsider was laid upon the table. Passage
of S. 2248 wasthen vitiated and the bill wasreturned to the calendar. A messageon
the Senate action was sent to the House the following day.

On March 12, 2008, the House Rules Committee reported H.Res. 1041 to the
House. Theresolution passed the House two days later. Pursuant to the resolution,

4 Record Vote Number 435.
5 Record Vote Number 2.
8 Record VVote Number 3, 48-45.

’ For example, pursuant to an agreement and order of January 31, 2008, S.Amdt. 3909, as
modified; S.Amdt. 3932, as modified; S.Amdt. 3960, as modified; and S. Amdt. 3945 were
agreedto, while other amendmentswere scheduled for floor debate. S.Amdt. 3930fell short
of the requisite 60 votes and was withdrawn on February 6, 2008, Record V ote Number 7.
S.AAmdt. 3941 was agreed to, while SAmdt. 3913 and S Amdt. 3915 failed to pass on
February 7, 2008. S.Amdt. 3941 was agreed to by voice vote, while S Amdt. 3915 was
rejected by avote of 40-56, Record Vote Number 11, and S Amdt. 3913 wasrejected by a
vote of 38-57, Record Vote 12. On February 12, 2008, S Amdt 3910, S Amdt. 3979,
S.Amdt. 3907, S Amdt. 3912, S Amdt. 3927, and S Amdt. 3919 wererejected. Record Vote
Number 13, 57-41; Record Vote Number 14, 35-63; Record Vote Number 15, 31-67;
Record Vote 16, 37-60; Record Vote Number 17, 30-68; and Record Vote Number 18,
41-57; respectively.

8 Record Vote Number 20.
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the House considered and agreed to a House amendment to the Senate amendment
to H.R. 3773, adso entitled the Foreign Intelligence Surveillance Act of 1978
Amendments Act of 2008 or the FISA Amendments Act of 2008, by a vote of 213-
197, with one voting present (Roll no. 145). The House and Senate have not gone to
conferenceon FISA legislation. Instead, negotiations are ongoing to find ameans of
resolving their differences.

Summary of Selected Portions of the
Senate Amendment to H.R. 3773 and the
House Amendment to the Senate Amendment

Both the Senate amendment to H.R. 3773 and the House amendment to the
Senate amendment to H.R. 3773 include amendments to the Foreign Intelligence
Surveillance Act. The House amendment differs in a number of ways from the
Senate-passed version of thebill. For example, the Senate amendment to H.R. 3773
provides, in new section 701 of FISA, that nothing in the definition of “electronic
surveillance” under subsection 101(f) of FISA, 50 U.S.C. § 1801(f), shall be
construed to encompasssurveillancethat i stargeted in accordancewith proposedtitle
VII of the Foreign Intelligence Surveillance Act (FISA) at a person reasonably
believed to belocated outside the United States. The House hasno parallel provision
initsbill.

The two bills differ in their treatment of the role of the Foreign Intelligence
Surveillance Court (FISC) with respect to proceduresfor acquisitionsfor the purpose
of gathering foreign intelligence information of the contents of communications of
U.S. persons and non-U.S. persons |located outside the United States.

In the absence of an emergency authorization, the House amendment requires
prior approval by the FISC of the applicable targeting procedures, minimization
procedures, and certification before the Attorney General and the Director of
National Intelligence (DNI) may authorize acquisition of the contents of
communications of non-U.S. persons reasonably believed to be located outside the
United States. The FISC would have 30 days after a certification is submitted to
review the certification and thetargeting and minimization procedures and to approve
or deny an order regarding such an acquisition. The House bill also requires the
Attorney General, in consultation with the DNI, to adopt guidelines to ensure
compliance with limitations imposed by the bill on such acquisitions and to ensure
that an application isfiled under section 104 or 303 of FISA, if required by that act.
The guidelines are to be submitted to the FISC, the congressional intelligence
committees, and the House and Senate Judiciary Committees.

Under the House bill, if the FISC finds that the certification satisfies statutory
requirementsand targeting and minimization proceduresare consi stent with statutory
standards and constitutional requirements under the Fourth Amendment, the FISC
isto approvethe certification and use of the proceduresfor the acquisition. Inanon-
emergency situation, if the FISC finds that a certification or applicable procedures
fall short of these requirements, the court would deny the order, identify any
deficiency inthe certification or the procedures, and provide the government with an
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opportunity to correct such deficiency. If the Attorney General and the DNI
determine that an emergency situation exists, that immediate action by the
Government is required, and that time does not permit the completion of judicial
review prior to theinitiation of an acquisition, they may authorizethe acquisition and
submit acertification to the FI SC as soon as possible but in no event more than seven
days after the determination ismade. In the context of an emergency authorization,
the FISC would enter an order directing thegovernment, at thegovernment’ selection
and to the extent required by the FISC’s order, to correct any deficiency within 30
days or cease the acquisition.

In contrast, the Senate bill does not require prior approval by the FISC of
applicable certifications, targeting procedures and minimization procedures in
connection with the acquisition of communications of non-U.S. persons abroad, nor
doesit requireadoption and submission of complianceguidelines. Rather, the Senate
bill requires submission of a certification or atargeting or minimization procedure,
or an amendment thereto, to the FISC within five days of making or amending the
certification or adopting or amending the procedure. Where the Attorney General
and the DNI determine that immediate action is required and time does not permit
preparation of a certification prior to initiation of an acquisition, the Senate hill
requiresthe Attorney General andthe DNI to preparethe certification, including such
determination, within seven days after the determination ismade. If the FISC finds
that a certification meets statutory requirements and targeting and minimization
procedures are consistent with statutory requirements and meet constitutional
standards under the Fourth Amendment, the FISC would enter an order approving
continued use of the procedures involved. If the court finds that the required
standards are not met, then the FISC would enter an order directing the government,
at the government’ s el ection and to the extent required by the FISC order, to correct
any deficiencies within 30 days or cease the acquisition.

The House provides that nothing in its bill is to be construed to require an
application under section 104 of FISA for an acquisition that is targeted in
accordance with new section 703 of FISA at anon-U.S. person reasonably believed
to be located outside the United States. The Senate bill has no similar language.

Both bills provide for targeting of U.S. persons reasonably believed to be
located outside the United States for up to 90 days pursuant to a FISC order if
statutory criteria are met. Such an order could be renewed for additional 90 day
periods upon submission of renewal applications meeting the same standards. Inthe
case of an emergency authorization by the Attorney General of an acquisition, each
bill requires notice to a FISC judge by the Attorney Genera or his designee at the
timethe decision ismade to conduct such an acquisition and requiresthefiling of an
application for a FISC order within seven days of the Attorney Generd’s
authorization of the emergency acquisition. Applicable minimization procedures
would apply to such an acquisition. In the absence of ajudicia order approving an
acquisition originally authorized by the Attorney General on an emergency basis, the
acquisition would terminate when the information sought is obtained, when an
application for the order is denied, or when seven days have elapsed, whichever is
earliest. Without aFISC order, noinformation acquired or evidencederived froman
emergency acquisition, except under circumstances where the target of the
acquisition is determined not to be a U.S. person, may be received in evidence or
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disclosed in federal, state, or local proceedings; nor could any information
concerning a U.S. person acquired from such acquisition subsequently be used or
disclosed in any other manner by federal officers or employees without the consent
of such person, except with the approval of the Attorney General if the information
indicates athreat of death or serious bodily harm to any person.

TheHouseand Senatebillsdiffer asto how they craft language emphasizing the
exclusivity of FISA as a means of engaging in electronic surveillance to gather
foreign intelligence information. The House amendment would add a new section
to FISA, providing that “the procedures of chapters 119, 121, and 206 of title 18,
United States Code,® and [FISA] shall be the exclusive means by which electronic
surveillance and the interception of domestic wire, oral, or electronic
communications may be conducted,” except for “an express statutory authorization
for electronic surveillance or the interception of domestic wire, oral, or electronic
communications, other than asan amendment to thisAct or chapters 119, 121, or 206
of title 18, United States Code.” The Senate amendment to H.R. 3773 would add a
new section FISA, providing that “[t]he procedures of chapters 119, 121, and 206 of
title 18, United States Code, and [FISA] shall be the exclusive means by which
electronic surveillance (as defined in section 101(f), regardless of the limitation of
section 701) and the interception of domestic wire, oral, or electronic
communications may be conducted.”*°

Both bills would expand the definition of “foreign power” and “agent of a
foreign power” under FISA to addressgroupsor individuals, other than U.S. persons,
that engageininternational proliferation of weaponsof massdestruction or activities
in preparation therefor, athough the House and Senate definitions of these terms
differ somewhat. Both bills would also permit federal officers who engage in
electronicsurveillanceor physical searchesto obtainforeignintelligenceinformation
to consult with federal, state, or local law enforcement personnel to coordinate to
investigate against international proliferation of weapons of mass destruction.

WhileboththeHouse and the Senate provideprospectivelimitationsof liability
for those who furnish aid to the government in connection with acquisitions
authorized under their respective hills, they differ in their trestment of electronic
communication service providers who assisted the government with warrantless
electronic surveillancefor foreignintelligence purposes between September 11, 2001
and January 17, 2007. Titlell of the Senate’' sversion includes retroactive immunity
for electronic communication service providers who may have furnished aid to the
government from September 11, 2001, through January 17, 2007, if certain criteria
aresatisfied.* TheHousemeasuredoesnot afford retroactiveimmunity to electronic

® Chapter 119, 18 U.S.C. §8 2510 et seqg., deal swith interception of wire, oral and electronic
communications; chapter 121, 18 U.S.C. 88 2701 et seq., addresses stored wire and
electronic communicationsand transactional records access; and chapter 206, 18 U.S.C. 88
3121 et seq., concerns pen registers and trap and trace devices.

10 M edia accounts al so suggest that the exclusivity language is afocus of interest for those
seeking to negotiate language that is acceptable to both the House and the Senate. 1d.

1 The Senate rejected proposals to permit substitution of the United States as a party
(continued...)
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communi cations service providerswho may have furnished aid to the government in
connection withthe Terrorist Surveillance Program or other intelligence activitiesin
the wake of the terrorist attacks of September 11, 2001.12

Titlell of the House amendment provides a procedure by which a court, while
taking stepsto protect classified information, could examinesubmissions, arguments
and information with respect to which state secrets privilege has been asserted in
covered civil actions against such el ectronic communications service providers and
other persons who may have furnished such aid to the government. The Senate
amendment contains no parallel language.

In addition, the House amendment provides for an audit by the Inspector
Genera of the Department of Justice of the Terrorist Surveillance Program and any
similar programs. Within 30 days of completion of the audit, the bill would require
that the report be submitted to the House and Senate intelligence committees and the
House and Senate judiciary committees, along with any underlying documentation.
The Senate bill has no ssimilar provision. The House bill would also establish a
Commission on Warrantless Electronic Surveillance within the legislative branch.
No parallel provision existsin the Senate Amendment to H.R. 3773. The House hill
providesadditional manpower and training to facilitate submissionto and disposition
of applicationsto the FISC. The Senate amendment to H.R. 3773 does not address
thisissue.

In the following table, this report provides a detailed side-by-side comparison
of the provisions of these two measures, using H.R. 3773 as passed by the Senate as
the basis for the comparison. Astitle | of FISA defines a number of key terms
critical to understanding the import of the bills' language, a glossary of FISA terms
as defined in section 101 of FISA, 50 U.S.C. § 1801 is attached to assist in
understanding the effect of these measures.

11 (...continued)
defendant in pending law suitsagainst such telecommunicationscarriers. See, e.g., S. 2402,
S.Amdt. 3927.

2 Immunity for the telecommunication service providers who furnished aid to the
government in connection with awarrantless electronic surveillance program after 9/11 has
been apoint of contention in the FISA debate. Inthe House bill’ sjudicial aternativeto an
immunity grant, the court involved would seem to be a U.S. district court. A recent news
report indicates that the negotiators may be considering a proposal to placethisauthority in
the FISC instead of inaU.S. district court. See, Chris Strohm, “House Chairman Open To
Republican Compromise On FISA,” CongressDailyAM (June 4, 2008).
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Table 1. Comparison of the Senate Amendment to
H.R. 3773 and the House Amendment to the Senate Amendment to H.R. 3773

H.R. 3773 (S. 2248) as passed by the Senate

H.R. 3773 — House Amendment to the Senate Amendment

Short Title— “Foreign Intelligence Surveillance Act of 1978 Amendments Act
of 2008” or the “FISA Amendments Act of 2008"

Short Title— “Foreign Intelligence Surveillance Act of 1978 Amendments Act
of 2008” or the “FISA Amendments Act of 2008"

Limitation on Definition of Electronic Surveillance

Subsection 101(a) of the bill strikes the existing title VII of FISA and replaces
it with anew title VII.

Limitation on Definition of Electronic Surveillance: Under new section 701
of anew title VII of FISA, nothing in the definition of “electronic surveillance”
under subsection 101(f) of FISA, 50 U.S.C. § 1801(f), shall be construed to
encompass surveillance that is targeted in accordance with proposed title V11 of
theForeign Intelligence Surveillance Act (FISA) at aperson reasonably believed
to be located outside the United States. Subsection 101(a)(2) of the bill.

Similar provision. Subsection 101(a) of the bill.

No similar provision.

Definitions

New section 702 of FISA: Definitions. See also new section 801 of FI SA on
definitions. Uses existing definitions from section 101 of FISA of the terms
“agent of a foreign power”, “Attorney General”, “contents’, “electronic
surveillance”, “foreign intelligence information”, “foreign power”,
“minimization procedures’, “person”’, “United States’, and “United States
person”, except as specifically provided in the new title VII of FISA. Provides
new definitions of  “congressional intelligence committees’, “Foreign

New section 701 of FISA: Definitions. Uses existing definitions from section
101 of FISA of the terms “agent of a foreign power”, “Attorney Genera”,
“contents’, “electronic surveillance”, “foreign intelligence information”,
“foreign power”, “minimization procedures’, “person”, “United States’, and
“United States person”, except as specifically provided in the new title VIII of
FISA. Provides new definitions of “congressional intelligence committees”,
“Foreign Intelligence Surveillance Court” and “Court”, “Foreign Intelligence
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H.R. 3773 (S. 2248) as passed by the Senate

H.R. 3773 — House Amendment to the Senate Amendment

Intelligence Surveillance Court” and* Court”, “ Foreign Intelligence Surveillance
Court of Review” and “Court of Review”, “electronic communication service
provider”, and “element of the intelligence community”.

Surveillance Court of Review” and “Court of Review”, “electronic

communication service provider”, and “intelligence community”.

Targeting of Persons Other Than U.S. Persons Reasonably Believed to be Outside the United States to Acquire Foreign Intelligence

Information

Subsection 101(a)(2) of the bill, new section 703 of FISA: Permits Attorney
Genera (AG) and the Director of National Intelligence (DNI) to jointly
authorize, for up to 1 year, targeting of personsreasonably believed to be outside
United Statesother than U.S. personsto acquireforeignintelligenceinformation
(seeglossary for definition of Attorney General, subsection 101(g) of FISA, and
of United States person, subsection 101(i) of FISA). Such an acquisition:

— may not intentionally target any person known at the time of the acquisition
to be located in the United States

— may not intentionally target a person reasonably believed to be located
outsidethe United Statesif the purpose of the acquisitionistotarget aparticular,
known person reasonably believed to be in the United States, except in
accordance with title | (dealing with electronic surveillance) or title 111 (dealing
with pen registers and trap and trace devices) of FISA.

— may not intentionally target a U.S. person reasonably believed to be located
outside the U.S., except in accordance with new sections 704, 705, or 706 of
FISA;

Subsection 101(a)(2) of thebill, new section 702 of FI SA: PermitstheAG and
DNI, pursuant to a FISC order approving the AG/DNI certification, applicable
targeting procedures and minimization procedures under new subsection
702(i)(3) or an emergency determination under subsection 702(g)(1)(B), to
jointly authorize for up to 1 year targeting of non-U.S. persons reasonably
believed to be located outside the United States to acquire foreign intelligence
information. [Emphasisadded.] Such an acquisition:

— may not intentionally target any person known at the time of acquisition to
be located in the United States;

— may not intentionally target a person reasonably believed to be located
outsidethe United Statesin order to target aparticular, known person reasonably
believed to be in the United States;

— may not intentionally target aU.S. person reasonably believed to be located
outside the United States;
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— shall not intentionally acquire any communication asto which the sender and
all intended recipients are known at the time of the acquisition to be located in
the U.S.

— must be conducted in a manner consistent with the fourth amendment to the
U.S. Constitution. New subsection 703(a), (b).

Conduct of acquisition: Such an acquisition may be conducted only in
accordance with an AG/DNI certification; targeting procedures, and
minimization procedures. New subsection 703(c).

— may not intentionally acquire any communication asto which the sender and
all intended recipients are known at the time of the acquisition to be located in
the United States; and

— shall be conducted in amanner consistent with the fourth amendment to the
Constitution of the United States. New subsection 702(a), (b).

Conduct of acquisition: Such an acquisition may only be conducted in
accordance with an AG/DNI certification under new subsection 702(g) or an
emergency determination under new subsection 702(g)(1)(B), targeting
procedures, minimization procedures, and guidelines for compliance with the
above limitations and with requirements for filing an application under section
104 for electronic surveillance or 303 for physical searcheswhererequired. New
subsections 702(c), (f).

Adoption of Targeting Procedures, Minimization Procedures, Certifi

cations, and Guidelines

Adoption of targeting procedures: Under new subsection 703(d), the AG, in
consultation with the DNI, shall adopt targeting procedures that are reasonably
designed to ensure that any acquisition authorized under subsection 703(a) is
limited to targeting personsreasonably believed to belocated outside the United
States and does not result in the intentional acquisition of any communication as
to which the sender and all intended recipients are known at the time of the
acquisition to be located in the United States.

Similar provision, new subsection 702(d).

Adoption of minimization procedures. Under new subsection 703(e), the AG,
in consultation with the DNI, shall adopt minimization proceduresthat meed the

Similar provision, new subsection 702(e).
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definition of minimization procedures under subsection 101(h) or subsection
301(4) of FISA for acquisitions authorized under new subsection 703(a).

Requirements for AG/DNI certification as prerequisite to an acquisition,
new subsection 703(f) of FISA: Subject to subparagraph (B), beforeinitiation
of an acquisition, the AG and the DNI shall provide, under oath, a written
certification attesting that:

— there are reasonabl e procedures in place for determining that the acquisition
authorized is targeted at persons reasonably believed to be located outside the
United States and that such procedures have been approved by, or will be
submitted within 5 days for approval by, the FISC;

— there are reasonabl e proceduresin place for determining that the acquisition
authorized under subsection 703(a) does not result in the intentional acquisition
of any communication as to which the sender and all intended recipients are
known at the time of the acquisition to be located in the United States, and that
such procedures have been approved by, or will be submitted within 5 days for
approval by, the FISC;

No similar provision.

— the procedures are consistent with the requirements of the fourth amendment
tothe U.S. Constitution and do not permit theintentional targeting of any person
who isknown at the time of acquisition to be located in the United States or the

Requirementsfor AG/DNI certification, new subsection 702(g): Subject to
subparagraph (B), if the AG and the DNI seek to authorize an acquisition under
this section, the AG and the DNI shall provide, under oath, a written
certification, attesting that:

— there are reasonabl e procedures in place for determining that the acquisition
authorized is targeted at persons reasonably believed to be located outside the
United States and such procedures have been submitted to the FISC; and

— there are reasonabl e proceduresin place for determining that the acquisition
does not result in the intentional acquisition of any communication as to which
the sender and all intended recipients are known at the time of the acquisition to
be located in the United States, and such procedures have been submitted to the
FISC,

— guidelines have been adopted in accordance with subsection (f) to ensure
compliance with the limitationsin subsection (b) and to ensure that applications
arefiled under section 104 or section 303, if required by this Act;

— the targeting procedures, minimization procedures, and guidelines referred
toin clauses 702(g)(2)(A)(i), (ii), and (iii) are consistent with the requirements
of the fourth amendment to the Constitution of the United States;




CRS-12

H.R. 3773 (S. 2248) as passed by the Senate

H.R. 3773 — House Amendment to the Senate Amendment

intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the
United States;

— a significant purpose of the acquisition is to obtain foreign intelligence
information;

— under new subsection 703(€), the minimization procedures to be used with
respect to such acquisition meet the definition of minimization proceduresunder
subsection 101(h) (minimization proceduresin connection with FISA electronic
surveillance) or 301(4) (minimization procedures in connection with FISA
physical searches) of FISA; and have been approved by, or will be submitted
within 5 days for approval by, the FISC pursuant to new subsection 703(h)(4).

— the acquisition involves obtaining the foreign intelligence information from
or with the assistance of an electronic communication service provider;

— the acquisition does not constitute electronic surveillance, as limited by
section 701,

No similar provision.

— the certification must be supported, as appropriate, by the affidavit of any
appropriate official in the area of national security who is appointed by the
President, by and with the consent of the Senate; or the head of any element of
the intelligence community.

— a significant purpose of the acquisition is to obtain foreign intelligence
information;

— the minimization proceduresto be used with respect to such acquisition meet
the definition of minimization procedures under section 101(h) or section 301(4)
in accordance with new subsection 702(e) and have been submitted to the FISC;

— the acquisition involves obtaining the foreign intelligence information from
or with the assistance of an electronic communication service provider;

No similar provision.

— the acquisition complies with the limitations in subsection (b);

— the certification must be supported, as appropriate, by the affidavit of any
appropriate official in the area of national security who is appointed by the
President, by and with the consent of the Senate; or the head of an element of the
intelligence community;
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No similar provision.

— Such acertification is not required to identify the specific facilities, places,
premises, or property at which the acquisition will be directed or conducted.

Exceptiontocertificationrequirement wher eimmediategover nment action
required: Under new subsection 703(f)(1)(B), if the AG and the DNI determine
that immediate federal government action is required and time does not permit

— the certification must include —

— an effective date for the authorization that is between 30 and 60 days
from the submission of the written certification to the court; or

— if the acquisition has begun or will begin in less than 30 days from the
submission of the written certification to the court —

— the date the acquisition began or the effective date for the acquisition;

— adescription of why implementation was required in less than 30 days
from the submission of the written certification to the court; and

— if the acquisition is authorized under paragraph (1)(B), the basisfor the
determination that an emergency situation exists, immediate action by the
government isrequired, and time doesnot permit the compl etion of judicial
review prior to the initiation of the acquisition.

— A certification made under this subsection is not required to identify the
specific facilities, places, premises, or property at which the acquisition will be
directed or conducted.

Exception to certification requirement for emergency authorization: Under
new subsection 702(g)(1)(B), if the AG and the DNI determine that an
emergency situation exists, immediate action by the Government isrequired, and




CRS-14

H.R. 3773 (S. 2248) as passed by the Senate

H.R. 3773 — House Amendment to the Senate Amendment

the preparation of a certification beforeinitiation of an acquisition, the AG and
the DNI shall prepare a certification, including such determination, as soon as
possible but in no event more than 7 days after the determination is made.

Submission of certification and supporting affidavit to FISC: The AG must
transmit a copy of a certification and any supporting affidavit under seal to the
FISC as soon as possible within 5 days after such certification is made, there to
be maintained under security measures adopted by the Chief Justice of the
United States and the AG, in consultation with the DNI. The certification shall
be subject to judicia review under subsection 703(h).

time does not permit the completion of judicial review pursuant to subsection (i)
prior to theinitiation of an acquisition, the AG and the DNI may authorize the
acquisition and shall submit to the Foreign Intelligence Surveillance Court a
certification under this subsection as soon as possible but in no event more than
7 days after such determination is made.

Submission of certification and supporting affidavit to FISC: The AG shall
transmit a copy of a certification and any supporting affidavit under seal to the
FISC before the initiation of an acquisition under this section, except in
accordance with paragraph (1)(B). The AG shall maintain such certification
under security measuresadopted by the Chief Justice of the United Statesand the
AG, in consultation with the DNI. The certification submitted pursuant to this
subsection shall be subject to judicial review pursuant to subsection 702(i).

No similar provisions.

Criteriafor guidelines: Theguidelinesfor compliance, which must be adopted
by the AG in consultation with the DNI, are to contain specific criteria for
determining whether a significant purpose of an acquisition is to acquire the
communications of a specific U.S. person reasonably believed to be located in
the United States. Such criteria shall include consideration of whether —

— the department or agency of the Federal Government conducting the
acquisition has made an inquiry to another department or agency of the Federal
Government to gather information on the specific U.S. person;

— the department or agency of the Federal Government conducting the
acquisition has provided information that identifies the specific U.S. person to
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No similar provision.

No similar provision.

another department or agency of the Federal Government;

— the department or agency of the Federal Government conducting the
acquisition determines that the specific U.S. person has been the subject of
ongoing interest or repeated investigation by a department or agency of the
Federal Government; and

— the specific U.S. person is a natural person.

Trainingwithregardtoguidelines: TheDirector of National Intelligenceshall
establish a training program for appropriate personnel of the intelligence
community to ensure that the guidelines adopted pursuant to paragraph (1) are
properly implemented.

Submission of guidelines to congressional intelligence and judiciary
committeesand totheFISC: The Attorney General shall submit theguidelines
adopted pursuant to paragraph (1) to the congressional intelligence committees;
the Committees on the Judiciary of the House of Representativesand the Senate;
and the Foreign Intelligence Surveillance Court. New subsection 702(f).

Directives and Judicial Review of Directives

Directivesto electr onic communication service provider in connection with
an acquisition authorized jointly by the AG and the DNI, new subsection
703(g) of FISA: The AG and the DNI may direct in writing an electronic
communication service provider toimmediately providethe government with all

Directivesto electr onic communication service provider in connection with
an acquisition authorized jointly by the AG and the DNI pursuant to an
order issued by the FISC in accordance with subsection 702(i)(3) or an
emergency determination under subsection 702(g)(1)(B), new subsection
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information, facilities, or assistance necessary to accomplish the acquisition in
amanner that will protect the secrecy of the acquisition and produce aminimum
of interference with the services that such electronic communication service
provider is providing to the target; and to maintain under security procedures
approved by the AG and the DNI any records concerning the acquisition or the
aid furnished that such electronic communication service provider wishes to
maintain.

702(h) of FISA: The AG and the DNI may direct in writing an electronic
communication service provider toimmediately providethe government with all
information, facilities, or assistance necessary to accomplish the acquisition
authorized in accordance with this section in a manner that will protect the
secrecy of the acquisition and produce a minimum of interference with the
servicesthat such electronic communication service provider isproviding to the
target of the acquisition; and maintain under security proceduresapproved by the
AG and the DNI any records concerning the acquisition or the aid furnished that
such electronic communication service provider wishes to maintain.

Compensation: The federal government shall compensate, at the prevailing
rate, an electronic communication service provider for providing information,
facilities, or assistance.

Similar provision.

Release from liability for electr onic communication service provider swho
furnish aid tothegover nment pursuant to such adirective: Notwithstanding
any other law, no cause of action shall lie in any court against any electronic
communication service provider for providing any information, facilities, or
assistance in accordance with such adirective.

Similar provision.

Challenging of directives: Permits an electronic communication service
provider receiving such adirective to challengeit by filing a petition to modify
it or setit asidewiththe FISC. Within 24 hours, the presiding judge of the FISC
would assign the petition to ajudge of the FISC petition review pool established
under subsection 103(e)(1) of FISA, 50 U.S.C.8§ 103(e)(1).

Standard of review: Thejudge considering the petition to modify or set aside

Similar provision.

Similar provision, except reference isto new section 702 of FISA.
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adirective may grant it only if the judge finds that the directive does not meet
the requirements of new section 703 of FISA or is otherwise unlawful.

Procedures for Initial Review of Petition: A judge shall conduct an initial
review not later than 5 days after being assigned a petition. If the judge
determines that the petition consists of claims, defenses, or other legal
contentionsthat are not warranted by existing law or by anonfrivol ous argument
for extending, modifying, or reversing existing law or for establishing new law,
thejudge shall immediately deny the petition and affirm the directive or any part
of the directive that is the subject of the petition and order the recipient to
comply with the directive or any part of it. Upon making such a determination
or promptly thereafter, the judge shall provide awritten statement for therecord
of the reasons for a determination under this subparagraph.

Proceduresfor Plenary Review: If ajudge determinesthat a petition requires
plenary review, the judge shall affirm, modify, or set aside the directive that is
the subject of that petition within 30 days of assignment of the petition to that
judge. Exception to 30 day time limit: The judge may extend the 30 day time
frame as needed to comport with the Fifth Amendment due processclause. Such
extension must be by order stating the reasons therefor. Unless the judge sets
aside the directive, he or she shal immediately affirm or affirm with
modifications the directive, and order the recipient to comply with the directive
initsentirety or asmodified. Thejudge shall provide awritten statement for the
records of the reasons for a determination under this subparagraph.

Continued Effect: Any directive not explicitly modified or set aside under this

Similar provision.

Similar provision.

Similar provision.
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paragraph shall remain in full effect.

Contempt of Court: Failure to obey an order of the FISC issued under this
paragraph may be punished as contempt of court.

Similar provision.

Enforcement of new subsection 703(h) directives: In a case of failure to
comply with such a directive, the AG may petition the FISC for an order to
compel compliance. The presiding judge of the FISC shall assign the case to a
judge of the petition review pool of the FISC within 24 hours of filing of the
petition.

Standard for review: A judge considering a petition filed under subparagraph
(A) shall issue an order requiring the el ectronic communication service provider
to comply with the directive or any part of it, as issued or as modified, if the
judge finds that the directive meets the requirements of this section, and is
otherwise lawful.

Proceduresfor review: Thejudge shall render a determination not later than
30 days after being assigned a petition filed under subparagraph (A), unlessthe
judge, by order for reasons stated, extendsthat timeif necessary to comport with
the due process clause of the fifth amendment to the Constitution of the United
States. The judge shall provide awritten statement for the record of the reasons
for a determination under this paragraph.

Contempt of Court: Failure to obey an order of the FISC issued under this
paragraph may be punished as contempt of court.

Enforcement of new subsection 702(g) directives: Similar provisions.

No similar provision.

Proceduresfor review: A judge considering such apetition shall issuean order
requiring the electronic communication service provider to comply with the
directive or any part of it, as issued or as modified not later than 30 days after
being assigned the petition if the judge finds that the directive meets the
requirements of this section and is otherwise lawful. The judge shall provide a
written statement for the record of the reasons for a determination under this

paragraph.

Similar provision.
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Service of process: Any process under this paragraph may be served in any
judicial district in which the el ectronic communication service provider may be
found.

Similar provision.

Appeal totheForeign I ntelligence Surveillance Court of Review (FI SCR) of
an FISC order affirming, modifying, or setting aside a directive, or
punishingfailuretoobey such an order: Anappeal to the FISCR may befiled
by the government or an electronic communication service provider receiving
such adirective. The FISCR shall have jurisdiction to consider such a petition
and shall provide awritten statement for the record of the reasons for adecision
under this paragraph.

Certiorari to the U.S. Supreme Court: The government or an electronic
communication service provider receiving a such a directive may petition the
U.S. Supreme Court for review of an such an FISCR decision The record for
such review shall be transmitted under seal to the Supreme Court, which shall
have jurisdiction to review such decision.

Similar provision.

Similar provision.

Judicial Review of Certifications, Targeting Procedures and Minimization Procedures

Jurisdiction of FISC: The FISC shall have jurisdiction to review any
certification required by new subsection 703(c), and targeting procedures and
mi nimization procedures adopted under new subsections 703(d) and (€).

Submission of certifications, targeting procedures or minimization
procedurestotheFI SC: Certifications, targeting procedures, and minimization

Jurisdiction of FISC: The FISC shall have jurisdiction to review any
certification submitted pursuant to new subsection 702(g), and targeting
procedures and minimization procedures adopted under new subsections 702(d)
and (e).

No similar provision.
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procedures areto be submitted by the AG to the FISC within 5 daysafter making
or amending the certification or adopting the procedures.

No similar provision.

Judicial review of certifications: Under subsection 703(h), the FISC shall
review the certification to determine whether the certification contains all the
required elements.

Judicial review of targeting procedures. Under subsection 703(h), the FISC
shall review the targeting procedures required by subsection (d) to assess
whether the procedures are reasonably designed to ensure that the acquisition
authorized under subsection (a) islimited to the targeting of persons reasonably
believed to be located outside the United States and does not result in the
intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the
United States.

Judicial review of minimization procedures. Under subsection 703(h) of
FISA, the FISC shall assess whether such procedures meet the definition of
minimization procedures under section 101(h) or section 301(4).

Time period for review: The Court shall review the certification submitted
pursuant to new subsection 702(g) and the targeting and minimization
procedures required by new subsections 702(d) and (€) and approve or deny an
order under this subsection not later than 30 days after the date on which a
certification is submitted.

Judicial review of certifications: The FISC shall review the certification to

determine whether the certification contains all the required elements.

Similar provision, new subsection 702(i).

Similar provision, new subsection 702(i) of FISA.
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Approval of certifications, targeting procedures and minimization
proceduresby theFI SC: Under new subsection 703(h)(5) of FISA, if the FISC
finds the certification contains all such required elements and the targeting
procedures and the minimization procedures meet the required standardsand are
consistent with the fourth amendment to the U.S. Constitution, the court must
enter an order approving the continued use of the procedures for the acquisition
authorized under new subsection 703(a) of FISA.

Correction of deficiencies: If the FISC finds that a certification required by
new subsection 703(f) of FISA does not contain al of the required elements, or
that the procedures required by new subsections 703(d) and (€) are not consistent
with the requirements of those subsections or the fourth amendment to the
Constitution of the United States, the Court shall issue an order directing the
Government to, at the Government’s election and to the extent required by the
FISC' sorder, correct any deficiency identified by the FISC’ sorder not | ater than
30 days after the date the FISC issues the order; or cease the acquisition
authorized under new subsection 703(a). Simultaneously with the orders, the
FISC must provide a written statement for the record of the reasons for its
decision.

Approval of certifications, targeting procedures and minimization
procedures by the FISC: If the FISC finds that a certification submitted
pursuant to new subsection 702(g) of FISA containsall of the required elements
and that the proceduresrequired by new subsections 702(d) and (€) are consistent
withtherequirements of those subsections and with the fourth amendment to the
Constitution of the United States, the FISC shall enter an order approving the
certification and the use of the procedures for the acquisition.

Correction of deficiencies: If the FISC finds that a certification submitted
pursuant to new subsection 702(g) of FISA does not contain al of the required
elements or that the procedures required by subsections 702(d) and (€) are not
consistent with the requirements of those subsections or the fourth amendment
to the Constitution of the United States —

— in the case of a certification submitted in accordance with new subsection
702(9)(D)(A) of FISA, the Court shall deny the order, identify any deficiency in
the certification or procedures, and provide the Government with an opportunity
to correct such deficiency; and

— in the case of a certification submitted in accordance with new subsection
702(g)(1)(B) of FISA, the Court shall issue an order directing the Government
to, at the Government’ s el ection and to the extent required by the Court’ s order:

— correct any deficiency identified by the Court not later than 30 days
after the date the Court issues the order; or
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— cease the acquisition authorized under new subsection 702(g)(1)(B) of
FISA.

Simultaneously with the orders, the FISC must provide a written statement for
the record of the reasons for its decision.

Appeals of any FISC order under section 703 to FISCR and petitions for
certiorari to the U.S. Supreme Court: Under new subsection 703(h)(6) of
FISA, the government may appeal any FISC order under this section to the
FISCR and may file apetition for certiorari to the U.S. Supreme Court to review
an FISCR decision. The FISCR must provide awritten statement of the reasons
for its decision.

Similar provision, new subsection 702(i)(4) of FISA.

Continuation of acquisition pending rehearing or appeal. Any acquisition
affected by an order under new subsection 703(h)(5) of FISA to correct
deficiencies within 30 days or to cease the acquisition may continue during the
pendency or any rehearing or the order by the FISC en banc. (See subsection
109(b) of the hill creating FISC en banc authority. Section 109 of the bill gives
the FISC authority, on its own initiative, or upon the request of the government
or of a party under subsections 501(f) or new subsections 703(h)(4) or (5) of
FISA, to hold ahearing or rehearing en banc when ordered by a mgority of the
FISC judges upon a determination that en banc consideration is necessary to
secureor maintainuniformity of thecourt’ sdecisions, or the proceeding involves
aquestion of exceptional importance.)

If the government appeals an order under section 703 of FISA, any

Continuation of acquisition pending rehearing or appeal: Any acquisition
affected by an order under new subsection 702(i)(3)(B)(ii) of FISA (dealing with
a certification submitted to the FISC within 7 days of an emergency
authorization) to correct deficiencies within 30 days or to cease the acquisition
may continue during the pendency or any rehearing or the order by the FISC en
banc. (See subsection 109(b) of the bill creating FISC en banc authority.
Section 109 of thebill givesthe FISC authority, onitsowninitiative, or upon the
request of the government or of a party under subsections 501(f) or new
subsections 703(h)(4) or (5) of FISA, to hold a hearing or rehearing en banc
when ordered by a majority of the FISC judges upon a determination that en
banc consideration is necessary to secure or maintain uniformity of the court’s
decisions, or the proceeding involves a question of exceptional importance.)

— If the government appeals an order under section 702 of FISA, any
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acquisition affected by an order under subsection 703(h)(5)(B) may continue
until the FISCR enters an order regarding implementation of a correction order
pending appeal under subsection 703(h)(5)(C).

Implementation of any or all of a deficiency order pending appeal: Under
subsection 703(h)(6)(C) of FISA, not later than 60 days after the filing of an
appeal of an FISC order under subsection 703(h)(5)(B), directing the correction
of a deficiency, the FISCR shall determine and enter a corresponding order
regarding whether all or any part of the correction order, as issued or as
modified, shall be implemented during the pendency of the appeal.

acquisition affected by an order under new subsection 702(i)(3)(B)(ii) (dealing
with a certification submitted to the FISC within 7 days of an emergency
authorization) to correct deficiencies within 30 days or to cease the acquisition
may continueuntil the FISCR entersan order under new subsection 702(i)(4) (A).

Implementation of any or all of a deficiency order pending appeal: Under
subsection 702(i)(3)(C)of FISA, not later than 60 days after the filing of an
appeal of an FISC order under subsection 702(i)(3)(B), directing the correction
of a deficiency, the FISCR shall determine and enter a corresponding order
regarding whether all or any part of the correction order, as issued or as
modified, shall be implemented during the pendency of the appeal. The
Government shall conduct an acquisition affected by such an order issued under
paragraph (3)(B)(ii) in accordance with an order under issued under subsection
702(i)(3)(C) or cease the acquisition.
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Judicial Proceedings

Expedited proceedings: Judicia proceedings shall be as expeditious as
possible. New subsection 703(i) of FISA.

No similar provision.

All petitions under new section 703 of FISA areto be filed under seal. Upon the
request of thegovernment, any government submission or portionsthereof which
may include classified information shall be reviewed ex parte and in camera.
Records of such proceedings must be maintained under security measures
adopted by the Chief Justice of the United Statesin consultationwiththe AG and
the DNI. A directive or an order granted under new section 703 of FISA must
be retained for at least 10 years. New subsection 703(k) of FISA.

Expedited proceedings: Judicial proceedings under this section shall be
conducted as expeditiously as possible. New subsection 702(j)(1) of FISA.

Time limits: A time limit for a judicia decision in this section shall apply
unless the Court, the Court of Review, or any judge of either the Court or the
Court of Review, by order for reasons stated, extends that time for good cause.
New subsection 702(j)(2) of FISA.

Similar provision. New subsection 703(k) of FISA.

Replacement and Reauthorization of Authorizations in Effect; Schedule

No similar provision.

Replacement of Authorizationsin Effect under PAA: Under new subsection
702()(5)(A) of FISA, if the AG and the DNI seek to replace an authorization
issued under section 105B of FISA, as added by section 2 of the PAA, the AG
and DNI shall, to the extent practicable, submit to the FISC acertification under
new subsection 702(g) of FISA, and the targeting and minimization procedures
and compliance guidelines required by new subsections 702(d), (€), and (f) of
FISA at least 30 days before the expiration of the PAA authorization involved.
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No similar provision. Reauthorization of Authorizations in Effect: Under new subsection
702(i)(5)(B), if the AG and the DNI seek to replace an authorization i ssued under
this section (which appears to refer to authorizations issued under new section
702 of FISA), the AG and DNI shall, to the extent practicable, submit to the
FISC acertification under new subsection 702(g) of FISA, and the targeting and
minimi zati on proceduresand compliance guidelinesrequired by new subsections
702(d), (e), and (f) of FISA at least 30 days before the expiration of the
authorization involved.

No similar provision. Consolidated submissions: Under new subsection 702(i)(5)(C) of FISA, the
AG and DNI shall, to the extent practicable, annually submit to the FISC a
consolidation of certifications under subsection (g) for reauthorization of
authorizationsin effect; the targeting procedures, minimization procedures, and
compliance guidelines required by new subsections 702(d), (e), and (f) of FISA;
and the annual review required by new subsection 702(1)(3) to be conducted by
each element of theintelligence community conducti ng an acquisition under new
subsection 702(a) to determine whether there is reason to believe that foreign
intelligence information has been or will be obtained from the acquisition.

— To the extent practicable, the AG and DNI shall schedule the completion of

the annual review required under new subsection 703(1)(3) and the semiannual
assessment required under subsection 702(1)(1) so that they may be submitted to
the FISC at the time of the consolidated submission under new subsection
702(i)(5)(C). New subsection 702(i)(5)(D) of FISA.

— This shall not be construed to preclude the DNI and AG from submitting
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certifications for additional authorizations at other times of the year as needed.
New subsection 702(i)(5)(E) of FISA.

— At or before the end of the time period for which a certification and
applicable targeting procedures and minimization procedures are approved by
a FISC order under new section 702, the FISC may assess compliance with the
minimization procedures by reviewing the circumstances under which
information concerning U.S. persons was acquired, retained, or disseminated.
New subsection 702(i)(6) of FISA.

Assessments and Reviews

Semiannual Assessment: Not lessthan every six months, the AG and DNI shall
assess compliance with targeting and minimization procedures. Assessments
shall be submitted to the FISC and the congressional intelligence committees.

Agency Assessment: Inspectors General (IGs) of USDOJ and of any element
of the intelligence community authorized to acquire foreign intelligence
information under new subsection 703(a) of FISA are authorized to review
compliance with targeting and minimization procedures by their department,
agency, or element. Inconnection with such acquisitions, these |Gs shall review
the number of disseminated intelligence reports containing a reference to a
United States person identity and the number of U.S. person identities
subsequently disseminated by the element concerned in response to requests for
identities that were not referred to by name or titlein the original reporting; and

Semiannual Assessments. Not less than every six months, the AG and DNI
shall assess compliance with targeting and minimization procedures and
compliance guidelines. Assessments shall be submitted to the FISC, the
congressional intelligence committees and the House and Senate Judiciary
Committees. New subsection 702(1).

Agency Assessment: Similar, but not identical provision. The points of
difference are: The IGs of USDOJ and of any element of the intelligence
community authorized to acquire foreign intelligence information under new
subsection 702(a) of FISA are authorized to review compliance with targeting
and minimization procedures and compliance guidelines by their department or
element. The review shall be provided not only to the AG, the DNI and the
congressional intelligence committees, but also to the House and Senate
Judiciary Committees and the FISC. [Emphasis added.] New subsection
702(1)(2).
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the number of targets later determined to be located in the United States and, to
the extent possible, whether their communicationswere reviewed. Each review
shall be provided to the AG, the DNI, and the congressional intelligence
committees.

Annual Review: The head of an element of the intelligence community
conducting an acquisition under new subsection 703(a) of FISA shall direct that
element to conduct an annual review to determine whether there is reason to
believe that foreign intelligence information has been or will be obtained from
the acquisition. Such annual review shall include the number of disseminated
intelligence reports containing areference to a U.S. person identity; the number
of U.S. person identities subsequently disseminated by that element in response
to requestsfor identitiesthat were not referred to by name or title in the original
reporting; and the number of targets that were later determined to be located in
the United Statesand, to the extent possibl e, whether their communicationswere
reviewed. Theannual review shall aso include a description of any procedures
devel oped by the head of an element of theintelligence community and approved
by the DNI to assess, in amanner consistent with national security, operational
requirements and the privacy interests of U.S. persons, the extent to which the
acquisitions authorized under new subsection 703(a) of FISA acquire the
communications of U.S. persons, aswell as the results of any such assessment.

Use of Review: The head of each element of the intelligence community that
conducts such an annual review shall use each such review to evaluate the
adequacy of the minimization procedures utilized by that element or the
application of the minimization proceduresto aparticular acquisition authorized

Similar, but not identical, provision. New subsection 703(1)(3) requiresthe head
of the element of the intelligence community to conduct the annual review.

Similar provision.
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under new subsection 703(a) of FISA.

Provision of Review: Each such annual review shall be provided by the head
of the relevant intelligence community element to the FISC, the AG, the DNI,
and the congressional intelligence committees.

No similar provision.

Similar, but not identical provision. Such annual review would be provided not
only to the FISC, the AG, the DNI, and the congressiona intelligence
committees, but also to the House and Senate Judiciary Committees.

Construction: Under new subsection 702(m) of FISA, Nothing in FISA shall
be construed to require an application under section 104 of FISA for an
acquisitionthat istargeted in accordance with section 702 at a person reasonably
believed to be located outside the United States.

Acquisitions Inside the United States Targeted at U.S. Persons Located Outside the United States

Certain acquisitions under new subsection 704 of FISA inside the United
States targeted at U.S. persons outside the United States. Under new
subsection 704(a) of FISA, the FISC hasjurisdiction to enter an order approving
targeting of a U.S. person reasonably believed to be located outside the United
States to acquire foreign intelligence information, if such an acquisition
constitutes electronic surveillance as defined under subsection 101(f) of FISA,
regardless of the limitation in new section 701 of FISA, or the acquisition of
stored el ectronic communicationsor stored el ectronic datathat requiresan order
under FISA, and such acquisition is conducted in the United States.

— Limitation: if aU.S. person sotargeted isreasonably believed to belocated
in the U.S. during the pendency of an order issued under new subsection 704(c)
of FISA, then the acquisition must cease until authority, other than under new
section 704, is obtained under FISA or the targeted U.S. person is again

Certain acquisitions under new subsection 703 of FISA inside the United
Statesof U.S. personsoutsidetheUnited States. Under new subsection 703(a)
of FISA, the FISC hasjurisdiction to review an application and to enter an order
approving targeting of a U.S. person reasonably believed to be located outside
the United States to acquire foreign intelligence information if the acquisition
constitutes electronic surveillance or the acquisition of stored electronic
communicationsor stored electronic datathat requiresan order under FISAand
such acquisition is conducted within the United States. [Emphasis added.]

— Limitation: if aU.S. person targeted under subsection 703(a) isreasonably
believed to be located in the United States during the pendency of an order
issued under new subsection 703(c), such acquisition shall cease unless
authority, other than under new section 703, is obtained pursuant to FISA or the
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reasonably believed to be located outside the U.S. during the pendency of an
order issued under new subsection 704(c).

— Application: new subsection 704(b) of FISA sets out the requirements for
an application for aFISC order authorizing targeting of aU.S. person reasonably
believed to be located outside the United States for a period of up to 90 days.
Each application shall be made by a federal officer in writing upon oath or
affirmation to ajudge having jurisdiction under subsection 704(a)(1) of FISA.
Each application shall require the approval of the AG based upon the AG’s
finding that it satisfies the criteria and requirements of such application, as set
forth in this section. An application shall include the identity of the federa
officer making the application;

(B) the identity, if known, or a description of the U.S. person who is the target
of the acquisition;

(C) a statement of the facts and circumstances relied upon to justify the
applicant’ s belief that the U.S. person who is the target of the acquisitionis—

(i) aperson reasonably believed to be located outside the United States; and

(ii) aforeign power, an agent of aforeign power, or an officer or employee of a
foreign power;

(D) astatement of the proposed minimization proceduresthat meet thedefinition

targeted U.S. person is again reasonably believed to be located outside the
United Statesduring the pendency of an order issued pursuant to new subsection
703(c).

— Application: Similar provision in new subsection 703(b) of FISA.
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of minimization procedures under section 101(h) (with respect to electronic
surveillance) or section 301(4) (with respect to physical searches);

(E) a description of the nature of the information sought and the type of
communications or activities to be subjected to acquisition;

(F) acertification made by the AG or an officia specified in section 104(a)(6)
that —

(i) the certifying official deemstheinformation sought to beforeign intelligence
information;

(ii) a significant purpose of the acquisition is to obtain foreign intelligence
information;

(i) such information cannot reasonably be obtained by normal investigative
techniques;

(iv) designates the type of foreign intelligence information being sought
according to the categories described in section 101(e); and

(v) includes a statement of the basis for the certification that —

() the information sought is the type of foreign intelligence information
designated; and
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(1) such information cannot reasonably be obtained by normal investigative
techniques,

(G) a summary statement of the means by which the acquisition will be
conducted and whether physical entry is required to effect the acquisition;

(H) the identity of any electronic communication service provider necessary to
effect the acquisition, provided, however, that the application is not required to
identify the specific facilities, places, premises, or property at which the
acquisition authorized under this section will be directed or conducted,;

(I) astatement of the facts concerning any previous applications that have been
made to any judge of the FISC involving the U.S. person specified in the
application and the action taken on each previous application; and

(J) astatement of the period of time for which the acquisition is required to be
maintained, provided that such period of time shall not exceed 90 days per
application.

(2) OTHERREQUIREMENTSOF THEATTORNEY GENERAL-TheAG may
require any other affidavit or certification from any other officer in connection
with the application.

(3) OTHER REQUIREMENTS OF THE JUDGE- The judge may require the
applicant to furnish such other information as may be necessary to make the
findings required by subsection 704(c)(1) of FISA.
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— Order: new subsection 704(c) of FISA setsout the requirementsfor aFISC
order under this section authorizing targeting of a U.S. person reasonably
believed to be outside the U.S. and the scope of judicia review. To issue such
an order, aFISC judge must find, in part, that, on the basi s of facts submitted by
the applicant, thereisprobable cause that the U.S. person who isthetarget of the
acquisitionisreasonably believed to be located outsidethe U.S., andisaforeign
power, an agent of aforeign power, or an officer or employee of aforeign power.
Review by aFISC judgeislimited to that needed to make the findings required.
The Government may appeal a FISC judge’ s determination (1) that the facts
submitted in the application are insufficient to establish probable cause to issue
an order; (2) that the proposed minimization procedures do not meet the
definition of minimization procedures in subsection 101(h) or 301(4) of FISA;
(3) that the application does not contain all of the required elements; or (4) that
the certification(s) made by the AG or an officia specified in subsection
104(a)(6) is(are) clearly erroneous on the basis of the statement upon which the
certification(s) is (are) based and any other information that the judge may
require as may be necessary to make the required findings. The Government
may seek appellate review of such FISC judge' s determination before the
FISCR, and may file a petition for certiorari to the U.S. Supreme Court.

— Duration: A section 704 order may be for up to 90 days, and may be
renewed for additional 90-day periods upon submission of renewal applications.
Theoriginal applicationsand renewal applicationsmust satisfy the samecriteria
under new subsection 704(b). New subsection 704(c)(6).

— Compliance review: At or before the end of the period for which an

— Order: Similar provision, new subsection 703(c) of FISA.

— Duration: Similar provision, new subsection 703(c)(6).

— Compliancereview: Similar provision, new subsection 703(c)(7).
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acquisition isapproved by aFISC order or extension under new section 704, the
judge may assess compliance with applicable minimization procedures by
reviewing the circumstances under which information concerning U.S. persons
was acquired, retained, or disseminated.

— Emergency authorization: New subsection 704(d) permits emergency
authorization by the AG of an acquisition of foreignintelligenceinformation for
which an order under subsection 704(c) may be obtained, if the AG reasonably
determines that an emergency situation exists with respect to the acquisition of
such foreign intelligence information before an order under subsection 704(c)
may with due diligence be obtained; and that the factual basis for issuance of
such an order exists. The AG, or hisdesignee, must give aFISC judge notice at
the time of the emergency authorization, and an application for a court order
under section 704 must be made as soon as practicable within 7 days after the
emergency authorization of the acquisition. Minimization procedures required
for issuance of a court order under section 704 must be followed during an
emergency authorization. Anemergency authorization must beterminated when
the information sought is obtained, when the application for an order is denied,
or when 7 daysfrom thetime of the emergency authorization expires, whichever
isearliest. Unless the target of the acquisition is determined to be a non-U.S.
person during the 7-day period, if no court order is issued approving the
emergency acquisition then (1) no information obtained or evidence derived
from the emergency acquisition shall be received in evidence or otherwise
disclosed in any proceeding before an federal, state, or local authority; and (2)
no information concerning any U.S. person acquired from such emergency
acquisition shall subsequently be used or disclosed in any other manner by

— Emergency authorization: Similar provision. New subsection 703(d).
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federa officers or employees without the consent of that U.S. person, except
with the approval of the AG if the information indicates a threat of death or
serious bodily harm to any person.

— Release from liability: Under new subsection 704(e) of FISA,
notwithstanding any other law, no cause of action shall liein any court against
any electronic communication service provider for providing any information,
facilities, or assistance in accordance with an order or request for emergency
assistance under new subsection 704(c) or (d).

— Appeal: Under new subsection 704(f) of FISA, the Government may seek
appellate review of a section 704 FISC order before the FISCR, and may file a
petition for certiorari to the U.S. Supreme Court.

No similar provision.

— Release From Liability: Under new subsection 703(e) of FISA,
notwithstanding any other provision of law, no cause of action shall liein any
court against any electronic communication service provider for providing any
information, facilities, or assistance in accordance with an order or request for
emergency assistance issued pursuant to subsection (c) or (d). [Emphasis
added.]

— Appeal: Similar provision, new subsection 703(f).

— Construction: Nothing in this Act shall be construed to require an
application under section 104 of FISA for an acquisition that is targeted in
accordancewith thissection at aperson reasonably believedto belocated outside
the United States.

Other Acquisitions Targeting United States Persons Outside the Un

ited States

Other acquisitionstargeting U.S. per sonsoutsidetheU.S. under new section
705 of FISA.

Jurisdiction and Scope: The FISC has jurisdiction to enter orders under
subsection 705(c). Section 705 prohibits any element of the intelligence

Other acquisitionstargeting U.S. per sons outside the United States under
new section 704 of FISA.

Jurisdiction and Scope: The FISC has jurisdiction to enter orders under

subsection 704(c). Section 704 provides that no department or agency of the
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community from intentionally targeting, for purposes of acquiring foreign
intelligenceinformation, aU.S. person reasonably believed to belocated outside
the U.S. under circumstancesin which the targeted U.S. person has areasonable
expectation of privacy and awarrant would be required if the acquisition were
conductedinsidethe U.S. for law enforcement purposes, unlessaFI SC judge has
entered an order or the AG has authorized an emergency acquisition under FISA.

Limitations:

— If aU.S. person so targeted is reasonably believed to be located in the U.S.
during the pendency of an order issued under new subsection 705(c) of FISA,
then such acquisition must cease until authority, other than under new section
704, is obtained under FISA or the targeted U.S. person is again reasonably
believed to belocated outside the U.S. during the pendency of such order. New
subsection 705(a)(3)(A).

— Applicability: ~ Under new subsection 705(a)(3)(B) of FISA, if the
acquisition is to be conducted inside the United States and could be authorized
under new section 704, then the section 704 procedures apply, unless an order
or emergency acquisition authority has been issued under another provision of
FISA other than section 705.

— Application: New subsection 705(b) of FISA sets out the requirementsfor

federal government may intentionally target, for the purpose of acquiringforeign
intelligenceinformation, aU.S. person reasonably believed to belocated outside
the United States under circumstances in which the targeted U.S. person has a
reasonable expectation of privacy and a warrant would be required if the
acquisition were conducted inside the United States for law enforcement
purposes, unless a FISC judge has entered an order with respect to such targeted
U.S. person or the AG has authorized an emergency acquisition pursuant to
subsection 704(c) or (d) or any other provision of FISA.

Limitations:

Similar, but not identical provision. If a targeted United States person is
reasonably believed to be in the United States during the pendency of an order
issued pursuant to subsection 704(c), acquisitionsrelating to such targeted U.S
person shall cease unless authority is obtained pursuant to FISA or the targeted
U.S. personisagain reasonably believed to be located outside the United States
during the pendency of such order.  [Emphasis added.] New subsection
704(a)(3)(A).

— Applicability: Under new subsection 704(a)(3)(B) of FISA, if theacquisition
isto be conducted inside the United States and could be authorized under new
section 703, then the acquisition may only be conducted if authorized under
section 703 or in accordance with another provision of FI SA other than section
704.

— Application: Similar, but not identical provision. New subsection 704(b)
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an applicationfor aFISC order authorizing targeting of aU.S. person reasonably
believed to be located outside the U.S.  Each application shall be made in
writing under oath by afederal officer to a FISC judge. Each application shall
require the approval of the AG based upon the AG’ sfinding that it satisfies the
criteria and requirements set forth in subsection 705(b). Theseinclude:

— the identity, if known, or a description of the specific United States
person who is the target of the acquisition;

— a statement of the facts and circumstances relied upon to justify the
applicant’s belief that the United States person who is the target of the
acquisition isaperson reasonably believed to belocated outside the United
States; and aforeign power, an agent of aforeign power, or an officer or
employee of aforeign power;

— a statement of the proposed minimization procedures that meet the
definition of minimization procedures under section 101(h) or section
301(4);

— a certification made by the AG, an official specified in section
104(a)(6) of FISA, or the head of an element of theintelligence community
that the certifying official deems the information sought to be foreign
intelligence information; and that a significant purpose of the acquisition
isto obtain foreign intelligence information;

— astatement of the facts concerning any previous applicationsthat have

of FISA setsout therequirementsfor an application for aFI SC order authorizing
targeting of a U.S. person reasonably believed to be located outside the U.S.
Each application shall be made in writing under oath by a federal officer to a
FISC judge. Each application shall require the approval of the AG based upon
the AG’s finding that it satisfies the criteria and requirements set forth in
subsection 704(b). These criteriaand requirements differ in two respects from
the Senate version of the bill. The House amendment to the Senate amendment
to H.R. 3773 requires that the application include the identity of the federal
officer making the application, while the Senate amendment to H.R. 3773 does
not. In addition, the House bill specifies that the definition of minimization
procedures under section 101(h) of FISA apply in the case of electronic
surveillance, while the definition of minimization procedures in subsection
301(4) of FISA apply in the case of a physical search.
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been made to any judge of the FISC involving the U.S. person specified in
the application and the action taken on each previous application; and

— astatement of the period of time for which the acquisition is required
to be maintained, provided that such period of time shall not exceed 90
days per application.

— Order: New subsection 705(c) of FISA sets out the requirementsfor an ex
parte FISC order under this section finding that the all of the applicable
requirements in subsection 705(c)(1) have been satisfied. The subsection aso
specifies the scope of judicial review of the FISC order.

— To issue such an order, a FISC judge must find, in part, that, on the
basis of facts submitted by the applicant, thereis probable causeto believe
that the U.S. person who is the target of the acquisition is reasonably
believed to be located outside the U.S.; and isaforeign power, an agent of
aforeign power, or an officer or employee of aforeign power. In making
such a probable cause determination, a FISC judge may consider past
activities of the target and facts and circumstances related to future
activitiesof thetarget. No U.S. person may be considered aforeign power,
an agent of aforeign power, or an officer or employee of aforeign power
solely on the basis of activities protected by the first amendment of the
U.S. Constitution.

— The FISC judge must also find that the dissemination provisions of the

— Order: Under new subsection 704(c) of FISA, where an application has
been made under subsection 704(b), the FISC shall enter an ex parte order as
requested or asmodified if it findsthat the applicable requirementsin subsection
704(c)(1) have been satisfied. The subsection al so specifiesthe scope of judicial
review of the FISC order.

— Theserequirements differ from those in the Senate hill in two respects.
First, the FISC must find as to whether the application has been made by
afederal officer and approved by the AG. Second, the FISC is explicitly
required to make a finding as to whether the minimization procedures, in
the case of an el ectronic surveillance, meet the definition under subsection
101(h) of FISA, and, in the case of a physical search, meet the definition
in subsection 310(4) of FISA. Whilethe application of thetwo definitional
sections, respectively, to these two types of investigative techniques may
be seen asimplicit in the Senate bill, it is not explicit.
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proposed minimization procedures meet the definition of minimization
procedures under subsection 101(h) or subsection 301(4); that the
application which has been filed contains all statements and certifications
required by subsection 705(b), and that the certification provided under
subsection 705(b)(4) is not clearly erroneous on the basis of the
information furnished under subsection 705(b).

— Review by an FISC judge is limited to that needed to make the findings
required. The FISC judge does not have jurisdiction to review the means by
which an acquisition under section 705 may be conducted. New subsection
705(c)(3)(A).

— Appeal tothe FISCR of an FISC judge’ sdecision under section 705 and
petition of certiorari tothe U.S. Supreme Court from an FISCR decision:
Under new subsections 705(c)(3) and (€), the Government may appeal a FISC
judge’ s written determination (1) that the facts submitted in the application are
insufficient to establish probable cause to issue an order; (2) that the proposed
minimization procedures do not meet the definition of minimization procedures
in subsection 101(h) or 301(4) of FISA; or (3) that the certification made by the
AG, an official specified in subsection 104(a)(6) of FISA, or the head of an
element of the intelligence community is clearly erroneous on the basis of the
information furnished in the application. The Government may seek appellate
review of such FISC judge's determination before the FISCR, and may seek
review of the FISCR’s decision by filing a petition for certiorari to the U.S.
Supreme Court.

Similar provision, new subsection 704(c)(3)(A).

— Appeal tothe FISCR of an FISC judge sdecision under section 704 and
petition for certiorari tothe U.S. Supreme Court from an FISCR decision:
Similar provision. New subsections 704(c)(3) and ().
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— Duration: A section 705 order may be for up to 90 days, and may be
renewed for additional 90-day periods upon submission of renewal applications.
Theoriginal applicationsand renewal applicationsmust satisfy the samecriteria
under new subsection 705(b).

— Compliance review: At or before the end of the period for which an
acquisition isapproved by aFISC order or extension under new section 705, the
judge may assess compliance with applicable minimization procedures by
reviewing the circumstances under which information concerning U.S. persons
was acquired, retained, or disseminated. New subsection 705(c)(5) of FISA.

— Emergency authorization: New subsection 705(d) permits emergency
authorization by the AG of an acquisition of foreignintelligenceinformation for
which an order under subsection 705(c) may be obtained, if the AG reasonably
determines that an emergency situation exists with respect to the acquisition of
such foreign intelligence information before an order under subsection 705(c)
may with due diligence be obtained; and that the factual basis for issuance of
such an order exists. The AG, or hisdesignee, must give aFISC judge notice at
the time of the emergency authorization, and an application for a court order
under section 705 must be made as soon as practicable within 7 days after the
emergency authorization of the acquisition.

— Minimization procedures. Minimization procedures required for
issuance of a court order under section 705 must be followed during an
emergency authorization.

— Duration: Similar provision. A section 704 order may befor up to 90 days,
and may be renewed for additional 90-day periods upon submission of renewal
applications. Theoriginal applicationsand renewal applicationsmust satisfy the
same criteria under new subsection 704(b).

— Compliancereview: Similar provision, new subsection 704(c)(5) of FISA.

— Emergency authorization: Similar provision, new subsection 704(d).

Similar provision.
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— Termination of emergency authorization:  An emergency
authorization must be terminated when the information sought is obtained,
when the application for an order is denied, or when 7 days from the time
of the emergency authorization expires, whichever is earliest.

— Useof information: Except under circumstancesin which the target of the
acquisition is determined to be anon-U.S. person during the pendency of the 7-
day emergency acquisition period, if no court order is issued approving the
emergency acquisition then (1) no information obtained or evidence derived
from the emergency acquisition shall be received in evidence or otherwise
disclosed in any proceeding before an federal, state, or local authority; and (2)
no information concerning any U.S. person acquired from such emergency
acquisition shall subsequently be used or disclosed in any other manner by
federal officers or employees without the consent of that U.S. person; except
with the approval of the AG if the information indicates a threat of death or
serious bodily harm to any person. New subsection 705(d).

— Appeal: The Government may seek appellate review of asection 705 FISC
order beforethe FISCR, and may fileapetition for certiorari tothe U.S. Supreme
Court. New subsection 705(€).

Similar provision.

Similar provision with respect to limitations on the use of information acquired
under an emergency authorization, or evidence derived therefrom, in the absence
of acourt order approving the acquisition, except under circumstancesin which
the target of the acquisition is determined not to be a U.S. person. The House
bill does not include the phrase “ during the pendency of the 7-day emergency
acquisition period” found in the Senate bill. New subsection 704(d).

— Appeal: Similar provision, new subsection 704(e).
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Joint applicationsand concurrent authorizations, new section 706 of FI SA:

— Joint applications and orders. Under new section 706 of FISA, if an
acquisition targeting a U.S. person under section 704 or section 705 of FISA is
proposed to be conducted both insideand outsidethe U.S., then, upon the request
of the Government in a joint application complying with the requirements of
subsection 704(b) or 705(b), an FISC judge may simultaneously issue orders
under subsection 704(c) or 705(c), as applicable.

— Concurrent authorization: If an order authorizing electronic surveillance
or physical search has been obtained under section 105 or section 304 of FISA,
and that order is still in effect, then the AG may authorize, without an order
under section 704 or an order under section 705, an acquisition of foreign
intelligence information targeting that U.S. person while such person is
reasonably believed to be located outside the United States.

Joint applicationsand concurrent authorizations, new section 705 of FISA:

— Joint applicationsand orders: Similar provision.

— Concurrent authorization: If an order authorizing electronic surveillance
has been obtained under section 105 of FISA and that order is still in effect,
during the pendency of that order the AG may authorize, without an order under
section 703 or 704, electronic surveillance for the purpose of acquiring foreign
intelligence information targeting that U.S. person while such person is
reasonably believed to be located outside the United States. If an order
authorizing a physical search has been obtained under section 304 of FISA and
that order is still in effect, during the pendency of that order the AG may
authorize, without an order under section 703 or 704, a physical search for the
purpose of acquiring foreign intelligence information targeting that U.S. person
while such personisreasonably believed to belocated outside the United States.
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Use of Information Acquired under New Title VII of FISA

Use of information acquired under new title VII of FISA, new section 707
of FISA:

Information acquired under new section 703. Under new subsection 707(a),
information acquired from an acquisition conducted under new section 703 shall
be deemed to be information acquired from an electronic surveillance pursuant
to title I of FISA for purposes of section 106, except for the purposes of
subsection 106(j). (Subsection 106(j) deals with “notification of emergency
employment of electronic surveillance; contents; postponement, suspension or
elimination.”)

Information acquired under new section 704. Under new subsection 707(b),
information acquired from an acquisition conducted under new section 704 shall
be deemed to be information acquired from an electronic surveillance pursuant
totitle of FISA for purposes of section 106.

Use of information acquired under new title VII of FISA, new section 706
of FISA:

Information acquired under new section 704. Similar but not identical
provision. The House bill has no exception for purposes of subsection 106(j).

Information acquired under new section 705. Similar provision.

Congressional Oversight

Congressional oversight under new section 708: Section 708 sets out the
requirements for such reports with respect to sections 703, 704, and 705.

Semiannual Report. Every six months or less, the AG shall fully inform, ina
manner consistent with national security, the congressiona intelligence
committees and the House and Senate Judiciary Committees concerning the
implementation of new title VII of FISA.

Congressional oversight under new section 707: Section 707 sets out the
requirements for such reports with respect to sections 702, 703, and 704.

Semiannual Report. Similar provision.
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— Requirementsfor each reporting period with respect to new section 703
of FISA include: any certifications made under subsection 703(f); any
directivesissued under subsection 703(g); adescription of thejudicial review of
any such certifications and targeting and minimization procedures utilized with
respect to such acquisition, including a copy of any order or pleading in
connection with such review that containsasignificant legal interpretation of the
provisions of this section; any actions taken to challenge or enforce a directive
under subsection 703(g)(4) or (5); any compliance reviews conducted by DOJ
or the ODNI of acquisitionsauthorized under subsection 703(a); adescription of
any incidents of noncompliance with adirective issued by the AG and the DNI
under subsection 703(g), including both incidents of noncompliance by an
element of the intelligence community with procedures adopted pursuant to
subsection 703(d) and (e) and incidents of noncompliance by aspecified person
to whom the AG and DNI issued a directive under subsection 703(g); and any
procedures implementing this section.

— Requirementsfor each reporting period with respect to new section 704
of FISA include: the total number of applications made for orders under
subsection 704(b); the total number of such orders either granted, modified, or
denied; and the total number of emergency acquisitions authorized by the AG
under subsection 704(d) and the total number of subsequent orders approving or
denying such acquisitions.

— Requirementsfor each reporting period with respect to new section 702
of FISA include: any certifications made under section 702(g) during the
reporting period; with respect to each certification made under subsection 702
(1)(B), the reasons for exercising the authority under such paragraph; any
directivesissued under section 702(h) during the reporting period; adescription
of thejudicial review during the reporting period of any such certifications and
targeting and minimization procedures adopted pursuant to subsections (d) and
(e) of section 702 utilized with respect to such acquisition, including a copy of
any order or pleading in connection with such review that contains a significant
legal interpretation of the provisions of section 702; any actions taken to
challenge or enforceadirective under paragraph (4) or (5) of section 702(h); any
compliance reviews conducted by the Attorney General or the Director of
National Intelligence of acquisitions authorized under subsection 702(a); a
description of any incidents of noncompliance with adirectiveissued by the AG
and the DNI under subsection 702(h), including incidents of noncompliance by
an element of the intelligence community with procedures and guidelines
adopted pursuant to subsections (d), (e), and (f) of section 702, and incidents of
noncompliance by a specified person to whom the AG and DNI issued a
directiveunder subsection 702(h); and any proceduresimpl ementing section 702.

— Requirementsfor each reporting period with respect to new section 703
of FISA include: Similar provision, therequirementsincluding thetotal number
of applications made for orders under section 703(b); the total number of such
orders granted, modified, or denied; and the total number of emergency
acquisitions authorized by the AG under section 703(d) and the total number of
subsequent orders approving or denying such acquisitions.
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— Requirementsfor each reporting period with respect to new section 705
of FISA include: the total number of applications made for orders under
subsection 705(b); the total number of such orders either granted, modified, or
denied; and the total number of emergency acquisitions authorized by the AG
under subsection 705(d) and the total number of subsequent orders approving or
denying such applications.

— Requirementsfor each reporting period with respect to new section 704
of FISAinclude: similar provision, therequirementsincluding thetotal number
of applications made for orders under 704(b); the total number of such orders
granted, modified, or denied; and the total number of emergency acquisitions
authorized by the AG under subsection 704(d) and the total number of
subsequent orders approving or denying such applications.

Savings Provision

No similar provision.

New section 708 of FISA would include asavingsprovision stating that, nothing
in new title VIl of FISA shall be construed to limit the authority of the federal
government to seek an order or authorization under, or otherwise engage in any
activity that is authorized under, any other title of FISA.

Technical and Conforming Amendments to 18 U.S.C. 88 2232 and 2511

18U.S.C. § 2232(e) would be amended by section 101(c)(1)(A) of the Senatebill
to provide that, “[w]hoever, having knowledge that a Federal officer has been
authorized or hasapplied for authorization to conduct el ectronic surveillance (as
defined in section 101(f) of [FISA], regardless of the limitation of section 701
of that Act) in order to obstruct, impede, or prevent such activity, gives notice or
attemptsto give notice of the possible activity to any person shall befined under
[title 18, U.S.C.] or imprisoned not more than five years, or both.” [Emphasis
added.]

No similar provision.

18 U.S.C. 8§ 2511(2)(a)(ii)(A) would be amended by section 101(c)(1)(B) of the
Senate bill to provide that, “[n]otwithstanding any other law, providers of wire
or electronic communication service, their officers, employees, and agents,

Similar provision. 18 U.S.C. § 2511(2)(a)(ii)(A) would be amended by section
101(c)(1) of the House hill to provide that, “[n]otwithstanding any other law,
providersof wireor electronic communication service, their officers, employees,
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landlords, custodians, or other person, are authorized to provide information,
facilities, or technical assistance to persons authorized by law to intercept wire,
oral, or electronic communications tor to conduct electronic surveillance, as
defined in section 101 of [FISA], if such provider, its officers, employees, or
agents, landlord, custodian, or other specified person, has been provided with a
court order directing such assistance or a court order pursuant to section 705 of
[FISA] signed by the authorizing judge.” [Emphasis added.]

and agents, landlords, custodians, or other person, are authorized to provide
information, facilities, or technical assistance to persons authorized by law to
intercept wire, oral, or electronic communications tor to conduct electronic
surveillance, as defined in section 101 of [FISA], if such provider, its officers,
employees, or agents, landlord, custodian, or other specified person, has been
provided with a court order directing such assistance or a court order pursuant
to section 704 of [FISA] signed by the authorizing judge.” [Emphasis added.]

No similar provision.

Section 102(c) of the House bill would amend 18 U.S.C. § 2511(2)(a) to add a
new subparagraph (iii), providing, “If a certification under subparagraph (ii)(B)
for assistance to obtain foreign intelligence information is based on statutory
authority, the certification shall identify the specific statutory provision, and
shall certify that the statutory requirements have been met.” [Also noted below
under the section entitled “ Statement of Exclusive Means by which Electronic
Surveillance and Interception of Domestic Communications May Be
Conducted.”]

Technical and Conforming Amendments to FISA

Section 101(b) of the Senate bill makes conforming amendments to the table of
contents of FISA.

Similar provision.

Section 109 of FISA, 50 U.S.C. § 1809, dealing with criminal sanctions, would
be amended to add adefinition of “electronic surveillance,” meaning “ electronic
surveillance as defined in section 101(f) of [FISA] regardless of the limitation
of section 701 of this Act.” Section 101(c)(2)(A) of the Senate bill.

No similar provision.

Section 110 of FISA, 50 U.S.C. § 1810, dealing with civil liability, would be

No similar provision.
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amended to add a new definition of “electronic surveillance,” meaning
“electronic surveillance as defined in section 101(f) of [FISA] regardless of the
limitation of section 701 of this Act.” Section 101(c)(2)(B) of the Senate bill.

Subsection 601(a)(1) of FISA,50U.S.C. §1871(a)(1), dealingwithasemiannual
report by the AG to the congressional intelligence committeesand the House and
Senate Judiciary Committees on the aggregate number of persons targeted for
ordersissued under FISA, would be amended to provide that each report would
include a breakdown of those targeted for electronic surveillance under section
105; physical searches under section 304; pen registers under section 402;
access to records under section 501; acquisitions under section 704; and
acquisitionsunder section 705. [Emphasisadded.] Section 101(c)(2)(C) of the
Senate hill.

Similar provision. Under section 101(c)(2) of the House bill, section 601(a)(1)
of FISA,50U.S.C. 8§1871(a)(1), dealingwiththe AG’ ssemiannual reportsto the
congressional intelligence committees and the House and Senate Judiciary
Committees on the aggregate numbers of persons targeted for orders issued
under FISA, would be amended to provide that each report would include a
breakdown of those targeted for orders issued under FISA would include a
breakdown of those targeted for electronic surveillance under section 105 of
FISA; physical searchesunder section 304 of FISA; pen registers under section
402; access to records under section 501; acquisitions under section 703; and
acquisitions under section 704. [Emphasis added.]

Termination of Authority for New Title VII of FISA, Applicable Changes to the FISA Table of Contents, and Certain Technical and

Conforming Amendments

Pursuant to subsection 101(d) of the FISA Amendments Act of 2008, new title
VIl of FISA, the applicable changes to the FISA table of contents, and the
technical and conforming amendments to 18 U.S.C. 88 2232 and 2511 and to
sections 109, 110, and 601 of FISA, 50 U.S.C. 88 1809, 1810, and 1871,
respectively, would sunset on December 31, 2013, except for certaintransitional
provisions. New subsection 703(g)(3) of FISA, asamended, dealingwithrelease
from liability for electronic communications service providers in accordance
with a directive, would remain in effect with respect to any directive issued
pursuant to new subsection 703(g) of FISA for information, facilities, or

Pursuant to subsection 403(b) of the House hill, except as provided in the
transition procedures in section 404 of the House bill, new title VII of FISA
would be repealed on December 31, 2009, and the applicable changes to the
FISA table of contents would be stricken at that time.  Also on December 31,
2009, except as provided in section 404 of the House bill, the reporting
requirementsin section 601(a)(1) of FISA,50U.S.C. §1871(a)(1), would sunset,
so that this subsection would read as it read on the day before the date of
enactment of the bill into law. In addition, as of December 31, 2009, except as
provided in section 404, 18 U.S.C. § 2511(2)(A)(ii)(A) would be amended to
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assistance provided during the period the directive was or is in effect. New
subsection 704(e), dealing with release from liability for electronic
communication service providers furnishing aid in accordance with an order or
request for emergency assistance, would remainin effect with respect to an order
or request for emergency assistance under that section. Use of information
acquired by an acquisition conducted under new section 703 of FISA would
continue to be governed by the provisions of new section 707 of FISA.

strike “or a court order pursuant to section 704 of [FISA].”

Statement of Exclusive Means by which Electronic Surveillance and Interception of Domestic Communications May Be Conducted

Section 102 of the FISA Amendment Act of 2008 would add a new section 112
totitlel of FISA, providing that, “[t]he procedures of chapters 119, 121, and 206
of title 18, United States Code, and [FISA] shall be the exclusive means by
which electronic surveillance (as defined in section 101(f), regardless of the
limitation of section 701) and the interception of domestic wire, oral, or
€l ectronic communications may be conducted.”

Section 102 of the House bill would amend title | of FISA to add a new section
112 at the end of the title, providing:

(a) Except as provided in subsection (b), the procedures of chapters 119,
121, and 206 of title 18, United States Code, and this Act shall be the
exclusive means by which electronic surveillance and the interception of
domestic wire, oral, or electronic communications may be conducted.

(b) Only an express statutory authorization for electronic surveillance or
theinterception of domesticwire, oral, or el ectronic communications, other
than as an amendment to this Act or chapters 119, 121, or 206 of title 18,
United States Code, shall constitute an additional exclusive meansfor the
purpose of subsection (a).

The table of contents of FISA would be amended to reflect this addition.
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Conforming amendment to 18 U.S.C. § 2511(2)(f): As amended, section
2511(2)(f) would providethat, “ [n]othing contained in [chapters 119, 121, or 206
of title 18, U.S.C\], or section 705 of the Communications Act of 1934, shall be
deemed to affect the acquisition by the United States Government of foreign
intelligence information from international or foreign communications, or
foreignintelligenceactivitiesconductedin accordancewith otherwiseapplicable
Federal law involving a foreign electronic communications system, utilizing a
means other than el ectronic surveillance asdefined in section 101 of [FISA], and
proceduresin [chapter 119 or chapter 121 of title 18, U.S.C., and FISA] shall be
the exclusive means by which electronic surveillance, (as defined in section
101(f) of [ FISA] regardless of the limitation of section 701 of such Act), and the
interception of wire, oral, and electronic communications may be conducted.”
[Emphasis added.]

No similar provision.

No similar provision.

Subsection 109(a) of FISA, 50 U.S.C. 1809(a), isamended by subsection 102(b)
of the House bill to strike " authorized by statute”’ each place it appearsin such
section and inserting “ authorized by thisAct, chapter 119, 121, or 206 of title 18,
United States Code, or any express statutory authorization that is an additional
exclusive meansfor conducting el ectronic surveillance under section 112.” The
amended provision would read:

(a) Prohibited activities

A personis guilty of an offenseif he intentionally —
(1) engages in electronic surveillance under color of law except as
authorized by this Act, chapter 119, 121, or 206 of title 18, United
Sates Code, or any express statutory authorization that is an
additional exclusive means for conducting electronic surveillance




CRS-49

H.R. 3773 (S. 2248) as passed by the Senate

H.R. 3773 — House Amendment to the Senate Amendment

under section 112; or

(2) discloses or uses information obtained under color of law by
electronic surveillance, knowing or having reason to know that the
information was obtained through electronic surveillance not
authorized by this Act, chapter 119, 121, or 206 of title 18, United
Sates Code, or any express statutory authorization that is an
additional exclusive means for conducting electronic surveillance
under section 112. [Emphasis added.]

No similar provision.

Conforming amendment to 18 U.S.C. § 2511(2)(a): 18 U.S.C. § 2511(2)(a)
is amended by adding at the end a new subparagraph 2511(2)(a)(iii) providing
that, if acertificationunder 18 U.S.C. § 2511(2)(a)(ii)(B) for assistanceto obtain
foreign intelligenceinformation isbased on statutory authority, the certification
shall identify the specific statutory provision, and shall certify that the statutory
requirements have been met.

Submittal to Congress of Certain Court Orders under FISA

Section 103 of the Senate amendment to H.R. 3773, the FISA Amendment Act
of 2008, would amend subsection 601(a)(5) of FISA, 50 U.S.C. § 1871, to
require the AG, in his semi-annual report to the congressional intelligence
committees and the House and Senate Judiciary Committees, in a manner
consistent with national security, to include copies of all decisions, orders, or
opinions of the FISC or the FISCR that include significant construction or
interpretation of the provisions of FISA. [Emphasisadded.] Under current law,
orders were excluded from the copies to be provided by the AG under this

Similar provision.
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subsection.

In addition, section 601 would be amended, adding a new subsection 601(c),
which would require submission to the congressional intelligence committees
and the House and Senate Judiciary Committees:

— acopy of any decision, order, or opinion issued by the FISC or the FISCR

that includes significant construction or interpretation of any provision of FISA,
and any pleadings, applications, or memoranda of law associated with such
decision, order, or opinion, not later than 45 days after such decision, order, or
opinion isissued; and

— a copy of any such decision, order, or opinion, and any pleadings,
applications, or memoranda of law associated with such decision, order, or
opinion, that was issued during the 5-year period ending on the date of the
enactment of the FISA Amendments Act of 2008 and not previously submitted
in areport under subsection 601(a) of FISA, 50 U.S.C. § 1871(a).

New subsection 601(d) of FISA would permit the AG, in consultation with the
DNI, to authorize redactions of materials disclosed to the congressional
intelligence committees and the House and Senate Judiciary Committees under
new subsection 601(c), if such redactions are necessary to protect the national
security of the United States and are limited to sensitive sources and methods
information or the identities of targets.

New subsection 601(e) woul d definethe Foreign Intelligence Surveillance Court

Similar provision.

Similar provision.

Similar provision.
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as the court established under subsection 103(a) of FISA, while the Foreign
Intelligence Surveillance Court of Review is defined to mean the court
established under subsection 103(b) of FISA.

Amendments to Section 104 of FISA Regarding Applications for FIS

C Orders

Section 104 of the Senate Amendment to H.R. 3773 streamlines to some degree
the application process under section 104 of FISA, 50 U.S.C. § 1804, for FISC
orders authorizing electronic surveillances to gather foreign intelligence
information.

— It would strike the requirement in subsection 104(a)(2) of FISA that the
application include the authority conferred on the AG by the President and the
approval of the AG; and the requirement in subsection 104(a)(11) of FISA that,
whenever more than one electronic, mechanical or other surveillance deviceis
to be used with respect to a particular proposed electronic surveillance, the
application include the coverage of the devicesinvolved and what minimization
procedures apply to information acquired by each device. Paragraphs 104(a)(3)
through (10) would be renumbered 104(a)(2) through (9).

— While adescription of the nature of the information sought and the type of
communications or activities to be subjected to the surveillance would be
required for a section 104 application, the description would no longer be
required to be detailed under new subsection 104(a)(5) (current subsection
104(2)(6)).

— A certification or certifications to be made under new subsection 104(a)(6)

Section 104 of the Senate Amendment to H.R. 3773 streamlines to some degree
the application process under section 104 of FISA, 50 U.S.C. § 1804, for FISC
orders authorizing electronic surveillances to gather foreign intelligence
information.

Similar provision.

Similar provision.

No similar provision.
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(current subsection 104(a)(7)) could be made by the Assistant to the President
for National Security Affairs or an executive branch official or officials
designated by the President from among those executive of ficersemployedinthe
area of national security or defense and appointed by the President with the
advice and consent of the Senate, or the Deputy Director of the FBI, if
designated by the President as a certifying official. [Emphasis added.]

— Under new subsection 104(a)(7) (current subsection 104(a)(8)), an
application would require a summary statement of the means by which the
surveillance will be effected and a statement whether physical entry is required
to effect the surveillance.

— The Senate amendment to H.R. 3773 would strike current subsection 104(b),
which excludes from application requirements certain information where the
target of the electronic surveillance is aforeign power as defined in subsection
101(a)(1), (2), or (3) of FISA, and each of the facilities or places at which the
surveillance is directed is owned, leased, or exclusively used by that foreign
power. Subsection 101(a)(1), (2) and (3) of FISA define “foreign power” to
include a foreign government or any component thereof, whether or not
recognized by the United States; a faction of a foreign nation or nations, not
substantially composed of United States persons; or an entity that is openly
acknowledged by a foreign government or governments to be directed and
controlled by such foreign government or governments. Under current
subsection 104(b) an applicationinvolving such foreign power targetsshall state
whether physical entry is required to effect the surveillance and shall contain
suchinformation about the surveillancetechniquesand communi cations or other

Similar provision.

Similar provision.
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information concerning United States persons likely to be obtained as may be
necessary to assess the proposed minimization procedures.

— Under new subsection 104(d)(1)(A) (current subsection 104(e)(1)(A)), upon
written request of the Director of the FBI, the Secretary of Defense, the Secretary
of State, the DNI, or the Director of the Central Intelligence Agency, the AG
shall personally review under subsection 104(a) an application under that
subsection for atarget described in subsection 101(b)(2) of FISA. Subsection
101(b)(2) lists those categories of individuals falling within the definition of
“agent of aforeign power” under FISA that include “any person,” including a
U.S. person.

Similar provision.

Amendments to Section 105 of FISA Regarding Issuance of an Order Authorizing Electronic Surveillance

Section 105 of the Senate version of H.R. 3773 would strike the requirement in
subsection 105(a)(1) that aFISCjudge, inissuing an order authorizing electronic
surveillance to gather foreign intelligence information under section 105 of
FISA, 50 U.S.C. § 1805, find that the President has authorized the Attorney
Genera to approve applications for electronic surveillance for foreign
intelligence information. Paragraphs 105(a)(2) through (5) are redesignated (1)
through (4), respectively, and a conforming amendment is made to subsection
105(b) to insert areference to (a)(2) in place of (a)(3).

— The Senate bill would strike subsection 105(c)(1)(F) of FISA, which
currently requiresthat, whenever more than one electronic, mechanical, or other

Similar provision in section 105 of the House amendment to the Senate
amendment to H.R. 3773.

Similar provision.
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surveillance device isto be used under the order, the specificationsin the order
include the authorized coverage of the devicesinvolved and what minimization
procedures shall apply to information subject to acquisition by each device.

— Current subsection 105(d) of FISA would also be stricken from the Act.
Current section 105(d) excludescertaininformation fromaFISC order whenever
the target of the electronic surveillance is a foreign power, as defined in
subsection 1801(a)(1), (2), or (3) of thistitle, and each of the facilities or places
at whichthe surveillanceisdirected isowned, |eased, or exclusively used by that
foreign power. Current subsection 105(d) of FISA also requires that a FISC
order involving such foreign targets generally describe the information sought,
the communications or activitiesto be subjected to the surveillance, and the type
of electronic surveillanceinvolved, including whether physical entry isrequired.
Current subsections 105(e) through (i) would be redesignated (d) through (h),
respectively.

Similar provision.

Section 105(6) of the bill, amending subsection 105(e)(1)-(6) of FISA, 50
U.S.C. 81805(e)(1)-(6) (for mer ly subsection 105(f) asredesignated by section
105(5) of the bill): Emergency authorization of electronic surveillance:
Notwithstanding any other provision of this title, the AG may authorize the
emergency employment of electronic surveillance for up to 168 hours while a
FISC order authorizing the surveillance is sought, if statutory criteria are met:

— these include a requirement that the AG reasonably determine that an

emergency situation exists with respect to the employment of electronic
surveillance to obtain foreign intelligence information before an order
authorizing such surveillance can with due diligence be obtained,;

Similar provision.

Similar provision.
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— the AG must also reasonably determine that the factual basis for issuance of
an order under title | of FISA to approve such electronic surveillance exists;

— the AG must inform, either personally or through a designee, ajudge having
jurisdiction under section 103 of FISA at the time of such authorization that the
decision has been made to employ emergency electronic surveillance; and

— the AG must make a section 104 application to a FISC judge as soon as
practicable, but not later than 7 days after the Attorney General authorizes such
surveillance.

— If the AG authorizes such emergency employment of electronic surveillance
under redesignated paragraph 105(e)(1), he shall require that the minimization
procedures required by thistitle for theissuance of ajudicial order be followed.

Effect of absence of judicial order approving such electronic surveillance:
In the absence of ajudicia order approving such electronic surveillance, the
surveillance shall terminate when the information sought is obtained, when the
application for the order isdenied, or after the expiration of 7 daysfromthetime
of authorization by the Attorney General, whichever is earliest.

Limitationson useof infor mation from surveillanceif application denied or
surveillance terminated without issuance of a court order approvingit: If
such an application isdenied or the electronic surveillance isterminated and no
order isissued approving the surveillance, no information obtained or evidence

Similar provision.

Similar provision.

Similar provision.

Similar provision.

Similar provision.

Similar provision.
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derived from such surveillance shall be received in evidence or otherwise
disclosed in any trial, hearing, or other proceeding in or before any authority of
the United States, a State, or political subdivision thereof, and no information
concerning any U.S. person acquired from such surveillance shall subsequently
be used or disclosed in any other manner by federa officers or employees
without the consent of such person, except with the approval of the AG if the
information indicatesathreat of death or serious bodily harmto any person. The
AG shall assess compliance with these requirements.

Section 105 of the bill, amending section 105 of FISA to add a new
subsection (i), 50 U.S.C. 1805(i): Adding pen registersand trap and trace
devices, at applicant’srequest, to order sapproving electronic surveillance:
The new subsection 105(i) of FISA would provide that, “[i]n any case in which
the Government makes an application to a judge under this title to conduct
electronic surveillance involving communications and the judge grants such
application, upon the request of the applicant, the judge shall also authorize the
installation and use of pen registers and trap and trace devices, and direct the
disclosure of the information set forth in section 402(d)(2) [of FISA].” The
information set forth in subsection 402(d)(2) includes the identity, if known, of
the target of the investigation; the identity, if known, of the person to whom the
phone line or other facility to which the pen register or trap and trace deviceis
to be attached or applied isleased or in whose name it is listed; the attributes of
the communi cations to which the order applies.

Similar provision.
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Amendment to Section 106 of FISA Regarding Use of Information Gathered Under a Section 105 FISC Order

Under subsection 106(i), as amended by the Senate amendment toH.R. 3773, in
circumstances involving the unintentional acquisition by an electronic,
mechanical, or other surveillance device of the contents of any communication,
under circumstances in which a person has a reasonable expectation of privacy
and awarrant would be required for law enforcement purposes, and if both the
sender and all intended recipients are located within the United States, such
contents shall be destroyed upon recognition, unless the Attorney General
determines that the contentsindicate a threat of death or serious bodily harm to
any person. [Emphasis added. Current subsection 106(i) addresses the
unintentional acquisition of the contents of “any radio communication” instead
of “any communication.”] Section 106 of the Senate hill.

Similar provision in section 106 of the House bill.

Amendments to Sections 303, 304, and 305 of FISA Regarding Phys

ical Searches

Amendments to section 303 of FISA, 50 U.S.C. § 1823, regarding
applicationsfor FISC ordersauthorizing physical searches: Section 107 of
the Senate version of H.R. 3773 would amend section 303 of FISA, dealing with
applications for orders authorizing physical searches to gather foreign
intelligence information.

— The bill would eliminate the requirement that such applications include the
authority conferred on the Attorney General by the President and the approval
of the Attorney General to make the application, striking paragraph 303(a)(2) of
FISA and redesignating paragraphs 3 through 9 as 2 through 8.

Amendments to section 303 of FISA, 50 U.S.C. § 1823, regarding
applicationsfor FISC ordersauthorizing physical searches: Section 107 of
the House amendment to the Senate amendment to H.R. 3773 would amend
section 303 of FISA, dealing with applications for orders authorizing physical
searches to gather foreign intelligence information.

Similar provision.
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— Under new subsection 303(a)(2) of FISA (current subsection 303(a)(3)), the
bill would require that such applications include the identity, if known, or a
description of the target of the search, and a description of the premises or
property to be searched and of theinformation, material, or property to be seized,
reproduced, or altered. Current law requiresthat the description of the premises
or property to be searched and of the information, material or property to be
seized, reproduced, or atered be a detailed description.

— Under new subsection 303(a)(3)(C) of FISA (current subsection
303(a)(3)(B)), an application must include “a statement of the facts and
circumstances relied upon by the applicant to justify the applicant’s belief that
.. . the premises or property to be searched is owned, used, possessed by, or is
in transit to or from a foreign power or an agent of a foreign power.” As
amended by the Senate bill, an application would have to include “ a statement
of the facts and circumstances relied upon by the applicant to justify the
applicant’sbelief that . . . the premises or property to be searched is or isabout
to be owned, used, possessed by, or isin transit to or from aforeign power or an
agent of aforeign power.” [Emphasis added.]

— Under new subsection 303(a)(6) of FISA (current subsection 303(a)(7)), an
application must include a certification or certifications by the Assistant to the
President for National Security Affairsor an executivebranchofficial or officials
designated by the President from among those executive branch officers
employed in the area of national security or defense and appointed by the
President, by and with the advice and consent of the Senate, or the Deputy
Director of the FBI, if designated by the President as a certifying official.

Similar provision.

Similar provision.

No similar provision.
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[Emphasis added.]

— Under subsection 303(d)(1)(A), asamended by the bill, upon written request
of the Director of the Federal Bureau of Investigation, the Secretary of Defense,
the Secretary of State, the Director of National Intelligence, or the Director of
the Central Intelligence Agency, the Attorney General shall personally review
under subsection 303(a) of FISA an application under that subsection for atarget
described in subsection 101(b)(2) of FISA. Subsection 101(b)(2) lists those
categories of individuals falling within the definition of “agent of a foreign
power” under FISA that include “any person,” including a U.S. person.
[Emphasis added.]

Similar provision.

Amendments to section 304 of FISA, 50 U.S.C. § 1824, regarding FISC
orders authorizing physical searches: Subsection 107(b) of the bill makes
amendments to section 304 of FISA, dealing with physical searches to gather
foreign intelligence information.

— Section 304 of FISA, as amended by subsection 107(b) of the bill, would
eliminate the requirement that a FISC judge, in issuing an order for a physical
search under FISA, find that the President has authorized the Attorney General
to approve applications for physical searches for foreign intelligence purposes,
striking paragraph (a)(1) and redesignating paragraphs (a)(2) through (a)(5) as
(a)(2) through (a)(6).

Emer gency authorization of physical sear chesto gather foreign intelligence
information: Subsection 304(e), as amended by the bill, permits the AG to
authorize emergency employment of aphysical searchif certain criteriaare met.

Amendments to section 304 of FISA, 50 U.S.C. § 1824, regarding FISC
orders authorizing physical searches. Subsection 107(b) of the bill makes
amendments to section 304 of FISA, dealing with physical searches to gather
foreign intelligence information.

Similar provision.

Similar provision.
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The AG may authorize such emergency use of a physical search under FISA, if
he reasonably :

— determinesthat an emergency situation existswith respect to the empl oyment
of a physical search to obtain foreign intelligence information before an order
authorizing such physical search can with due diligence be obtained,;

— determinesthat the factual basis existsfor issuance of an order under titlelll
of FISA to approve such physical search;

— informs, either personally or through a designee, ajudge of the FISC at the
time of such authorization that the decision has been made to employ an
emergency physical search; and

— makes an application in accordance with title I1l of FISA to ajudge of the
FISC as soon as practicable within 7 days after the AG authorizes the physical
search.

Minimization proceduresrequired: In connection with such an emergency
authorization of a physical search under FISA, the AG shall require that the
minimization procedures required by title 11l of FISA for the issuance of a
judicial order be followed.

Termination of emergency physical search in absence of judicial approval:
If nojudicia order approving such physical search is forthcoming, the search
must be terminated when the information sought is obtained, when the

Similar but not identical provision.
determination be reasonable.

The House hill requires that this

Similar but not identical provision.
determination be reasonable.

The House hill requires that this

Similar provision.

Similar provision.

Similar provision.

Similar provision.
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application for the order isdenied, or after the expiration of 7 daysfromthetime
of authorization by the AG, whichever is earliest.

Appeal from denial of application for court order approving emergency
physical search: If an application for judicial approval of such a search is
denied, the government may seek review by the FISCR. If thedenial isaffirmed
by the FISCR, the government may file a petition for certiorari to the U.S.
Supreme Court.

Limitations on use of information from emergency physical search in
absence of judicial approval: If anapplication for judicial approval isdenied,
or in any other case where the physical search is terminated and no order is
issued approving the physical search, no information obtained or evidence
derived from such physical search shall be received in evidence or otherwise
disclosed in any federal, state, or local proceeding, and no information
concerning a U.S. person acquired from the physical search shall subsequently
be used or disclosed in any other manner by federa officers or employees
without the consent of such person, except with the approval of the AG if the
information indicates a threat of death or serious bodily harm to any person.

The AG must assess compliance with these requirements.

Similar provision.

Similar provision.

Similar provision.

Conforming Amendments to Title Il of FISA

Subsection 107(c) of the bill makes conforming amendments to section
redesignated 304(a)(4), and 305(k)(2) of FISA. In subsection 304(a)(4), as
redesignated, “303(a)(7)(E)” is stricken and “303(a)(6)(E)” is inserted in its

Similar provision.
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stead. In subsection 305(k)(2), “303(a)(7)" is stricken and “303(a)(6)” is
inserted.

Amendments to Title IV of FISA for Emergency Pen Registers and Trap and Trace Devices

Section 108 of the bill amends subsections 403(a)(2) and 403(c)(1)(C) of FISA,
50 U.S.C. 88 1843(a)(2) and 1843(c)(1)(C). Section 403 permits the AG to
authorize emergency authorization of a pen register or trap and trace device on
an emergency basis to gather foreign intelligence information not concerning a
U.S. person or information to protect against international terrorism or
clandestine intelligence activities, provided that such investigation of a U.S.
person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution if two criteria are met. At the time of the
emergency authorization, the AG or his designee must advise a FISC judge, or
aU.S. Magistrate Judge publicly designated by the Chief Justice of the Supreme
Court to act on behalf of a FISC judge to approve the installation and use of a
pen register or trap and trace device under FISA, of the emergency authorization.
Asamended, subsection 403(a)(2), extendsthetimefrom 48 hoursto 7 daysafter
the emergency authorization as the time period within which an application may
be made to such a FISC judge or U.S. Magistrate Judge, in accordance with
section 403 of FISA, 50 U.S.C. § 1842, for judicia approval of the installation
and use of the pen register or trap and trace device involved.

Asamended, subsection 403(c)(1)(C) of FISA would requirethat, in the absence
of acourt order approving the installation and use of the pen register or trap and
trace device, such installation and use shall terminate at the earlier of when the

Similar provision.

Similar provision.
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information sought is obtained; when the application for the order is denied
under section 402 of FISA; or 7 days after the time of the emergency
authorization by the AG.

Amendments Regarding the FISC

Section 109 of the bill, amending section 103(a) of FISA:

Expansion of number of judicial circuitsfrom which FISC judges may be
designated: Subsection 109(a) of thebill amends subsection 103(a) of FISA, 50
U.S.C. §1803(a) to permit FISC judgesto be drawn from “at least” seven of the
U.S. judicial circuits.

FISC en banc authority: As amended by subsection 109(b)(1) of the hill,
subsection 103(a) of FISA provides that the FISC may, on its own initiative, or
upon the request of the government in any proceeding or a party under
subsection 501(f) of FISA or new subsection 703(h)(4) or (5) of FISA, hold a
hearing or rehearing en banc, when ordered by a mgjority of the FISC judges
upon a determination that en banc consideration is necessary to secure or
maintain uniformity of the court’s decisions; or the proceeding involves a
guestion of exceptional importance. The court en banc may exercise any
authority granted by FISA to an FISC judge, and must comply with any
requirements of FISA on the exercise of such authority.

Conformingamendments. Subsection 109(b)(2) of the bill makesconforming
amendments to subsection 103(a) of FISA, 50 U.S.C. § 1803(a), and subsection
302(c) of FISA, 50 U.S.C. § 1833(c).

Section 109 of the bill, amending section 103(a) of FISA:

Similar provision.

Similar provision.

Similar provision.
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Stay or modification of a FISC or FISCR order during arehearing or an
appeal: Subsection 109(c) of thebill amends section 103 of FISA toredesignate
subsection (f) as subsection (g) and to insert a new subsection (f) permitting a
judge of the FISC, the FISCR or ajudge of that court, or the U.S. Supreme Court
or ajustice of that court, to, in accordance with the rules of their respective
courts, enter astay of an order or an order modifying an order of the FISC or the
FISCR entered under any title of FISA, while the FISC conducts a rehearing,
while an appeal is pending before the FISCR, or while a petition of certiorari is
pending in the U.S. Supreme Court, or during the pendency of any review by
that court. This authority is to apply to an order entered under any FISA
provision.

Nochangetoinherent authority of FISC: Subsection 109(d) of the bill would
add a new subsection 103(h) to FISA, proposed 50 U.S.C. § 1803(h), to provide
that nothing in FISA shall be considered to reduce or contravene the inherent
authority of the FISC to determine, or enforce, compliance with an order or rule
of the FISC or with a procedure approved by the FISC.

As used in this subsection, the bill defines “Foreign Intelligence Surveillance
Court” and “Court” to mean the court established in subsection 103(a) of FISA.

Similar provision.

Similar provision.

No similar provision.

Inspector General Review of Previous Actions

No similar provision.

Definitions: Section 110(a) of the House bill would add new definitions for
purposes of this section of “appropriate committees of Congress,” “Foreign
Intelligence Surveillance Court,” and “President’s Surveillance Program” and
“Program.” The “appropriate committees of Congress’ means the House
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Permanent Select Committee on Intelligence, the Senate Select Committee on
Intelligence and the House and Senate Judiciary Committees. The “Foreign
Intelligence Surveillance Court” meansthecourt created under subsection 103(a)
of FISA. Both the terms “President’s Surveillance Program” and “Program”
mean the “intelligence activity involving communications that was authorized
by the President during the period beginning on September 11, 2001, and ending
on January 17, 2007, including the program referred to in a radio address on
December 17, 2005 (commonly known asthe Terrorist Surveillance Program).”
(hereinafter TSP).

No similar provision. Reviews: Section 110(b) of the House bill would require the Inspectors General
(IGs) of the USDOJ, the Office of the DNI (*ODNI"), the NSA, and any other
element of theintelligence community that participated in the TSP, with respect
to the oversight authority and responsibility of each such IG, to complete a
comprehensivereview of all of thefacts necessary to describethe establishment,
implementation, product, and use of the product of the TSP; the procedures and
substance of, and accessto, the legal reviews of the TSP; communications with
and participation of individuals and entities in the private sector related to the
TSP; interaction with the FISC and transition to court ordersrel ated to the TSP;
and any other matters identified by any such 1G that would enable that IG to
complete areview of the TSP, with respect to such Department or element.

No similar provision. Coordination and Cooperation: Subsection 110(b) of the House hill also
requires each 1G required to conduct such areview, to the extent practicable, to
work in conjunction with any other |G required to conduct such areview; and,
to the extent practicable, to utilize and not unnecessarily duplicate or delay such
review or audits that have been completed or are being undertaken by any such
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IG or any other office of the Executive Branch with respect to the TSP. In
addition, it requires the IGs to designate one of their number, who is appointed
by the President with the advice and consent of the Senate, to coordinate the
conduct of the reviews and the preparation of the reports.

No similar provision. Reports: Within 60 days after enactment of the bill, subsection 110(c) of the
House bill requires these 1Gs to submit a preliminary interim report to the
appropriate committees of Congress that describes the planned scope of the
review. Within 1 year of the date of enactment of the bill, the IGs would have
to submit the final report to the appropriate committees of Congress and to the
Commission on Warrantless Surveillance Activities created under section 301
of the House bill. A report submitted under subsection 110(c) of the House bill
is to be submitted in an unclassified form but may include a classified annex.
The unclassified report is not to disclose the name or identity of any individual
or entity of the private sector that participated in the TSP, or with whom there
was communication about the TSP, to the extent that information is classified.

Nosimilar provision. Resour ces: Subsection 110(d) of the Housebill would requirethe DNI to ensure
that the processfor the investigation and adjudication of an application by an |G

or any appropriate staff of an |G for a security clearance necessary to conduct a
review under subsection 110(b)(1) of the bill is carried out as expeditiously as
possible. In addition, the bill authorizes the IGs required to conduct such a
review and submit such a report to hire such additional personnel as may be
necessary to carry out the review and submit the report in a prompt and timely
manner. Such personnel would perform such dutiesrelating to thereview asthe
relevant 1G shall direct and would be in addition to any other personnel

authorized by law.
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Weapons of Mass Destruction

Definitions:  Subsection 110(a) of the bill would amend the definitions of
“foreign power,” “ agent of a foreign power,” and “foreign intelligence
information” in section 101 of FISA, 50 U.S.C. § 1801, to address international
proliferation of weapons of mass destruction, and would add anew definition of
“weapon of mass destruction” to section 101 of FISA, 50 U.S.C. § 1801.

“Foreign power” as defined in subsection 101(a)(4) of FISA, 50 U.S.C. §
1801(a)(4), as amended by section 110 of the bill, would include a group
engaged ininternational terrorism, theinternational proliferation of weapons of
mass destruction, or activities in preparation therefor.” [Emphasis added.]

“Agent of aforeign power” under subsection 101(b)(1) of FISA, 50 U.S.C. §
1801(b)(1) would be amended by the bill to add new subparagraphs (D) and (E).
to address the international proliferation of weapons of mass destruction:

— New subsection 101(b)(1)(D) appears to create a “lone wolf” provision
applicable to any person other than aU.S. person who “engagesin international
proliferation of weapons of mass destruction, or activities in preparation
therefor,” similar to the “lone wolf” provision in subsection 101(b)(1)(C)
applicable to a non-U.S. person who engages in international terrorism or
activitiesin preparation therefor. Neither requiresthe* agent of aforeign power”
involved to have any connection with aforeign power or to act for or on behalf
of aforeign power.

— New subsection 101(b)(1)(E) defines “agent of aforeign power” to include

Definitions: Subsection 111(a) of the House bill would amend the definitions
of “foreign power,” “agent of a foreign power,” and “foreign intelligence
information” in section 101 of FISA, 50 U.S.C. § 1801, to address international
proliferation of weapons of mass destruction, and would add anew definition of
“weapon of mass destruction” to section 101 of FISA, 50 U.S.C. § 1801.

“Foreign power” as defined in subsection 101(a) of FISA would be amended
to add a new subsection 101(a)(7) defining the term to mean “an entity not
substantially composed of United States persons that is engaged in the
international proliferation of weapons of mass destruction.”

“Agent of aforeign power” under subsection 101(b)(1) of FISA, 50 U.S.C. §
1801(b)(1) would be amended to add a new subparagraph (D), which appearsto
createa“lonewolf” provision applicableto any person other than aU.S. person
who “engages in international proliferation of weapons of mass destruction, or
activities in preparation therefor,” similar to the “lone wolf” provision in
subsection 101(b)(1)(C) applicable to a non-U.S. person who engages in
international terrorismor activitiesin preparation therefor. Neither requiresthe
“agent of aforeign power” involved to have any connection with aforeign power
or to act for or on behalf of aforeign power.

No similar provision.
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any person other than a U.S person who “engages in the international
proliferation of weaponsof massdestruction, or activitiesin preparationtherefor,
for or on behalf of aforeign power.” This provision differs fromits counterpart
in subsection 101(b)(2)(C), which defines “ agent of aforeign power” toinclude
any person who “engagesin international terrorism or activitiesin preparation
therefor, for or on behalf of aforeign power.” [Emphasisadded.] Thus, the new
provision in subsection 101(b)(1)(E) would apply only to non-U.S. persons,
while the definition in subsection 101(b)(2)(C) covers both U.S. persons and
non-U.S. persons.

“Foreign intelligence information,” as defined in subsection 101(e)(1)(B) of
FISA, 50 U.S.C. § 1801(e)(1)(B), would be amended by the bill to include
“informationthat relatesto, and if concerning aUnited Statespersonisnecessary
to, the ability of the United States to protect against . . . sabotage, international
terrorism, or the international proliferation of weapons of mass destruction by
aforeign power or an agent of aforeign power; . ..."

“Weapon of massdestruction” would be defined in new subsection 101(p) of
FISA, proposed 50 U.S.C. 8 1801(p), to mean “any destructive device described
insection 921(a)(4)(A) of title 18, United States Code, that isintended or hasthe
capability to cause death or serious bodily injury to a significant number of
people;” “any weapon that is designed or intended to cause death or serious
bodily injury through the rel ease, dissemination, or impact of toxic or poisonous
chemicalsor their precursors;” “any weapon involving abiol ogical agent, toxin,
or vector (as such terms are defined in section 178 of title 18, United States
Code);” or “any weapon that is designed to release radiation or radioactivity at

Similar provision.

“Weapon of massdestruction” would be defined in new subsection 101(p) of
FISA, proposed 50 U.S.C. 8§ 1801(p), to mean “ any explosive, incendiary, or
poison gas device that isintended or has the capability to cause a mass casualty
incident;” “any weapon that is designed or intended to cause death or serious
bodily injury to a significant number of persons through the release,
dissemination, or impact of toxic or poisonous chemicals or their precursors;”

“any weapon involving a biological agent, toxin, or vector (as such terms are
definedin section 178 of title 18, United States Code) that isdesigned, intended,
or has the capability of causing death, illness, or serious bodily injury to a
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alevel dangerousto human life.”

significant number of persons;” or “ any weapon that is designed, intended, or
has the capability of releasing radiation or radioactivity causing death, illness,
or serious bodily injury to asignificant number of persons.”

Uses of information: Subsection 110(b) of the bill would amend subsections
106(k)(2)(B) and 305(k)(1)(B) of FISA, 50 U.S.C. 88 1806(k)(1)(B) and
1825(k)(1)(B), to permit federal officers who conduct electronic surveillance
and physical searchesto acquireforeign intelligence information under FISA to
consult with federal law enforcement officers or law enforcement personnel of
astate or political subdivision of astate (including the chief executive officer of
that state or political subdivision who has the authority to appoint or direct the
chief law enforcement officer of that state or political subdivision) to coordinate
effortsto investigate or protect against sabotage, international terrorism, or the
international proliferation of weapons of mass destruction by a foreign power
or an agent of aforeign power. [Emphasisadded.]

Similar provision.

Technical and conforming amendment to the definitions applicable to physical
searches under FISA: Subsection 110(c) of the bill would amend subsection
301(1) of FISA to read, “(1) The terms ‘foreign power’, ‘agent of a foreign
power’, ‘international terrorism’, ‘ sabotage’, ‘ foreignintelligenceinformation’,
‘Attorney General’, * United States person’, ‘ United States', ‘ person’, ‘weapon
of massdestruction’, and * State’ shall have the same meaningsasin section 101
of [FISA, 50 U.S.C. § 1801], except as specifically provided by this title
[subchapter of title 50, U.S.C.].” [Emphasis added.]

Similar provision.
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Technical and Conforming Amendments to Section 103 of FISA

Section 111 of the bill makes technical and conforming amendments to
subsection 103(e) of FISA. As amended, the section would address the
jurisdiction of the FISC petition review pool over petitions filed pursuant to
“sections 501(f)(1) or 703" of FISA, and publication of rules of procedure to
govern its review of such petitions. This replaces language reflecting the
enactment of P.L. 110-55 on August 5, 2007, which referred to petitions filed
under “sections 105B(h) and 501(f)(1)” of FISA. Section 105B is among the
sections to be repealed by Subsection 302(b) of the Senate amendment to the
H.R. 3773.

Similar provision, section 403(a)(1)(B)(ii), striking “105B(h) or 501(f)(1)” and
inserting “501(f)(1) or 702(h)(4)” in section 103(e) of FISA.

Statute of Limitations

No similar provision.

Section 112 of the House bill would amend section 109 of FISA, 50 U.S.C. §
1809, to add a 10 year statute of limitations, which would be applicable “to any
offense committed before the date of enactment of [the bill] if the statute of
limitations applicable to that offense has not run as of such date.”

Protections for Electronic Communication Service Providers

Title Il of the Senate bill deals with both retrospective and prospective
protectionsfor electronic communication service providersfurnishing aid
to the gover nment.

Section 201 of the bill provides pertinent definitions. 1n one such definition, the
term “ covered civil action” is defined to mean acivil action filed in federal or
state court that aleges that an electronic communication service provider

Title Il of the House bill deals with protection of persons assisting the
gover nment.

Section 201 of the House bill addresses statutory defenses. It adds a new title
VIl to FISA dealing with protection of persons assisting the government. New
section 801 of FISA provides the definitions to be used in connection with new
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furnished assistance to an element of the intelligence community; and seeks
monetary or other relief from the electronic communication service provider
related to the provision of such assistance. Other definitionsare provided for the
terms* assistance,” “ contents,” “ el ectronic communication serviceprovider,” and
“element of the intelligence community.” The House bill has no paralel to the
definition of “element of the intelligence community,” but does define
“intelligence community.” See also definitions in new title VIII of FISA as
added by section 203 of the Senate bill.

”

title VIII of FISA. Under the House bill, the term “covered civil action” is
defined to mean asuit in federal or state court against any person for providing
assistance to an element of the intelligence community. The House bill has a
definition of “intelligence community,” but no definition of “element of the
intelligence community.” The House bill also defines * Attorney General” as
having the same meaning as that term is given in section 101(g) of FISA.
“State” is defined to mean any state, political subdivision of a state, the
Commonwealth of Puerto Rico, the District of Columbia, and nay territory of
possession of the United States, and includes any officer, public utility
commission, or other body authorized to regulate an el ectronic communication
service provider.” The definitions of “assistance,” “contents,” and “electronic
communication service provider” are identical to those in the Senate bill. The
definitionsin new section 801 of FISA asadded by section 201 of the House bill
parallel those in new title VIII of FISA as added by section 203 of the Senate
bill.

Section 202 of thebill, limitationson civil actionsagainst electronic service
providers:

Notwithstanding any other provision of law, subsection 202(a) of the bill barsa
covered civil action in afederal or state court, and requires that such an action
must be promptly dismissed, if the AG certifies to the court that the assistance
alleged to have been provided by the el ectronic communication service provider
was:

— in connection with an intelligence activity involving communications that
was authorized by the President during the period beginning on September 11,

Nosimilar provision. But see, new section 802 to FISA, asadded by section 201
of the House bill, addressing procedures for covered civil actions, discussed
below.

No similar provision. But see, new section 802 of FISA, addressed below,
entitled “Procedures for Covered Civil Actions.” [New section 802, in part,
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2001, and ending on January 17, 2007; and designed to detect or prevent a
terrorist attack, or activities in preparation for a terrorist attack, against the
United States; and

— described in a written request or directive from the AG or the head of an
element of the intelligence community (or the deputy of such person) to the
electronic communication service provider indicating that the activity was
authorized by the President and determined to be lawful.

A covered civil action in federal or state court would also be barred and should
be promptly dismissed if the AG certifies to the court that the electronic
communication service provider did not provide the alleged assistance.

provides authority for the government to intervene in any covered civil action;
for any party to submit to the court evidence, briefs, arguments, or other
information on any matter with respect to which astate secretsprivilege hasbeen
asserted; authorizesthe court to review any such submissionsin accordancewith
procedures set forth in section 106(f) of FISA; and permitsthe court, on motion
of the AG, to take additional stepsto protect classified information; and permits
the court, to the extent practicable and consistent with national security, to
request any party to present briefs and arguments on any legal question the
courts finds raised by such submission, regardless of whether that party has
access to the submission.] Under new subsection 802(e) of FISA, for any
covered civil action aleging that a person provided assistance to an element of
the intelligence community pursuant to arequest or directive during the period
from September 11, 2001 through January 17, 2007, the AG shall provideto the
court any request or directive related to the all egations under the procedures set
forth in new subsection 802(b). See below for a discussion of new section 802
of FISA, including the procedures under new subsection 802(b).

No similar provision.

No similar provision.
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Judicial review of such certifications:

Standard of review: Such a certification isto be subject to review by a court
for abuse of discretion.

Procedurefor review, limitationson disclosure: If the AGfilesadeclaration
under 28 U.S.C. 8§ 1746 that disclosure of acertification made under subsection
202(a) of the bill would harm United States national security, the court shall
review the certification in camera and ex parte, and limit public disclosure
concerning such certification, including any public order following such ex parte
review, to a statement that the conditions of subsection 202(a) of the bill have
been met, without discl osing the subparagraph of subsection 202(a)(1) that isthe
basis for the certification.

The authorities of the AG under section 202 are to be performed by the AG or
the Acting AG, or adesignee in aposition not lower than the Deputy AG.

Nothing in this shall be construed to limit any otherwise available immunity,
privilege, or defense under any other provision.

Civil actionin Statecourt removal: A civil action brought in state court agai nst
aperson for providing assistance to an el ement of the intelligence community is
to be deemed to arise under the Constitution and laws of the United States and
shall be removable under 28 U.S.C. § 1441.

No similar provision.

No similar provision.

No similar provision.

No similar provision.

Civil action in Statecourt removal: Under new section 802 of FISA, acovered
civil action (defined to mean to mean a suit in federal or state court against any
person for providing assistance to an element of the intelligence community)
that is brought in a state court shall be deemed to arise under the Constitution
and laws of the United States and shall be removable under 28 U.S.C. § 1441.
See below for more discussion of new section 802 of FISA.
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Effective date and application of section 202 of the Senate bill: This section
appliesto any covered civil action pending on or filed after the date of enactment
of the bill, the FISA Amendments Act of 2008.

Applicability of new section 802 of FISA as added by section 201 of the
Housebill: Thissection shall apply to acivil action pending on or filed after the
date of the enactment of the House bill. See below for more discussion of new
section 802 of FISA.

Protection of Persons Assisting the Government

Section 203 of the bill provides procedures for implementing statutory
defensesunder FISA. It addsanew titleVIII of FISA entitled “ Protection
of Persons Assisting the Gover nment”:

New section 801 of FI SA, pertinent definitions. For purposesof new title VII|
of FISA, new section 801 defines the following terms:

— “Assistance” is defined to mean provision of, or provision of access to,
information (including communication contents, communications records, or
other information relating to a customer or communication), facilities, or other
form of assistance.

— “Attorney General” and “contents’ have the same meanings as those terms
have under subsections 101(g) and 101(n) of FISA, respectively.

— “Electronic communication service provider” means:

— (A) atelecommunicationscarrier, asthat termisdefined in section 3 of
the Communications Act of 1934 (47 U.S.C. 153);

Section 201 of the House bill provides procedures for implementing
statutory defenses under FISA. It adds a new title VIII of FISA entitled
“Protection of Persons Assisting the Government”:

New section 801 of FISA, pertinent definitions. Under section 201 of the
House hill, for purposes of new title VIII of FISA, new section 801 defines the
same terms as those defined in new section 801 of FISA under the Senate bill.

Similar provision.

Similar provision.

Similar provision.
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— (B) a provider of electronic communication service, as that term is
defined in section 2510 of title 18, United States Code;

— (C) aprovider of aremote computing service, asthat termisdefinedin
section 2711 of title 18, United States Code;

— (D) any other communication service provider who has accessto wire
or electronic communications either as such communications are
transmitted or as such communications are stored;

— (E) a parent, subsidiary, affiliate, successor, or assignee of an entity
described in subparagraph (A), (B), (C), or (D); or

— (F) an officer, employee, or agent of an entity described in
subparagraph (A), (B), (C), (D), or (E).

— “Element of the intelligence community” is defined to mean an element of
the intelligence community as specified or designated under subsection 3(4) of
the National Security Act of 1947, 50 U.S.C. 401a(4).

— “Person” is defined to mean:

— (A) an electronic communication service provider; or

— (B) alandlord, custodian, or other person who may be authorized or

required to furnish assistance pursuant to —
— (i) an order of the court established under section 103(a) directing
such assistance;
— (ii) a certification in writing under section 2511(2)(a)(ii)(B) or
2709(b) of title 18, United States Code; or
— (iii) adirective under section 102(a)(4), 105B(e), asin effect on
the day before the date of the enactment of the FISA Amendments

Similar provision.

Similar provision.
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Act of 2008 or 703(h).

— “State” is defined to mean any state, political subdivision of a state, the
Commonwealth of Puerto Rico, the District of Columbia, and any territory or
possession of the United States, and includes any officer, public utility
commission, or other body authorized to regulate an el ectronic communication
service provider.

Similar provision.

New section 802 of FISA, proceduresfor implementing statutory defenses:

Limitation on civil actions, required AG certification: Notwithstanding any
other provision of law, this section bars any civil action in federal or state court
against any person for providing assistance to an element of the intelligence
community if the AG certifies:

— that any assistance provided by that person was provided pursuant to an FISC
order;

— that any assistance by that person was provided pursuant to acertification in
writing under 18 U.S.C. 88 2511(2)(a)(ii)(B) or 2709(a);

— that any assistance by that person was provided pursuant to adirective under
sections 102(a)(4), 105B(e) as in effect the day before enactment of the bill, or
703(h) of FISA directing such assistance; or

— the person did not provide the alleged assistance.

Judicial review of such certifications:

Standard of review: Such acertificationisto be subject to review by acourt for
abuse of discretion.

New section 802 of FISA, proceduresfor covered civil actions:

No similar provision.

No similar provision.

No similar provision.
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Procedurefor review, limitation on disclosure: If the AG files adeclaration
under 28 U.S.C. § 1746 that disclosure of a certification made under subsection
203(a) of the bill would harm United States national security, the court shall
review the certification in camera and ex parte, and limit public disclosure
concerning such certification, including any public order following such ex parte
review, to a statement that the conditions of subsection 203(a) of the bill have
been met, without disclosing the subparagraph of subsection 203(a)(1) that isthe
basis for the certification.

Nothing in this section shall be construed to limit any otherwise available
immunity, privilege, or defense under any other provision.

Civil action in state court, removal: A civil action brought in state court
against a person for providing assistance to an element of the intelligence
community is to be deemed to arise under the Congtitution and laws of the
United States and shall be removable under 28 U.S.C. § 1441.

Effective date and application of new section 802 of FISA as added by
section 203 of Senate bill: This section applies to any civil action pending on
or filed after the date of enactment of the Senate hill.

No similar provision.

No similar provision.

No similar provision.

Civil action in state court removal: Under new subsection 802(d) of FISA, a
covered civil action (defined to mean to mean a suit in federal or state court
against any person for providing assistance to an element of the intelligence
community) that is brought in a state court shall be deemed to arise under the
Constitution and laws of the United States and shall be removable under 28
U.S.C. §1441. Seebelow for more discussion of new section 802 of FISA.

Applicability of new section 802 of FISA as added by section 201 of the
House bill: Under new subsection 802(f) of FISA, this section shall apply to a
civil action pending on or filed after the date of the enactment of the House hill.
See below for more discussion of new section 802 of FISA.

I ntervention by thegover nment: Under new subsection 802(a) of FISA, inany
covered civil action, the court shall permit the Government to intervene.
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Whether or not the Government intervenes in the civil action, the AG may
submit any information in any form that the AG determinesis appropriate, and
the court shall consider all such submissions.

No similar provision. Factual and L egal Determinations. Under new subsection 802(b) of FISA, in
any covered civil action, any party may submit to the court evidence, briefs,
arguments, or other information on any matter with respect to which aprivilege
based on state secretsis asserted. The court shall review any such submissionin
accordance with the procedures set forth in section 106(f) of FISA and may,
based on thereview, make any appropriate determination of fact or law. [Section
106 of FISA deals with use in federal, state, or local proceedings against an
aggrieved person of information acquired or derived from a FISA electronic
surveillance. In the context of a notification by a federal, state, or local
government of an intention to use such information in such a proceeding, or of
amotionto discover, obtain, or suppress such information made by an aggrieved
person, section 106(f) of FISA permitsaU.S. district court to review in camera
and ex partethelawfulness of the authorization and conduct of therelevant FISA
electronic surveillance of the aggrieved person, if the AG filesan affidavit under
oath that disclosure or an adversary hearing would harm the national security of
the United States. In making this determination, the court may disclose to the
aggrieved person, under appropriate security procedures and protective orders,
portions of the application, order, or other materials relating to the surveillance
only where such disclosureisnecessary to make an accurate determination of the
legality of the surveillance.]

— Under new subsection 802(b) of FISA, the court may, on motion of the AG,
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take any additional actions the court deems necessary to protect classified
information.

— New subsection 802(b) of FISA aso provides that the court may, to the
extent practicable and consistent with national security, request that any party
present briefsand argumentson any legal question the court determinesisraised
by such a submission even if that party does not have full access to the
submission. The court shall consider whether the employment of a specia
master or an expert witness, or both, would facilitate proceedings under this
section.

Location of Review: Under new subsection 802(c) of FISA, the court may
conduct thereview in alocation and facility specified by the AG as necessary to
ensure security.

Section 202 of the House bill amends the table of contents of FISA to add new
title VIII.

Section 204 of the bill, new section 803 of FISA, preemption of state
investigations:  This section provides that no state shall have authority to
conduct an investigation into an electronic communication service provider's
alleged assistance to an element of the intelligence community; require through
regulation or any other means the disclosure of information about an electronic
communication service provider's aleged assistance to an element of the
intelligence community; impose any administrative sanction on an electronic
communication service provider for assistance to an element of the intelligence
community; or commence or maintain a civil action or other proceeding to

No similar provision.
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enforcearequirement that an electronic communi cation service provider disclose
information concerning alleged assistance to an element of the intelligence
community.

The United States may bring suit to enforce the provisions of new section 803
of FISA.

District Court Jurisdiction: United Statesdistrict courtsshall havejurisdiction
over any civil action brought by the United States to enforce the provisions of
new section 803 of FISA.

Application: Thissection shall apply to any investigation, action, or proceeding
that is pending on or filed after the date of enactment of the bill.

No similar provision.

No similar provision.

No similar provision.

Commission on Warrantless Electronic Surveillance Activities

No similar provision.

No similar provision.

Title 111 of the House bill creates a new Commission on Warrantless
Electronic Surveillance Activitiesin the legidative branch.

Duties of the Commission: Under section 301 of the House hill, the duties of
this commission are: to ascertain, evaluate, and report upon the facts and
circumstances relating to electronic surveillance activities conducted without a
warrant between September 11, 2001 and January 17, 2007; to evaluate the
lawfulness of such activities; to examine all programs and activities relating to
intelligence collection inside the United States or regarding United States
persons that were in effect or operation on September 11, 2001, and all such
programsand activitiesundertaken sincethat date, includingthelegal framework
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or justification for those activities; and to report to the President and Congress
the findings and conclusions of the Commission and any recommendations the
Commission considersappropriate. Such dutiesareto becarried out inamanner
consistent with the need to protect national security.

No similar provision. Composition of Commission: The nine members of the Commission are to
include five members appointed jointly by the majority |eader of the Senate and
the Speaker of the House of Representatives; and four membersappointed jointly
by the minority leader of the Senate and the minority leader of the House of
Representatives. These membersareto be prominent United Statescitizenswith
significant depth of experiencein national security, Constitutional law, and civil
liberties. The Chair of the Commissionisto bejointly appointed by the majority
leader of the Senate and the Speaker of the House of Representatives from
among the five members they jointly appointed to the Commission. The Vice
Chair of the Commissionisto bejointly appointed by the minority leader of the
Senate and the minority leader of the House of Representatives from among the
four members they jointly appointed to the Commission.

— The members of the Commission are to be appointed within 90 days of the
date of enactment of the House hill.

— The Commission shall hold its first meeting and begin operations not later
than 45 days after the date on which a mgjority of its members have been
appointed. Subsequent meetings are to be held upon the call of the Chair. A
majority of the members of the Commission shall constitute a quorum, but a
lesser number may hold hearings.
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— Any vacancy inthe Commission shall not affect its powersand shall befilled
in the same manner in which the original appointment was made.

No similar provision. Power sof Commission: The Commission or, ontheauthority of the Chair, any
subcommittee or member thereof, isauthorized to hold hearings, take testimony,
receive evidence, and administer oaths to carry out the Commission’s
responsibilities. The Commission is given subpoena power, and may require
attendance of witnesses and production of evidence at any place within the
United States designated for a hearing. Subpoenas issued under this paragraph
may be issued under the signature of the Chair of the Commission, the chair of
any subcommittee created by a majority of the Commission, or any member
designated by a mgjority of the Commission and may be served by any person
designated by such Chair, subcommittee chair, or member.

No similar provision. Enforcement: The Commission may seek the assistance of aU.S. district court
inthejudicia district where the hearingis conducted or where aperson refusing
to obey asubpoenaisfound, resides, or transacts business, to compel compliance
with the subpoena. Failure to comply with a U.S. district court order may be
punished as civil contempt of court. The Commission may also certify a
statement of fact attesting to a person’s failure to comply with a subpoenaor to
testify when summoned to the appropriate U.S. Attorney. Such U.S. Attorney
isto bringthe matter beforethe grand jury under the same statutory authority and
proceduresasif the U.S. Attorney had received acertification under 2U.S.C. 88
192-194.

No similar provision. Contracting authority: The Commission is giving contracting authority to
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carry out its duties to the extent and in such amounts as are provided in
appropriations acts.

No similar provision. Information from federal agencies: The Commission is authorized to secure
information directly from any executive department, bureau, agency, board,
commission, office, independent establishment, or instrumentality of the
Government documents, information, suggestions, estimates, and statistics for
the purposes of this section. Each department, bureau, agency, board,
commission, office, independent establishment, or instrumentality shall furnish
such documents, information, suggestions, estimates, and statisticsdirectly tothe
Commission upon request made by the Chair, the chair of any subcommittee
created by a magjority of the Commission, or any member designated by a
majority of the Commission.

— Information shall only be received, handled, stored, and disseminated
by members of the Commission anditsstaff in amanner consistent with all
applicable statutes, regulations, and Executive orders.

— The Administrator of General Servicesshall providetothe Commission
on areimbursabl e basis administrative support and other services for the
performance of the Commission’s functions.

— In addition to the assistance provided by federal agencies and entities
under the authority above, departments and agencies of the United States
may provide to the Commission such services, funds, facilities, staff, and
other support services as they may determine advisable and as may be
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authorized by law.

No similar provision. Other authorities: Among other things, the Commission is also authorized to
enter into contracts, receive gifts, appoint and compensate staff, and employ
consultants. Federal employees may be detailed to the Commission without
reimbursement from the Commission, and such detail ees shall retain the rights,
status, and privileges of his or her regular employment without interruption.

No similar provision. Security Clearancesfor Commission Membersand Staff: The appropriate
Federal agencies or departments shall cooperate with the Commission in
expeditiously providing to the Commission members and staff appropriate
security clearances to the extent possible pursuant to existing procedures and
requirements, except that no person shall be provided with access to classified
information under this section without the appropriate security clearances.

No similar provision. Access to classified information: All members of the Commission and
commission staff, as authorized by the Chair or the designee of the Chair, who
have obtained appropriate security clearances, shall have access to classified
information related to the surveillance activities within the scope of the
examination of the Commission and any other related classified information that
the members of the Commission determine relevant to carrying out the duties of
the Commission under this section.

No similar provision. Facilities and resources:. The DNI shal provide the Commission with
appropriate space and technical facilities approved by the Commission.
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When engaged in performance of their Commission duties, Commission
membersare entitled to compensation at arate not to exceed the daily equivalent
of theannual rate of basic pay in effect for aposition at level 1V of the Executive
Schedule under 5 U.S.C. § 5315, and are allowed travel expenses..

The Federal Advisory Committee Act shall not apply to the Commission.

No similar provision. Publicmeetingsand hearings: The Commission shall hold public hearingsand
meetingsto theextent appropriate. Any public hearingsof the Commission shall
be conducted in amanner consistent with the protection of information provided
to or developed for or by the Commission as required by any applicable statute,
regulation, or Executive order.

No similar provision. Reports and Recommendations of Commission:

— Interim reports:.  The Commission may submit to the President and
Congress interim reports containing such findings, conclusions, and
recommendations for corrective measures as have been agreed to by a magjority
of Commission members.

— Final report: The Commission, in consultation with appropriate
representative of theintelligence community, must fileitsfinal report within one
year after the date of its first meeting. The fina report, containing such
information, analysis, findings, conclusions, and recommendati ons as have been
agreed to by a majority of Commission members, shall submit to the President
and Congress. It shall be in an unclassified form, but may have a classified
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annex.

— Recommendations for declassification: The Commission may make
recommendations to the appropriate department or agency of the Federa
Government regarding the declassification of documents or portions of
documents.

— Termination: The Commission and its authorities shall terminate 60 days
after submission of itsfinal report. The Commission may usethat 60-day period
for the purpose of concluding its activities, including providing testimony to
committees of Congress concerningitsreport and disseminating thefinal report.

No similar provision. Definitions: “Intelligence community” and “United States person” are defined
for purposes of this section:

No similar provision. Authorization and availability of appropriations. Thereareauthorized to be
appropriated such sums as may be necessary to carry out the activities of the
Commission under this section. Such appropriated mounts shall remain
available until the termination of the Commission.

Severability, Effective Date, Repeal of Protect America Act Provisions, and Transition Procedures

Titlel11 of the Senate bill, other provisions: Title1V of the House bill, other provisions:

Section 301 of the Senate bill is a severability provision. Similar provision, section 401 of the House bill.
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Section 302 of the bill addressesthe effective date of the bill if enacted into law;
repeal of certain FISA provisions added by the Protect America Act; and
transition procedures:

— Effective date: Under subsection 302(a) of the hill, the date of enactment
of the bill into law is to be the effective date, except as provided in subsection
302(c), dealing with transitional procedures and authorizationsand directivesin
effect on the date of enactment of the bill and on the date the bill sunsets.

— Repeal of certain Protect America Act (PAA) provisions and related
tableof contentsentries: Except asprovidedinthetransition proceduresunder
subsection 302(c) of FISA, sections 105A, 105B, and 105C of FISA, 50 U.S.C.
88 1805A, 1805B, and 1805C arerepeal ed by subsection 302(b) of thebill, along
with related table of contents entries.

— Transitions Procedures:

— Protection from liability: Subsection 105B(l) of FISA, as added by
the Protect America Act, protected from civil suit those who furnished
information, facilities, or assistance to the government pursuant to a
directive issued by the AG under section 105B. Under Section 105B of
FISA, as added by the PAA, acquisitions of the contents of

Similar provision.

Similar provision. Except as provided in section 404, sections 105A, 105B, and
105C of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 18053,
1805b, and 1805c, are repeaed, along with related table of contents entries. In
addition, except as provided in section 404, section 4 of the PAA (dealing with
semi-annual reporting by the AG to the congressional intelligence committees
and the House and Senate Judiciary Committees regarding non-compliancewith
directivesissued by the AG and DNI under Section 105B of FISA in connection
with PAA acquisitions) and section 6 of the PAA (dealing with transition
procedures) are repealed.

— Transition Procedures:

— Protection from liability:
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communications concerning persons reasonably believed to be located
outside the United States could be authorized for up to 1 year. The PAA
was enacted on August 5, 2007, and sunseted on February 16, 2008.
Depending upon the expiration date of acquisitions authorized during this
period, some may continue in effect until between August 5, 2008 and
February 16, 2009. The transition provisions in section 6 of the Protect
America Act explicitly provided that acquisitions authorized under the
amendments to FISA made by the PAA before its sunset, and related
directives requiring recipients of those directives to furnish aid to the
government in connection with such acquisitions, wereto remain in effect
until their expiration. However, those PAA transition procedures did not
expressly provide for continuation of the protection from civil liability
under section 105B(1) of FISA afforded those who furnished aid to the
government related to such acquisitions pursuant torelated directives. The
last sentence of section 6 of the PAA stated the acquisitions that were to
remain in force until their expiration “shall be governed by the applicable
provisions of such amendments [to FISA made by the PAA] and shall not
be deemed to constitute electronic surveillance as that term is defined in
section 101(f) of [FISA].” While it might be argued that subsection
105B(I) might be considered an “ applicable provision” and might therefore
remain in effect as long as the acquisition and related directives do, the
absence of express language on the point may give rise to ambiguity.

Under section 302(c)(1) of H.R. 3773 as passed by the Senate that
ambiguity is resolved. Subsection 302(c)(1) of the bill provides that
subsection 105B(1) of FISA “shall remain in effect with respect to any

Under section 404(a)(4) of the House bill, subsection 105B(1) of FISA, as
added by section 2 of the PAA, “shall continueto apply with respect to any
directivesissued pursuant to such 105B.” Under section 404(a)(7) of the
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directives issued pursuant to such section 105B for information, facilities,
or assistance provided during the period such directivewasor isin effect.”

No similar provision.

— Ordersin effect:

— Under subsection 302(c)(2)(A) of the Senatebill, notwithstanding
any other provision of the bill or of FISA, any order in effect on the
date of enactment pursuant to FISA or section 6(b) of the PAA isto
remain in effect until the order’s expiration date. In addition, at the
request of the applicant, the FISC shall reauthorize such order if the
facts and circumstances continue to justify issuance of the order
under FISA as it existed before enactment of the PAA, except as
provided in sections 102 through 110 of the Senate hill.

— Under subsection 302(c)(2)(B) of the Senatehill, any order issued
under title VII of FISA, asamended by section 101 of the Senate hill,

House hill, section 404(a)(4) of thebill shall apply asif it had been enacted
on August 5, 2007, when the PAA was enacted.

Under section 404(a)(5) of the House hill, the petition review pool of the
FISC shall continue to have jurisdiction over petitions challenging the
legality of adirectiveissued pursuant to section 105B of FISA, asadded by
section 2 of the PAA, until the expiration of all orders, authorizations, and
directivesissued or made pursuant to that section. Under section 404(a)(7)
of the House bill, section 404(a)(5) of the bill shall apply asif it had been
enacted on August 5, 2007, when the PAA was enacted.

— Ordersin effect:

— Under subsection 404(a)(1) of theHousebill, notwithstanding any
other provision of law, any order, authorization, or directiveissued or
made pursuant to 105B of FISA, as added by section 2 of the PAA,
shall continue in effect until the expiration of such order,
authorization, or directive. Under section 404(a)(7) of the House
bill, section 404(a)(1) of the bill shall apply asif it had been enacted
on August 5, 2007, when the PAA was enacted.

— Under section 404(b)(1) and (2) of the House hill,
notwithstanding any other provision of the Housebill or of FISA, any
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in effect on December 31, 2013, shall continuein effect until the date
of expiration of the order, and shall be governed by the applicable
provisions of FISA as so amended.

— Authorizations and directivesin effect:

— Authorizationsand directivesin effect on date of enactment:
Under subsection 302(c)(3)(A) of thebill, notwithstanding any other
provision of thebill or of FISA, authorizationsand directivesin effect
on the date of enactment of the Senate bill that were issued pursuant
to the PAA, or any amendment made by the PAA, would remain in
effect until the expiration date of that authorization or directive. Any
such authorization or directive would be governed by applicable
provisions of the PAA and amendments made by the PAA. Except as
provided in subsection 302(c)(4) of the bill, any acquisition pursuant
to such authorization or directive would be deemed not to constitute
electronic surveillance under section 101(f) of FISA, asconstruedin
accordancewith section 105A of FISA asadded by the PAA. Section
105A of FISA provided that, “Nothing in the definition of electronic
surveillance under section 101(f) shall be construed to encompass
surveillance directed at a person reasonably believed to be located
outside of the United States.”

order, authorization, or directive issued or made under title VII of
FISA, as amended by section 101(a) of the House bill, in effect on
December 31, 2009, shall continue in effect until the date of the
expiration of such order, authorization or directive, and title VII of
FISA, asamended by section 101(a) of the House bill, shall continue
to apply to them until their expiration.

— Authorizations and directivesin effect:

— Continued effect of orders, authorizations, directives. Under
subsection 404(a)(1) of the House bill, notwithstanding any other
provision of law, any order, authorization, or directiveissued or made
pursuant to 105B of FISA, as added by section 2 of the PAA, shall
continuein effect until the expiration of such order, authorization, or
directive. Under subsection 404(a)(2) of the House hill, subject to
paragraph 404(3) of that bill (dealing with use of information
acquired under a PAA order, authorization, or directive),
notwithstanding any other provision of this House bill or of FISA,
section 105A of such FISA, as added by section 2 of the PAA, shall
continue to apply to any acquisition conducted pursuant to an order,
authorization, or directive 105B of FISA asadded by section 2 of the
PAA; and sections 105B and 105C of FISA, as so added, shall
continue to apply with respect to any such order, authorization, or
directiveuntil theexpiration of such order, authorization, or directive.
Under section 404(a)(7) of the House bill, subsections 404(a)(1) and
(2) of the bill shall apply asif it had been enacted on August 5, 2007,
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— Authorizationsand dir ectivesin effect on December 31, 2013:
Under subsection 302(c)(3)(B), any authorization or directiveissued
under title VII of FISA, as amended by section 101 of the hill, in
effect on December 31, 2013, shall continuein effect until the date of
expiration of that authorization or directive. Any such authorization
or directive shall be governed by the applicable provisions of FISA,
as so amended, and, except as provided in section 707 of FISA, asso
amended, any acquisition pursuant to such authorization or directive
shall be deemed not to constitute electronic surveillance (asthat term
is defined in subsection 101(f) of FISA, to the extent that such
subsection 101(f) islimited by section 701 of FISA, as so amended).

— Use of information acquired under the PAA: Subsection 302(c)(4)
providesthat i nformation acquired froman acquisition conducted under the
PAA, and amendments made by the PAA, shall be deemed to be
information acquired from an electronic surveillance pursuant to title | of
FISA, 50 U.S.C. § 1801 et seq., for the purposes of section 106 of FISA, 50
U.S.C. § 1806, except for purposes of subsection 106(j) of FISA.
(Subsection 106(j) deals with “notification of emergency employment of
electronic surveillance; contents, postponement, suspension or
elimination.”)

when the PAA was enacted.

— Ordersin effect on December 31, 2009: Under section404(b)(1)
and (2) of the House bill, notwithstanding any other provision of the
Housebill or of FISA, any order, authorization, or directiveissued or
made under title VIl of FISA, as amended by section 101(a) of the
House bill, in effect on December 31, 2009, shall continue in effect
until the date of the expiration of such order, authorization or
directive, and title VII of FISA, as amended by section 101(a) of the
House hill, shall continue to apply to them until their expiration.

— Useof information acquired under the PAA: Subsection 404(a)(3)
of the House bill provides that information acquired from an acquisition
conducted pursuant to an order, authorization, or directive issued or made
pursuant to section 105Bof FISA, as added by section 2 of the PAA, shall
be deemed to be information acquired from an electronic surveillance
pursuant to title | of the FISA, 50 U.S.C. 1801 et seq., for purposes of
section 106 of FISA, 50 U.S.C. 1806. Under section 404(a)(7) of the
House hill, section 404(a)(3) of thebill shall apply asif it had been enacted
on August 5, 2007, when the PAA was enacted.

— New orders: Under subsection 302(c)(5) of the bill, notwithstanding | No similar provision.
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any other provision of the Senate bill or of FISA, the government may file
an application for an order under FISA, asin effect on the day before the
date of the enactment of the PAA, except asamended by sections 102, 103,
104, 105, 106, 107, 108, 109, and 110 of the bill; and the FISC shall enter
an order granting such an application if the application meets the
requirements of FISA, as in effect on the day before the date of the
enactment of the PAA, except as amended by sections 102, 103, 104, 105,
106, 107, 108, 109, and 110 of the bill.

— Extant Authorizations: Under subsection 302(c)(6) of the bill, at the | No similar provision.
request of the applicant, the FISC shall extinguish any extant authorization
to conduct electronic surveillance or physical search entered pursuant to
FISA.

— Applicable provisions: Under subsection 302(c)(7) of the bill, any | No similar provision.
surveillance conducted pursuant to an order entered pursuant to subsection
302(c)shall be subject to the provisions of FISA as in effect on the day
before the date of enactment of the PAA, except as amended by sections
102, 103, 104, 105, 106, 107, 108, 109, and 110 of the hill.

— Transition procedures concerning the targeting of U.S. persons — Transition procedures concerning the targeting of U.S. persons
overseas:. Under subsection 302(c)(8) of the Senate bill, any authorization overseas. Similar provision, subsection 404(b)(5) of the House hill.

in effect on the date of enactment of that bill under section 2.5 of E.O.
12333 to intentionally target a U.S. person reasonably believed to be
|ocated outsidethe United States shall remainin effect, and shall constitute
asufficient basisfor conducting such an acquisitiontargetingaU.S. person
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located outside the United States until the earlier of the date that
authorization expires or 90 days after the date of enactment of the bill.

Reporting requirements with respect to the PAA and section 601of FISA, as amended

No similar provision.

Reporting requirements with respect to the PAA: Under subsection
404(a)(6)(A), notwithstanding any other provision of the House bill, the PAA,
or FISA, section 4 of the PAA (dealing with semi-annual reporting by the AG to
the congressional intelligence committees and the House and Senate Judiciary
Committees on non-compliance with directivesissued by the AG and DNI under
section 105B of FISA in connection with PAA acquisitions) shall continue to
apply until the date that the certification described in subparagraph 404(a)(6)(B)
issubmitted. The referenced certification by the AG is to be submitted as part
of a semi-annual report required by section 4 of the PAA. The certification
statesthat therewill be no further acquisitions carried out under section 105B of
FISA, asadded by section 2 of the PAA, after the date of such certification; and
that the information required to beincluded under section 4 of the PAA relating
to any acquisition conducted under such section 105B has been included in a
semi-annual report required by such section 4. Under section 404(a)(7) of the
House bill, section 404(a)(6) of the bill shall apply asif it had been enacted on
August 5, 2007, when the PAA was enacted.

No similar provision.

Reporting requirementswith respect to Section 601(a) of FISA,50U.S.C. §
1871(a), asamended by section 101(c)(2), 702(l), and 707 of the House bill:
Under subsection 404(b)(4) of the House bill, notwithstanding any other
provision of the House hill or of FISA, section 601(a) of FISA, 50 U.S.C. §
1871(a), as amended by sections 101(c)(2) of the House bill, 702(1), and 707 of
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FISA shall continue to apply until the date that the certification described in
subsection 404(b)(4)(B) of the House bill is submitted by the AG to the
congressional intelligence committees and the House and Senate Judiciary
Committees. Such certification states that there will be no further acquisitions
carried out under title VII of FISA, as amended by section 101(a) of the House
bill, after the date of such certification; and that the information required to be
included in a review, assessment, or report under section 601 of FISA, as
amended by section 101(c) of the House bill, or section 702(1) or 707 of FISA,
as added by section 101(a) of the House hill, relating to any acquisition
conducted under title VII of FISA, as amended by section 101(a) of the House
bill, hasbeenincluded in areview, assessment, or report under such section 601,
702(1), or 707.

Applicability of Provisions on Challenge of Directives, Protection from Liability, and Use of Information

No similar provision. Applicability of FISC petition review pool jurisdiction with respect to
challenges to directives issued under new subsection 702(h) of FISA, as
added by section 101(a) of the House bill: Under subsection 404(b)(3)(A) of
the House bill, notwithstanding any other provision of the Housebill or of FISA,
subsection 103(a) of FISA, “as amended by section 113" [sic?], shall continue
to apply with respect to any directive issued pursuant to subsection 702(h) of
FISA, as added by subsection 101(a) of the bill. Note that there appears to be
no section 113 in the House hill, nor in FISA. However, subsection
403(a)(1)(B)(ii) of the House bill does amend section 103(a) of FISA, dealing
with thejurisdiction of the petition review pool of the FISC, to replace” 105B(h)
or 501(f)(1)” with inserting “501(f)(1) or 702(h)(4).” Section 702(h)(4)
addresses challenges to directives issued under section 702(h) of FISA, as
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amended by the House bill.
No similar provision. Applicability of release from liability for electr onic communication service

providersfurnishing aid to the gover nment in accor dance with a directive
issued pursuant tonew subsection 702(h)(1) of FI SA, asadded by subsection
101(a) of the House bill: Under subsection 404(b)(3)(B) of the House hill,
notwithstanding any other provision of the House bill or of FISA, subsection
702(h)(3) of FISA, as added by section 101(a) of the House bill, shall continue
to apply with respect to any directive issued pursuant to new subsection 702(h)
of FISA. Subsection 703(h) of FISA provides that, notwithstanding any other
provision of law, no cause of action shall liein any court against any electronic
communication service provider for providing any information, facilities, or
assistancein accordancewith adirectiveissued under new subsection 702(h)(1).

No similar provision. Applicability of releasefrom liability for electronic communication service
providersfurnishingaid tothegover nment pursuant toan order or request
for emer gency assistanceissued pursuant to new subsection 703(d) or (e) of
FISA: Under subsection 404(b)(3)(C) of the House hill, notwithstanding any
other provision of the Housebill or of FISA, therelease from liability under new
subsection 703(e) of FISA shall continue to apply with respect to an order or
request for emergency assistance under section 703 of FISA, as added by the
House hill.
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No similar provision. Applicability of section 706 of FISA dealing with use of information
acquired under new sections 702 or 703 of FI SA: Notwithstanding any other
provision of the House hill or of FISA, under subsection 404(b)(3)(D) of the
House bill, new section 706 of FISA (which provides that information acquired
under new section 702 or 703 of FISA shall be considered information acquired
from an electronic surveillance pursuant to titlel of FISA for purposes of section
106 of FISA) shall continue to apply with respect to an acquisition conducted
under section 702 or 703 of FISA.

Nosimilar provision. Applicability of 18U.S.C. 82511(2)(a)(ii)(A) of FI SA, asamended by section
101(c)(1) of the House bill: Section 404(b)(3)(E) of the House bill provides
that, notwithstanding any other provision of the House bill or of FISA, 18 U.S.C.
§2511(2)(a)(ii)(A) of FISA, as amended by section 101(c)(1) of the House hill,
shall continue to apply to an order issued pursuant to section 704 of FISA
(dealing with emergency authorizations), as added by section 101(a) of the
House bill. [18 U.S.C. § 2511(2)(a)(ii)(A) would be amended by section
101(c)(2) of the House bill to provide that, “[n]otwithstanding any other law,
providersof wireor el ectronic communication service, their officers, employees,
and agents, landlords, custodians, or other person, are authorized to provide
information, facilities, or technical assistance to persons authorized by law to
intercept wire, oral, or electronic communications or to conduct electronic
surveillance, as defined in section 101 of [FISA], if such provider, its officers,
employees, or agents, landlord, custodian, or other specified person, has been
provided with a court order directing such assistance or a court order pursuant
to section 704 of [ FISA] signed by the authorizing judge.” [Emphasis added.]]
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No Rights Under the FISA Amendments Act of 2008 for Undocumented Aliens

No similar provision. Section 405 of the House bill providesthat, “ This Act and the amendments made
by this Act shall not be construed to prohibit surveillance of, or grant any rights
to, an alien not permitted to be in or remain in the United States.”

Surveillance to Protect the United States

No similar provision. Section 406 of the House bill provides that the bill, and the amendments made
by it, shall not be construed to prohibit the intelligence community (as defined
in section 3(4) of the National Security Act of 1947, 50 U.S.C. § 401a(4)) from
conducting lawful surveillance that is necessary to:

— prevent Osama Bin Laden, al Qaeda, or any other terrorist or terrorist
organization from attacking the United States, any U.S. person, or any ally
of the United States;

— ensure the safety and security of members of the United States Armed
Forcesor any other officer or employee of thefederal government involved
in protecting the national security of the United States; or

— protect the United States, any U.S. person, or any ally of the United
States from threats posed by weapons of mass destruction or other threats
to national security.
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Glossary of FISA Terms from 50 U.S.C. § 1801
Asusedintitle| of FISA, 50 U.S.C. § 1801 et seq.:
(a) “Foreign power” means —

(2) aforeign government or any component thereof, whether or not recognized by the United
States,

(2) afaction of aforeign nation or nations, not substantially composed of United States
persons,

(3) an entity that is openly acknowledged by a foreign government or governments to be
directed and controlled by such foreign government or governments;

(4) agroup engaged in international terrorism or activitiesin preparation therefor;

(5) a foreign-based political organization, not substantially composed of United States
persons; or

(6) an entity that is directed and controlled by a foreign government or governments.

(b) “Agent of aforeign power” means —

(2) any person other than a United States person, who —

(A) actsin the United States as an officer or employee of aforeign power, or asamember
of aforeign power as defined in subsection (a)(4) of this section;

(B) acts for or on behalf of a foreign power which engages in clandestine intelligence
activities in the United States contrary to the interests of the United States, when the
circumstances of such person’ s presencein the United States indicate that such person may
engage in such activitiesin the United States, or when such person knowingly aids or abets
any person in the conduct of such activities or knowingly conspires with any person to
engage in such activities; or

(C) engagesin international terrorism or activitiesin preparation therefore; or

(2) any person who —

(A) knowingly engagesin clandestine intelligence gathering activitiesfor or on behalf of a
foreign power, which activities involve or may involve aviolation of the criminal statutes
of the United States;

(B) pursuant to the direction of an intelligence service or network of a foreign power,
knowingly engagesin any other clandestineintelligence activities for or on behalf of such
foreign power, which activities involve or are about to involve aviolation of the criminal
statutes of the United States;

(C) knowingly engages in sabotage or international terrorism, or activities that are in
preparation therefor, for or on behalf of aforeign power;

(D) knowingly enters the United States under afalse or fraudulent identity for or on behalf
of aforeign power or, whilein the United States, knowingly assumes afalse or fraudulent
identity for or on behalf of aforeign power; or

(E) knowingly aids or abets any person in the conduct of activities described in
subparagraph (A), (B), or (C) or knowingly conspireswith any personto engagein activities
described in subparagraph (A), (B), or (C).

(c) “International terrorism” means activities that —

() involve violent acts or acts dangerous to human life that are a violation of the criminal
laws of the United States or of any State, or that would be a criminal violation if committed
within the jurisdiction of the United States or any State;

(2) appear to be intended —
(A) to intimidate or coerce a civilian population;
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(B) to influence the policy of a government by intimidation or coercion; or
(C) to affect the conduct of a government by assassination or kidnapping; and

(3) occur totally outside the United States, or transcend national boundariesin terms of the
means by which they are accomplished, the persons they appear intended to coerce or
intimidate, or the locale in which their perpetrators operate or seek asylum.

(d) “Sabotage” means activities that involve a violation of chapter 105 of title 18, or that
would involve such aviolation if committed against the United States.

(e) “Foreign intelligence information” means —

(1) information that relatesto, and if concerning a United States person is necessary to, the
ability of the United States to protect against —

(A) actual or potentia attack or other grave hostile acts of aforeign power or an agent of a
foreign power;

(B) sabotage or international terrorism by aforeign power or an agent of aforeign power;
or

(C) clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of aforeign power; or

(2) information with respect to a foreign power or foreign territory that relates to, and if
concerning a United States person is necessary to —

(A) the national defense or the security of the United States; or

(B) the conduct of the foreign affairs of the United States.

(f) “Electronic surveillance” means —

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents
of any wire or radio communication sent by or intended to be received by a particular,
known United States person who is in the United States, if the contents are acquired by
intentionally targeting that United States person, under circumstancesin which aperson has
areasonable expectation of privacy and awarrant would be required for law enforcement
purposes,

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents
of any wire communication to or from a person in the United States, without the consent of
any party thereto, if such acquisition occurs in the United States, but does not include the
acquisition of those communications of computer trespassers that would be permissible
under section 2511(2)(i) of title 18;

(3) theintentional acquisition by an electronic, mechanical, or other surveillance device of
the contents of any radio communication, under circumstances in which a person has a
reasonable expectation of privacy and a warrant would be required for law enforcement
purposes, and if both the sender and all intended recipients are located within the United
States; or

(4) the installation or use of an electronic, mechanical, or other surveillance device in the
United States for monitoring to acquire information, other than from a wire or radio
communication, under circumstances in which a person has a reasonable expectation of
privacy and awarrant would be required for law enforcement purposes.

(9) “Attorney Genera” meansthe Attorney General of the United States(or Acting Attorney
General), the Deputy Attorney General, or, upon the designation of the Attorney General,
the Assistant Attorney General designated as the Assistant Attorney General for National
Security under section 507A of title 28, United States Code.
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(h) “Minimization procedures,” with respect to electronic surveillance, means —

(2) specific procedures, which shall be adopted by the Attorney General, that are reasonably
designedin light of the purpose and technique of the particular surveillance, to minimizethe
acquisition and retention, and prohibit the dissemination, of nonpublicly available
information concerning unconsenting United States persons consi stent with the need of the
United States to obtain, produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which is not foreign
intelligence information, as defined in subsection (e)(1) of this section, shall not be
disseminated in a manner that identifies any United States person, without such person’s
consent, unless such person’s identity is necessary to understand foreign intelligence
information or assess its importance;

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the retention and
dissemination of information that isevidence of acrimewhich hasbeen, isbeing, or isabout
to be committed and that is to be retained or disseminated for law enforcement purposes;
and

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance
approved pursuant to section 1802(a) of thistitle, procedures that require that no contents
of any communication to which a United States person is a party shall be disclosed,
disseminated, or used for any purpose or retained for longer than 72 hours unless a court
order under section 1805 of thistitleis obtained or unlessthe Attorney General determines
that the information indicates athreat of death or serious bodily harm to any person.

(i) “United States person” means a citizen of the United States, an alien lawfully admitted
for permanent residence (as defined in section 1101(a)(20) of title 8), an unincorporated
association a substantial number of members of which are citizens of the United States or
alienslawfully admitted for permanent residence, or acorporation whichisincorporated in
the United States, but does not include a corporation or an association which is a foreign
power, as defined in subsection (a)(1), (2), or (3) of this section.

() “United States,” when used in a geographic sense, means all areas under the territorial
sovereignty of the United States and the Trust Territory of the Pacific Islands.

(k) “Aggrieved person” meansaperson whoisthetarget of an electronic surveillance or any
other person whose communications or activities were subject to electronic surveillance.

(1) “Wire communication” means any communication while it is being carried by a wire,
cable, or other like connection furnished or operated by any person engaged as a common
carrier in providing or operating such facilities for the transmission of interstate or foreign
communications.

(m) “Person” means any individual, including any officer or employee of the federa
government, or any group, entity, association, corporation, or foreign power.

(n) “Contents,” when used with respect to a communication, includes any information
concerning the identity of the parties to such communication or the existence, substance,
purport, or meaning of that communication.

(o) “State” means any State of the United States, the District of Columbia, the
Commonwealth of Puerto Rico, the Trust Territory of the Pacific Islands, and any territory
or possession of the United States.



