
Office of the Director of National Intelligence 
Washington, DC 20511 

Mr. Steven Aftergood 
Federation of American Scientists 
1725 Desales Street NW 
Suite 600 
Washington, DC 20036 

Reference: ODNI Case# DF-2012-00068 

Dear Mr. Aftergood: 

This is in response to your email dated 19 April 2012, received in the Information Management Division of 
the Office of the Director ofNational Intelligence (ODNI) on 24 April2012. Pursuant to the Freedom of 
Information Act (FOIA), you are requesting, " ••• a copy of the 2009 report of the ODNI Office of Inspector 
General entitled 'Review on the Use of the Whistleblower Protection Act (ICWP A) in the Intelligence 
Community." 

Your request was processed in accordance with the FOIA, 5 U.S.C. § 552, as amended. A thorough search 
of our records and databases located ten documents responsive to your request. Upon review, it has been determined 
that the information responsive to your request may be released in segregable form with deletions made pursuant 
FOIA exemptions (b)(3), and (b)(6). 

Exemption (b)(3) applies to information exempt from disclosure by statute. The relevant withholding 
statutes are the National Security Act of 1947, as amended, 50 U.S.C. § 3024(m)(l), which protects, among other 
things, the names and identifying information of ODNI personnel. Exemption (b)( 6) applies to records which, if 
released, would constitute a clearly unwarranted invasion of the personal privacy of individuals. 

You have the right to appeal this determination within 45 days of the date of this letter to: 

Office of the Director ofNational Intelligence 
Information Management Office 
Washington, DC 20511 

Should you decide to do this, please explain the basis of your appeal. If you have any questions, please call 
the Requester Service Center at (703) 874-8500. 

Director, Information Management Division 
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:~.:~1·rc10R t:t::\t.Jo:Al 

'Illc Honorable Silvc~ Reyt:i 
Chairman 

\\ .•.~fii:-;G~. I !1. 205 i 1 

Pl!nnancm SeJecl Committee on Inldligence 
House uf'Reprc..o•cnuuh·e.c; 
\Va."ihingwn. D.C' • .!0515 

The Honor.1blc Peter HoekJtro 
Ranking Member 
Pcnnanent Sdec\ Committee t)n lntelligt-nce 
House nf Rcprer.cmali'-'ef> 
Washingatm. O.C.1Cl515 

Dear Mr. C"haim\an and Runkins Mernht.r Hoebtnt: 

i 9 October 2009 

t F• The lfow;.e Permanent SeJe.ct Cammiuee on lnlelligcncc: (HPSCJ) asked the Office ,,r 
rhe Oirc,·wr of N;aticlnal Intelligence (ODNI> Office ofth~ Jn..;;peclor General (010) to 
provide infonnatinn on the u~c of the lntclligcnc:c Community Vlhi~lleblower Protection 
Act CICWPA• within the Intelligence C'onuuunity ([C). 

« l t) In rcspi>n.c;e to I his requc~r. the OJG issued a quc~donnaire to the ln!>-pcctors General 
fnr the flllluwing ()ffice.s o.f ln~pector General~ 

• CentruJ Intelligence A~cncy ({'Ji\). 
• Defense intelligence Agcnc}' (Dft\). 
• Department of [)dense t 000). 
• Ocpanmcnt of Energy 1 DOE). 
• Depurtment of Homeland Security tDHS). 
• [)ep;artment of Ju!'ticc fOOJ ). 
• Department of Sr:lle f DOS). 
• Dcpartmcnl of Trc:asury t DOT). 
• Narion:al Geo!ip~lial-Intclligcncc Agency (NGA). 
• ~al ion:d Re('unnahsan~L" ()ffic~ lNRO), 
• ~alional Securit~· Agtm·y CNSA). and 
• OD~I. 

c t i • The questionnaire :o;()Ughl infonnetliun on the JC\\'PA c.:omplainlr. the OJGs hud 
r~ccived h'~tween 1 J:anuary 1999 Hhc effective dale oftbc IC"WPA) ancll4 September 
~009. Ah'-'r reviewing the rcsrxm~c;o;. 1hc ODNI 010 also contacted "'C\'Cral or lhc lC 
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OKi:- ior more: ~J)C\:ifi' information. TI1h letter .;umm~ifll!'-""" the rc~"uiL'i. t)f rhe r~ponses 
t•J lh~ quesuonnair~ itnd pnwi,k~s 1)Ur additionnl comment~. 

cV; ·nte ICWPA rettuircs that. upon r.:cdpt <lf a .:",..mplaint. an agency OIG mu~ 
dc:h.'mtin«: wirhin 1-4 days wh~tber the compJainl appears robe a credible "urgem 
concern:· a." defined hy lhe !-l:Uute. If so, the OIG mu~t report the matter hJ the ascnc~· 
head. who mu~t tr.msrni& it w rh"· intclli8cnce "'onuniu~'-· .o\n JJic:gation lhilt does n1)t 
fall wilhin the JCWP /\' s crit\!ria for an '"urgenr \.'"<H'h:em" may still be a credible complaim 
that is investigated by an OIG. bul it wuuld not in\·okc the ~pccilk rcquir~mcnts <lf th~ 
tCWPA. induding\."ltngr~siun;d notilkation. 

(V) According to lhe questionnaire rcs1xmsc~ w~ rcc:ei\'cd, sjnce l Junuaryl999. 4 IC 
OIG..,. rc.ceiH:d a tot441 oi lO ICWPA complaints. 1 Th~ Cl.·\ ~d 0002 OJGs· receh·ctHour 
C(trnplaint~. and th~ OIG!> for DOJ and OONJ ca'-'h re.:ei\'(d one ~o:umpla.int. Of I he I 0 
cnmrlaints. 3 were dcl!mcd hy the CIA <tnd DOD OlGs lobe ··urgcnl con,cm.\;· &L'i 

d~finccl by lhc ICWPA. and all :. were found 10 J,c credihl~. The CIA and DOD 010..: 
notific."d Congr~ss ",f fhl! lhrcc ~umplainr-., a:; n:'Juircd hy ahc slarut.:-. Congrc..;s alsu 
received direct notitkarion of a (ounh ~omplainl inc.Jepcndenlly by an individual whu had 
filed the complaint "'.'ilh the ODS I OIG. Althoua:h this ~~m1:plain1 was 1 uf lhe 10 
cnmpl.:ainb received during rhc reponing period, rhe ODNI OIG detcrminc:d lhis 
complaint did not qualify ao;. an ··urgent concem" ••s defined by the lCWPA. 

fl'//FOl~O} Ot'lhe remainin@ -.i.\: comptainls. 01Jl o( wb.kh were dc.:med "nol credabf..:'' by 
the l'~lo.pcCtivc OIGs. four complainants cxprcs..~~d ~m int~nt to notify Congres..~ 
indcpcndenrly of the '-'omplaint. bur lhc:y did nm do so. 111c CIA OJG rec4!ivtd lbrcc 
comphaints Call by the.: :-arne ~omplainant 1. in whi~h the ~t"~1!1plainanl origjn:tlly expre~sed 
an intent to "~ontnct ~nngre.\s. but did no1 do so. ·n1e DOJ 010 rccd\'ed u compluinr in 
200(, by ~ Fcdcmtl Burl!au of lnvc .. rig.niun (fBI) cmpJo~·cc wh() c1p~ssed an intenr ro 
furni~h inform;ation ,,, a panicul<tr Sena1~1r' s staff •tnd li> the: Senate Judkiary and 
Cornnu:rcc Committees. not to rhc intcJiiJencc commitlea::s. as required by the LCWPA. 
Thl.! DOJ OJG has nn informatinn rhatthc eomplainam pro\"ided the infonnalion to 
C\mgr.:,~. 

fl'/lt"OUOJ Of lh( 10 C'-"mpJainr:-. rccciv~d by the: IC OlGs during the 10-ycOI! rteporting 
pen,>\.1. J of them -1 from Cit\ and l frnm DOJ - includc~t alJegations of rc.:prisal. \ 

\\ l1;k : oi th.: 10 .:umrlo~inb ·. fn,m OJ~\ .md ~"RO • ~~o-crc Jl!h:nmm:~ to ;mt 111"'4:' tM :-t.ttUt\"'l'Y d.;nniuon 
•.•f ;m "'ur,.'l!r.l wn~~:m:· 001) OIG nttll.:lbo.•lo:r.~> proc'-"!1.~ thrm.l!-IC\\ PA 31J.:~;llions. ~'1.~4111"-' l11e 
~"tlmJtl:nn:anls f\o&'r1L't.llhe ICWPA wl11:n ~niriarly c:ommunk.illtng lhcmlu 1hc OICi'l. We indudc thc1r1 her(.". 
hUI ,Ji,lin~ui.loh 1ncm l'rilm I!JC" Hther ._.,~hr .:nmrlalnts th;U '.A.l'l\: wt.:nmfl\."'1.1 t" ;~llt:t;~ "'U'l,'CI\1 Concern~." .:LS 
.~.:tin~··l m the trw P:\. 
·, { :;t'J-OllOJ Ct•ll11'1.unls II."CI.'n·cd h~ DOD OICi-. \\ere ft)f\\.udc&l b~ I he OJG,. {if DIA. ~RO. al\\f ~St\ 
' Th .. • DOD OJ(i rt.·~,-·d,·cd an il.dllitiun:.lr~.priSO!I ~.·umplaint frunt an NSA ,:snpl(J~~.; lhat h I~JI inclul!t\l en 
lhi' r~ll~· hccau.~·. upon r..:\lc·.~•. 11 w.,~o, Jl!tt"nnn~J thallik.' r.·priwl Jllc1!:Uion did not pc:rt.:un r~:• an:pn...,l f•:tr 
an~!!int: .ut ~urF.~·nt I.'Vru:cm:· Thu!O. th\• DOD OiG b¢1:.:'(.' 11 ®c .. nt•l 1i11n :.1.,11~ ,,f K'WPA r.:rn"'-'1 
~;llc~.aremh•. Althuu~h th\! r>tH} OlG \lid l)()l J..:l"·rmU\c tht.• r~rnsal a,recl 10 he r:IC1 of r.hl: JCWPA daim, 
the l>Oll Ol(i in't:"'tigat~.·.j r~ n.-pris.ll .1!\fled. ~p:.r.1td) and c\·cnlu~lly transmi!lt:d ttl\: .~~c:par.uc n.:pn""'! 
:-c~::l1 d :n-.·.:'111;r.ln"r. 1 Rill;:,· C-7-n;;r.;~ ... .!lvn~ ~.,ilh Lhl: lt'WPA RCJJ 
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Ho\\-t:vcr. th"~ CIA OICi tound no evidence ()f rcpri§al when il invcl'Lignt~d the!U! 
aJic!g;llilms. The DOJ OlG rdr:rred the ('Omplainl to rhc OOJ Oifice <'f Profes=-iuna.J 
Re:>pon!ooibilily. '"'hkh ln\'Csligared 1he maner and found no c\'idcnce of reprisal. ·n1e 
OJG-. also repurred th:u non~,,( rhc ~:nmplaint~ submiu.~«.l ro the JC OJG.; wa.~ deemed 
fr.sutiut.:nt or made in "h:..-d f;uth .. 

IV.) In sum. hu.-.cd on dzc qnl!.,liunnair~ respon.'icS. d~ IC OIG!> notifieJ Cong~ss f.lf 
~\·~r~ alkgalil.,n ,lf an ··urgent ~onccm" that wa ... deemed by them to be .. ·rcdible. The 
,lata dt~wlupcll l~ summarized below. 

Summar)· of IC' OIG Respon.~ to ODNI 01(; ICWPA QueostionnaiN 
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i l'l In rc,·iewing r!O!spons~s to the qucsti,>nnaire, if is c\·hJ.:nalhat I(' agen.:ics dift~r in the 
manner in whh.h they 111a~e inlf.,rmati,:tn nhout JCWPA :t\'ailablc ro the workforce. For 
~\arnJllc. seven a~en.:} OIGs pla.:e basic infonn:1tion about the IC'WP.o\ ou\d the 
\\·hi.;th:hJowcr proccs') 1n an on-line fuml6tl on 3!!enc~· web)ltiler.. Four agency DIG:-. told 
us Lhal they rrn•;idc hri.:ting.s In rhe workforce. and tine~ OIGs 1old us they provi~lc 
.harch:<-'P" infunnation in addition ro providing 1hc infonuution in ll!her venues. 

fllj B;L"cd on lhc: n::sull., of the (111cstionnaire, we hn,·e ini1iured the ,!~;:veloprnenl nf a 
~pedal website In infor~n IC employees ahoul 1hc pro\'l~it>n~ and authorities of th~ 
K'WP,\. lhe pm.:\!'iS t'or iihng ;t whisllchlowcr ~e.mtplaint. _.nd link,. to agency JX.)inas "f 
l'Ontact. '01e website. which will be hosre&.l on the ODNJ OIG wcbpagc. ~dl'D would scf'\'C 
:L' a port.:ll [(1 ~'llllt:r IC ora~. \\'c have hcgun Wl1rk on this \l.~ilc un Lht: classified 
nctwor'-:. where th~ OD~ I weP:..itc: resides. and will al,;o c:um.ine lhc fea~ibility of 
crc:uin}:! "similnr web.~>llc on tlw agencies' unclaMiified m.·tworks. 
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UICLASStPlBO/~ 

ODNIJIC Q.aden_.re Rellled lo alae I.......,._ COIUIUalty 
\\1Jis0Miower Pmcecdoft Act of I,. tiC\VPA I 

lbc ~ Perm:ancm S.:lcc:1 C .. •mnrilk."'" on lniC'Jii~a"·" bb ;a~cd OONUI<i co 
ccJIJt"Ct ~~~ 'ha!UC' d:ua fnq n:f'ORUII 1~ lnu:lliJCIIC'C Community Wb1slkblow~ 
Pmk."\.'lion k't ol1998 tiC'WPA"J, We :.n: scdcin& infcJIJPatioa ~minJci\'ilian, 
~onrr-«r,, ~~ rw which the JCWPA applies. While ahc: IC\\"P .. \ L"M'C"' all 
IJ'."fmnn.:l frontlhL" Cl,\, NSA. DIA. NRO. NOA. an,r 1he NartOMI S~:uri&y Brandt ,,r&M 
FBI. nthcr IC ck."IJ1t'nt1 ~'d unl~· PN' i,tc intPm~ion n:~·am1n cntf11oycc,. nf. or 
.:-mtlr.ICI~ lo. u•ab h:&\ uag i1 princ:ip:d tum:ntm u( ,OA&II.k:lin~ IOrciJn lftl(lriCC"DCe Ctt 

cttunlttinactliJCA:&:. 

Th~ proja:c rNn:a,cr for rbi~t ~ .. lJONWn: is • Scailw r\d' i'>\lr 

(,.,. Ov~rs.igbl and Pofic:y. Plea.~ -.-.mtart if )'\'U hi\"C any qw!dions • 

......... ········--·.-................ -.. ·-·-··· --·-··· . ...~··-····-· ... --................... , ·---................................ .. --······ ··-·· 

ACiE~C''r': -----·--.. ··----------------

'N:\ME or- PERSON PROVIDING RE.'iPONSE.~: ---·-------

CONTAtl INFORMA TlON: 

K'E E'IAIL: -------

l'~CI.ASS F.)IAIL ___ _ 

f "N<'L:\S'\ PHOf't:; _ -·---- .. --·------- . -- -·--. 

1. II•'"" lrt4111Y C:t,."'lqJiainb ur all.:;;..Uua ... h) ~·· 1\o\l ~'"'r agcn.:!' or Jc:pannacu1 
re«&\'Cd since Januan· Jqi)LJ IJIII'f!UilftfiOtMICWP,\'.' 

t~~'F''~: - ' ----
J. or lhc: Mlmbcr illcntifae:al in Qu.:\1 icm I. pk~ pmvick' 1~ fnllowinlf. hy ~w-: 



18, Jim\· m:.n'· c!~ abc fn,~&.v ~~-flad SOT ('f'~l~'! 

~esp•~ -----------··--·------··-- I 
Ho"' ldaft\ included 0111 c.\piO~ allcs..Cioo of "PI1r:..;:.-..:::\lll;:.'_~ ----

~--_-;:-·-·-- -----~-------·='-
lDI How maay di&J &be ~ .. ~~Mir yell'-J' or \kp;utrMIIt rra~millO Cu~ll'c:s.. .. ·1 _ 

IRc.~..e: .. 

(F.t Fw huw many did llac ~omptainaat ~ur.:isc I~ provi~ion ot'ahe ICWPA . 
allow inc dlr.:""r ~ubnai'"ion ,,, CdnpCM in '"'~" wtxr.: chc IG dl.es "'" rran,.•nil 
&hi: L"ofnpl:tinl nr informarion. nr doc~ lk'llltiln~mil it in Accur.dC fonn. ra rite 
:l!!~" ordLputmen! ~- ___________ .. _____ ·-----

•R~rc·n~: 

• F 1 For htlw 11\aQ) did elk: ~bi111111. if r«Oid" ~'"i"'· C\pt'e."'~ a ~in: tu ~xcrc•~ 
kh'" IC"WPt\ f'rl~' i~im .lll•"*i"' din:.:c submi~"iun or II~ t.-omploainl (11' 

hlformation rn (.'on~""- hut 10 your k.,...led~ did nor in ruer 4CUbmil rhe 
aafum'*'n d~&h· k.• COD!Ut.'lfll'! 
~n.'it': - -------------__ _ 

.\. In .;any ICWPA ca~ m."Ch·.:d .,,_. }'"t)Ur alftl.:y or dcpann1ent .;an.;c a Januar) 1999. 11011' 
~'OUr tk-,.rt~nr 01 :~pcy hclld ev.:r put any res&rictims un lll.: infurmalioa lhat 
couM ~ sh.wd •idl Conp,,·~ I( y.:s, rl!~ .-L:~~hc:....=;.:_. ---
fRC'~rc~--- ___ __ j 

4. \\ "h..r C>ffic~b a in )1'ur ~pn.:~ t'r dc~ld i ... aufh.1riLed ,,,. ••JWn or ~ondu.:c ill\ 
ICW~J\ invectiSio.n ·.• '--------------·---.Rcip•n~: ·-· ·-------- ------------~·-

'· WhtJI,.1aadaRI i" u~-d hy ~ok:h UJ,a\Cy or ckl'i'f\~l in d«iding wt\.:\l~r ''' •IJ'CR an 
~~~~!!.e!!!?"_l__ __ . ---· ----
iRes.p~-- .. -- --· _j 

6. How ckte~ )\"''Ur .a~c:·~·;. .. ,.. &L.-r:.nm.mc defm.: o& "whi,.dchl~cr" ior pa~ <'tithe 

~~1\? - -·- - ... 

Rr~r~~-·------------------------
7. Ol~ )OUI' .at:..:tiL") -.r deparb•ta:RI lianit ~~·wPA case. only lO thn.c dt•ll inval\'c: u 

~'"~.:m·· a ... ~~~ tiM! JC~PA·~ -·-__ ----- ·--· ----"'! 
!Ra-t""'-~--- .. --... -----



I. Pf~ prtK·idc: a '-'ur~· of yttt~r IIJ~~y·s wrincnlCWPA-reiDicd polidcs. pid:a-.-e . 
.Jiki prKi:tiUn:~. lndi:ak f~ tidN~a~ of rb.e dr.tcbnl.:nl!o ~·ou arr rn"idinF tn )OUr 
~..uomce. 
ra~---- -·-·-· 
RL~pm~=--------------------------·------..... --------------

'· ,\rc all ul the mosl..-ri:al• idc:ntdicd in ~ion 7 a\>;ael;tble tn )'U lntellipn« 
nllnanUIIIIV f JC) workf«e.:'! Ho• ~ the\· nt.1Cic iiV~ilabk'! ------- ·----------
~(~~ ------· ------.. -.. -------

10. l»l~ii'k!' i,lefttif~ .JI1\I..h: ... .:ri"-: ..lliCWPA r.r.UnlnJ PN' ided l'~ rnur a,crK")' or 
~n~. an.:lli\Slnf ... ,nu.oll U'a&DJ!''· "'ritk."D pklwt- and in-pcn:onlr.liniu,;. 
~~~m.~= ... ----·--· . , ________ _ 

I J.l'lc~ .,.,, .• ~a,.,,,~ ,,fan) anah:nab used in yuarr I.IJr&t*)' otdep1111na.:nfs lt"WPA 
r ... .Mnialf ur !Uid~~. lllllr"··lk: 1M rilltltldat&:.; ufthc \k'ICUJnml~ you arc Pft'"idin' in 

,):~'"' re .. pu~,~ .. -----·----- ---· --·· ---~ ---·-·-- ---··· 
~_:-roo'<:-· . ..... ---------·J 

1~. l'n&i~r )OUt pr~·~,han;s. hl'" cJne,; ~ .. ,.,, aJti"A:) pmrt,·; the tJcNit)' ,,f :an IC\\'P.\ 
-~soofilinanr?._ --· _____ _ 

~~ ... ~~---·-·-- ---~···--···--
1.:\. lf.Loi your Dl!tllC)" ~\'&:r ~Nanliall.'C.I" n!pti"'tt aJtinlil !l(lfDCI'ftC who hu" liubntiUed a 

(•>~npi:Unt nr :&lt(l.llklll punwM "' lhe ICWPA Gl' fuund C\ ick-II(C of mi~c 
n.-l•lled '" '"' I(.WP." wmpl.aim • ., odlcpll•tn'! li yc,. plew.t Kklltily rhc date. 
'umn1Wixc lilt JJ1:dlcr. :and cb:ri~ hnw 1~ R."pri•al etr mi~t WOL~L ~~cd by 

.!!!'! ""=n.:'· '"~' dcr.ar.nl4:'!': __ ···---------· ·-·----
iR~!!!:!:_ . ·--··-------- j 

14.11 ~-,,ur :t¥~n~~ C1l' ll.:pt~~tl'lltnt \\"«~ ln rind an 1<'\\'P,\ .diCJ.al&on '" h:m~ he.l!n 1nad.! •n 
lt.ftl fuilh. wh.ec pn.llt.ICN :slkl(amcaiur-:." ~)'OUr a~ocy orckp;artmcnl foil~ in 
:ac1Jr,~siag lhi!t mi~tJIJCI~U.·r:• Ple:a.~ prt1\idc :1 ec1py ,tf 11ny E&Ji~.: or imtM1ic'"" 

.:'.:.!!!!.~~~~--- .. ·--.. ·--·-----· .. ·--· -~·- ·~ 
IR'"":'P""~=---·---------·· . ---------' 

1~. HcaJoo )'•tUr .ll~lh:y q d~pann~nl e\·c:r cklertniiiN thai 0111 ICWPA alle1oa1iun wa .. lftU 
in hOO faith"! I( Y~"- pl.:-.&..;~ Hknlify u~ ~. 'IID11'1111riZC 1M pa;)Uer. :and ck._..ribc bow 
•tr". ~ fail~-dtr~~i~i"n "'a."' :ld&:b"t!'" h) ''"'r a~c;\ .,, &kp;arunc:na. -~-

~~n.~ -------· --------·"-- ..... __ ------·--.. J 
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