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(SHREL) Tier One: Documents that have been disclosed in the media, either in whole
or in part. As of August 19, 2016, press outlets had published or referenced I files taken by
Snowden.'®

(ESHSHOCANE) Tier Two: Documents that, based on forensic analysis, Snowden
would have collected in the course of collecting Tier One, but have not yet been disclosed to the
ublic. The IC assesses these documents are likely in the hands of the media.

The remaining documents that Snowden

ESHSHOENE) Tier Three:

(SHNE) The IC damage assessment of Tier One documents is still ongoing, but, as of late
May 2016, the IC had no plans to carry out a damage assessment of the documents in Tier Two
or Tier Three.'®

. °" As aresult, the IC’s
damage assessment cannot be considered a complete accounting of the damage Snowden caused
to U.S. intelligence.

(U) However, even the IC’s limited damage assessment of documents in Tier One
indicates that Snowden’s disclosures caused massive damage to national security. A few
examples, listed below, illustrate the scale of the damage.

o (ESHSHAE)

18 E-mail from NSA Legislative Affairs (Aug. 22, 2016, at 4:48PM). Overall document classified S//REL TO
USA, FVEY; cited portion classified S/REL TO USA, FVEY.

18 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 5. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF, cited portion classified TS//SI/OC/NF.

18 Jd., cited portion classified TS//SI/OC/NF.

18 HPSCI Staff Briefing with NCSC (May 25, 2016).

187 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 1. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified S//NF.

188 HPSCI Staff Memorandum for the Record, “NSA Notification of | NG R s ting
from Recent Media Disclosures,” (July 8, 2014). Overall document classified TS//SI//NF.
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189 Id.

190
I1d.
PINCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information

Attributed to Edward Snowden, 1 August 2014 through 31 December 2014,” (Dec. 22, 2015), at 25. Overall
document classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified S//SI//NF.
192 presidential Policy Directive 28, “Signals Intelligence Activities” (Jan. 17,2014).
1% L etter from Director of National Intelligence James R. Clapper to Chairman Devin Nunes and Ranking Member
Adam Schiff (Jun. 23, 2015). Overall document classified TS//SI/NF, cited portion classified TS//SI//NF.
1% NSA, “Response to Congressionally Directed Action:

)’ (Nov. 17,2014), at 2-4. Overall document classified TS//SI//NF; cited portion classified

TS//SI//NF.
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o (SHHCS-OHOCANE) Because of disclosures attributed to Snowden]JJJji

,"”° and in August 2015,
' —'

o}
198

195 HPSCI Staff Briefing with ODNI (Sept. 6, 2016).
19 HPSCI Staff Briefing with NCSC, NSA, CIA, and FBI (Jun. 17, 2016).

7 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 August 2014 through 31 December 2014 — HCS-O Annex” (Dec. 22, 2015), .
Overall document classified TS//HCS-O/SI//OC//NF; cited portion classified S//HCS-O//OC/NF.

1% NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 11. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified TS//SI//NF.

* " HPSCI Staff Briefing with NCSC, NSA, CIA, and FBI (Jun. 17, 2016).
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200 NCSC, “Intelligence Community Damage Assessment: Unauthorized Disclosures of Classified Information
Attributed to Edward Snowden, 1 January 2015 through 31 August 2015,” (Apr. 8, 2016), at 11. Overall document
classified TS//HCS-P/SI-G/TK//OC/NF; cited portion classified S//HCS-P/SI//OC/NF.

21 1d., cited portion classified S//HCS-P/SI//OC/NF.,

22 NSA, “Response to Request for Information Re: || NGNGNGNGNGNGEGEGEGEGEGEGEE. " (D:c. 16, 2014).
Overall document classified TS//SI//NF; cited portion classified TS//SI//NF.

203 CIA, Memorandum for Congress, “In Response to Questions on Decreased Collection Possibly Caused by
Unauthorized Disclosures since June 2013,” (July 20, 2016), at 2. Overall document classified TS//HCS-O-P
CRD/SI//OC/NF; cited portion classified TS//SI/REL TO USA, FVEY).

2% ODNI, Recouping Intelligence Capabilities Brief (Jun. 7, 2016), at 8. Overall document classified TS//SI//NF;
cited portion classified TS//SI//NF; ODNI Briefing to HPSCI Staff on Recouping Intelligence Capabilities Brief
(July 13, 2016).

205 I d.

26 ODNI, “Remediation of Unauthorized Disclosures” (June 2015), at 3. Overall document classified
TS//SI//OC/NF; cited portion classified TS//SI/OC/NF.
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(U) How Has the IC Recovered from Snowden?

(FSHSHNE)-There is no IC-wide estimate for the total cost to the government of
remediating Snowden’s disclosures. However, a mid-2015 study by ODNI’s Systems and
Resources Analysis Group estimated that NSA and CIA will spend i over Fiscal
Years 2016 and 2017 to recover from the damage Snowden’s disclosures caused to SIGINT
capabilities.”"!

(ESHSHANE) As a whole, the IC will undoubtedly spend even more. The
estimate represents a conservative assessment of the amount CIA and NSA will spend to rebuild
SIGINT capabilities that were damaged by Snowden’s disclosures. The estimate captures only
two years of spending and does not reflect investments made before Fiscal Year 2016 or planned
investments for Fiscal Year 2018 and beyond. Moreover, it does not capture the costs associated

HPSCI Staff Memorandum for the Record, “Upcoming Unauthorized Disclosures of —
Overall document classified TS//SI//NF.

ODNI SRA, “FY'17 Major Issue Studies — Recouping Intelligence Capabilities,” (June 7, 2016), at 9. Overall
document classified TS//SI/NF; cited portion classified TS//SI/NF.
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with the IC’s damaged relationships with foreign and corporate partners, the opportunity cost of
the time and resources the IC and DOD have spent mitigating the damage of the disclosures, or
the costs of improved security measures across the federal government.

(U) Snowden’s actions also exposed significant vulnerabilities in the IC’s information
security. Although it is impossible to reduce the risk of an insider threat like Snowden to zero,
relatively simple changes such as automatically detecting the malicious use of scraping tools like
“wget,” physically disabling removable media from the workstations of NSA personnel who lack
a work reason to use removable media, and implementing two-person controls to transfer data by
removable media would have dramatically reduced the quantity of files Snowden could have
removed or stopped him altogether.

(U) The Committee remains concerned that NSA, and the IC as a whole, have not done
enough to reduce the chances of future insider threats like Snowden.

(CHREL-TO-USA; FVEY) In the aftermath of Snowden’s disclosures, NSA compiled a
list of [l security improvements for its networks. These improvements, called the “Secure the
Net” initiatives, contained many steps that would have stopped Snowden, such as two-person
control for transfer of data by removable media, and many broader security improvements, such
as reducing the number of privileged users and authorized data transfer agents, and moving
toward a continuous evaluation model for background investigations.”'> In July 2014, more than
a year after Snowden’s first disclosures, many of these “Secure the Net” initiatives—including
some relatively simple initiatives, such as two-stage controls for systems administrators—had
not been completed.?’® In August 2016, more than three years after Snowden’s first disclosures,
four of the [ initiatives remained outstanding.*'*

(U) In the House-passed Intelligence Authorization Act for Fiscal Year 2016, the
Committee directed the Department of Defense Inspector General (DOD IG) to carry out an
assessment of information security at NSA, including whether NSA had successfully remediated
the vulnerabilities exposed by Snowden.

(U) In August 2016, DOD IG issued its report, finding that NSA needed to take
additional steps to effectively implement the privileged access-related “Secure the Net”
initiatives.*"®

" (U) In particular, DOD IG found that NSA had not: fully implemented technology to
oversee privileged user activities; effectively reduced the number of privileged access users; or
effectively reduced the number of authorized data transfer agents. In addition, contrary to the

212 NSA, “Secure the Net Initiatives,” (Aug. 22, 2016). Overall document classified C//REL TO USA, FVEY.
213 NSA, “Secure the Net Initiatives,” (July 2014). Overall document classified C//REL TO USA, FVEY.

214 NSA, “Secure the Net Initiatives,” (Aug. 22, 2016). Overall document classified C//REL TO USA, FVEY.
215 Department of Defense Inspector General, Report 2016-129, “The National Security Agency Should Take
Additional Steps in Its Privileged Access-Related Secure the Net Initiatives” (Aug. 29, 2016). Overall document
classified S//NF, cited portion classified U//FOUO.

TOP-SECRETHHCS-0-P/SI-GAKHORCONNOEORN

29



FOP-SECRET/HCS-O-PSI-GHKHORCONANOEORN

“Secure the Net” initiatives, NSA did not consistently secure server racks and other sensitive
equipment in data centers, and did not extend two-stage authentication controls to all high-risk
users.2'® Recent security breaches at NSA underscore the necessity for the agency to improve its
security posture.

(U) And even though NSA has been the victim of recent breaches, it is not the only IC
agency where information security needs to be improved. For instance, a recent CIA Inspector
General report found that CIA has not yet implemented multi-factor authentication controls such
as a physical token for general or privileged users of the Agency’s enterprise or mission
systems.217

(U) As a recent Committee report concluded, the introduction of the Intelligence
Community Information Technology Enterprise (IC ITE) should produce an improved security
environment in the IC.2'® And as that report noted, although IC data will be more secure and
better protected under IC ITE than it is today, from both internal and external threats, IC ITE will
also increase risks in different areas.?'® These risks will require dedicated attention to ensure IC
ITE reaches its full potential for an improved security environment.

(U) Conclusion — Efforts to Improve Security

(U) Although it is impossible to reduce the chance of another Snowden to zero, more
work can and should be done to improve the security of the people and computer networks that
keep America’s most closely held secrets.

(U) Since the beginning of Snowden’s disclosures, the Committee has directed the IC to
carry out a number of studies and security improvements to reduce the risk of another insider
threat. Among its other oversight efforts, the Committee has:

¢ (U) Authorized an additional — for insider threat detection efforts in Fiscal
Year 2014. Consistent with a spend plan and updated insider threat strategy provided to
Congress, 60 percent of these funds were to be used for insider threat detection and the
remaining 40 percent toward continuous evaluation;**

e (U) Directed the DNI to ensure that the President’s National Insider Threat Policy and
Minimum Standards were fully implemented on TS/SCI networks and all NIP-funded

216 14, cited portion classified C//REL TO USA, FVEY.

217 CIA Office of Inspector General, “Review of National Security Systems Required by the Cybersecurity Act of
2015,” Report No. 2016-0022-AS (Aug. 2016). Overall report classified S//NF, cited portion classified S/NF.

218 HPSCI Report, “Assessing IC ITE’s Security Posture,” (Feb. 4, 2016). Overall report classified S//NF, cited
portion classified U.

19 14, at 25, cited portion classified U//FOUQ.

20 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, pp. 15-16.
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networks at CIA, DIA, NSA, NGA, NRO, FBI, and DOE by October 1, 2014;*'

o (U) Directed the DNI, as the Security Executive Agent, to establish a structure for a
comprehensive continuous evaluation system for holders of TS/SCI within 270 days of
the enactment;??

o (U) Directed the DNI, in coordination with the USD(I) to review whether the continuous
evaluation process, insider threat auditing tools, and background investigation processes
should consider different kinds of information to detect potential leakers than the current
process collects to detect traditional security threats;*>

e (U) Directed the DNI to review the management controls on privileged access, to include
Systems Administrators;*>*

o (U) Directed the NSA to implement a “two person rule” for Tier 3 Systems
Administrators and select Tier 2 Systems Administrators and directed the DNI to report
to the Intelligence Committees on actions he is undertaking to lead the other IC elements
in enacting a similar two person rule, or similar safeguards;***

e (U) Directed the DNI to attempt to reduce the number of Tier 3 System Administrators
and ensure consistency in tier ratings across the IC;**®

e (U) Directed the DNI to expand Scattered Castles to contain all TS/SCI clearance holders
and list any pertinent exceptions or “flags” as close to real-time as possible;**’

e (U) Directed the DNI to ensure that insider threat security measures were fully applied to
contractors and contractor facilities;228

21 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 pp. 32.

22 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 pp. 32-33.

22 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 p. 33.

224 Id.

225 I d.

2% Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16; Classified Annex to Accompany the Report to the House-passed Intelligence Authorization Act for
Fiscal Year 2014 p. 34.

227 1d.

228 I d.
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e (U) Required the IC to continuously evaluate the eligibility of personnel to access
classified information, to develop procedures for automatically sharing derogatory
information between agencies, and other improvements to the reinvestigation process;

e (U) Encouraged the DNI to make a determination of how periodic reinvestigations will
be handled in concert with a continuous evaluation program;>*°

e (U) Directed an IC analysis of private sector policies to reduce insider threats; !

o (U) Directed a DNI-led review once every three years of all U.S. government positions
with access to classified information;?*

¢ (U) Directed the DNI, in consultation with the Attorney General, the Secretary of
Defense, and the Director of the Office of Personnel Management, to develop and
implement procedures that govern whether and how publicly available information may
be used in the security clearance process;>>

¢ (U) Required each IC element to implement a program to enhance security reviews of
individuals applying for access to classified information;?**

¢ (U) Required the Inspector General of each federal agency that operates national security
systems to report on, among other things, information security practices to detect data
exfiltration and other threats;23 3

e (U) Directed NSA to produce a plan for completing security improvements to its
networks by the end of Calendar Year 2018, including enclaves and systems used outside
of NSA-controlled facilities; and?¢

22 ntelligence Authorization Act for Fiscal Year 2014, P.L. 113-126, Title V.

39 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2014, P.L. 113-
126, p. 16

B! Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-293, § 308.

22 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-
293, p. 1.

3 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2015, P.L. 113-
293, pp. 11-12.

4 Intelligence Authorization Act for Fiscal Year 2016, Division M, Consolidated Appropriations Act for Fiscal
Year 2016, P.L. 114-113, § 306.

5 Cybersecurity Act of 2015, Division N, Consolidated Appropriations Act for Fiscal Year 2016, P.L. 114-113,

§ 406 :
¢ Classified Annex to Accompany the Joint Explanatory Statement to the Intelligence Authorization Act for Fiscal
Year 2016, Division M, Consolidated Appropriations Act for Fiscal Year 2016, P.L. 114-113, p. 19.
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e (U) Directed the Intelligence Community Inspector General (IC IG) to carry out an
assessment of post-Snowden information security improvements at CIA, DIA, FBI,
NGA, NRO, and ODNL*’

(U) As the Fiscal Year 2017 Intelligence Authorization Act moves toward enactment and
Congress begins its consideration of the President’s Fiscal Year 2018 budget request, the
Committee looks forward to working with the IC to ensure our nation’s secrets receive the
security they deserve.

57 Classified Annex to Accompany the Report to the Intelligence Authorization Act for Fiscal Year 2017, H.R.
5077, p. 93.
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