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EXECUTIVE SUMMARY {U)

Ist the UBA PATRIOT Improvement and Reauthoripation Act of 200&
{the Reauthorization Act), Congress directed the Office of the Inspector
General {OIG) to conduct *a mmprehenm\m andit of the effectiveness and
use, including improper or illegal use® of the Federal Bureau of
Investigation’s {(FBI} use of Section 215 of the Patriot Act.! See Pub. L. Ne.
108-177, §106A. Bection 215 of the Patriot Act allows the FBI to seek
orders from the Forsign Intelligence Surveillance Court for “any tangible
things,” including books, records, snd other ftems from any business,
organization, or entity provided the item ot items are for an authorized
investigation to protect against international terrorism or clandestine
intelligence activities.? Congress directed the OIG to review the use of
Section 215 for two time periods - calendar years {CY} 2002 through 2004
and CY 2005 through 23006, The first report is dus to Congress on March 9,
3007; the second is due on Decpmber 31, 20073 (1)

In our first report, we describe the results of the first QIGQ review of
the use of Bection 215, Although we were only required to review calendar
years 2002 through 2004 in this first review, we elected to include data from
calendar vear 20058, (U}

This Executive Summary summarizes the report, including its main
findings. (U)

L Methodology of the OIG Review (U)

In this review, the OIG conducted over 90 intsrviews of FBL and
Department of Justice officials, During the field work phase of the review,
LG teams traveled to FBI fleld offices in New York, Chicago, Philadelphia,
and San Francisco, where we interviewed over 50 FBI emplovees. We glso

¥ The term “USA PATRIOT Act” is an acromym for the Uniting and Strengthening
Aaneries by Providing Appropriate Touls Reguired 3 Intercept and Obstruct Terrorism Aot of
2001, Pub, L, No, 107-86, 113 Stat. 273 {2001}, I is commmenly refvred tn as “the Patrint
Aot” ()

2 Saction 218 was ariginally sohedided to sunset on December 31, 3008, The
Reautiinrigation Act extended Seotinn 215 until Dedember 31, 2009, [U)

3 The Reanthorization Act alen direoted the O o ondues revicvs fovr the sama wo
time periods on the use and effectiveness of the FBIs use of national security letters {NSL),
another investigative authority that was expandsd by the Patriot Act. The (Gs fivst report
o the use and effectiveniess of national security letter sutherity is contained in a separate
vepurt. {4}




conducted telephone interviews of 25 FBI agents in other field offices. In
Washington, D.C,, the QIG interviewsd senior FBI and Department of
Justice officials who pm‘ticipated in implementing procedures and
processing requests for Section 215 orders. {U)

The OIG also examined docwments obitained fram the Department’s
Office of Intelligence Policy and Review {OIPR} and the FBI relating to each
instance of the FBUs use ar attempied wse of Section 215 authority during
calendar years ’?QGB through 20054 {U}

II.  Background on Section 218 {U)
A, Legal Background {U)

Pursuant to Section 215 of the Patriot Act, the FBI may obtain “any
tangible things,” including books, records, and other items, from any
business, prganization, or entity, pmw:ieﬁ the item or items are for an
authorized investigation to protect against international terrorism or
clandestine intelligence activities. Section 215 did not create any new
investigative authority but instead expanded existing authority found in the
Foreign Intelligence Surveillance Act {FISA} of 1978, 50 U, S. C.§ 1801 et
seg. (U}

FISA requires the FBI to obtain an order from the Foreign Intelligence
Surveillance Court {(FISA Court) in order to conduct clectromie surveillance
to colleet foreign intelligence information.® In 1998, Congress amended
FIBA to authorize the FBI to apply to the FISA Court for orders compelling
four kinds of businesses to *release records in its possgssion” to the FBL;
common carcers, public accommodation facilities, physical storage
facilities, or vehicle rental facilities. The amendment did not further define
“records.” This provision, which was codified at 50 U.8.C. § 1862, became
known as the “business records™ proviston and was the provision expamied
by Section 218 of the Patriot Act.® {U)

¥ Uil the fall 3008, the Offics of Tuelligencs Policy st Review was 8 separate
component of the Departments In March 20086, the Reauthorization Act authorized the
ereation of a National Security Division (NSD) within the Department. In Seplembee 30086,
Kenneth L. Walnstein was confivmed as the fivet Assigtant Attorney General for e NS
Shortly after that, QIFRs functions wers wigved to the N80 {5

> Applications for FISA orders are prepared and presexted to the FISA Court by OIPR.
{t

$ SO UBLC. § 1862{DH2HB (1998), as amended, 50 U.R.C. § 1861 (2001}, {1}
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The 1998 business records amendment required the FISA application
to specify that the records were sought for an inwstigcltien to gather foreign
intedligenos mormation or an mveahg&mﬂn concerning international
terrorism, and that there were “specific and articulable facts giving reason
to beligve that the person to whom the records pertain is a foreign power ov
an agent of & forgign power.” 30 U.S.C. § 18582 {2000 ed.] This langusge
meant that the FBI was limited to obtaining information regarding & specific
person or entity the FBI was tnvestigating and about whom the FBI had
individualized suspicion. In addition, the amendment prohibited the entity
complying with the order from disclosing either the existence of the order or
any information produced in response to the order. {U}

Subsequent to the 1998 FIBA amendment creating this investigative
authority and prior to the passage of the Patriot Act in Cotober 2001, the
FBI obtained only one FISA order for business records, This order was
obtained m 3000, (U}

Section 215 of the Pairiot Act signiflicantly expanded the scope of the
FBI’s investigative authority pursuant to the business records provision of
FISA and lowered the standard of proof required to obtain this type of
business record. The pertinent part of Section 218 provides: {U)

The Director of the Federal Bureau of Investigation or a
designee of the Director {whose rank shall be no lower than
Aszistant Special Agent in Charge) may make an application for
an order reguiring the production of any tangible things
{including books, records, papers, documents, and other items}
for an ‘inve*;tigati{'m to obtain foreign intelligence information
not concerning a United States person or to protect against
mternaimnai terror. ism or ola m:testme mtelhgerme acmrmes,
conducted smlfe}y UPon ihc ba&xss x}f dﬁtﬁf’ﬁwS pmtecmci by the
first smendment to the Constitution. 50 US.C § 1R&1{a){1).
{U)

While the 1998 language Hmited the reach of this type of investigative
authority to four types of entities, the new language does not explicitly lmit
the type of entity or business that can be compelled by an order. Section
215 of the Patriot Act alse expanded the categories of doecuments that the
FRIcan obtain under the business records provision of FISA, because it iy
not hmited to "records” and provides that the FBI may obtain an order for
“the production of any tamglbie things fincluding bﬂ(}kb, records, papers,
documents, and other jteqas),™ (W)
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Section 215 alse lowered the evidentiary threshold to obtain such an
arder, Asa result, the mumber of people whose information could be
obtained was expanded because the FBLis no longer required to show that
the items being sought pertain to a person whom the FBI is investigating,
Instead, the items sought need only be requested *for an authorized
mvestigation conducted in accordance with {applicabls law and guidelines|
to obtain foreign intelligence information not concerning a United Btates
persen or o protect against international terrorism or clandestine
mtelligence aptivities.® 50 U.B.C. § 1861(b){Q}. This standard, referred to as
the relevance standard, permxts the FBI to seck information congerning
persons not mecewamw under investigation but who are connected in some
way to a person or éntity under investigation.” (U}

B. Pablic Concerns sbout Section 215 (U}

After enactment of the Patriot Act, controversy focused an the scope of
Section 215, Public concerns about the scope of the new Section 218
authority centered on the ability of the FBI to obtain Hbrary records,
including hooks loaned to library patrons. Many puhha gommentators
began to refer to Section 215 as the library provision,” Librarians, their
professional associations, and others voiced concerns about the potential
First and Fourth Amendment implications of vompelled production of library
records.® These concerns related to the broad reach of Section 215 and alse
to the so-called “gag provision,” which existed under the previous version of
FISA and which forbids recipients of S8ection 218 orders from disclosing the
existence of the order or any information ohtained pursuant to an order. (U)

C.  The Process for Secking Section 215 Orders {U)
We determined that prior to passage of the Patriot Act in late 2001, no

written policies, procedures, or templates for requests or applications for
business records sxisted in the FBL or OIPR. After passage of the Patriot

7 The Reauthorization Aot revised the language of Section. 188 1{b}{2} by providing that
tangible things are presumptively relevant when they pertain to entifies or individusls that
are foreign powers, agents of foreign powsrs, subiscts of authorized countsetarrorispr or
counterintelligence investigations, or individuals known to axsociate with subjects of such
investigations.. U}

8 For example, the American Library Association {ALY) adopted & resolution declaring
that the ALA Sconrsiders sections of the USA PATRIOT Act . . . & presant danger to the
mmmtutmnat s‘xg}':ts and prwacv ngﬁm 0? }ihmry \1681'\'% ayul m‘szez;i t"ne szgres& to pm& e
PATRIOT Act and Related Mrasures That Infringe on . the Rights of Lmrm Users (an. 29,
20031 (1)

M Uy
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Act, between 2002 and 2005 a general process for requesting Section 218
orders was developed and refined, as were temiplates for the field offices’
requests for Section 218 orders and for applications to the FISA Court. The
process to obtain a Section 215 order generally involves five phases: FBI
field office initiation and review, FBI Headguarters review, QIPR review, the
FISA Court review, and FBI service of the order, (U}

The process beging when an FBI case agent in a field office prepares a
business records request form, which must be approved by the squad’s
Supervisory Special Agent and other managers in the FBI field office. The
request is sent to FBI Headguarters, including the Office of General
Counsel’s National Seourity Law Branch {(NSLBJ, for further review and
approval. If the request is approved, an NSLB attorney drafts the
application package, forwards the draft application package to OIPR, and
the request is assigned to an OIPR attorney, The QIPR attorney works with
the NSLRB attomey, case agents, and occasionally FRI intelligence analysts
to finalize the draft application package. The draft application package is
then reviewed by an OIFR supservisor. The final applivation package is
returned to the FBI for an accuracy review and any additional adits are
made based on the FBPs review of the final package. Upon completion of
the final version, signatures of designated senior FBI personnel are obtained
and the package is prepared for presentation to the FISA Court by an OIPR
attorney. (U}

OIPR schedules the case on the FISA Court’s docket for a hearing and
provides the FISA Court with g copy of the application and vrder in advance.
The application package is then formally presented to the FISA Court for its
review and approval at the scheduled hearing. If the FISA Court judge
approves the application, the judge signs the order approving the
applivation. At the hearing, the judge may make handwritten changes to
the order, such as the length of time for the recipient to produce the ftems,
and, if so, will sign the order with the handwritten modifications. The order
is returned to the requesting FBI field office for service on the entity in
possession of the items. The order sets forth the time period allowed for
producing the items. {U)

D.  Different Types of Section 215 Requests {U}

During the period covered by our review, calendar years 2002 through
2005, the FBI and OIPR submitted to the FIRA Court applications for two
different kinds of Section 213 authority: “pure” Section 215 applications and
cotnbination or *cotnbo” Section 215 applications, {U)

A Spure” Section 215 application iy a torm used by OIPFR to refer toa
Section 215 application for any tangible item that is not assoctated with
¥

SECRET (1)



N i

applications for any other FISA authority. For example, & Section 218
request for driver license records from state departments of motor vehicles
would constituite & pure Section 218 reguest. (L)

A “rombo” application is 8 feem used by OIPR to refer to @ Section 215
request that was added toor combined with a FISA application for pen
register/trap and trace orders. Pen register and trap and trace devices
identify incoming and cutgoing telephone numbers on a particular
telephone line but de not allow the FBI to listen to the content of the
telephone call. The use of the combination request evolved from GIPR's
determination that FISA pen register/trap and trace orders did not reguire
providers to turn over subseriber information associated with telephone
numbers obtained through the orders. Unlike criminal investigation pen
regizter/ trap and trace orders, which routinely included a clause requiring
the provision of subsoriber information, FISA pen register/ trap and trace
orders did not contain such provisions. FBI agents had to employ other
investigative toals, such as national security letters, to obtain the subscriber
tnformation. Inorder to streamline the process for obtaining subscriber
information, beginning in early 2005 OIPR began to append a reguest for
Section 215 orders to applications for FISA pen register/ trap and trace
authority.? {U)

E.  Other Investigative Authority Available to the FBI for Third
Party Information (U)

In addition to Section 215 orders, the FBI has several other
investigative tools that allow it to obtain information from third parties in
nations] security investigations.'® For example, as noted above, FIBA pen
register/ trap and trace orders permit the FBI to identify incoming and
sutgoing telephone numbers on a particular telephone lne:. ()

Some investigative authority rests divectly with the fisld offices and
does not require FBI Headquarters or FIBA Court approval. For example,
national security letters (NSL) are written commands from the FBI to
communications providers, such as telephone comparnies, financial
institutions, and credit agencies to produce limited categories of customer

% As of March 3008; Section 215 combination reguests wire Do HOgsy penessay
heoause the Reanthorization Act authorized the disclosure of subseriber information in
connsction with FISA pen register/trap and trace orders, {3

W P this report, nathnal serurity investigations refer to investigations involving
countertervorism or ccsuntemtmhbance sourponents, {4

i
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and consumer transaction information. In the field, the FBI Special Agents
in Charge are authorized to approve N8Ls. (U}

In national seourity investigations with a criminal nexus, the FBI can
"aa B"“{k iihx: Unitcd ‘*‘-t&tm Attomw*s (}fﬁa to nb'tain graméi jury a;uh;pognas
nwesngatm. tcm} thﬂt mostiv ci@sab« rewm‘ﬁi&a a S&c tion @ 15 mden
Generally speaking, a grand jury may obtain non-privileged evidence,

Emcludmm any records and tangible ftems, relevant to the grand jury's
investigation, FBI agents conducting a national security investigation with

a criminal nexus do not have to seek FBI Headquarters or NSLB approval to
obtain a grand jury subpoena. Grand jury subposnas are issusd under the
signature of the prosecutor supervising the grand jury investigation. {18

I, Examination of Bection 218 Orders Sought and Obtained in
Calendar Years 2002 through 2005 {U)

As part of the QIG' review of the use and effectivensss of Section 218
authority, Congress directed the OIG to examine: (U}

mc}udma* whcthﬁn { ) Lhe FBI rz,qupstmi that the Departmem
of Justice submit a business record apphcation to the FIBA
Court and the application was not submitted, and (b} whether
the FISA Court granted, modified, or denied any business

record application; (U

« The justification for the filure of the Department of Justice
Attorney General o fssue implementing procedures governing
requests for business reeords applications and whether such
delay harmed national security; (U}

« Whether bureaueratic or procedural impediments prevented the
FBI from “taking full advantage” of the FISA business record
provistons; (U}

s Any noteworthy facts or circumstances concerning the business
record regquests, including any illegal or improper use of the
authority; and, {U}

¢ The effﬁctivenﬁ:&s‘:@f the business record requests as an
“Investigative tool,” including: {&) what types of records are
obtained and the impartance of those records in the intelligence

vit
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activities of the FBI and the DOJ; (b) the manner in which the
information obtained through business record requests is
collected, retained, analyzed, and disseminated by the FBE

fc} whether and how often the FBI used information obtained
from business record requests to produce an “analytical
intelligence product™ for distribution to, among others, the
intelligence commumity or federal, state, and local governments;
and {d} whether and how often the FBI provided information
abtairted from business record reguests to law enforcement
authorities for use in criminal procesdings. {U}

A.  Pure Section 218 Requests and Orders for Calendar Years
2002 through 2005 (U)

Our review examined all Section 218 applications and orders. We
found that in calendar vears 2002 through 2008, OIPR submitied a total of
21 pure Section 215 applications for FISA Court approval. All of these
applivations were approved by the FISA Court. {U)

The first pure Section 2185 order was approved by the FISA Court in
May 2004, more than two years sfter the Patriot Act was passed. The FISA
Court approved six more Section 215 applications in CY 2004, for a total of
seven. The FISA Court approved 14 S8ection 218 applications in QY 2005.
Although a total of 21 Bection 215 orders were approved, they contained
anly 18 unigque requests. ¥ (L)

Examples of the types of business records that were obtained through
these Bection 215 orders include driver’s license records, public
axcommodations records, apartment mecords, credit card records, and
telecommunications subscriber information for telephone numbers. We also
looked at the types of investigations from which the 18 pure approved

o Two requesia approved during the period of owr review were for the same provider
and the targety ~ Targsts A and B - were commented In the sams investigation. Alter the
applicativies were approved by the FISA Court snd before the orders were servied, the FBI
Tearned that there was a mistake in the application concerning Targer A that nesdad to be
carrected ina new application. The FBI decided to wail to serve the order for Targst B
when the new arder for Target & was obdained. I garly 2008, the FBI obtadned & new order
for Targer A. Before the orders could be served, the FBI lnamed that a subcontractor of the
pavider was in possession of the records for both targets. The FBI then submitted new
apphcations for the same regords for both fargets. Thus the FBY submitted two corrseted
applications for Target A and one for Target B, and we do not consider these corrected
spplicutiony sy unigue, {0

viil
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applications were submilted: @ were from counterintelligence {Cl} cases, 8
were from counterterrorism (CT) cases, and 1 was from a oyber case. (U]

In r&vicwing {IPR and FBI documents, we determined that there were
81 nwtancw in whmh FBI agents soubht Section 21‘3 arders during th;a
FB§ ‘tmt were nc\(eéﬁnakzed ﬂther by t}w FEE s N%LE fox xuhmmsxon to
OIPR or by OIPR for presentation to the FISA Court. 13 (1)

We reviswed the decuments soncerning the 31 withdrawn requests
and applications and interviewed FBI, NSLB, and OIPR personnel to
determine why these Bection 215 requests were not submitted to OIPR or to
t‘m‘, FISA Court. We identified five categories of ressons that apply to the

majority of the withdrawn requests and applications: {1} the investigation
was closed or changed course; (2) an alternative investigative tool was used;
{3} statutory Umitations; {4) insufficient information to support the request;
and {8 unknown. {J)

We identified several requests or applications that were withdrawn
because the field office closed the investigation or the investigation changed
course and the information was no longer needed. We determined that most
of these requests had been pending for several months, and in ane case gver
a year, at FBI Headguarters or OIPR at the time the Held office closed the
investigation or determined the items were no longer nesded. In one case,
at the time of the withdrawal an FBI Headquarters supervisar notified NSLB
that the FBI was gotng to interview the target and wrote iIn an e-mail, “An
interview is fortheoming and the records, although material six months ago,
are moot at this point.” {U)

We alsn iderntifiad several cases in which the F8I obtgined the items
sought in the Section 218 request through other investigative means. One
of these requests was for information from a library. We found that an
NBLB supervisor would not permit the request to go forward because of the
controversy surnouinding Section 2198 requests for information from
libravies, Once the field office was advised that NSLB would not send the
application to OIPR, the field office obtained the information through other
investigative means. {1

& For esse of reference, we dascribe all of thase instances as “withdrawn®™ requests or
applicaticns, althoush i yeveral cuses we were unable to determine the meason the request

or applivation did not make it to the next level and there did not appear to he an affivmative

deciddon by anyone within the FEU mst to procsed fiwr o substantive reason. {U)



We determined that several of the FBU's Section 218 requests that
were later withdrawn, including the first request submitted in April 2003,
were affected by OIPR’s interpretation of the Family BEducation Rights and
Privacy Actof 1974 {(FERPA}, commonly referred to as “the Buckiey
Amendment.” The Bucklsy Amendment \pphea to all educational agencies
and institutions and governs the vights and privacy of studenis and pamntb
in relation to access to and release of educational records. ' See 20 UR.CL§
1232g. {U)

reach ::},f. .‘aeatmn .21 3 thh reapﬁct o eriuc&immxi rmerds i_:smaube h@x.tmn
215 did not contain the proviso found in sther parts of FIBA stating that
“nptwithstanding any other provision of law,"™ the govermment may obtain
certain types of Information. According to OIPR officlals, because Section
218 did not contain this language, it could be construed to be stiperseded
by the Buckley Amendment and disclosure of the records reguest to the
student and parents would be required. OIPR officials told the OIG that
other statutes that also state or tmply that they provide the exchisive means
of obiaining certain types of records, such as tax or medical records, could
be similarly construed. Although some NSLE attorngys disagreed with
OIPR’s interpretation of the law, NSLB did not ask OIPR to finalize any of
the applications concerning educational records, (U)

We also identified some cases in which a determination was made
that a Section 215 reguest lacked sufficient or ddequatc“ infermation o go
forward. Finally, we identified several instances in which we were unable o
determine ~ from documernits or interviews with NSLB or OIPR personnel -
the reason that the request or application did not proceed to the next level
pr when the requests were withdrawn, 14 {U}

13 ?‘F‘RPA iz:. C"’S}?P{i “’the 'Su(‘kl».«y &me‘ndmenr afm its ;mnm;)al &ponw:n, Smamr S
Ammdmmt pmwdm x:h'ai: ecimatmnai en nnea wxﬁi not m*exve fedem.{ funai_a_ if they trlewye
educational records to third partiss without writisa consent from the student's parents
except in Hmited circumstances, such ag in connection with a student’s application for
financial ald. 20 U.S.C. § 1238g (@1}, The Buckley Amendment glso provides that an
sducational sntity does not have to obitain written cotisent to releass eduvstional revordy
“in cornplianes with judicial srder, or pursgant o any lavefully issued s@hposna” however,
the entily nrust notify the student snd parents of the order or subpoers i advatse of
mmp}ym;, with it nidess the vourt arders the institution st to disclne the existence w
ciritent ﬂf the \ubpoena or the institution’s respunss. 20 U.S.C. § 1233 (bI(IHIHY and {8
and (BLHIBL 0 UV.SC. § 1282 HL (W)

W We discuss the lengthy delapy In processing Ssction 215 reguests in Chaptsr Four of
thsr report. {U)
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Ve found that the FBI has not obtained a FISA Court prder for the
production of library records. However, FBI field offices submitied reguests
to FBI Headquarters to seek to obtain information {rom a library on a few
acoasions, ong of which we discussed above, These requests were later
withdrawn before any application was filed with the FISA Court. {U)

B.  Combination Section 215 Applications and Orders for
Calendar Years 2002 through 2005 {U)

In addition to the pure Section 215 requests, we found that a total of
141 combination business record applications were submitted and approved
by the FISA Court in calendar year 2008, The first combination order was
issued by the FIBA Court in February 2005. However, with the enactment
of Bection 128 of the Reauthorization Act, which provides that FISA pen
register orders now inchude the subscriber information, the number of
combination applications should significantly decrease in €Y 2006, (U}

C.  Modified Section 215 Orders {U)

We also reviewed, as required by the congressional dirgetive, how
many times the FISA Court maodified any Section 215 order, We found that
two Section 215 orders were modified in 2004 and two were modified in
2005, for a total of four Section 215 orders modified by the FISA Court, The
ard’cm m{}ciifieic'i in 2@04 were pu‘m Seaiion 21‘5 orders and tht’:‘ orders
mczdlﬁcatmnw genemﬁv C{}nbitbt sr)f handwmtten chﬁmgﬁs to c}rders thm: are
made by FISA Court judges at the hearing it which the order is mgned
Howsver, OIPR officials stated that OIPR does not usually consider revisions
1o applications and orders that OIPR makes based on feedback from the
FISA Court’s review of advance copies of FISA applications to be
modifications, {U)

With respect to the orders modified in 2004, the first medified S8cction
218 order related to the time frame to produce the requested records to the
FBL. The PISA Court modified the order by extending the time frame from
14 days to 60 days.'® With respect to the other purs Seatmn 215 modified
order, the modification related to the records being requested, The FISA
Court clarified the records to be produced by describing the records more
precisely than the language in the order as presented to the Cowrt. {14}

iU}
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With respect to the orders modified in 2005, both modifisd
combination orders contained the same modification. In these applications,
{:}iPR wught sm‘:em for & &pemamcd wpe oi tele:phane m&}mmmm OIPR

xf&gumf s for thm km,d (s.i .mfamzazmn in cermm nwtamées., &I_timugh t}m
FISA Court agreed to approve the applications, the Court directed the
government to file a supplements! brief on this issue. Prior to the hearing
on the applications, OIPR revised the applications and included s footnote
setting forth a summary of the criminal case law with respect to this kind of
information and revised the order to inchude a direction for the government
to provide the FIBA Court with a supplemental briefing on this subject. {U)

D. Improper Use of Section 215 Authority {U)

As part of this review, Congress dirgeted the OIG o identify any
noteworthy facts or ciccumstances concerning the business records
requiests, including any illegal or improper use of the authority.” Qur review
noted two instances of improper use of Section 215 authority, both of which
involved the pen register/trap and trace portion of combination Section 218
orders. We did not identify any instances involving improper or illegal use
in connection with pure Section 215 orders or authority. {UJ)

In the first instance of improper use, the field office had obtained an
order for a pen register/trap and trace device on a felephune that was no
longer used by the subject. This resulted in the FBI receiving unautharized
information, which is called “over collection,” between March 2008 and
October 2008, According to the FBI, the case agent for this investigation
inadvertently overlooked documents in the fle indicating that the telephone
number ne longer belonged to the target of the investigation. A new case
agent dxsmwr&d the problem, reported the over c:o}l\,ctmn and sequestered
and destroved the improperly collected data. {11}

I the second instance of improper use, the FBI inadvertently
collected vertain telephone numbers pursuant to a pen register/trap and
trace order hecause the telephone company did not advise the FBI that the
target had discontinued using the telephone ling until several weeks after
the fact. For a short period of time, the telephone number had heen issued
i someone else. The FBI identified the improperly collected information,
removed it from its databases, and provided it to OIPR. {U)

X
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© We determined that the FBI had discovered both incidents and
reported them, as required, to the Intelligence Oversight Board or IOB.6 In
addition, both inoidents were reported to the FISA Court by OIPRAT (U]

We also identified a situation that we believe constitutes a

“noteworthy fact” concerning a Section 218 gombination order and several
interrelated FISA electronic surveillance orders. In J anuatry 2006, OIPR
filed a notice to the FISA Court stating that in connection with several
cases, OIPR had learned in December 2008, that a source who had
previously provided significant information about the targets reported that
he did not believe that one of the targets, who was associated with all of the
other targets, was a supporter of a particudar terrorist organization.’® {U)

mﬁ)rmatmrx in Apnl 20{}‘5 i'rom armther mtaihgencc ag&:ncy but had
“inadvertently failed to provide it at the time they received it.” The FISA Court
issued an order directing the government to explain the delay in reporting
this information to the Court. In March 2006, OIPR {iled an explanation
stating that the case agents who were respanxxbk for verifving the accuracy of
the FIRA renewal application submitted in April 2005 mistakenly believed
that the preblematic souree information had already been provided to OIPR.
Although the case agents had provided QIPR with several intelligence reports
about the same source, these intelligence reports did not mciude the
intelligence report containing the problematic information. According to the
court filing, the FBI did not believe the omission was intentional because all
other information obtained from the source, some of which was not favarable
to the FRBI's investigation, had been repmred to QGIPR, {U)

¥ The Intellipence Guaryight Bosgd, oreated by Exsoutive Order in 1978, is charged
with reviewing activities of the U8, intelligencs community and fuforming the Fresident of
any activities that the 108 believss “may be walawiul or contrawy to executive order or
Presidential Directives.” Bes Executive Order 12863, The Executive Order also requires the
genemal counsals of the intelligence community, including the FRIPs Gensral Counssl, to
report to the OB on gt lenst a quarterly basis delligences activities they *have reason to
belisve nmiay be unlewiul or condrary to Exeputive mvler or Prasidential divective,” which are
referred to as “IOB violationn” U} 7

¥ QIPR is required o report FISA compliance incidents to the FISA Court pursuant to
Rule 10} of the FISA Court’s Rules of Procedures that became effective February 17, 2006.
{1

B The GIPR notice also stated the reasons the government continued to belisve that
there was sufficient information 1o support FISA applivations for all of the targsts deapite
thiz searee’s informativn, (U}
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IV. Delays in Implementing Section 215 Authority and Other
Impediments to Use (U}

A. Delay in Implementing Procedures and Policies {U)

| The Reauthorization Act directed us to examine “the justification for
the failure of the Attorney General to issue implementing ;‘m}cmu res
governing requests for the production of tangible things . . . in a timely
fashion, including whether such delay harmed national security.” To
respond to this directive, we first attempted to determine whether the
Attorney General was required by statute, regulation or other directive to
1swue :mp}&memuzg pmwd‘ures In our rcmw» ai‘ docummts &nd mtuvmwa
tmdeme that the Altamey vaeral or arxy }i}eparxmem ﬁiﬁc al darected QIPR
or the FBI to implement Section 218 procedures. {U)

Onar review determined that after passage of the Patriot Act in 2001,
neither the Department nor the FBI issued implementing procedures or
suidance with respeot to Section 215 authority, OIPR and the FBI
eventually developed standard forms and applications for obtaining Section -
215 orders. NSLB distributed a standard request form to field offices in
Qetober 2003, and NSLB and OIFR completed a standard application and
arder in the spring 2004, We determined that the delay gecurred because
the Department, including OIPR and the FBI, were focused on processing
full content FISA requests, training, and hiring personnel to address the
tncreased FISA workload and did not focus on the need for templates and
procedures for Section 215 orders. {U)

B, Bection 218 Processing Delays (U}

When FBI field offices began requesting 8cction 215 orders in April
2002, they encountersd processing problems. For example, in many
instances no one from N8LB responded to Section 218 requests for several
months, ifat all. In addition, in some cazes NSLB sent draft applications to
OIPR, but the applications were not finalized by OIPR for several months, In
other cases in which a draft application was prepared, the field office did not
receive any response from NSLB or OIPR. As a result of these delays, in
some cases the information was no longer needed by the time the fisld office
received g response from NSLB or OIPR, and the reguest was withdrawn,

L)

We sought to caleulate how long requests remained pending in NSLB
anid in OIPR. However, the FBI's and OIPR's recordkeeping systems in place
at the time had limited capabilities, and there was no system for tracking
Section 215 requests either within the FBI or OIPR. Therefore, we have

iy
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incomplete information with respect to many of the requests. From the

available data, we determined that the average processing time for approved

requests was 275 days in 2008, 279 days in 2004, and 149 days in 2005,
For 2004 and 2005 we were able fo caleulate the average processing time for

approved regquests in both NSLE and OIPR. In 2004, the reguests were
pending in NSLB for 162 dayx and in OIPR for 180 days. In 20085, the

average processing time at N&LB was 60 days and 88 days at OIPR. We
determined that the average processing time for withdrawn reguosts was 330
days in 2002, 234 days in 2008, 226 daysin 2004, and 109 days inn 2008,
{t

The chart below reflects the average processing Hme of withdrawn
requests and gpproved requests, 2 (U)

Average Processing Time (1)

(N3
7
5

Humibar.of Prozaysing Days

20 A 04 s
Yaar Suteniies

Source; OQIFR and P8 88
. Impediments to Processing Section 218 Requests {U)

We fotind several impediments that hindered the FBI's ability to
obtain Ssetion 210 orders. Scction 218 regquests wers delayed becauss

NELB and OIPR disagreed over interpretations of the law, and NSLB and

QIPR lacked sufficient rescurces for handling S8ection 215 reguests., The

WAl o the requests stbndtted in 2002 were withdraws. {1

¥ For sach year heted on the chart, we calenlated processing thnes based ap how long
it touk (1 process the regoeets subminted in that year, whether they were approved in that

san calendar goal o were eventualiy approved o the next calendavyear, Pt the

requests submitted in 2008, we were solyalle-do cxdeulate processing Hor at OIPR-wnd not
alyo #t thee FEE, a0 this number reflects only OIFR grocessing times, Simdlardy, i 2003 for
approved reguests, we had data ondy for GIPR processing thines, {1
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multi-laversd process for obtaining Section 215 orders alse contributed to
the processing delays, In addition, we bund a lack of knowledge in the field
about Section 215 autherity. ()

1.  Statutory Interpretation {U)

We found that the processing of S8ection 215 requests was slowsd by
the uncertainty in interpreting the Patriot Act, One of the legal issues that
affected several of the first requests generated in 2002 and 2003 was the
intersection of Section 215 with another statute that provides for the
production of educational records, QIPR's interpretation of the statute was
that Section 218 did not trump existing laws because, unlike other
provisions of FISA, Section 215 did not include in the business records
provision the phrase “notwithstanding any other provision of law.® As
digcussed above, while some NELB attorneys disagreed with this
interpretation, NSLB was not willing to push the issue with the FISA Court,
and as a result no reguest for educational records was presented to the
FIS8A Court between calendar yvears 2002 and 2005, {U)

According to NSLB and OIPR attorneys, this impediment to obtaining
educational records has since been addzemed The Reauthorization Act
amended FISA by adding 50 U.B.C. § 186 1{a)(3), which specifically
addresses sducational and other semmve categories of business records,
According to several NSLB and QIPR attorneys we interviewed, because this
provision clarifies that educational records are obtainable through the use
of a Section 215 order, the non-disclosure provisions of Section 215 apply
rather than the notification provisions of the Buckley Amendment. {I)

Another cause for the delay In processing Section 215 reguests was
that NSLB and QIPR attorneys disagreed over the interpretation of the
relevance standard and how much information had to be mneluded in
Section 215 applications about the items requested and thelr connection to
the FBI's investigation. NSLB attorneys believed that the level of detail
required by OIPR about the investigations in the applications was far
bevond that neseded to satisfy the relevance thresheold. OIPR attorneys
believed the information was necessary to persuade the FISA Court to
approve the applications. NSLB and OIPR eventually agresd upon the
content and form of & standard application after several months of back and
fw‘{h about the msue Howewr, evex& after a %tandard apghaaﬁmn ferm Was

a*mmeys in .m.dn*zdu&i cases %h@ut the .ie\;f_el @f xietaai reqmre:d, {.{}}
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2. Insufficient Resonmrces (U}

Another impediment to obisining Section 215 was the nsufficient
TESOUIFOSS devnted tcs this pmcx\:bs ?iu:ilher NSLB nor {}'SPR had adeguate

p%&agfc Qf Lht: Patm)t Act, The Workia%d Of hs)th emxue:a m{.‘ma\ed
dramatically after the September 11 terrorist attacks and passage of the
Patriot Act, and substantial rezources were needed to process full content
FISA agpﬁcanons Both entities were authorized to hire large numbers of
emplm;ﬁ&s* and by 2004 bath N8LB and QIPR grew substantially, However,
by spring 2004 a significant backlog of full content FISA applications had
developed, and the Attorney General directed OIPR and NBLB to create a
task force to address the FISA backlog. NSLB was reguired to detail
approximately 10 attorneys to QIPR to work on the backlogged full content
FISA applicstions, {4

Az a result, NSLB did not focus on Section 213 requests or make
obtaining a Section 215 order a priority until late 2003, when NSLEB
submitted four Section 2185 applications to QIPR. In addition, sround this
same time an NSLB attorney was designated the point of contact within
NBLRE for Section 215 requests. (L)

Also in July 2004 OIPR attempted 1o address NSLB concerns about
the processing of SBection 215 requests by assigning a detailed NSLB
attorney to handle Section 215 requests. This detailed sitorney, however,
wag alse assigned to handle full content FISA applications. In early 20085,
two OIPR attorneys were assigned to handle Section 215 reguests — a line
attorney snd & supervisor. According to OIPR and NSLB attorneys, the
assignment of these two attorneys to Section 215 requests improved the
provess significantly. {U)

3.  Multi-Layersd Review Procsss (U)

The multiple layers of review for Section 215 applications also delayed
their issuance. The process for obtaining a Section 215 order involves
review in the FBI field office, in FBI Headguarters and NSLR, and in QIPR.
To obtain & 215 order, a field agent must first obtain his supervisor's
apgrmal then the ﬁetd oime S bpez:sal A.g._,exxt in Ch&re.f\* am:i the Chief
Head(ma*’t&rs and Nbi«B irz N QLE A ime attamev drafts ﬁ‘}t‘ apphication
package, which is then reviewed by a supervisor before it is pr{)mded o

GIPR, In OIPR, a line attorney prepares the package, and the work iz

reviewed by a supervisor before it is ready to be finalizsed for signature. Alter
OIPR returns the “final” version to NBLEB for signature, the application and

%¥i
8 \ul
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order are reviewed by NSLR personnel and changes may be requested as a
result of thix review, ()

This review process can be lengthy, Without close management, an
application can be delayed for weeks or months at any stage. Even with
clese management of the process, the process from beginning to end would
likely take several weeks with respect to a simple or problem-free Section
218 reguest. (U

4.  Lack of Knowledge about Bection 218 Authority {U}

Based upon our interviews in the field, we alse determined that FBL
field offices still do not fully understand Sectivay 315 orders. Several agents
told the OIG that they were only vaguely aware of Seetion 218 authority,
and many agents stated that they did not know what the process was for
obtaining a Section 215 order, {U)

0. Effect of Impediments (U}

The impediments discussed above contributed to the FBI not
obtaining its first Section 215 order until spring 2004. Another effect of the
impediments was that, in some instances, field offices were not contacted
about Section 215 requests until several months after the requests had
heen submitted to NSLB. In various cases, once the agents were contacted
the information was no longer needed because of developments in the case.
Ir} sévm al instam(‘és agenm wewé aware ?hat N’%LB’ h‘&d :‘ex:eiwd thei_r
ﬂls&greﬁmunt% bﬁtwet,n \I‘%LB and. OIPR .cibout Whether a pd}’”f,li,uidf reguest
should go forward. In other instances, the requesting agents told the QIG
that they never received a response back from NSLB or QIFR. {U)

We found that the processing delays and the lack of response to field
office applications contributed to a perception among FBI field agents that
't’ha process was too slow and not worth the effort. We interviewed several

agents who had never sought to obtain g Section 215 order, but they
wportect to the OIG that they had “heard” about the process taking far too
jong. Several agents also told us that if they could obtain the Section 215
crder in a shorter time, they would be more cncouraged to use Section 215
reguests, Agents stated that if they were to identify an item that they
nesded quickly, they would seek to determing whether the item could be
obtained through a national security letter, a grand jury subpoena, or other
process that is faster than the Section 215 process. {U}

We asked FBI and OIPR employess whether they believed the
problems in implementing Section 2135 and the delays in obtaining Section
3yidd
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215 orders harmed their cases or national scourity. None of the FBI and
GIPR officials we interviewed said that they were aware of any harm to
national security caused by the delay in obtaining Section 215 orders. None
of the sgents who initiated the requests for Section 215 orders told the OIG
that their cases were negatively affected by the mability to obiain the
information sooner. The FBI's Deputy General Counsel of NSLB told us that
the failure to obtain a business record order or to obtain it expeditiously
may have negatively impacted the pace of national security investigations,
but that she did not believe that this meant that there wag harm to national
security. {U)

We were provided no evidense of harm to national security in a
specific case that was caused by the delay in obtaining Section 215 orders
ar by the FBUs inability to obtain tnformation that was requested in &
Section 215 request. However, we were concemed by the number of
instances where the FBI identified a need for information in a national
security investigation but was unable to obtain that information because of
a provessing delay in obtaining an order. {11}

V. Use and Effectiveness of Information Obtained from Section 218
Qrders (U}

Congress also directed the OIG to include in its review an examinstion
those records; the manner in which the information is collected, retained,
analysed, and disseminated by the FBI; whether and how often the FBY used
information obtained from Section 215 orders to produce an “analytical
intelligence product” for distribution to, amung others, the intelligence
community; and whether snd how often the FBI provided information
nbtained from Section 215 orders'to law enforcement authorities for use in
criminal proceedings.  {U) ’

A. Collection, Analysis, and Retention {U}

Before items sulyject to a Bection 215 order can be obtained, the order
must be served upon the entity that hag custody of the records, Personal

delivery or service of the order is typically accomplished by the requesting or
“priginating” FBI field office, unless the recipient of the order is vutside the
district, In thai instance, the FBI field office where the recipient is located is
asked by the originating field office to serve the order, (U}

The manner in which information from Section 218 orders is collected
depersis on the category of information sought., For pure Section 215
orders, the recipient produces the documents in hard copy or electronic

xix
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féarmat I‘f after r::\vifewiﬁg the infm‘maticn the case ag?m deter‘mime& ne
lest of the mvmtxgatwe case 111% The ag&nt m&w preparc a docume:nt
summarizing the information obtained for purposes of docwmenting the
existence of the records. I the information wairants dissemination within
the FBI, the agent prepares a writtens communication to the relevant field
office or offices. If the information warrants dissemination putside of the
FBI, such as to an intelligence agency, the agent prepares the appropriate
form of communication. (L) ’ ’

For “combination” orders, FBI persorinel told ws that if the recipient
and the FBI have technological compatibility, the recipient will fransfer the
requested subsoriber information electronically directly into the FBI
computer system called “Telephone Applications,™! If the FBI and recipient
systems are not compatible, the nformation is provided to the FBL in
ancther format, such as a computer diskette or hard copy. This information
is then electronically uploaded or manually inputted inte Telephone
Applications and then searched by the case agent. (1)

mfc}rmatien *%tsmci in Tni&p}wns &ppﬁc&tiims and o‘ther FB{ data’ba«efs
ag,mmes who are a&mgned on detml to the FBI in some capmx.gy, suah a8 8
task force addressing terrorism matiers. Access depends on the clearance
level of the non-FBI personnel and whether the information is “restricted” in
the computesr systems, (U}

B. How the Information Obtained Has Been Used in
Investigations {U}

We found that pure Section 218 orders were used primarily to
exhaust investigative leads, slthough in some instances the FBI obtained
indformation useful to the deveiopm&nt of the case. We found that the FBI
disseminated information obtained from pure Section 215 orders to ancther
intelligence agency in three instances, However, the FBI did not create any
analytical intelligence products based on the information obtained in
response to Scotion 215 orders. We also ebtained lIimited information sbout
the dissemination of information produced in response to combination
Section 215 orders. Because there were 141 combination orders, we were
unable to inferview all of the case agents assogiated with these arders,
However, in our field office visits, we interviewed four agents who had

R Telephume Applications is an investigative tool that also serves as the central
repository for all telephone data collected during the cowrge of FRI ivvestigations, {U)

EX
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obtained combination orders. None of these agents reported disseminating
infermation sbtained in response to the combination orders. (U}

We also sought to determine whether any of the information obtained
from any Section 215 order was used in any criminal proceeding. We did
not identify any instance in which information obtained from a pure Section
218 order was used in 8 eriminal proceeding. We identified only one
instance in which use authority approval was sought for information from &
combination Section 215 order. The field office sought and obtained
Attorney General approval to use the FISA electronie surveillance and
combination order information in o grand jury investigation and in grand
jury subpoenas for one case. The FBI case agents told the OIG that
although wse authority was obtained for the FiSA-derived information, no
grand jury subpoenas were ever issued in this case and no FISA-derived
information was used in the grand jury investigation or subsequent
proceedings. (U} |

We also interviewed the agents who obtained records from the S8ection
215 orders. The agents suggested that the records obtained were important
and useful in two wavsr {1} the records provided substantive information
that was relevant to the investigation and either confirmed prior
investigative leads or contributed to the development of additional
investigative information; or (8} even if the records did not contribute to the
developraent of additional fnvestigative information, they were still valuable
as “necessary steps to cover a lead.” Most of the agents we interviewed said
the records obtained under Bection 215 orders fell in the zecond calegory
because the records typically did not provide additional investigative
information, although they helped the agents exhaust every lead. They also
stated that the impoertance of the information is sometimes not known until
much later in an lovestigation when the information is lnked to some other
pisce of intelligence that is obtained, (U]

VI. OIG Conclusions (1)

In evaduating the effectivencss of Section 213 authority, we first

considered the mumber of pure Section 215 orders sbtained during CY 2002

through CY 2005, The FBI obtained only 18 unique Section 215 orders in
the 3 calendar years following passage of the Patriot Act. {UJ)

Hoewever, we found that a significant number of Section 215 orders

wers not sought or obtained beeause of _isgal, bureanicratic or other
impediments, The question concerning the applicability of the Buckley

Amendment to Section 215 reguests for educational records played a role in.
the FBI not obtaining Section 215 orders in severs! instances. Other
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impediments, such as the disagreements between NSLB and OIPR about the
amount of information sufficient to satisfy the relevance standard,
msufficient resources to provess Section 218 requests, and the multi-
layered review process, resulted in many Section 215 requests not being
processed for lengthy periods of time, We determined that with respeet to
several Section 215 requests that were withdrawn, the requests had been
pending with NSLB or OIFR for several months, and in one instance over a
vear, ab the time the field office notified NSLB that it was withdrawing the
reguest because the investigation had changed course or was being closed.
in addition, we identified several requests for Section 215 orders that were
never responded to by NSLB or OIPR, and neither NSLB nor OIPR employees
were able to explain what happened to those regquests. (L)

These processing problems not only resulted in far fewer Section 215
orders being obtained than were reguested, but alse contributed to a
perception within the FBI that Section 215 orders took too long to obtain to
be worthwhile in the investigation. Agents told the OIG that the length of
the process to obtain a Section 215 order is a significant impediment to its
use and that agents will typically attempt all other investigative tools before
resorting to a Section 2135 request. This negative perception about the
Section 215 process may also have sffected the number of Section 215
orders sought by the field offices. {13}

We examined the type of information that has been obtained through
the use of pure Section 218 urders and how that information has been used
and disseminated in national security investigations, We found no instance
where the information obtained from a Section 213 order resulted in g major
case development, such as the disruption of a terrorist plot. We also found
that very little of the information obtained in response to Section 218 orders
has been disseminated to other intelligence agencies, However, we found
that Section 215 orders have been tsed to obtain useful investigative
information. (L)

Agents told us they believe that the kind of intelligence gathering from
Section 215 orders was essential to national security investigations. They

also stated that the importance of the information is sometimes not known

until much later in an Investigation, when the information iy linked to some
pther piece of intelligence that is obtained. (1)

The field sgents we interviewed described Section 215 authority as a
“tool of last resort” that may be “critical® when other investigative authority
or investigative metheds do not permit the FB {o obtain the information. In
many national security investigations, there is no criminal investigation and
therefore the FBI is unable to ssek gm’nd Jury subpeenss. [n addition,
national security letters are lmited in scope and do not cover large
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categories of third party information. Agents also told us that, in some
instances, they bad in fact used other investigative techmgues, but these
efforts were unsucsessful, {U)

We also interviewed other FBI officials and aitorneys at the FBI and
QIPR concerning the effectiveness of Section 313 arders. They stated that
they beligve Seetion 2158 authority is uselul beecause it is the only
compulsory process for certain kinds of records that cannot be obtained
through alternative means, such as grand jury subpoenas or national
security letters. The head of OIPR clescmhed Section 215 authority as a
*specialized tonl that has tts purpoese.” {1}

At the same Ume, however, the evidence showed that the FBI has not
used this specialized tonl as effectively as it could have because of the
impediments to its use that we described above. Some of these
impediments have since been addressed. For example, NSLB and OIPR
cited the Reauthorization Act provision specifically sllowing the FBI o
gbtain educational and other sensitive records through Section 218 orders.
The FBI hasg also distributed a Section 218 reguest form to all fadd offices;
and NSLB and OIPR have developed a template application form that is
used in all Section 215 applications, {U)

We also evaluated the use of Section 215 authority to obtain
subscriber information for telephone numbers that were the subject of pen
registerftrap and trace orders, OIPR obtained the first “combination” order
in February 2005, A total of 141 combination applications were submitted
and approved by the FIBA Court in calendar year 2005, Several FBI and
OIPR atwrrlc,ys we mtswmwcd mc*ludxm, (}IPR Coxmwi mid usg thgxt E,hls
Launsel of NSLB agmeé_ smtmg that th&r addztmn c}f %ectmn 215s to Fi‘*\&
pen rogister/trap and trace applications was a “huge bron becausse without
the 213s, the PBI would have had to issue pumerous [national security
letters] to get the subsoriber information.™2 {13}

We conducted this review mindful of the controversy concerning the
possible chilling effect on the exercise of First Amendment rights posed by
the FBI's ability to use Rection 215 authorities, particularcly the potential

use of Bection 215 orders to obtain records held by libracies. Qur review

found that the FBI did not obtain Section 215 orders for any lbrary records

2 Congress has also recognized the importance of subscriber ivformetion i FISA pen

registers, As part of the Reauthorization Act, Congress amendsd the FISA pen ragister

provision o inchade subscriber information, (U}

Kxii
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from 2002 through 2005, in part because the few applications for such
orders were withdrawn while undergoing the review process within NSLB
and QIPR, {1

Finaiiy, we are aware that the FBI began using Section 215 authority
maore widely in 2006, We will be assessing the effectiveness of this hrosder
use in our next review. As directed by the Reauthorization Act, the OIG will
continue to assess the FBs uge and effectiveness of Section 215 authority,
(U}

XXV
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CHAPTER ONE
INTRODUCTION (U}

In the USA PATRIOT Improvernent and Reauthorization Act of 2008
{Reauthorization Act), Congresy directed the Qffice of the Inspector General
{OIG) to conduct “a compwhen%ive audit of the effectivensss and use,
including improper or illegal use” of the Federal Burean of Investigation's
{(FBI) investigative authority that was expanded by Section 215 of the Patriot
Act,! Bee Pub. L. No. 109-177, §1068A. Ssction 215 of the Pairiot Act allows
the FBI to seek orders from the Foreimi Intelligence Surveillance Court for
“any tangible things,” including boaks, records, and other items from any
business, organization, or entity provided the item or items are for an
authorized investigation o protect ag:«mmt international terrorism ar
clandestine intelligence activities. Congress divected the GIG to review the
use of Section 215 for two time periods - calendar vears (CY) 2002 through
2004 and CY 2008 through 2006, The first report is due to Congress on
March 9, 2007, the second s due on December 31, 20072 {U)

This report describes the results of the first QIG review of the use of
Section 215. Aithoubh we were ondy required to review calendar years 2002
through 2004 in this first review, we elected to include data from calendar
year 2005, {U)

1.  The USA PATRIOT Improvemsnt and Reauthorization Act of 2005
{U}

Enacted in the wake of the S8eptember 11, 2001, terrorist attacks, the
Patriot Act states that it seeks o provide federal authorities “with the
appropriate tools required to intercept and gbstruct terrorism.™ Several

£ The term “USA PATRIOT Act® is an acrenyin for the Uniting and Strengthening
America by Providing Appropriste Tools Required to Intercept and Obstruct Tevrorism Act of
2001, Pub, L No. 107-56, 115 Stat. 272 {2001}, It is commonly reforred W as “the Patrios
Aot {18

2 The Reauthorization Aot alse directed the OIG to vonduct reviews for the same e
time periods on the use'and effentivennss of the FBI's nee of national security letters,
another investigative authority that was expanded by the Patriot 8ct. The OIG's first repart
an the use and effectiveness of national security letter authority Is contaibed in a separate
repurt, {U)
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Patriot Act provisions, inchuding Section 218, were originally scheduled to
sunset on December 31, 3005, {4

On March 9, 2006, the President signed into law the USA PATRIOT
Improvement and Reauthorization Act of 2008, which, amang other things,
made permanent or extended several Patriot Act pmw&mns 5 Section 215
was not made permanent but was extended for another four years, until
December 31, 23009, The Reauthorization Act also resulted in some
substantive changes to Section 215, which we discuss in Chapter Two. {U)

II.  Methodology of the OIG Review (Uj

In {‘Hé rew‘mw ti*'ze: (}'{(x emmined dammemq ébmir‘mi fmm the
zmd mew {QIF‘R} zmd tiu FBE rz,iatmg m each mstance of thﬁ FBI s use or
attempted use of Section 218 authority during calendar years 2003 - 20059
I addition, we reviewed Department reports concerning the FBUs use of
Section 215 authorities, We also reviewed a classified report prepared by
the stafl of the Senate Select Committer on Intelligence {S8CH in 2005 on
the electronic surveillanee process in counterterrorism and
counterintelligence cases that included a discussion of the FBI's use of
Section 2155 We alsy examined FBL, OIPR, and other DOJ documents
regarding the implementation of procedures for obtaining Section 215
arders, including documents reflscting the obstacles encountered by FBI
and OIPR personnel during the 1mpiementatmr\ procesy, improvements
made to the process, and other issues. {U)

The OIG conducted approximately 91 interviews of FBI and
Department officials as part of the review. During the fisld work phase of
the review, QIG teams traveled to FBI field offices in New York, Chicago,
Philadelphia, and San Francisco 1o review investigative case files from which

¥ The provisions that had bren scheduled to expivs on Decamber 31, 2008, were
tarpporarily extended while Congress wag attempting to finalize the reauthovization bill. {U)

¢ Until the fall 3006, the Office of Intelligencs Folicy and Review wag a separaty
cennponent of the Drpartment. I March 20086, the Reauthorization Act authorised the
creation of a National Security Division (NS within the Department. In September 2006,
Ranneth L Walnistein was vonfivmed as the first Assistant Attormsy General for the NSD.
Shortly after that, DIPRs functions were moved 6 the NSD. {U)

& Senate Select Commitiee on Intelligence, Conunitics Stall Audit and Beadustion of the
Forsign Intedligence Surveilance Act Process (SSCT Stff Aredit), 8SCT report number 2005-
4703, July 32, 2005, (U}

2
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Qfﬁm&, Qi@ {)erOI‘mﬁ*l mtervaewd appmmmeueh* az ?Bi amplmree&,
inchuding FBl Assistant Directors it Charge, Special Agents in Charge,
Assistant Special Agents in Charge, Chiel Division Counsel, Supervisory
Special Agents, case agents, intelligence analysts, and support personnel®
We also conducted telephone interviews of 25 FBI agents in other field
offices who were responsible for sseking Section 218 orders. {U}

In Washington, D.C., OIG personnel interviewed 14 senior FBI and
QIPR officials who participated in implementing procedures and processing
requests for Section 215 orders, including the Counsel to OIPR, a former
and the current Deputy General Counsel of the FBI Office of General
Counsel's National S8ecurity Law Branch (NSLB), and ather attorneys and
persenrel from NSLE and QIPR. {18

I, Organization of the Report ()

This report is divided into six chapters. Following this Introduction,
wedescribe in Chapter Two the legal background related to Section 218
authority, the internal process in the FBl and in the Department for seeking
Section 15 orders, and g comparison of Bection 215 orders to other
investigative tools, including criminal tools, which the FBI uses in
counterferrorism and counterintelligence investigations, {U)

In Chapter Three, we provide a detailed examination of the instances
in which the FBI obtained Section 215 orders from 2002 through 2008,
including the number of orders obtained, the types of information abtained

pursuant to the ordery, and the number of applications submitted but for

which orders were not obtained. At the end of Chapter Three, we discuss
whether we identified any improper use of S8ection 218 autherity, (U}

In Chapter Four, we describe our analysis of the implementation of
procedures for obtaining Section 215 orders, the delays in processing
Section 215 requests, and other problems that affected the FBI's ability to

obtain Section 215 orders. {1}

- In Chapter Five, we present our findings on the use and effectivensss
of Section 215 orders, including cur evaluation of methods and processes
used to collect, retain, analyse, and disseminate information derived from

b FRi ficld offices are algo referred to gs “divisions.” The Chiel Division Counsel or CHC

iz the legal offiver for the field office. (W1
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these orders, and how the orders were used in counterterrorism and
sounterintelligence cases, Chapter Six containg our conclusions. (1)

The Appendix contains the comments of the Attorney General and the
Director of National Intelligenee in response to the report, {U)
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CHAPTER TWO
BACKGROUND (U)

L Introduction (U}

This chapter provides a description of the legal background related to
Sectiopn 215 authority, the internal process in the PBI and in the
Departmernt for obtaining Section 215 orders, and a description of and
comparison to other investigative tools, including criminal tools, available to
the FRI at certain stages of its counterterrorism and counterintelligence
investigations. (U}

1I.  Legal Background {U)

Pursuant to Section 218 of the Patrint Act, the FBI may obtain “any
tangible things,” including books, records, and other items, from any
business, organization, or entity, pmviﬁefi the item or dems are for an
authorized investigation to protect against international terrorism or
clandestine intelligence activities. Sczetion 215 did not create any new
investigative authority but instead sxpanded existing authority found in the
Foreign Intelligence Surveillance Act {FIB4) of 1878, S0 U8, § 1801 et
St:q Fxrst we dewribe the authorttv as 1t ems’ced in FI“%A pm)r to the P%mcvt
Sectmn Q-io.. Thereaimr we brxeﬂy ,ﬁesw&bﬁ the wmrmamy mnmrmng
Section 215 that argse after passage of the Patriot Act. {U)

A.  Foreign Intelligence Surveillance Act of 1978 and the
Business Records Provision {U)

» FISA requires the FBI to obtain an order from the Foreign Intelligence
"?aurveiiiaﬁicc Court {FISP& Cfm‘r{} toy mnﬁuut ti‘k?ti‘f{}i’}iﬁ &urVﬁiL&ni\s ta wil&ct

must &hmv that there s probable c,&mse to hel&me thaf:. the {argz—.t 05 me

¥ FIRA applivations and ovders ars classified, and inmi’hgenm developed under FISA §8
adsi clagsifiad, generally at the Seorst level. Forsign mteiizg&nw i3 defined ay infomsdion
t}mt relates to the ability of the Umted *'%m*es w proteat agamst {1} actual or potmtzai
‘te rrozz»*@m, or 1‘:} clamieﬁ:tzm mt::«\lhgenw acmtzes, ar u‘xfomntmn mat m%mw to rhe
natinnal defense, security or conduct of the foreign affaivs of the United Btates. I US
8 1801el. {3

SECRET_ T



surveillance is a foreign power or an agunt‘ of a foreign power, a term defined
by FISA that inchades terrovist organizations.® Applications for FISA orders
are prepared and presented to the FIRA Court by the Departmaent’s Office of
Intelligence Policy and Review {OIPR]S U}

Congress provided the FBI with additional investigative authorities
pursuant to FIBA in the mid-1980s. In 1994, PISA was amended to permit
the FISA Court to approve applications for warrantless physical searches.
50 U.8,C. § 1822 et seq. In 1998, Congress amended FISA again to
siuthorize the FBI to apply to the FISA Court for orders mmp&ﬁinu certain
kinds of businesses to “release records in its possession” to the FBLY
However, this amendment Hmited the scope of the authority to obtain
business records from four types of entities ~ common carriers, public
accormmmodation facilities, physical storage facilities, or vehicle rextad
facilities. The smendment did not further define “records™ This provision,
wmch was erzmnallv wdzﬁed at 50 U.b C. § 1862 became knewn as t:hf*

’“’1:} uf iht: P&mot A(,t 5{} us (I‘ 8 lqta“‘( }{ }{B} 1193.?&} a8 &mﬁmied :;i")
U.8.C. § 1861 {2001). (U

The 1998 business records amendment also required the FISA
gpplication to specify that the records were sought for an investigation to
gather foreign intelligence information or an investigation concerning
international terrorism and that there were “specific and articulable facts
giving reason te believe that the person to whom the records pertain is a
foreign power or an agent of & foreign power. ® 50 ULS.CL§ 1862 {3000 ed)
This language meant that the FBI was limited to obtaining information
rm&r&img a bp«saiﬁc perwn or rmf;it} ‘fhﬁ F“EI was investiqating about whom

pr{)hibimd the entity u)mgsiymg wzth the @rdw fmm dzscia&mg mﬂwr the

& PFor & description of the requirements of FIBA and how they ‘were interpreted by the
Pepartment and the courts prior to the Patrint Act, see the OlG s report, “Review of the
FBl's Handling of Intelligence Information Related to the SBeptember 11 Attacks”, pages $4«
'S a {Jnn@ ;42{)&8 urxmdacwd ami unmaasxiim@‘ Vﬂi‘!ﬁfmn} Fm a descrimmn oi‘ hms* th{\ Pdmot

more ctfrtmi in "éecutm i C h&lcve {U}

% The 1998 amendment also allowed the FBI to obtain FISA orders te use pen register
or trapand trace devices, which allow the FBI @ obtain the telephons numbers disded to
and from @ partienlar telephors number. 50 UB.C. § 1842 ot seyy. We discuss pen register
and trap and trace devices in Ssetion IV below and in Chapter Three, {1

&
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existence of the order or any information produced in response to the order.
(U

txubsta{;ucnt to the 1298 FISA amendment creating this investigative
authority and prior to the passage of the Patriot Act on Qcteber 26, 2001,
the FBI obtained only one FISA order for business records. This order was
obtained in 2000 and related to the production of business records from an

8L i) b7E
B. Expansion of Basiness Records Authority by Section 215
{t)

Bection 218 of the Patriot Act significantly exparied the sCope of the
FBI's investigative authority pursuant to the business records provision of
FISA and lowered the standard of proof required. The pertinent part of
Section 215 provides: {U)

The Director of the Federal Bureau of Investigation or a
designee of the Director {whose rank shall be no lower than
Assistant 'Speciai Agent in Charge] may make an application for
an order requiring the production of any tangible things
{inchading books, revords, papers, documents, and other items)
for an investigation to obtain foreign intelligence information
not concerning a United States person or to protect against
international terrovism or clandestine intelligence activities,
provided that such investigation of a United States person iz not
conducted solely upon the basis of activities pmtecteﬁ by the
first amendment to the Constitution. 50 U.8.C. § 1861{a){1}.1

(U}

While the old language limited the reach of this type of investigative

authority to common carriers, public accomumodation facilities, physical

storage facilities, or vehicle rental facilities, the new language doss not

explicitly Brnit the type of entity or business that can be compelled by &

Section 215 order. So, for example) | b7E
| [could be compelled to

produce lormation Under Secton 215. - ()

¥ Inited States prrson” dealelined wva sitiven, legal permyanent resident, op
unincorporated association in which a “substantial number®™ of nuunbers are citizens ur
Jegal permanent residents, and corporstions incorporated in the United States as long as
such associations or vorporatizns are ot themsalvrs “forsign powers.™ 50 U.SC. § 1801
{2008 18
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Second, Section 215 of the Patriot Act expanded the categoriss of
documents that the FBI can obtain under the business records provision of
FISA, The FISA business records provision was Hmited to “records,” while
Section 218 provides that the FBI may obtsin an order for “the production of
aty tangible things {including books, records, papers, documents, and other
xtema} This means the FBI may obtain pursuant to Section 318, for

sxampls, | : | 8L {0

Section 2186 also lowered the evidentiary threshold to obtain an wrder
and expanded the number of people whose information could be obtained
through such an erder. The pre-Patriot Act language requirsd that the
records sought pertain to a person about whom the FBI could show “specifie
and articulable facts® demonstrating that the person was a foreign power or
an agent of a forzign powsr and that the information was for an
mvmngﬁtwn to gather foreign mwﬁizg&nm informstion or an mvem\gatmn
concerning international terrorism. Section 215 no ic}nger requires that the
items being sought periain to 8 person whom the FBI is investigating
Instead, the items seught need only be requested “for an suthorized
investigation conducted in accordance with {appi:zcabﬁe law and guidelines]
to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine
intelligence activities,” S0 US.C, §1861(b){2), This standard, referred to as
a relevance standard, permits the. FBI to seck information concerning
persons not necessarily under Investigation but who are connected in some
way to a person or entity under investigation 2 {U)

€.  Public Concerns about Section 215 (U)

Almost immediately after the Patriot Act was enacted, public
controversy focused on the scope of Section 218, We briefly describe this
controversy in order to provide context for the FBUs and QIPR’s actions with
respect 1o SBection 218 authority between 2002 and 2005, which we describe
inn detail in Chapter Three. (L))

Public converns about the scope of Section 215 authority quickly
centered on the ability of the FBI to obtain library records, including books
read by or loaned to library patrons. Many public commentators begarn to

* The Reauthorvization Act srdised the langaege of Section 1382{WHE further by
pm\ft&mg, thest mng;bie things sre presumptively relevant when they pertain to entidfes or
individuals that ave foreign powers, agents of forsign powers, sttijects of suthorised
conrdererrorisns or o mtennwihgenee frrvestigations, ur individuals known to associate
with subdests of such investigations., We discuas additional changes to Seetion 315 hy the
Reauthuriestion Act in Section I . {U}
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refer to Section 215 as the “library provision.” Librarians, their professional
assoclations, and others voiced concerns about the potential First and
Fourth Amendment implications of compelled production of library
records.'® The First Amendment concerns related to the broad reach of
Section 215 and also to the so-called “gag provision,” which existed under
the previous version of FISA and which forbids recipients of Section 215
orders from disclosing the sxistence of the order or any information
obtained pursuant to an order, thus prohibiting recipients from challenging
the order. {U}

According to Department officials and our examination of all 215
applications submitted to the Department through 2005, the FBI has never
obtained a FISA Court order for the production of library records, However,
we discuss in Chapter Thre requests from FBI field offices asking FBI b7E
Headguarters to seek to obtain information from s library. One of the
requests was forwarded to OIPR, but this request was never presented to
the FISA Court. Another request was not presented to OIPR after review by
FBI attorneys. IR m

D.  Reauthorization Legislation Results in Additional Changes
to Section 215 {U)

The Reauthorization Act included some substantive amendments to
Section 215 in addition to extending it for four years until December 31,
2009. For gxample, the Reauthorization Act provided that Section 215
orders must, among other things, contain a particularized description of the
items sought and provide for a reasonable time to assemble them. In
addition, the Act established a detailed judicial review process for recipients
of Section 215 orders o challenge their legality before a FISA Court judge.
{

Additional changes to Section 215 were adopted with the passage of
the USA PATRIOT Act Additional Reauthorizing Amendinents Act of 2006

$ For sxample, the Americar Library Association (ALA} adepted a resohution declaring
that the ALA “considers sections of the USA PATRIOT Act . . . & present danger to the
constitutional rights and privacy rights of library users® and urged the Congress to provide

additional oversight and amend or change portions of the Act.® Resolution on the USA
PATRIOT Act and Related Measures That Infringe on the Righis of Libreey Users: (Jan, 29,

20031 {U)
4 Both the 2005 Reauthorization Act and the 2006 Reauthorizing Amendments Act

were signed into law on March 9, 23006, Although the conference committes had approved
the 2005 Reauthorigation Act on December 15, 2005, the full Congress was unable to vote
on the bill hecause of an 11-week filibuster in the Senate, During this 11-week period,
feontyl)

g
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ncmmsda«ure reqmrement mtm e y‘ car "’rom the ISSUAnDEe af the order if
certain findings are made 3 {U}

HI. ‘The Process for Seeking Section 215 QOrders (V)

The FBI had obtained only one FISA order for business records prior
to passage of the Patriot Act in late 3001, and no written policies,
procedurss, or templates for regquests or applivations for Sectizn Q13 orders
existed in the FBI or OIPR. The general process deseribed below was
developed and refined between 2002 and 2005, as were templates for the
field offices’ reguests for Section 215 authority and for applications to the
FISA Court for SBection 218 orders 8 {U)

gant:tmliv mmiws ﬁv:, phas.ms FBI ﬁcid z::fﬁ«::e: mztmmm and review, I*Bl
ﬁeadquartew review, OQIPR review, the FISA Court review, and FBI service of
the order. Kach phase is discussed in the following sections. (U]

A,  FBI Field Office Initiation and Review (U)
The process begins when an FBI case agent in a field office determines

that in a counterterrorism or counterintslligence investigation there i a
need for business records or other items for which the appropriate

investigative authority is Section 218, For example, b7E

Congress twite tomngnrarily extendsd the provisions of the Patrict Act that were scheduled
to expire on December 31, 2008 ~ thie fivst time until February 3, 2006, and the sscond
time untidl March 10, 2006, Congress reached & compromise in gatly Mareh 3006, As pant
of the compromise, Covigress agreed to make some substantive chanpes i Section 218 tha
were included 10 2 separate hill -~ the USA PATRIQT Act Additinnal Reatithorizing
Amendments Act of 2006, (U}

15 USA PATRIOT Act Additions]l Reauthorizing Amendments Act of 2006, Pub. L. No.
109178, Because these amendmenty were niot in effect until 3006, we will discuss than in
greater detatlin our report concerning Section 213 orders gbiained hy the FBI i Y 20086,
which s due to Congress by December 31, 2007, U}

1% W desaribe in detafl in Chaptar Paur the facts concerning the developnient of this
process and the FBI and OIPR tandates. {13

¥ The PR and OIPR siill refer 1o requests for investigative authority pursuant fo
Rection 215 as “‘Dusinesy redunds raguests” e “business records &ppiicatinn% ¢ We
primnarily use the terms "Section 215 avthority™ or “Section 215 orders,” but we may use
the term “business records” interchangealdy in s report. {U)

10
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First, the agent must prepare a business records request form that
requires the agent to provide, among other things, the following information:
a brief stmmary of the investigation, & spemﬁm description of the items
reguested, an explanatwn of the manner in which the requested items are
expected to provide foreign intelligence information, and the identity of the
custodian or owner of the requested items. The request is reviewed and
approved by the squad’s Supervisory Special Agent, the Chief Division
Counsel, and the Special Agent in Charge at the FBI field office. The
request is then sent to FBI Headguarters for further review and
processing. 19 (U]

B. FBI Headquarters Review {1}

The field office request is forwarded to FBI Headquarters to both the
*substantive desk” {in the Counterterrorism Division or Counterintelligence
Division} and the Office of General Counsel’s National Security Law Branch
(NSLB}. Both review the request and determine whether it merits further
processing. The field case agerd may be contacted for additional
information or clarification. If a request is rejected, no additional work is
done by the substantive desk or NSLB. (Uj

If the request is approved, an NSLB attorney drafts the application
package that will be forwarded to OIPR, The application includes a specific
description of the itemns requested, a description of the underlying
investigation, a description of how the FBI expects the requested items to
further the investigation, and the custodian of records. The NSLB attorney
also drafts the order for the FISA Court judge'’s signature, which specifies
the items to be produced and the time period within which the items must

18 The Attorney Geoeral's Guidelines for FBU National Security Investigations and
Foreign Intelligence Collection prescribe the investigative technigues available at each stage

of an investigation. (L)

¥ The business records request form was not finalized and distributed with guidance
to the field by the FBI's Office of General Counsel until October 29, 2003, Prior to that
time, FBI field offices subimitted an Electronic Commuinication ar BC, the standard form of
rommunication within the FBI, to FBI Headquarters setting forth the field office’s reguest
for Section 218 authority. Els are “upleaded” into a computer system called Automated

Case Support or ACS, which has been the FBI's centralized case management system since

1995, (U}
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be produced. The NSLB attorney works with the case agent and other FBI
personnel to obtain the information the NSLB attorney believes is necessary
to include in the application. The draft application package is reviewed by
NSLB supervisors and forwarded to GIPR after any additional revisions are
made as a result of the NSLE supervisors' review. {U)

£ OIPR Review (I}

The NBLB attorney forwards the draft application package to OIPFR,
and the request is assigned to an OIPR attorney.?® The OIPR attorney warks
with the NSLB attorney, case agents, angd f)(.‘(.‘&\l@ﬁ"lﬁ? FBI intelligence
analysts to finalize the draft application package. The OIPR attorney may
ask for additional information about the items requested or about the
u‘ﬁder}yir*g, i'mrea’cigatien a‘n‘d may Endude 'additifmai infoi‘m%ﬁmi in t‘ne

szgnq,tums 03: ciesxgaateci senior FBE ,;:!ers{}nne} are nbtam.eé a.mi m{:‘ packagt,
is prepared for presentation to the FISA Court by an OIPR attorney. (U}

D,  FIBA Court Review {U}

OIPR schiedules the case on the FISA Court’s docket for a hearing and
provides the FISA Court with a copy of the applications and ovder, which is
called a “read” copy. The FISA Court, through a FISA Court legal advisor,
may contact GIPR prior to the hearing with additional questions or for
clarification after reviewing the read copy of the application and order. OIPR
and the FBI then address any of the Court’s questions or concerns and
make any necessary revisions to the application or order prior to the
hearing. The application package is then formally presented to the FIRA
Court for its review and approval at the scheduled hearing. If the FISA
Court judge approves the application, the judge signs the arder approving
the application. At the hearing, the judge may request additional
information from the government. In addition, the judge may make
handwritten changes to the order, such as the length of time for the
recipient to produce the items, and, if so, will sign the order with the
handwritien modifications 2 {U}

2 NELB and QIFR did not agres on a form or template Section 215 applicarion until
mid- to ate 20040 (U

2 At the time of our review, i addition to Associate Counsels, QIPR also had thres
Deputy Counsels and was headed by the Counssl for Intelligenes Poliey, {13

2 We distuss modification of FISS orders in more detafl i Chapter Three., {U)




sECret_

E. FBI Field Office Service of the Order {U}

The order is returned to the requesting FBI field uifice or the field
office closest to the recipient of the arder for service on the recipient. A copy
of ‘t“xe Grder' i*; a}so m&inmiﬂed at Q“E‘PR ’f’ar im remrd% “i’he order i*a *;erved
for pmdumng the 1tems Thsz provlder must p_mdum thf: xéém r::t;umtcd in
the order to the FBI field office which served the order. (U)

IV. Other Investigative Authority Available to the FBI far Third-Party
Information (U}

In addition to Bection 215 orders, the FBI has several other
investigative tools that sllow it to obtain information from thicd parties in
national security investigations® For example, FISA permits the FBI to use
pen register and trap and trace devices to identify incoming and oulgoeing
telephone numbers on & particidar telephone line, Pen register and trap
and trace devices do not allow the FBI to listen to the content of the
elephone call® (U}

Some inwvestigative authority rests directly with the field offices and
does not require FBI Headqxxﬁrtem or FISA Court approval. For example,
national security letters {(NSL) are written commands from the FBI to entities
such as telephone companics, Hnancial institutions, and credit agencies to
produce limited categories of customer and consumer transaction
information, In the field, BACs are authorized {o approve N8Ls, Field
offices may also send voluntary letters asking a third party to provide
mformation that falls cutside the scope of the NSL statutes. These letters
are typically signed by the field office SAC, {U}

In national security investigations with a criminal nexus, the FBI can
ask the United States Attorney’s Qffice to obtain grand jury subpoenas for
third-party information. The grand jury subpoena is the criminal
investigative tool that mostly closely resembles a Section 218 order,
Generally speaking, the law permits grand jurors to ebtain non-privileged

R For this report, sationed sseurity nvestigations refer to fnvestigations fnvalsing
sounterterrorism or counterintelligence components, {U

PS4 permity the FISA Connt to anthovize collection of this information for up tx one
year i cases of non-U.B. persuns and 30 daysin cases of 118, persons, Orders for non-
U8, persons may be renewed for one yoar, and orders for U8, persortgingy be revuaved for
an arkimmmi Q0 days. S0 U.8.C. § 1&}’3&%} {U}
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evidence, including any records and tangible items, relevant to the grand
jury’s investigation. Agents conducting a national sgourity investigation

NSLB approval to obtain a grand jury subpoena. Grand jury subpoenas are
issued under the signature of the prosecutor supervising the grand jury
investigaton. {U)
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CHAPTER THREE
EXAMINATION OF SECTION 215 ORDERS OBTAINED IN
CALENDAR YEARS 2002 THROUGH 2005 (U}

1. Introduction {U)

As part of the OI(s review of the use and effectiveness of SBection 218
authority, Congress directed the OIG to include an examination of the
following: (U}

» Every business record application submitted to the FISA Court
including whether: {a} the FBI requested that the Department of
Justice submit a business record application to the FISA Court
and the application was not subraitted, and {b) whether the
FISA Court granted, modified, or derded any business record
application; {§

» The justification for the failure of the Department of Justice
Attorney General to issue implementing procedures governing
requests for business records applications and whether such
delay harmed national security; (U}

+  Whether bureaucratic or procedural impediments prevented the
FBI from “taking full advantage” of the FISA businsss recard
provisions; {U)

«  Any noteworthy facts or circurnstances congerning the business
record requests, inchuding any illegal or improper use of the
authority; and, (U

+ The effectiveness of the business record requests as an
“Investigative tool,” including: {a) what types of records are
obtained and the importance of those records in the intelligence
activities of the FBI and the DOJ; (b} the mamner in which the
information obtained through business record regquests is
collected, retained, analyzed, and disseminated by the FBI;

{c} whether and how often the FBI used information obtained
from business record reguests to produce an “analyticsl
intelligence product” for distribution to, among others, the
intelligence community or federal, state, and local governments;
and {d} whether and how often the FBI provided information
obtained from business record requests o law enforcement
authorities for use in criminal proceedings, (U}

15
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In the next three chapters — Chapters Three, Four, and Five - we set
forth the information we obtained in connection with these directives, and
our analysis of thiz information. We begin in Chapter Three with a detailed
examination of the Section 215 orders obtained in CY 2002 through
CY 2005, We discuss the number of orders obtained, the types of
informatmﬁ m’btained pursuant t‘o the Grders t‘ne number 01‘" appl‘imtiom
the .;mmb_er of &seuthn 21 5 or d,ars _that WETe mcscixfiged, At__thg end of thc,
chapter, we discuss whether we identified any improper use of Seetion 215
orders. (U}

I Two Uses of Section 215 Authority Between CY 2002 and
CY 2005 (U)

During the period covered by our review, CY 2002 through CY 2008,
the FBI and OIPR submitted to the FISA Court applications for two different
kinds of Section 215 authority: “pure” Section 215 applications and
combination or “combo” Section 215 applications. (U)

A “pure” Bection 215 application is a term used by OIPR to refer to a
Section 2185 application for any tangible item that iz not associated with
applications for any other FISA authority. For example, a Bection 218
request for driver’s license records from state departments of motor vehicles
would constitute a pure Section 218 reguest. (U)

A “combo” application ix & term used by OIPR to refer to a Bection 215
request that was added to or combined with a FISA application for pen
register/trap and trace orders, The use of the combination reguest evolved
from OIPR’s determination that FISA pen register/trap and trace orders did
not require providers to turn cover subseriber information associated with
telephone numbers obtained through the orders.?® Unlike criminal
im’festigation pen register/trap and trace arders, which routinely included a
clause requiring the provision of subscriber mf@rmatwm FISA pent
register/trap and trace orders did not contain such provisions, Thus, while
the FBI could abtain the numbers dialed to and from the target number
through FISA orders, FBI agents had to employ other investigative tools,
such as national security letiers, to obtain the subscriber information. In
order to streamline the process for obtaining subscriber information,
beginning in sarly 2005 OIPR began to append a request for Section 215

* As discussed above, the FBI did not obtain authority to use pen register and trap
aned trace devicas in national security investigations until FISA was amended in 1998, {U)
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rew,lt was Lhut mfnrmatton abtamed ina Fle pen regmte,rf tmp and trace
order was squivalent to the information obtained in a eriminal pen

register/ trap and trace order.® As of March 2006, Bection 215 combination
reuests were fio longer necessary because the Reauthorization Act
authorized the disclosure of subscriber information in connection with FI8A
pen register/ trap and frace orders, {U}

I, Pure Section 215 Applications and Orders for Calendar Years
2002 Through 2008 {U)

We describe in this section the number of pure Section 215
applications submitted to the FISA Court during calendar years 2002
through 2005; how many of these applications were approved; the number
of U.8. persons and non-U.8. persons referenced in these applications; the
types of records obtained; and the FBI field offices that obtained Section 215
orders from the FISA Cowrt. We then report the Section 215 reguests for
which srders were not obtained, which we call “withdrawry” applications,
and the reasons for the withdrawal of the applications ¥ {U}

A, Number of Pure Section 218 Oxders {1J)

For calendar years 2002 through 2005, OIPR submitied a total of 31
pure Section 215 applications for FISA Court approval. All of these
applications were approved, The first pure Section 215 order was approved
by the FISA Court an May 21, 2004, more than two years after the Patriot
Act was enacted.?® The FISA u}urt appraved six more Section 215
applications in CY 2004, for a total of seven. The FISA Court approved 14
Section 215 applhications in CY 2005, }:{} iy,

% W interviewed ssveral FBY apsaits whio told vy they wars nob aware of the adilitionnf
the Sevtion J1E requests to pral register/ trap and trace requests. Bome agents we
interviewsd were not aware that the pen register orders had been modified to melude
subseriber informstion, and the agents tokd the OIG they were still using netionsd security
letters t obtady the subseriber information. {0}

# In Rection 'V, we distuss the'issue ol ndified orders incdeisal, after we examins the
purs and combination orders, bocause buth pure and combination orders wers swodified.
{}

3 The FRI began submilting Section 315 requests to OIPR in spring 2002, bur-nene of

the reguests initiated in CF 2003 were presented o the FIRA Cuourt. The first reguest {or
which o Section 218 order wan obtained waer subimitied by the FBI to OIPR in Qutober

003, Wy disonses the delays in obtaining Section 318 orders in Chapter Feur. {U}




provider, and the targets ~ Target A and Target B —~ were connected in the
same investigation. After the applications were approved by the FIBA Court
and before the orders were served, NSLRB learned that there was a mistake
in the application concerning Target A that needed to be corrected® In
early 2008, OIPR submitted a corrected application and obtained an order
in the spring 2005 for the same records for Target A. Before the orders were
served, the FBI learned that & subcontractor, and not the provider listed in
the orders, was in possession of the records for both Target A and Target B,
The FBI then submitted new applications for hoth Target A and Target B for
the same records but a different provider, and these applications were
approved in surmmer 2005, Thus, the FRI submitted two corrected
applications for Target A and one corrected application for Target B, and we
do not consider these corrected applications as unigque. {U)

information. With respect to this request, the figld office had preparsd an
application for & FISA pen register/trap and trace order and wanted to
obtain the subscriber information without using nattonal security letters.
The field office supervisor dealt directly with OIPR’s Counsel for Intelligence
Policy, and they discussed the case with a FISA Court judge in person. As a
result of these discussions, OIFR submitted an application fora Section 215
arder ko the subscriber information, The FIBA Court approved two orders -
one for the pen register and trap and trace devices and a Section 2185 order
for the related subscriber information. This order was signed on Ogctober
27, 2004, Thercafter OIPR bregan appending requests for Section 2185 orders
for subseriber inforination to FISA pen register/trap and trace applications.

2 The FBI decided to wadt to serve the order for Target B until the new order for Target
A had bren obtained. {3




{ submitted to the PIBA Court {U] N N ,
Unique number of applcations oy T oW T R T Y
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TABLE 3.1 {1
Pure Sgction 215 Orders Issued by the
Foreign Intelligence Surveillance Court (U}

Total number of applications ) i‘\{i\f; N E}{ﬁ)“

T

!

submitied 10 the FISA Court 4

Rouree: Office of Intelligence Polloy and Review (L)

We also idemtified the number of U.S. persons and non-U.8. persons
referenced in the pure Section 215 applications that were submitted and
approved by the FISA Court.3 The bllowing table shows the results for
calendar vears 2002 through 2005, {U}

| TABLE 3.2 (U}
Number of U.8. Persons and Non-U.8. Persons Referenced In
Section 215 Orders {U)

ROOST] [ O S00aN T BN Sonn Thenasy

T8, Person (U o oM

Nowu-U.S. Person {U) { {U) O {5

Towd ) LB 0

Swuree: OIPR {U}

Az the above table shows, in the firvst calendar year in which pure
fon-U.8. persony were the
subject of the applications. In the second yvear, applications presented to
the FISA Court .reﬁ'ﬁr::tezi of U8, persons
and non-11.8. persons. A=y o v

{8

30 The QIG used the information that appeared in the Section 218 applications to
determine if the subject was a U8 person or non-U.8. person. As previously noted, for
purposes of this reporta U8, person is defined saa WS, citizen or Boviul permanent
vexident. {U)

Loy
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B. Types of Records Reguested in Section 218 Applications
Presented to the FISA Court (U)

We also identified the tvpe of business records that were sought in the
Section 215 applications submitted o the FISA Court during our review
period A Table 3.3 shows the nine fypes of records that were requested and
the number of times thoss types of records were sought during calendar
vears 2002-2005.3% Examples of the types of records obtained inclhude
driver’s Heense records, public accommodations, apartment records, credit
card records, and teleconununications subscriber information for telephone
numbers, {U)

bl

[y the Brst case, ths FRI planned to b7E

submit a FISA pen register/trap and irace request but for investigative r&g&bm& did not
want to use an NSL for the subseriber information, The Counsel for Intelligence Policy

suggested that the FBI appeasd a Sgotion 213 requiest 1o the pen register/ trap and trace

applicrtion, The FISA Court approved the gpplications in teo separate orders, Thersaiter,
OIPR bepan i regiilarly sppend Setion 315 applivations to FISA pen register firap wnd
trace applications |

A% The totals in Table 3.3 mateh the number of unigue applications approved by the
FISA Conat, net the tutal number of orders gpproved. (U}
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Types of Records Requested in Pure Section 215 Orders {U)

SECRET

TABLE 3.3 {1}

{0 -
g - q
- Iﬁ}(\‘;ﬂ'» ‘U‘l g]l
l' @K AT i s ig\
ﬁ Ty |m 1T I&}\
- Tok: L 18 [U)

Souree: QIPR {11

.  FBI Fleld Offices That Submitted Section 215 Requests
Approved by the FISA Court {U)

The QIG also analyzed how many FBI field offices submitted pare

applications for Ssction 215 orders that were presented to and approved by

the FISA Court. A totalof  Pf the FBI's 56 field offices g)erccntj applied
for the 18 unique pure Seclion 215 orders approved in calendar vesrs 2004
and 2008, Table 3.4 illustrates the number of orders associated with sach
field office over the two calendar years in which pure applications were

approved. &) }

21
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TABLE 3.4 {U)
FBI Field Offices That Submitted Pure Section 215 Requests
Approved by the FISA Court {U)

bl
A8 b3
b7E

TR U] 70 II{0) 18707

Rource: OIFR and the PRI {U)

We also looked at the types of investigations from which pure
applications were submitted snd orders were issued. The 18 unique pure
applications were grouped inte three categories: counterintelligence {Cl},
counterterrorism {CT), and cyber investigations.® The following table shows
the types of investigations that used pure Section 218 orders. {U}

TABLE 3.5 {)
Types of Investigations that Generated Pure Section 218
Regnests Approved by the FIBA Court (U}

ClL x.s i Q [ {u 91

eTEy o (U) 0 (U] $10) 8
Cyber (0] 4 (U) 0 (U) o) | LM L)
Total (1) o) 0 {u) 7Y 18]

Sourge: OIPR and the FBLL {U)

34 The FBIs Cyber Drviston s respansibde for sversesing traditionad criminal
investigations involving use of computers or the Internet, such as sexual predators who uss
the Internet 1o sxploitahildren. The Qyber Division is also responsibie for coordinating and
sy pervising investigations of intrusions @t governnient cwng‘}'ute*r' sysicms o netwarks
that may be apovsared by foreign governments. Sectfon 215 authority 16 not available in
wyber orivainal investigations but can be used in nativnal security oy be:r investigations, )

22
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D. Withdrawn Section 215 Applications (U)

In reviewing OIPR and FBI documents for calendar years 2002
through 2008, we also determined that there were 31 instances in which the
FBI sought Seutlor; 215 orders but did not obtain them. These requests

were prepared by the FBI but were never finalized either by NSLB for

submission to OIPR or by OIPR for presentation to the FISA Court. For ease
of reference, we describe all of these instances as “withdrawn” requests or

,apphcatmns although in six cases we were unable to determine the reason
the recsuc*st or apphcauczn did nat make it to the next level and there r.hd not

for a substantwe reasomn. 35 Wﬁ a:if:wnbﬁ thi‘% C&tﬁg@ry of WIthd,rawn cases in

more detail below in Section D 2 e. ({1

First, we provide descriptive information about the withdrawn
requests and applications, such as the types of records or other items
sought in these withdrawn requests and applications and the field offices
that sought thec;e Sectmn ‘?1‘3 orders,36 We ?hen desu*zhe it detail the

dppthUOnS ‘(U)

1.  Descriptive Data Concerning Withdrawn Section 215
Requests and Applications (U)

According to OIPR and FBI records, 13 FBI applications for Section
215 orders were submitted to OIPR but were never submitted to the FISA
Court. Fifteen Section 215 requests from FBI field offices were submitted to
FBI Headgquarters but were never presented to OIPR for further processing.
For three requests, we lacked sufficient information to determine whether
the request was withdrawn while the request was pending at NSLB or
whether the request was submitted to OIPR and was withdrawn while the
request was pending at OIPR. Therefore, a total of 31 requests and
applications were submitted during calendar years 2002 thmugh 2008 for
which no Section 215 order was obtained., IS( T

35 The FBl's and OIPR's recordkeeping systems at the time had limited capabilities, and
there was no system for tracking Section 218 reguests either within the FBL or OIPR. We
determined the number of requests and how they were procsesed based on documents and
Interviews. (U}

¥ Section 215 requests that were submitted to NSLEB but were never presented to QIPR
ave referved to as “withdrawn requests.” Section 218 reguests thatwere presented to OIPR
as-raft applications but that were never presented to the FISA Court are referred {0 as
“withdrawn applications.™ (U}




2.  Types of Items Sought {U)

We also examined the types of “tangible things” that were sought in
the withdrawn requests and applications. The OIG identified 13 categories
of iteres requested in these requests and applications, which included;

library, educationall

I fable 3.0 shows how olten cach f}"pﬁ 01 TeCora

was reguested in the withdrawn applications. (8} gUi

TAEBLE 3.6 {U)
Types of Records Reguested in Withdrawn
Applications for Pure Section 315 Orders {U)
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Source: DIPR and the FEI (U}

FRI field offices sought but did not obtain Section 215 orders for
library records on two ocoasions. In one of those instances, an FBI field

iy
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[ Totals (0] 15 {
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CIRCUSS TNOSE LeUeRTS 11T Qetall 1N oechion & DEOW., ’m'U]

b.

Fisld Offices Originating the Withdrawn
Requests and Applications (U)

We identified the FBI field offices that initially submitted the

withdrawn Section 21

5 requests. Table 3.7 lists the field offices that

submitted these requests. (U)

TABLE 3.7 (U)

Breakdown by FBI Field Office of Withdrawn Pure Section 215 Requests
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TRl 56 field offices {o hercerit) and______] gé«

oviginated the Section 215 requests and apphcauunsa
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orders were never obtained. (B m
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2.  Reasons for Withdrawn Requests and Applications (U)

We reviewed the documents concerning the 31 withdrawn requests
and applications and interviewed FBI, N8LB, and OIFR personnel to
determine why the Section 215 orders were withdrawn. Table 3.8 belaw
shows the number of withdrawn applications associated with each reason.
{u)

TABLE 3.8 (U)
Reasons for Withdrawn Applications
for Pure Bection 215 Orders (U)

D 3 . R
, {Eestion wa‘s Closcd or changed caurs(e {U}
 Other investgg’xtzw' tool was used (U}
Statutory fnterpretation (U
Insufficient information to support reguest (U}
Request became a full FISA (U} 28
Provider told FBI agent it did not have the record {U) 13

: FBI Qould xmt msoive Q‘IF‘R’S eoncern about appoupriate 1{$

' Objecﬁon hs another agenay {Uj § 1 (B}
Unknown {11} ' ’ XN
Total (U} | 31y

Sotirees @I_PR and the EBL

We identified five categories of reasons that apply to the majority of
the requests and applications: (1) investigation was closed or changed
course; (2) alternative investigative tool was used; (3) statutory limitations;
{4} insufficient information to support the request; and {3) unknown. Below
we discuss each of these categories and provide descriptive examples. (U]

a. Closed case or investigation changed'.caume (U}

The first category were cases in which the request was withdrawn
because the field Ofﬁce closed the investigation or the investigation changed
yrmation was no longer needed. We identified nine
requests or :apphc,atwns- that were withdrawn for this reason. Based on the

information we were provided, we determined that most of these requests

'haci b&:en‘ 'pending ‘for s»evemi mont’hb, and in one case over a Veat‘, a't F’BI

dettmmeci the. Ltems were no l.ongm. n,eaded, We chscuss a .few exampl%

below. IS
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In one case the fieldoffics sent the Section 215
arounchJuly 2004 seeking pecords fron
provided a draft application to OIPR on August 4, 2008, In Jmucxrs 2(}1‘15
an NBLB attorney sent an e-mail to OIFR aqkmgbtha.t the request be given
“spme priority” beeause it had “been in the pipeline forever.” The scmadl also
refers to a dispgreement between NSLB and OIPR about the level of detadl
about the investigation that OIPR had reguested for the apphications On
March 3, 2005, the OIPR attorney sent an e~mail to an FBI Headguarters
supervisor in which she informed him that she was meeting with one of her
managers about the request the next day and in preparation for this
meeting asked the FBI Headquarters supervisor sbout the status of the
mvestigation. The next day the supervisor replied, *1 believe { have vented to

you enough about this process and what a ‘hindrance’ it has been o our
nvestigative ¢fforts. That being said, 1 request that we withdraw our rey

{8} for business records as {the case is| to the point now where the records
are moot.” The NSLB attorney who was copied on this e~-mail exchange

forwarded it to the FBI Deputy General Counsel on May 26, 2005, and the
Deputy General Counsel responded, *l can understand the frustration, |

will let JOIPR Deputy Counsel] know [it is] withdrawn.” g}( )

I another case, the field office sent the request to NSLB on July 14,
2004, and NSLB forwardcd a draft applmatmn ta CHPR on September 27,
004 Thi tenitest ws i o proaduce 5]

vvvvv 11 Je 'Lua.ry 12, 2005, an FBI

i§emmmm*m supervisor notified NSLB that the information was no. kmge
needed because the FBI was going to interview the target. The supervisor
wrote in an e-madl, "An interview is forthcoming and the records, although

material six months ago, are moot at this point.® (8} m
i

in another cavse; the fleld office submitted to NSLB around August
2004 3t reereat-for [eumd% congcerning ﬁ}d I )

............................................. y SLB Subﬂllfiﬁ‘d 8 éraft a?pzz‘ﬂa\txc}n tg} Q}?R O [ SY}

investigation, the field office reported tha

September 27, 2004, Records show that an OIPR attorney had drafted an
application and provided it to her manageraent on November 5, 2004, In
January and March 2008, e-mail traffic indicates that NSLB was addressing
some issues in the application raised by OIPR. In June 2005, an NSLR
attorney tnguired about the status of the request with OIPR and was
informed that g Deputy Counsel in OIPR was reviewing the draft
application. In an e-mail dated October 31, 2008, the NSLB attorney
notified the field agent that OIPR had gsked for more information about the
request and Inquired whether the ficld office still needed the Section 218
order. Qn November 3, 20035, the figld office responded that the Section 215
order should be withdrawn. In an BEC explaining the status of the

e
S bll
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In a fourth case, the Bection 215 request i frgsords
was sent to FBI Headguarters on June 6, 2005, NSLB did not receive! sfw'
request until July 14, 2008, In August 2008, an NSLB stivrney began bl
requesting information from the case agent about the underlying case. The e
questions required the case agent to communicate with another intelligence
agency, and the case agent experienced some delays in obtaining _
information from that agency. In late August, September, Qctober, and
November, the NQLB att@ma\f sent e~ mazlw iy the cass agent asking for a
status on the request Dee r 18, 20085, the field office

I notified NSLB - thai land the field office 1o
longer considered) [The field olfice asked to withdraw the
Section 215 request. At the time of the withdrawal, NSLB had not yet
forwarded & draft application to OIPR. (8} )

b. Use of alternative investigative tool {U)

8} Weidentife] rages in which the FBI obtained the items sought in ]1::1.3
the Section 215 request thrpugh other tnvestigative means. We deseribe b7E
some examples of those requests below, iﬁ&]',m '

bl
Libsmryl {(8) b3
b7E
On Novegnber 35, 2003, a field office aubxmtttci to ‘\ISLE a bef.nﬁn 215
request fof library because the fie fics .,
belisved tha Sl
| [According to PRI employees in the held
office, ar NSLB supervisor would not permit the request to go forward
because of the political controversy surrounding Section 218 requests for
information from libraries. The NSLRB attorney who reviewsd the reguest
told the OIG that she attempted to get approval for the request but that her bl
supervisar denied it because it involved a library., The Deputy General b3
Counsel for NSLB told the OIG that he believed OIPR and the Departmont b7E
would disapprove of the FBI seeking information from a library, especially
since the FBI had not yet obtained s first Ssction 2185 order, He said he
inquired whether the field office could obtain the mﬁ}rmatmn th {mgh sotte
other means. Onoe the field office was advised that N send
an apphication to OIPR, the field oifice soughy 5|
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| frecords I8K 5

On December 18, 2003, a field office submitted a beatmn 215 rcqucst
on & target business that we gellTomsat B Poeaas T b b »

we call Company X to provide 15
I‘arget F The Section 215 requsat was for Company X to provide records
$504 arcet B J : )
hrovided to Target B. On
Febriyary 5 2004 NSTR sduised the field office that becausd

a2
13

the most appropriate tosl for

obtaining the records was a national security letter. The field office later
issued an N8L for the information™ 38},
=

. OIPR's statutory interpretation {U)

- We determined thg pf the FBI's Section 815 requests that were
later withdrawn, inchuding the first request, were affected by OIPRs
inferpretation oi; the Pamily Education Rights and Privacy Act of 1974
{(FERPA}, commuonly referred to ag “the Buc,kley Amendment.” The Buckley
Amendment applies to all educ ationsl agencies and institutions, including
colleges and universities, and governs the rights and privacy of students
and parent% in relation to access to and release of educational records. ¥
20 U.S.C. § 1232g. With respect to release of educational records, the
Buckley Amendment provides that sducational entities will not receive
federal funds if they release educational records to third parties without
written consent fram the student’s parents except in limited circumstances,
such as in connection with & studerit’s application for financial aid.

RO UBL § 1230g {aifl}). The Buckley Amendment also provides that an
sducational entity does not have to obtain written consent to release
educational records “in compliance with judicial order, or pursuant to any
lawfully issued subpoena®; however, the entity must rotify the student and
pa: ents af the nrder or subpnetm in ad»anw (}f mmpb,rmg wﬁ&: it uuiea% the

'Siﬂ??ﬁena ar ihe institution’s re:,;mnsc; 3{) Lm .C‘ § 12:32.‘;3 (_. ).(.<‘l(«}){1.) and (i)
and (B(2)(8). I 1)

B The Neld office did not notify NBLB that it was withdrawing this yeguest until July 1,
2004, (U} |

W OFERPA i culled “the Buckly Amendment™ aftayr its wrincipal yponsor, then Senstor
James Buckley of New York, i}
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The Buckley Amendment became an issue in the FBUs first Qat&t:tfti{isn
218 reqguest. In a Letterhead Memar&ndum {LHM} é&ted ﬁ;mi "*3 2002, to
OIPR, the FBI's Assistant Director for € epte sted
miu\mmna} records, including

3 nniversity for Target DD D SECnOn 210, THE UIFK 2LONey

wronandied this regquest told the {31(: that she prepared a draft application
and thatit was approved by her supervisor in June 2002 and then provided
ta the Counsel for Intelligence Policy for his review. 8

The Counsel for Intelligence Policy told the OIG that he was concsrned
that the Buckley Amendoent might limit the reach of Sectipn 218 with
respect to educational records: He said that he was converned bhecause
Bection 215 did net contain the provisg contained in other paris of FIBA
stating that “notwithstanding any other provision of law,” the government

may obtain certain fypes of information. According to the Counsel for
intelligence Policy, because Section 215 did not contain this language, it
could be sugeme{ied by the Buckley Amendment and disclosure of the
records request to the student and parents would be required.* The
Lcmnaei mr Inteihgeaw Pc:kcy kc)}d thf: OIG that he believed I“h&t chs*t
Qt}tammg c&rmm type;a of reunrci_s_ _&uc,h as tax or medwal m(_:ards__ \,au}_ﬁ be
simularly construed. According to the stall audit report of FISA prepared by
]S, this conecern was shared by some of the lawyers at NSLB and
elsewhere In the Department.*2 {1}

However, according to the Counsel for Intelligence Palicy, OIPR did
not refuse to seck Section 215 orders for educational records. He said that
CHPR wonld have been willing to present an application to the FISA Court
for educational records if t}m FRI considered the information important
snough and wanted to press the issue with the FiBa Court. (U}

Aceording to OIPR records, the FBI's Bection 215 reguest with respeot
to Target D was withdrawn on November 26, 8002, We were unable to

31 The Patriot Act added a new subssetinn i the Buckley Amendnient. This subssetion
provides that the Attorfiey General may spply to & court of competant }uﬂzstiltt foay foran ex

‘parte order reguiring sdusstional stituliony o provide educstiongl reconds “relevant to an

anthorized nvestigation of prosecution of fowrtain defined federal tervonisin uifenses] or an
act of domestic or international terrorism,™ 20 US.CU 8 1233g{). According to NSLB
dociments, CIPR took the position that this provisicn dzd not apply to FISA Court orders,

The Cownsel for Intelligence Folicy told the OIG that, without the apportunity to review

documents i this issusy; he il not recell what, if any, position he took on this provision of
the Patrist Act. {1}

N ORRCH Btaff Audit, supm note 4, at 190 n.86. {U)
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determine who within the FBI muade this decision. None of the NSLRB
attorneys wi interviewed recalled this request or who handled it, The
Sxmn&:} for Intelligence Pahw told the OIG that the FBI may have decided
not to pursue the Section 215 order because this request could be
problematic with the FIBA umr{ and because it was the FBPs first request
for a Section 215 order M (U)

QOIPR’s concerns about the Buckley Amendment affected her
Section 215 requests. ™ (3 4y

{1) University library’s records {(3{

m Fehm;mr “Sih me FBI sent a Section 218 request to OIFR for a

['-:Sil

In an e-mail dated April 28, 2003, to the Counsel for

rS'

TremgeTee romey and others, an QIPR attorney wrote that she had spoken
to an FBI Headquarters supervisor about the request and advised him that
she was concerned that “the request wonld not be allowed under the

32 The QIFR attorney who worked oncthis case told the ORG that the Office of the
Deputy Attorney Ganeral revigwed the spplication and determined that the application
should not go forward and suggested that the Gffice of Legal Coungel {GLT} revisae the
ap;}bmtmn OIFR submitted the appﬁeamsm to QLC with a request for an opindon i carly

July 2002, Howevar, DLC nsver issued a written npinion in response 1o the request, The
Caunse; for Intedligence Policy told the QIO that he did not recall disenssing this partisular
application with anyons om the Offive if the Dapiaty Attorney General or whether anyone
advised OIPR not 1o subngt the appiisation. I addition; he tuld the CHG that he did g
recall submitting the application to OLE for review, U}

%] e FBI requested educational records, but it was not divectly aifected
hy OIP‘R‘&» m arpremtmn of tiw By Iw &memimmt In thw :a&e. ?I‘%LB a.éwwd Rﬁt‘ ﬁexd
office that it Iscked sufficie ) ; . thig ac »
d heluw.

[y bl
S" b3
b7E
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R coumdted s reguest sus 8 repuest for library revords rather than s request for
edueationad records, The Hedd office sent 1ty reguest to FBL Headguarters fivan EC dated
Februavy 11, 20030 We were unable to determine when this request was provided to OIPR
]




Buckley Amendment.” She wrote that she wanted to meet with the Counsel
for Intelligence Policy to discuss the application. ?§) i

Neit‘her the Caunaei for ’Iﬁtei’iigence PoIi’cy nor the OI'PR attomx:y could
mformatmn ahout the stams of the request was wrnmm‘nc&ted to the FBL
No one from NBLB we interviewed recalled this reguest. FBI documesnts »
show tha and OIPR 18]
documents show that the Assistant Dircclor Tor the FBI s
Counterintelligence Division sent & memorandum to OIPR dated
November 14, 2003, rescinding its request for a Section 215 order, ¥} an

(2) University records (B} (3
On April 22, 2003, a field office sent an EC to FBI Headquagis
I.:aaum.t:.a s et iz 31 B mviodine provmedlivie o vimisareite B e e 8]
\a}

Inan EC to FBI

Headguarters dated January 16, 23004, the lield office reported that there
had been *months of discussion and debate” about the request between the
field office, NSLB, and OIPR because of the Buckley Amendment. The NSLB
attorney who was involved in this case told the OIG that in late 2003 and
early 2004 the FBI had not yet obtained its first Section 215 order and did
not want to use an educational records request as its test case because of
the legal issues involved. Lonsequently, NSLB did not provide OIPR with an
application for this request, ];(

(5} ther educational records {8] ) -

in mid-2005, a field office submitted a request for educational
records. OIPR records show that this request was received by OIPR on
June 14, 2005.4¢ FBI documents show that the field office and NSLB again
discussed the issue of the Buckley Amendment and the problems the FBI
might encounter with attempting to use Section 215 to obtain educational
records. OIPR records show that the FBI withdrew the request on
Oetober 7, 2008, (U}

&t rhe *eame mne We were unabie to ﬁetezmme fmm FBI rerords when the ueld oﬁme
submitted the request. (U)

32 ’
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According to NSLB and OIPR attorneys, this statutory interpretation
issue has been addressed by Bection 106{s}{3) of the Resuthorization Act,
which amended Section 215, Section 106{8){2} provides that applications
for production of educational, medical, tax, library, and other sensitive
categoriex of records must be personally approved by the FBI Director, the
Dieputy Director, or the Executive Assistant Director for National Security.
See 80 UR.C. § 1861(a){3}. The Counsel for Intelligence Policy teld the OIG
he had proposed more sxplicit language to clartfy that Section 215 trumped
existing laws concerning the production of these sensitive categories of
records, but the Department did not approve this language. According to
the Counsel for Intelligence Policy, this provision has not yet beent
challenged. NSLE and OIPR attorneys told the OIG, however, that they

the Buckley Amendment notification provisions. {U)
d. Insufficient information to support reguest (U)
We identified two cases it which a determination was made that the

request lacked sufficlent or adequate information to go forward. We
describe these cases below. [ o

{1} _EBducational recordy _ : bl
b G . b7E

A field office sent g request to NSLB for educationsl] records, including

| . bl
55 i s . ; . FEIN S L) b3
7 1 1 X B il
7 In iy BTE

offiee wrote thad

Tn addition, the ducurnent stated

et Ihel

i its
explanation of the reason for requesting the educational records, the field

4 2N

| The request did not further explain how the |
educalional records would be used to further the investigation
&

¥ We coild not detsrmine the date this request was submitted to NSLR, )




The NSLB attornsy who handled this request told the OIG that she

considered the reguest to beoroblematic beeanse the feld office was

She stated that she recalled discussing the

problems with this request with the field office. On April 13, 2005, the
NBLB attorney sent an e~mail o several field office cmplmfew about the
regquest and wrote, *Can I consider this request withdrawn, in Hght of the
issues we've discussed?” The field office confirmed that it was withdrawing
the request. FHC

‘S g (gp S e, mfc&rmatiﬁﬁ m <JU:|
In July 2004, & field office submitted s reguest to FBI Headguariers
for 4 Jecords that would indicatq .
T One of 2/
rRet was

mmrmatmn thamed 1'1 om a humau murce n r&bpﬂnsc toa re.qm,st for
information from the QIG, the field office reported that some time after the
Bection 215 reguest was submitted to FBI Headguarters, the field office

determined that the source provided false information and was unreliable.

The field office reported this (3&V£Jiﬁpn'i€“ﬁt to FBI Headguarters and decided
to withdraw the reguest for & S8ection 215 order. I8 m

€. Unknown (U}

We identified six mstances in which we were unable to determine -
from doouments or interviews with NSLB or OIPR personnel -~ the reason
that the request or application did not proceed to the next level or when the
requests were withdrawn, We were able to determine that five of those six
requests were never sent to OIPR. {8} m

We sent requests for information to the feld offices that had prepared
thege requests. In response, most of the field offices reported o the QIG
that their requests were never responded to by NSLB, OIPR, or FBI
'Hmdquartem 49 Gm of the case agfmx r&part&d to the (}I{} Lhat at some

subs&anﬁw dmk at F’BI Htﬁada}uartew ami WK ad»'med ’t:sy a &mpﬁwxaar that

%8 This information is called | . [We discuss La
further n Section ¥, B0 m Xy 2]
“t

42 A«;sgrding_ to (}{P& Gueaamnits, noe of the requests involved two FBI Reld ﬁﬁ&ae& W
gontacted both feld offioss, snd hoth regorted tHhiat ey did not hawe & recond of having
migde a Section 318 reguient 1w sonnection with thils tavget. U}
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not likely see the light of day.™® Another fisld office reported to the OIG that
it was gasumed by the field office that the request had *died on the vine,®
(L

V. Combination Section 215 Applications and Orders for Calendar
Years 2002 Through 2008 (U)

In this section, we describe the number of applivations for
“sombination” orders that were submitizd to the FISA Court during calendar
vear 2008, the first yvear this type of application was processed; how many
were approved; the number of U.8. persons and non-U.8. persons
referenced in the applications; and the number and identity of FBI field
offices that obtained the approved orders. {U)

A, Number of Applications SBubmitted to the FISA Court for
Combination Orders {U)

A total of 141 combination business record applivations were
submitted and approved by the FISA Court in calendar year 2005, The first
combination order was issued by the FISA Cowrt on February 10, 2005, (R s

With the enactment of Section 128 of the Reauthorization Act, which
information, the number of combination agaplicaﬁcns should significantly
decrease o CY 2006, (U1

B. Number of U.8. Persons and Non-U.8. Persons Referenced in
Combination Orders (U)

We next identified the number of U.8, persons and non-U. 8, persons
referenced in the “combination” applications.® 8] :;
b7E
¥ We disouss the lengthy delays In processing Seetion 215 requests in Chapter Four,
{1
bl
I
i b7E
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LAl combination orderg that were
gy dssued m 2006, For J0US, (here Wwarg U.S. persons® a;xcﬁ;x;&w&& &l
e persong” foratotal o o referenced in the 141 combination
applications that wers appmvea By the FISA Court. I8

Eaat

€. Type of Records Requested in the Combination Qeders {U)

Orar review of all the *combination” applications presented to the FISA
Cowrt in 2005 indicated that the business record portion of the application
was routine and was used to obtain telecommunications subscriber
information for the telephone numbers that were captured by the pen
register/ trap and tracs order. (1) '

~ FBlagents and the Counsel for Intelligence Policy told us that that the
subscriber information is limited to customers of the copumunicstions
provider that is the recipient of the order. Por exainple,

D.  FBI Field Offices that Initiated Reguests for Combination
Orders {U)

The OIG also deternained how many FBI field offices were assuvciated

with the “combination” applications that were presented to and approved by
the FISA Court in 2005, Table 3.8 illustrates the results, (U}

36
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TABLE 3.9 {U)
FBI Field Offices That Initiated Reguests for
Combination Section 218 Orders (U}

[ IAT RN I WS B a8 GRS Y STA R ¥ DIl o8 1Y [ARE

5] | Joif the 56 field offices ercent) and
----------------- “combination” ovders in calendsr year 2005, £,
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V. Modified Section 215 Oxders (U}

We also reviewed, as required by the congressional divective, how
many times the FISA Court modified any Section 215 order. We examined
informuation about the number and types of modifications of both pure and
combination Section 215 orders by the FISA Court. However, the Counsel
for Intelligence Policy told the OIG that determining what is & “modificstion”
is “more of an art than a science.” He said that generally modifications are
handwritten changes to orders that are made by FISA Court judges at the
hearing in which the order is signed. OIPR witniesses stated that OIPR does
not usually consider revisions to applications snd orders based on fesdback
from the FISA Court’s review of “read” or advance copies to be modifications,
The Counsel for Intelligence Policy told the OIG that, for the most part,
when QIPR makes changes to the applications in advance of the heanng,
QIPR has agreed with the FISA Court's concern and the manner in which
the Court suggests that the issue be addressed in the revision. The Counsel
for Intelligence Policy stated that in these instances OIPR would not
consider the revisions to be modilications. {0

We attempted to identify the nmumber of mndifications by reviewing the
Diepartment’s s semi-annual reports to Congress in which the B{zpartmant
reports, among other things, the number of Section 215 erders obtained and
any modifications to those orders. We alse reviewed all of the Section 215
purs and combination orders for handwritten changes to the orders signed
by the FISA Court judge, and we asked QIPR officials sbout the number of
modified orders. We identified s total of four moedified orders. Two pure
Section 215 applications were modified by the Court, both in 2004, Two
combination Section 215 applications were alse modified, both in 2008, We
first discuss the 2004 pure Section 215 orders that were muodified and then
the 2005 combination Sgction 218 orders that were modified. {U}

A, 2004 Section 215 Modified Orders {U)

The ﬁrst muodification of a Section 218 order in 2004 related to the

fime frame to produce the requested records to the FBRI. The FISA Court
ordere| o produce four categories of items related to two different
timefr e order submitted by OIPR to the FISA Court directed all 4

categories nf itens to be produced within 10 business days. The FISA Court
maodified the order by limiting the 10-day timeframe to the first 3 categories
of items and extending the timeframe to 60 days for the fourth category of

items. [

The timeframe that recipients of Section 215 orders are given to
praduce the ttems is not determined by statute or regulation. Instesd, the
PRI determines the number of days it believes is reasonable based on the

38
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type and volume of information that must be produced. This timeframe is.
then specified in the order that is provided to the FISA Court with the
application. FBI witnesses told the OIG that they recetved feedback from
the FISA Court through OIPR about what the FISA Court belisved
reasonable timeframies wers regarding complismice with Section 215 orders
and that changes were made to orders in light of this feedback.

With respect to the other pure Bsetion 215 modified order, the
madification related to the records being requested. The FISA Court
clarified the records to be produced by describing the records mpore precissly
than the language in the order geparesented so rhe Oaried  Thie sondificatisg

Hmited the scope of the records o Fa

B. 2005 Section 215 Modified Orders {U]

With respect to the modified s::ambmatmﬁ m‘dem in ‘3‘{}0‘3 both Qrciers
contained the same modification. In thes 3 8, O :
dirscting| o produce

Although the FISA Court agresd to

Hpprove e applicanans, the Court arected the government to file s
supplemental brief oo this issue, Prior to the hearing on the applications,
OIPR remsed the applications and included a footnote setting forth a

sumenarw of the relevant oriminal vase law regarding| 1181
pnd revised the order o inchude g direction for the government

to provide the FISA Court with a supplemental briefing on this subject, {3

V1. Imaproper or Hlegal Use of Section 2158 Authority {U)

As part of this review, Congress also directed the OIG to identify Yany
neteworthy facts or chrcumstances concerning the business records
reguests, including any illegal or improper use of the authority.” We found
twe mstfm(:t,s <:sf xmpmpcr use of buctzon 215 authority, bo*h of which
regzster,’ trap an_d, frace ‘authm ;ty mntamed in the, c}rd.ers‘ We did not
dentify any instances involving improper or illegsl use in connection with

pure Seotion 215 orders or authority. We also identified a situation that we

39

SBCRET [

1
DIPR notified the FISA Court
ad denied requests for | 8

bl
b3 .
b7E

bl
b3
b7E




_SEERET [,

believe constitutes a “noteworthy faet” concerning a Section 215
combination order and several F’I‘\A electronic swrveillance orders that werg

interrelated 52 {0}

Because the FBI is required to report illegal or improper use of Section
215 guthority to the Intelligence Oversight Bogrd (10B), we first briedly
describe the IOB., Next, we describe in detadl the two instances of improper
use of Section 218 aut‘tmrzty PFinally, we brigfly discuss the noteworthy
item we identified. {U)

A,  Intelligence Oversight Board (U)

The Intelligence Oversight Board, created by Executive Order in 1976,
is charged with reviewing activities of the U.S, intelligence community and
informing the President of any activities that the IOB believes “may be
unlawiial or contrary to executive order or Presidential Directives.” See
Executive Order 12863.%8 The Executive Order also requires the general
counsels of the intelligence community, including the FRI's General
Counsel, to report to the I0B on at least a quarterly basis intelligence
activities they *have reason to believe may be unlawiul or contrary to
Exescutive order or Presidential directive,” which are referred to ag “IQR
violations.” Examples of IOB viclations include conducting electronin
surveillance on elephones beyond the time period allowed by the FISA
order, {U}

Internal FBI policies and procedures reguire FBI employees to report
potenttial IORB violations within 14 days of discovery 1o both NBLB and the
Internal Investigations Section of the FBI Inspection Divisdon. In addition,
mch FBI ﬁeid ﬁﬁme and FRI Hz*adqum‘t?rs e:iwmmn is rvqmred to su‘nmf

r:oncemmg ‘che requ ements w repm*t pmsxﬁle K}B matters N%Lﬁ reviews

52 After reviewing the draft report, OIPR officdals tukd the OIG that because the
instances of rproper wee and the moteworthy tem arcss out:of the penl register/ trap atid
trace authority of combination osrders, they belfeve the OIG shonld not inctude these
instances i this report. While we understand this argivment, s Delieve that thews
instances should be included in this report because Bection 213 authority was implicated.
For example, with respect to the two instances of improper use, we found thwt subscriber
informetion avsociated with the improperly coliscted talaphone numbers was ohigined, The -
QIO therefore inchuded these instances i the report, while making clear that we found no
instances of intentional misconduct or improper use of 8 pure Ssotion 215 order. {U)

7 Foranore information about the 108, see the Olts report titled *Repurt to Congress
on Implementation of Section 1001 of the USA PATRIOT Act,” pages 30-23 {March 2006},
(U
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the incoming report describing the possible 10B violation and prepares a
written opinion as to whether the matter should be reported to the OB, If
NSLB determines that the matter should be reported to the IOB, NSLRB
prepares vorresponderioe to the I0B setting forth the basis for the
netification. (L)

B, Improper Use of Section 218 Orders (U}

Through our review of FBl and OIPR documents, we identified two
instances of improper use of Section 215 suthority. Both instances
coneerned combination orders in which the FBI obisined pen register/ teap
and trace authority in 2005, To examine this issue, we obtained documents
about these Section 215 orders as well as documents ahout reporting of IOB
violations related to them. (U} |

Rased on our review of the Section 215 documents and our review of
of Section 215 orders. In addition, we asked OIPR and FBI personnel if they
were aware of any improper use of business record reguests or orders, The
Counsel for Intelligence Policy was the only FBI or OIPR employee we
intervicwed who told the OIG he recalled any 0B violation with respect to
Section 218 orders. He recalled the IOR violation we describe in Section B 2
below, (U}

W determined that the FBI had discovered both incidents and
reported them to the I0B, In addition, both incidents were reported to the
FISA Court by OIPR.A (U}

1. First instance of improper use (U}

The OIG became aware of the first instance of improper use during
our review of FBI case files at one of the field offices we visited, We learned
that the field office had obtained an order for a pen register and trap and
trace device on a telephone that was no longer used by the subject. This

resulted in the FBI receiving unauthorized information, which is called “over

collection,” between March 2008 and Ocotober 2008, {U)

According to FBI decuments, in January 2008 the case agent
obtained the subscriber information for the telephone nuunber in question

8 0IPR fs required to report FISA compliance incidents to the FISA Cowrt pursuant to

Rule 1c} of the PIBA Court’s Rules of Procedures that became sffsctive February 17, 2008,

{t
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through a national security letter. The response to the national security
letter stated that while the telephone number had previously belonged to the
target, it no longer did as of | 2004, Despite this reporting, on
F‘ebrumyD 2005, an application for a FISA pen register/trap and trace
order for this telephone number that no longer belonged to the target was
submitted to OIPR. Subsequent to filing the application, in an EC from
another field office dated February QQGGS, the case agent was again
notified that the telephone number did not belong to the target. However,
the agent did not withdraw the request; and on 2005, the order
was approved. {S)

The order was scheduled to expire in spring 2005, and before it
expired the FBI obtained a full-content FISA order for the same telephone
number and two others. In September 2005, the case agent transferred to
another squad and a new cage agent was assigned to the case. In eaxly
October 2005, the new case agent was advised by a translator, who had
been assigned to the case for only two days, that the language being spoken
on the telephone calls was not the language the FBI believed it to be. The
new pase agent became concerned and requested that the FISA coverage be
terminated immediately, In addition, on that same day, he notified his
squad supervisor and an attorney from OIPR about the possxbi& over
collection of information. {U)

Upon further investigation, including a review of the response to the
NSL about the subscriber information, the new case agent learned on
Qctober 11, 2003, that the telephone. number did not helong to the target.
The FBI field office notified the Counterterrorism Division at FBI
Headquarieru of the pmsfme over mﬂemm of mfamatmn in an E(‘ dated

Marc,h 2006._ the new ca se, nt saw far the first mne the EC from another
field office dated February 20"0’5’ stating that the telephone number no
longer belonged to the target. The new case agent discussed the matter with
his supervisors and prepared an EC to report a possible I0R violation. This
EC was sent to FBI Headquarters on April 3, 2006.55 (§))

~ On June 29, 2006, NSLB reported the matter to the [DB. In its
explanation to the OB about the incident, the FBI reported, “It appears that
[the case agent] overlooked the text in the N8L and EC.” No other

55 At the time of the OIG s visit to thefisld office June 20806), FBI personnesl were in the
process of gathering the data obtained from the unautherized over collection for
sequestration with the FIBA Court.and were awaiting further instruction on how to procsss
this matter. Asof January 2007, the data had been purged and destrayed. {U)

b7E
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information about the reason for the violation was reported. On July 7,
2006, the FBI informed QIPR of the IOB matter. On July 23, 2006, QIPR
reperted the matter to the FISA Court. (1)

2. Second instance of improper use {U}

The OIG became aware of the second instance of improper use during
our I‘eview c;sf the ‘sem’“itm 2‘15 mmb&naﬁnn application& {hat were pmviﬂe{i

teif:plmm numbers purmani toa pen r‘e_gu,t_er;‘ t'rap and trace Ordet bewus&
the telephone company digd not advise the FBI that the target had
ﬁx&mr}tmucé using the telephone line unt reeks after thefact ar (8
whi i the FBI discontinued collecting information. For Huring
sriod, the telephone number had been issued 10 someone slse.

®hoy

The FBI obtained its first combination order for this telephone
number on Februany[ 2005, and i was renewed in June 2005 and again
in September 2005, On November 30, 2005, the telephone company
representative gdvised the FBI that the telephone number was disconnected

on RO0O5. The telephone company representative advised the
FBI that the target had obtained a new telephone puraber on| |

2008, The telephone company representative alse advised the FBI that the
old telephons number had not heen reissued to anyone else, X m

On December 1, 2005 18]
Howevsrl '

[As & result, dunng thiy |

period the FBI inadvertently collected telephone numbers from calls to and
fran] ] *»%hich wasg not covered by a FISA
(}rdgr{i?) &} UI} ol

Om February 2006, the FBI field office agent queried the FBI
database that is the repository of telephons numbers obtained from pen
register/trap and trace devices to determine what information the FBI had

% The FISA order for this old telephone number was set fo expire on December 2,
2005, In the renewal application, the FISA Court was advised of the reason for thue chatige
in telaphone mumbers, it the FBI had inadvartantly alrsady eollecied data concarning
this now telephone mismber, and the reason for this over collection. The FISA Court
approved the renewal application for the new telephone number on December ¥, 2005, (§ i
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infercepted on the target between Ocmhezl‘ 20085, and December

200557 According to the database, the FBI had in fact intercepts :
telephone numbers on the target for:bem?ean Noveimfher%l 2005
and November] | 200558 L., m

On March 9, 2006, the field office reported to FBI Headguarters and
NSLB that a possible IOB violation had vceurred and aroumd this time
provided te OIPR a compact disg containing the sver-collected data. On
April 7, 2006, QIPR nutified the FISA Court of the over collection and
provided to the FISA Court the disk contalning the dats that had been
deleted from FBI databases, On o July 17, 2006, NSLB reported the violation
to the IOB. (L)

c. 'Katewarthy Item (U}

We alse identified an tssue concerning the accuracy of information
provided to the FISA Court regarding several glectronic surveillance FIBA
arders and a combination order based in part on one seource’s information,

{u)

On January 6, 2006, OIPR filed a notice to the FIBA Court stating that
in connection with several cazes, OIFR had lesrned on December 22 and 23,
2003, that the source who had previously provided significant information
about the targets reported that he did not believe that one of the targets,
who was associated with all of the other targets, was a supporter of a
particular terrorist organization. The OIPR notice also stated the reasons
the government continued to believe that thers was sudficient information to
suppaort FISA applications for all of the targets despite this source’s
information. {§k )

OIPR reported to the FISA Court that the FBI had learned of this
information in April 2005 from another intelligence agency but had
“inadvertently failed to provide it at the time they recetved it.” On

J-&muaryl 20086, the PISA Court issued an order éiiiret:tin‘g| 5] bl
y; |x b3

b7E

On March|__ [2006, OIFR ﬁ}eﬁ an

¥ Jecpading to another FBI documniens this guery of the database vocurred on
Decensher | |2GQS, }}g{ ) b7E

3 Ascording to the darapase, the data collested was on the nld telephone number,
According to FBI documents, thm was & mistake in the database due to g glitch in the

hnterception software and the dajaswas in fact collected on the new telephone number the
target began using vn November Q03 B o b7E h
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11-page declaration of a Deputy Assistant Divector from the FBl's
Counterterrorism Division providing an explanation from the case agents
who were responsible for the FISA application on the pritnary target about
which this seurce information was reported and case agents who were
responsxbk for FISA applications that incorporated information from the
primary target’s FISA apphcatmn Apcording to the declaration, the primary
target case agents reviewed the April 2005, muclligence report containing
the source information on April 12005, On ApmlI:l”‘OOS the case
agents had finalized the FISA renewal application on the primary target. On
Apﬁ} 2005, the case agents had provided OIPR with several intelligenicn
reports about the same source. According to the declaration, when the case
agents verified the accuracy of the renewal application on April they
mistakenly believed that the problematic source information had already
heen reported to OIPR, The declaration also stated that the FBI belisved
that the onission was not intentional because all sther information
obtained from the spurce, some of which was not favorable to the FBls
investigation, had been reported to OIPR. According to the declaration, case
agents responsible for FISA applications that were related to the primary
target’s FISA application incorporated information from the primary target’s
FISA application and did not verily independently that the April

intelligence report had been reported to OIFR and incorporated into the
FISA application. & (0

VIl, Summary (U)

As discussed in this Chapter, from 2002 through 2008, QIPR
submitted 21 pure Section 215 applications for FISA Court approval, all of
which were approved. The first pure Bection 215 order was approved by the
FI8A Court on May 004, These 21 Section 315 orders concerned 18
unigue requests, Seven unique orders were obtained in CY 2004 and 11
unique orders were obtained in CY 2008, @( m

We also iderndified 31 Section 215 requests that weee withdrawn, We
dentified five categories of reasons for the withdrawn that applied to the
majority of the requests and applications: {1} investigation was closed or
changsd course; (2) altermative investigative tool was used; {3} statutory

limitations; {4) insufficlent information to support the request; and

{5} unkaown, (U}

We identificy requests or applications that were withdrawn

Wl because the §ﬁV£‘-SIigdiim'l changed course or was closed. Most of thess

requests had been pending for several months at FBI Headquarters or QIFR
at the time the field office closed the investigation or determined the tems
were no longer needed. We idﬁrm‘ﬁec:le_a&es iry which the FBI obtained

b7E

b7E
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the ftems sought in the &esction 218 request through some other
myvestigative means, such as a voluntary disclosure letter or a national

seeurity letter. We also found that OIPR’s interpretation & Buckley
Amendment was raised ag a concern in connection with withdrawn (a)
recuiests for educational records, although one of those requests was
sventually withdrawn becauss| |We identifieq 18
gtl

cases i which & determination was made that the request lacked sufficient
or adegquate information o go forward. We identified istances in which 18
we were unable to determing ~ from documents or int®rviews with NSLB or
QIPR personnegl ~ the reason that the reguest or application did not procesd

to the next level, [0 m

We also identified the total number of combination Section 215 orders
sought and obtained. The FBI did not begin obiaining combination orders
until February 10, 2005, Throughout the remainder of CY 2005, the FBI
obtained a total of 141 combination orders, & i

We found that far Section 218 orders ~ twe pure orders in 2004 and
two combination orders in 2008 - were modified by the FISA Court. We
determined that in addition to these reparted instances of modifications,
OIPR sometimes makes changes to applications or orders based on
conversations with FISA Court judges and/ar PISA Court legal advisors
befare the final application is filed with the FISA Court, and these changes
are not generally considered o be modifications. {U)

Finally, we tdentified two instances of improper use of Ssction 215
orders. Beth instances concerned combingtion orders in which the FBI
shtained pen register/trap and trace guthority in 23005, We did not find any
instance of improper use of pure Section 218 authority. In both instances
the FBI identified the improper use and reported it to the IOB. {U)
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CHAPTER FOUR
DELAYS IN IMPLEMENTING SECTION 215 AUTHORITY AND
OTHER IMPEDIMENTS TO USE (U}

1. Introduction {U)

Bef’oxe paswa;be cz:i‘ the Patriot Act, the I*BI hax:i abtained chV one FISA
'%uch,fx_x s:,iez.x»,_ bu_t no wrxtten pi}}im&‘i, procgdm t‘:?’;%, or famrs ha.d bf:en_ msu.e_d
by the FBI or OIPR with respect to FISA business records applications,
After passage of the Patriot Act in 2001, neither the Attorney General nor
OIPR issued implementing procedures or guidance with respect to Section
215 authority, {U)

| In the Patriot Act reauthorization legislation, Congress directed the
OIG to include the following in its review: {U}

« The justification for the failure of the Depariment of Justice
Attarney General to issue implementing procedures governing
requests for business records applications and whether such
delay harmed natiooal security; {U)

Fm tmm takmg fmi advantage nf ,ﬁ}ﬁ FISA bﬁ\lﬁ@b\ rec@rd
provisions. (U}

in this chapter, we first set forth the facts concerning the
implementation of policies and procedures concerning Section 215
aumariw thﬁ d&kﬂ’*& in pmcf::ming ‘wectio‘x} 21“‘% req»se&ts ami other

mrth our amz}}, wq mncemmg the bur&aupmtm ans:i other 1mpe§1mems tlﬂt
affected the FBI's ability to obiain Section 315 orders. At the end of the
chapter, we discuss what effect the processing delays and other
impediments have had on the FBI's ability to obtain Section 318 orders, (U]




M )

A.  Attorney General’s Implementation of Section 218
Procedures (U)

II.  Pactusl Background (U}

On October 36, 2001, the same day the President signed the Patriot
Act, the Department issued detailed guidance describing the changes
brought about by the Patriot Act. At that time, the Department did not
implement procedures for obtaining Section 213 vrders. (U}

In October 2003, the FBI disseminated an internal standard request
form for field offices to request Section 215 orders, along with guidance
about how to use the form. In the spring of 2004, OIPR and the FBI issued
a temiplate for Section 215 applications and orders, {U}

B. Section 215 Processing Delays {U)

As imted abme, the ﬁmt i:sec,tmn iS urd&r was obtamad in sprmg
ordem, thev cnwuntered pmﬂewmg pmbienw F’m ewmp&e as de%nbeci
iry Chapter Three, in several instances no one from NSLB responded to
Section 215 requests for several months or did not respond at all, In
addition, in some cases NSLB sent draft applications o OIPR, but the
applications were not finalized for several months, In some cases, FBI
Headquarters sent Section 215 requests directly to QIPR without notifying
NSLB and never received a responge from OIPR. In other cases in which a
draft application was prepared, the field office did not receive any resporse
from NSLB or OIPR. As o result of these delays, in some cases the
im{armation was na 'ionger mede‘ci t}g the time th& ﬁﬁ}d affice ‘rcwimd a

iU}

We sought to determine how long requests were pending s NSLB and
in QIPR in order to caloulate average processing times for regquests for which
orders were obtained and for withdrawn requests for Section 218 orders,
Howsver, the FBPs and QIPR’s recordkeeping systems in place at the time
had limited capabilities, and there was po system for tracking Ssction 215
reguests either within the FBI or OIPR. Theteiar‘e the information we
provide below contains incomplete information with respect to many of the
reguests. The data below provides the average processing times we were
able to caleulate, with certain gualifications about the data. Thereafter, we
describe in detail the difficulties the FBI and OIPR encountered in
processing the first Section 215 requests submitted in 2002, NSLB's efforts
to push for its first Bection 218 order in 2003, the disagreements that arose
hotween NSLB and OIPR abput what was mqmmd in the template for
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Bection 215 applications, and other problems that affected the Sectinn 218
process, {U)

The chart below reflects the average processing time of withdrawn
reguests and approved reguests: 3 {1

1.  Awverage processiug times (Uj

DIAGRAM 4.1 {Uj
Average Processing Time {Uj

s%? Sheds aw:f
g’ﬁv’?‘r“"w

Bumbser of Processing Days

2002 QQQS LS SO0E
Yoar Submitted

Souite:  OIPR and FBI {(U)
= CY 2002 {U)

From doecuments abtgined from OIPR and the FPBI, we were able to
determine that the FBI generated five S8ection 215 reguests in CY 2002, Neo
Section 215 orders were obtained for these requests because all five
rCQLw&ts were Subsequenmy:t&f-‘ithdmwm Aa a re&‘nlt we u&nnot mk‘:{iiaw an

o eseh vear listed on the chart, we calonlated provessing times for paguests
subnsitted W that yéar, whether they were approved srowithdrawn in that same calstddar
yearor {i the next calendar year, For the requests submitted in 3002, we were only able to
calewiate processing tHmes-af QIFR and not the total processing thmes. Bimilarky, in 2003

for sppraved requests, we had data only for OIPR processing times and not total provessing

timss {0
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Of the five withdrawn requests submitted in 2002, one of the requests
was pending at NSLB when it was withdrawn, but we were unable to
determine when it was withdrawn so we cannot calculate its processing time
up to thai: pemt ?he other fmzr mque&tb were ;:xﬁndmg at C}I PR whtn thev

Bmause We Were unahie tc:t ﬁc‘ccrmmc‘ whcn these requests were submltt{,d
to NSLB, we cannot calculate the total processing time for these requests, 50
The average processing time in OIPR {or these three requests was 330

days'()l & 'U)
+ CY 2003 (U)

We were able to determing that the FBD gcncretted four Section 2185
requests in 2003 which were eventually approved in 2004, We were unable
to determine when these requests were prepared by the fisld offices or
submitted to NSLB; therefore we cannot caloulate the total average
processing time, However, we were able to determine when all four requests
were submitted to OIPR and when Section 215 orders were obtained. Thus
we are able to caloulate only the QIPR @mcmv.ing time and not the total
proe @b&lﬁg mn he average OIPR processing time for these four requests
was 275 days. 0

’I‘h‘e §‘BI beneraaed t{‘f‘n Smtion ‘2}5 rcqmi“st':a in CY‘ ’31(}{}% that wers:
the ten rtquﬁsi,s‘ Oi these Imur mques Ls, thm& of the re,qumts were
submitted to NSLB and were withdrawn without any application being sent
to QIPR and ong was withdrawn after the request was submitted by the FBI
field office directly to OIPR. The total average processing tines for these
four withdrawn requests was 234 days. m

W From the decuments, it appears thet these requests may have heen submitted
divectly 1o OIPR and may not have been provided to N&LB, )

81 With respect to one of these thres requests, the FBI was unable to provide any
infornation or documentation, OIFR records showed that the request was submitted on
Qotaber 16, 2002, and was withdvrawn on July 80, 2004, for a total of' 643 davs pending A
Deputy Counsel i OIPR told the Ol that the reguest was withdrawn because a
content FISA aider was obtainsd; however, we du not have any information about when the
{ull content FISA order was obtained. The full content FISA order could have been ghtained.
several months before the request was actually withdrawn, The field office &‘hat handled the
investigation of the target reported to the OIG that it never made a Ssction 215 request for

this target. };{ (1)




s\}ea( i
» CY 2004 {U}

The FBI generated atieasl Co beotion 215 requests i OY 2004 for
jwhich orders were obtained 52 We know when the figld offices submitted the

[y}

o3

requests to NSLB and when the orders were obtained fo;

requests. Thus, we are able to caleulate the average mumammb TS

The average total processing time for thesd™ b&qm:&ts was 379 days. For

' Pquests we were able to caloulate how long the requests were

pending mt NSL and in GIFR. The requestv, were pending in NSLB for 162
fays and in OIPR for 180 days. }x{

T

The FBI generated

%&,ﬁm 218 requests in CY 2004 that were
mitsion and withdrawal dates for all .

{51 later mthdrawn. W* '

: esey rﬁqm,s&:k&fere submifted to N
{3 w&thdraw& wm}e the Tequests were still pending at NSLB
at QIPR when they were withdrawn, For one of these reqTEET : we were
unable to determine whether it was pendmg at NSLB or OIPR when it wa

withdrawn, The total average processing time for these reguests Was -
18 226 days. Qfth) Fequests that were pending at QIFRwRen they were 19!
! withdrawn, we had su ficient data fol |t the requests to track how long

gy -the requests were pending at NSLB and at OIPR. Thes) equests were

0 pending at NSLB for an average of 80 days before they dwrotnt to QIPR.
They were pending at GIPR for an average of 141 days before they wers
withdrawn. K} )

» CY 2008 (W)

(G The FBI generated| Jection 215 reguests in CY 2008 that wers
approved. We know when the field offices submitted the requests to NSLB
1oy and when the orders were obtained for of the requests. The average
T total processing time for the,_ quests was 149 days. For these
] R R ~Jequests, we were also able to determine the average time the
! rm;ues s were pending at NSLR and at QIPR. The average processing time
at NSLB was 60 days. The average processing time st QEPR was 88 days

R

€S,I

BEUA possibld - feguest was generated in 3004 and subniitted o OIPR on
Jatuary %, 2008, We'de not have any data on when the field office submitted the vequest
to NSLB. §;< m

& For purposes of discussing processing times, we included all 31 Rection 315
requests for which orders were f}btamed instead of omly the I8 unigue raguesty, (U

a1

SEERET” (1)
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The FBI g{}nemted:lrequehts for Section 215 orders in 2005 that :;
were later withdrawn, We have submission and withdrawal dates ier N b7E
. =% |

i equests, P Pquests, however, we wer
determing whether they were withdrawn at NSLB or QIPR, Of ths ‘
rermaining requests, one was ;3emimg at NSLB when it was withdrawn zm&
rere pendmg at OIPR when they were withdrawn. The averpue
processing time for these | 9;;@&%&; was 109 days® For th 8]
requests that were pending at OIPR when they were withdrawn, we wers
unable to determing how long the requests were pending in NSLB compared

2. Processing delays with initial Section 215 requests in
2002 and 2008 {4}

We interviewed QIPR and FBI officials regarding the delay in ohtaining
Section 2135 orders and the delay in developing guidance for obtaining
Section 215 orders. The Counsel for Intelligence Policy told the QIG that
after the SBeptember 11 attacks and passage of the Patriot Act, the number
of requests for FISA electronic surveillance or “full content”™ FISA requests
increased dramatically and that OIPR struggled to keep up with this
demand. According to the Counsel for Intelligence Policy, OIPR responds to
the priorities set by the Attorney General and by the Intelligence
Commumnity, ingluding the FBL. He said that one of those priorities was the
Attorney Gensral’s new procedures on intelligencs information sharing,
tssued in March 2003, that resulted in significant changes in how
intelligence mimmatxon was handled. The Counsel for Intelligence Policy
told the OIG that he discussed with the Office of the Deputy Attorney
General the need for training on these new provedures, and that the
Counsel for Intelligence Policy agreed to develop the training. In addition, in
December 2002 the Deputy Attorney General issued a directive instructing
QIPR, the FBI, and the DOJ Criminal Division, in consultation with the
Intelligence Community, to implement a r:.cxmpmhmsm, training curriculum
an the Patriot Act changes to the Foreign Intelligence Swrveillance Act and
related matters for all DOJ attorneys and FBI agents assigned to national
s;ecurxtv investigations.® OIPR developed a curriculum that addressed the

AL I depossible that m«%’( wan geasrated in 2005, 1t was withdrawn in :;

Agﬁ?‘ﬁ 2008, but we were unabls to aietermma whin it gas gsm‘“'at*eii anad for this reasun we

did viot include it f this section.  With respent & tmzr withdrawn requests, we were b7E
urtakle to determiine when they weve submitted W NSLE or when they were withdrawn, We

alse did not fnclude thess -&quesw n o oaloulations in thds seotiors. it

55 Qee Memorandum from the Deputy Attorney General, Training on FISA at:di Related
Matters December 3%, 20021, {8
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FISA process and information sharing pmcedures The Counsel for

Intelligence Policy told the QIG that training was provided to approximately

4,000 sgents and attormeys in May and June 2003, The OIPR attornsy
responsible for developing the training told us that the new Section 215
authority was a minor cempenent of the training ® The Counsel for
Intelligence Policy said that another priority OIPR was dirgeted to focus on
was a task force to address FISA applications related to the *ramp up” to the
war in Iesq. {U)

With respect to the FBI's ability to obtain Section 218 orders, the

- Counsel for Intelligence Policy told the OIG that the FBI *knowls] how to get

what [it] wantfs]” and that he regularly meeives telephane calls from FBI
exenutives, including the Director, when a particular application or type of
applcation is a priority. He said that during this time period the FBI “was
not beating down [OIPRY] door” for Section 215 orders. NSLB attorneys told
the QIG that during this time, NSLB attorneys discussed on muumerosus
accasions with OIPR officials the FBs displeasure with the pace of
processing Section 215 requests by QIPR. (U)

FBI employees also told the OIG that Section 215 requests were not a
priority initially because the number of requests for full content FISA orders
increased significantly after September 11, 2001, and NSLB attorneys were
focused on addressing these cases: In addition, in 2002 NSLB did not have
an attomey designated as a point of contact for Section 215 requests, NSLB
was attempting to hire more attorneys to handle the increased workload. A
former supervisor of NSLB told the OIG that when he became the supervisor
i April 2002, the unit had approximately 10 attorneys and when he left in
September 2003, NSLB had grown to approximately 30 attorneys.&? {17}

In sarly 3003, an NSLB attorney volunteered to wark on Section 218
requests, She began developing a standard request form for the field offices
te use for submitting Section 215 reguests to NSLB. Around the same time,
the Chief Division Counsel for a large field office drafted a standard request
form for his field office to use to make Scction 215 requests, The Chief
Divigion Counsel commundcated with the NSLB attorney about the form,
and she provided recommendations and suggestions, In addition, in an e
mail dated Aprid 24, 3003, she recommended that once he obtamed

approval from his management te use the request form, his fisld office

8 The OIPR attorney res;um‘tssme Bar developing the training todd wy that it focussd on
obiatvdng “ull costent” FISA orders, which the attorngy termed & *more aggrossive
tecdwmigne™ ey Section 315 ordees. {8

5TAY the time, NSLE was called the National Sscuriyy Law Unit. (U4
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SECRET_ )




- g

should use the forny unti! the FBLwide standard request form she had
developed was approved at FBI Headguarters. (L) e
IE;

Tt 2003, the FBI generated a total o Bection 215 requests that :;

were withdrawn, Through Augnst 2003 when N8LB began to focus on b7E

obiaining & Section 218 Grf.ier, which we discuss below, Lhe FBI generated

squiests for Section 215 orders, One of the requests was sent from

the (,Ountennielhgenw leszon to UIPR in Febraary 200388 This was the
11K s records coneerning

“his regquest was

to OIPR, Une of the requests was for a university’s peords and was

determined by QIPR to be problematic because of issues arising out of the
Buckley Amendment, and was withdraw 8% Pﬁ m

bl

fequests were sent to NSLB but weare never forwarded e b3
: b7E

submitted in April 2003, As previously mentioned, the NSLR attorney who
handled this reguest told the OKG that because of the issues with the
Buckley Amendment, the FBI did not want to push this case forward as its
Bection 215 test case with the FIBA Court. Another request was submitted
to NSLB in March 2003, but was later withdrawn., We were unable to
determine the reason this request was withdrawn. {8 i

3.  NSLR’s efforts in the summer 2003 to push for a
Section 218 arder {U)

In the summer 2003, NSLB began to forus more resgurees on Section
215 reguests, In May 2003, a new Deputy General Counsel for NSLB was
appoeinted, He told the OIG that at the time he was aware that the FRI had
attempted to obtain a small number of Section 215 orders but had heen
unsuccessfal, He said there was a sense within NSLB that the FBI needed
to “hreak through and get [a Ssction 218 order]™ In addition, he said that
there was a recognition that the FBI needed to begin obtmmng Section 215
orders because Section 215 was one of the Patriot Act provisions that was
scheduled to sunset at the end of 2005 and Congress would be scrutinizing

2003

& Pecauss hers was no nternal process in place divecting field offices to stbmit
Qection 219 requessts to NSLB in adddition to the Qounterterrorism Divigion or the
Counterintelligence Division, field offices sometimes sent reguests only to the FBI
Headquartery aperatinnal divisions, atud the FBI Headguarters opevational division
submnitted the reguests directly to OIFR. {U)
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the FBI's use of the authority in determining whether to renew the

authority. {U)

~{8)

In an effort to push the issue of obtaininga Ssction “‘lo order, in mid-
October 2003 NSBLB simultaneously submitted Bection 215 applications
to OIPR. In addition, on October 29, 2003, NSIF distributed to all field
offices the standard Bection 215 request form that was developed by NSLB.
Along with the standard request form, NSLB distributed detailed gmdanm
concerning Section 215 requests that specified who within the FRI field
office was required to approve the Section 215 request and divected the ficld
offices to submit request forms to NSLB. [8j<” i

4,  Processing delays continue in OIPR and NSLB {U)

Acvording to NELB and OIPR attorneys we intorviewed, NSLB and
OIPR had several disagresments about the content and form of the Section
215 applications NSLB submitted to OIFR in mid-October 2003, First,
NSLB attorneys told us that they believed the Section 215 applications
should be streamlined and similar to a grand jury subpoeena. However,
when discussion with QIPR personnel began on the development of a
template, OIPR wanted the gpplication to maiude mare information than
NSLB proposed.” Disagreement revolved around diﬁenng interpretations of
the relevance standard and the level of detadl necessary in the application
package to meet that standard. QIPR personnel told us that they helieved

‘the applications needed more detail to satisfy the scrutiny of the FISA

NSLB and OIPR personnel worked for several months to develop a
femplate for Section 215 applications submitied by NSLE to OIPR, Among

other things, the application includes a specific description of the ftems
reguested, a description of the underlying investigation, and a description of

how the FBI expects the reguested items to further the investigation.” (L))

Gy An OIPR atternf:y vxhu Was 'mvolved m these dxsguhsu)ns ahaut the Sﬂctum ' 15

’_1arc 2003 m;

1 in addition teaddressing lesves that arose out of stestittory- inderpretation, NSLR
attorneys were also discussing the practival issues associated with serving classifiad
Section 31§ erders on individuals wha did not have security clearancey and businssssy

that tid not have approved storags containers. NBLE considered many options, such as
determining on & case-by-caze basis whether the mharmasgqu ligted in & Section 215 order
1w claasified. NELB syentually determined thatall Ssction 218orders were 1o e freatid as

classified, although uncleared personnel pondd be shown the wrder for purposes of
{conthl
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NSLB attorneys told the OIG that even after a standard application
form was agreed upon, they continued to believe that the amount of detail
that OIPR required in the description of the investigation and the items
requested in Bection 215 applications was more than the law reguired to
establish relevance. Qne NSLB attorney told the OIS that OIPR attorneys
wanted “an inordinate amount of detail” in the applications. (U}

Another initial problem that arose with the applications submitted in
mid-October 2003 concerned whether the FBI could present Section 218
reguests to the FISA Court divectly. NSLB attorneys had drafted the
applications for the signature of the FBI's General Counsel and not an QIPR
attorney. NSLE attorneys told us that they believed FRI attorneys sould
present the FBUs applications directly to the FISA Court without QIPR
approval because Section 215 states that the FBI Director or his dL signee
can make applications te the FISA Court for Section 215 orders, ™ See 50
U.S.C. § 1861, {U)

OIPR attorneys disagreed, stating that the FISA Court Rules of
Procedurss provide that the Attorney General determines who is permitted
to appear before the FISA Court, and FBI attorneys had not been authorized
by the Attorney General to practice before the FISA Court, Eventuadly,
NSLB agreed to drafl applications for the signature of an OIPR attorney, and
OIPR attorneys would present the applications to the FISA Court, {1}

ﬁ;ill:lei the initisl applications submitied by NSLB to OIPR in
October 2003 were eventuslly presented to and approved by the FISA Court
but not untl rouch later in 2004, At some point after the ﬁp;.}hbdtlerlb were

ﬁrat suhrmtted N*%LS demd&d tc: {ecus on thx’:‘ app}mamon it b@hﬁ%{i WaSs
1 ; 1 11 «cl the {5 } sest was e s

This application was 3]
finalized by OIPR in spring 2004 and was approved by the PISA Court on
May[_] 2004] Q)

W)

collecting ifornsation in response to the srder but could not meintain & vopy of the order,
Inn Novenber 2004, NELE reviged the FBUs standard Sgotion 218 request form and included
autherizating for service oy parsons withouy setvrity clegrances. {U)

¥ On Ostobey 10, 2003, the Divector of the FEI designated the General Counsel of the
FRI to make Section 2158 apphcations fo the FISA Court, Other officials who have been
delsgated this authority inclode the FBU's Deputy Director, the Exenutive Assistant Director
for National Recuriyy, the Assistant Directors and Deputy Assistant Directors of the
Counterterrurism, Counterintelligenve, and Cyber Divislons, the Deputy General Counsel
for Nationad Security Affadrs, and the Senior Conressl for National Security Affatrs, {3
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Both QIPR and FBI personnel told the QIG that in addition to
processing delays caused by dissgreements concerning the content and
form of the Section 215 apph{:%tmns, some delay occurred beeause the
procesging of business record requests was not a priority by either the FBI
or OIPR at this time.™ Instead, OIPR and the FBI were focusing on the “full
content” FISA applications that had bscome backlogged ¥ Pursuant 1 gn
Attorniey General directive fssued in April 2004, OIPR was in the process of
forming a FISA task force to address the backlog of full content FISA
requests.”s (U} |

Bection 215 requests continued to take several months to be
processed in the remainder of 23004 and 2003, For example,
applications were submitted by NSLB to OIPR on August 4, 200
September 23, 2004, and again on October §, 2004, the NSLB thmw who
handled Bectinn 215 requests wrote an e-mail to her supervisors stating
that NSLB had not heard anything about the applications from OIPR.
Qimilarly, on November 9. 2004, the same NSLB attorpey wrote an e-mail to

# CDO stating tha| nore applications had besn submitted to OIPR in

September but NSLB had not received any response from GIPR, NSLB
attorneys were alse frustrated by the sdits recommended by OIPR attorneys
and the smount of information and follow- -up work that was being

requested. ¥ i

r the fall of 2004, the new Deputy General Counsel of NSLB and
OIPR Deputy Counsel for Operations met to discuss the problerms with the
processing of Section 218 requests. The NSLB Deputy General Counsel and
the QIFR Deputy Counsel told us that they agreed to attempt to resolve thetr
differences about the content of the FISA applications in order to address
the hackif:}g C}H’R and FBI manaaameﬂt alsn lmplﬁméntzs\ei a “48 mmr mxle

rccmpt of A bu'&mf:w rewrd appln,amm rcgan:img an;y sxgmi;cant coneermns

W When we asked QIFR personnel about the delgyed processing times, two attorneys
tdd the DIG that a “moratorium” was placed in the spring of 2004 on the further
provessing of Bertion 218 applicationy and that the moratorinm may have been-conneched
to litigation,  The Counsel for Intelligencs Policy told. the QG he did not recall & morstoriam

on the processing of Section 218 applications from the FBL {14}

74 The Counsel for Intelligence Policy told the QIG that although OIPR was given
agthority to hire & significant number of emplayvees, the majority of these employees did nwt
begin working for GIPR wndil 2004, Ax a result, GIPR did not have sufficient personnel to
handle the workload, {4

8 Mememnd S 1‘mm 'the Att&fnm uenerai ta the P'BI D:rtx:tm ana (ﬁﬁunsei m thf:
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OIPR had with the request. However, NSLB personnel told us they did not
observe any changes or improvements te the process as a result of the
implementation of this rule. {U)

Processing delays were alse experienced within NSLB, both with
respect to requests for which orders were eventually obtained and with
respect to requiests that were withdrawn. For e;s:ample we found that with
respect to a rcquest that was submitted to NSLB by a field office on
Febmary i 2004 N ‘%LB d:td nat sf:nd ary apphuatmn to OIPR until

5.  OIPR and NSLB take steps to improve Section 215
process (U)

By early 2005, the Department faced the “sunset provision™ of SBection.
215, pursuant to which the authority would lapse or "sunset” unless
Congress affirmatively renewed the provision. In April 2005 FBI officials
testified before Congress about the FRUs use of the authoritics provided by
the Patriot Act. This generated a renewed emphasis within the FBI's Office
of Cxe“nerai Lﬁun%‘ei on thc use caf th;; Section "”’15 pmvisiOn, Amund this
‘rhe status of the FEI’s pendmg 5ect1on 31::; tequesm and ] summarv m fhe
history of the problems between NSLB and OIPR regarding Section 215
requests. {U) '

Around this same time; the NSLB Deputy General Counsel met with &
Deputy Counsel of OIPR and discussed the issue of the pending Section 215
requests, At this meeting, the OIPR Dﬁputy Counsel informed the NSLB
Deput} General (‘Oumcl that OiPR haﬁ recenﬂy assxgned two experienced

7% In-addition, after the first Section 215 order was gbtained in spring 2004, the NSLB
attorney who was handling Section 215 requests wrote an e<mail dated June 1, 2004, to
gcnts stamng, “i have reccived fmm each of you'a busxmss 1‘?4:0:(1 r{:quéa‘t at some
whethm you still Ilf:ed ‘the mﬁ}rmanon that you sought in the“x"équest Lhat yo
feel free to send me-additional requests now that we have the ball rolling.”

reguests had been submitted in 2003, one had been submitted in January Zzowrmmr

another in Febiruary 2904] of the agents responded that the requests should be
withdrawn for different reasons. Forexample, in one case the custodian of records had
reported to the FBI that it-did not have the information and in another case] |
| hat would have been the recipient of the order n to provide the records.
erTion 2 18 orders were sventually obtadned for the othﬁequﬁs{c& {§( i
. 3
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According to the OIPR Deputly Counsel for Operations, since these two
OIPR attorneys have bren assigned to handle Section 215 requests, she has
roceived very few complaints abput Section 215 requests. She said that
ideally QIPR would like to process Section 215 requests in 60 days. NSLB
attorneys also told the QIG that the process improved after the two new
OIPR attorneys were agsigned to handle Section 215 requests, §3) o

In fact; as the diagram below demonstrates, the time it took OIPR and
NSLB to process withdrawn and approved Section 219 applications
improved considerably comparing applications submitted in 2004 and
applicationg submitted in 2005, {U)

DIAGRAM 4.2 (U) __
Comparison of NSLB and OIPR Processing Time
for Calendar Years 2004 and 2005 (U)

Avprage Processing
Tiree (n Days

Tetat NEkR QIR

Source: QIPR and FBI (U)

III.  OIG Analysis (U)

of the Attorney General to issue implementing provedures governing
reguests for the production of tangible things . . . in a timely fashion,
including whether such delay harmed national security.” To respond to this
directive, we first attempted to determine whether the Attorney General wag
reguired by statute, regulation or other directive to issue implementing
procedures, In our review of documents and interviews with witnesses, we
found no such requirement. However, we alse found e evidence that the
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Attorney General or any Departiment official directed OIPR or the FBI to
implement Rection 215 provedures. We found that OIPR and the FBI
eventually developed standard forms and applications for obtaining Section
215 orders. NSLB distributed s standard request form to Held offices in
Octaber 2003, and NSLB and OIPR completed a standard application and
order in the spring 2004. As discussed above, we determined that the
Department, including OIPR, and the FBI were focused on processing full
content FISA requests, training, and hiring personnel to address the
increased workload and did not focus on the need for templates and

procedures for Bection 218 orders. {U)

A, Bureaucratic or Procedural Impediments {U}

Congress also directed the OIG to identify bursaucratic or prc?t:&éiiif&tl
impediments that negatively affected the FBIs ability to obtain Section 218
orders. We found several impediments that hindered the FBPs ability to
obtain Section 215 orders, First, we discuss these impediments in detadl,
including the legal disagreement conceming statutory interpretation, the
lack of resources, the multi-layered process for obtaining Section 215
orders, and the lack of knowledge in the field sbout Bection 215 authority.
Thereafter we discuss the sffects of these impediments an the
implementation and use of Section 218, {U)

1.  Statutory interpretation {U}

The first impediment was the uncertainty in interpreting the law. One
of the legal issues that affected several of the first requests generated in
2002 and 2003 was the intersection of Section 215 with the Buckley
Amendment that provides for the production of educational records. OIPR’s
interpretation of the statule was that Section 215 did not trump existing
Iaws because, wnliks other pmvm{m*z of FISA, Section 215 did not ine }wie
in the business records provision the phrase “notwithstanding any other
provision of law.” As discussed above, while some NSLB attorneys disagreed
with this interpretation, NSLB was not willing to push the issue with the
FISA Court, and as a result no request for educational records was
presented to the FIBA Court between CY 2002 and 20058, {U)

According to NSLB and OIPR attorneys, this legal impeditment to
abtaining educational records has been addressed. Section 106{a)(2) of the
Reauthorization Act amended FISA by adding 50 U.8.C, § 1861{a}{3), which
specifically addresses educational, medical, tax, and other sensitive
pategories of business reconds. The amendment provided that when the FBI
is requesting such iterns, the request must be personally approved by the

FBI Director, the FBI Deputy Director, or the Executive Assistant Director

for National Becurity. According to several NSLB and OIPR sttorneys we

&0
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interviewed, because this provision clarifies that educational records are
ohtainable through the use of a Bection 215 order, the non-disclosure
provisions of Bection 218 apply rather than the notification provisions of the
Buckley Amendment. (W)

mﬁmanm smnd&r& %nd hm;v much. ,;.mnmiatmn ‘mci tﬂ be nm}uded in
Bection 215 applications about the items requested and their connection to
ant FBI investigation. NSLB attorneys belisved that the level of detail
required by DIPR about the investigations in the applications was far
beyond that needed to satisfy the relevance threshold, On the other hand,
OIPR attorneys believed the information was necessary in order to persuade
the FISA Court to approve the applications, NSLB and OIPR eventually
dgreed upon the content and forny of & standard application after several

months of back and forth about the issue. Even once a standard
application form was agreed upon, NSLB attormeys continued {» have
di&agreﬁménm with QIPR attorneys in individual cases about the level of
detail required. However, once the two OIPR attorneys who were assigned to
Section 215 reguests in early 23005 took over, amarrimg to NSLB and OIPR
attorneys, the number of disagresments on this issue has decreased
significantly and the parties are working well together. (U}

2. Insufficient resources {U}

The sscond impediment to obtaining Section 215 was the lack of
resources devoted to this process. Neither NSLB nor OIPR had adequate
resources to dedicate to the implementation of Section 215 reguests after
passage of the Patriot Act. The worklead of both entities increased
dramatically after the September 11 atiacks and passage of the Patriot Act,
and substantial resources were needed to process full content FISA
applications. Both entities were authorized to hire large numbers of
employees, and by 2004 both NSLB and OIPR had grown substantially.
Rnw&wer by spring 2{}{‘}% a 3ign§ﬁuant baak{fag of full content P‘I‘{&

NSLB to crf:ate a ta&k ﬁo* ce %pu,xmailv o addxew t‘rm FI%A backlog NSLB
was requirad to detail approximately 10 attorneys to QIPR to work on the
backlogged full content FISA applications, (U}

As a result, NSLEB did not focus on Sgetion 215 re:ﬁ;ﬁmt& or make
obtaining a Section 21§ order a priority vatil late 2003 when NSLB
submitted a group of Section 218 applications to OIFR in Ootober 2003, In

addition, arpund this same time an NSLB atforney was finally designated as
the point of contact within NSLB for Section 218 requests, (U}
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In July 2004 OIPR attempted to address NSLB’s concsros about the
processing of Section 215 requests by assigning a detailed NSLRB attorney to
handle Section 215 requests. This detailed NSLB attorney, however, was
also assigned to handle full content FISA applications, and NSLB attorneys
told the OIG that this decision did not address the processing delays
associated with Bection 218 applications. In spring 2005, the Deputy
Counsel for QIPR assigned two OIPR attorneys to handle Section 215
requiests ~a line attorney and a supervisor,” According to OIPR and NSLB
attorneys, the dedication of these two attorneys to Section 218 requests has
tmproved the process significantly, {U}

3.  Multiple layers of review {1}

The multiple layers of review for Section 215 applications also delayed
their issuance. The process for obtaining & Section 215 order involves
multiple layers of review in the FBI field office, in FBI Headquarters and
NSLB, and in OIPR. An agent must obtain his supervisor's approval, then
the SAC and the CDC approval, before the request is forwarded to FBI
Headqguarters ard NSLB. In NSLB, a line attorney drafts the application
package, which is then reviewed by a supervisor befare it is provided to
OIPR, In OIPR, a line attorney prepares the package, and the work is also
reviewed by a supsryisor before it is ready to be finalized for signaturs, After
order are reviewed by N8LB personnel snd changes may by requested as a
result of thiy review, {U)

At each step the reviewers at the FBI or OIPR often have questions,
which may require additional information from the originating fleld agent. If
an OIFR atiorney has a gquestion, he or she usually communicates with the
NSLB attorney, whe contacts the agent for the information and then
cormmunicates the response back to QIPR. Supervisors at FBI Headguartsrs
orin the field or CDCs in the ficld offices may alzoe be involved in these
communications if there are disagreements about the adequacy of the
information provided or questions about the basis of the FBPs assertions in
its applications, {U)

Because of the number of levels of review and the multitude of entities
lengthy. In addition, without clese manasgement an application can be

delayed for weeks or months at any stage. Even with close management of
the process, the process from beginning to snd would likely take several

T Around thiy sams tinme, the NSLB attorney detailed to DIPR returned o thie FBL {)
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weeks with respect to a simple or problem-free Section 215 request. An
OIPR Deputy Counsel told the O1G that OIPR would like to complete its part
of the process in 60 days. However, as detailed above, the OIPR process in
20085 for approved applications took much longer — on average 88 days. In
addition, the Counsel for Intelligence Policy told us that for agents the
process can seem unnecessarily complicated becanse the agents see “the
layers of review [involved in obtaining a FISA business record order] as
opposed to [the simpler process| to obtain a criminal grand jury
subpoena.”™ {3

4. Field office knowledge about Section 215 orders {U)

Finally, based upon our intervisws in the field, we also determined
that FBI field offices still do not fully understand Section 215 orders.
Several agents told the QIG that they were only vaguely aware of Section
215 authority, and many agents stated that they did not know what the
process was for thmmng a Bection 215 order. (U)

B. Effect of Impediments (U)

The bureaucratic, legal, and other impediments discussed above
contributed to the FRI not obtaining its first Section 215 order until May
2004 despite the field generating its first request in April 2002, Another
effect of the impediments was that in some instances field offices were not
contacted about Section 215 requests until several mo’n’chs' after the
requests had been submitted to NSLB. In various case

i ﬁ 1
were contacted the information was no longer needed bec;ause c*f 1
developments in the case, such as| Tri s-sveral bl
instances agents were aware that NSLEB received thetr requests, but their ng

requests remained pending for months due to disagreements between NSLB
and OIPR about whether a particular request should go forward. In other
instances, the requesting agents told the OIG that they never received a
response back from NSLB or OIPR. 18] ()

office apphmtmns conmbuted t»:} perc:epfmn among FEI ﬁeid agenta that

78 The Reauthorization Act also requires that minimization requirements be developsd
for all dopnments obtained purswant to a FISA busmess record order. The Counsel for
Intelligence Policy predicted thay sgents will likely be more reluctant to use the FISA
business records provision because of the additional level of vomplexity to the progess
involved in minimization in the use of FISA business records, We will assess the effect, if
any, of minimization procedures on the use of Section 215 autherity in our review of
Section 215 orders in £Y 2006. (U)
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the pros.e% i% too s}kjw ami m}t worth the‘ ﬁﬁ“ert W’e intewi&wed smcml

01G th‘a.t thﬁ}’ had “hwrﬁ" db{)ut. th_e pmg‘e&\ tal\mg far mo __i_ang %mremi
‘agents tokd us that if they could obtain the 8ection 215 order in a shorter

time, such as 30 days or &0 days, they would be more enconraged to use
Section 218 requests. Agents also stated that if they were 1o identify an

item that they nesded quickly, they would seek to determine whether the

item could be obtained through a national security letter, a grand jury

subpoena, or othier process that is faster than the Section 215 process. 8¢ m

We also asked FBI and OIPR emplovees whether they believed the
problems in implementing Section 218 and the delays in obtaining Section
215 orders harmed thelr cases or national security. Nong of the FBI and
OIPR officialy we interviewed said that they were aware of any harm fo
national security caused by the delay in obtaining Section 215 orders, None
of the agents who initiated the requests for Section 215 orders told the QIG
that their cases were negatively affected by the inability to obtain the

information sooner. The FBUs Deputy General Counsel of NSLB told us that

the failure to obtain & business record order or to ebtain it sxpeditiously
may have negatively impacted the pace of national security investigations,
but that she did not belisve that this meant that there was harm to national
security, (U4

We were provided no evidence of harm to national security in any
specific cases enused by the delay in obtaining Section 215 orders or by the
FBI's inability to obtain information that was reguested in a Section 215
reguest. However, we were concernied by the number of instances in C¥
2002 through CY 2005 that the FBI identified a need for information in a
national security investigation but was unable to obtain that information
because of 8 provessing delay or sther impediment o obtaining an order.
{8}




CHAPTER FIVE
USE AND EFFECTIVENESS OF INFORMATION OBTAINED
FROM SECTION 215 ORDERS (U)

1. Introduction (U}

Congress also directed the QIG to include in its review an examination
of the types of records obtained under Section 215 orders and the
importance of those records; the manner in which the information is
collected, retained, analyzed, and disseminated by the FBIL; whether and
how often the FBI used information obtained from Section 215 orders to
praduce an “analytical intelligenice product” for distribution to, among
others, the intelligence comaunity; and whether and how often the F‘BI
provided information obtained from Section 215 orders to law enforcement
authorities for use in criminal proceedings. (U)

In this chapter, we first discuss the collection, analysis, and retention
process with respect to Section 215 orders. Next, we describe in detail the
types of information that have been obtained and how this information has
been used in investigations, including whether any information has been
disseminated to the intelligence community or used in any criminal
proceeding. Finally, we evaluate the effectiveness of the FBUs use of Section
215 authority. (U]

Ii.  How Section 215 Information is Collected, Analyzed, Retained,
and Disseminated (U)

A.  Collection, Analysis, and Retention (U)

Before items subject to a Section 215 order can be obtained, the order
must be served upon the entity that has custody of the records. Personal
delivery or service of the order is typically accomplished by the requesting or
“originating® FBI fleld office, unless the recipient of the order is outside that
district. In that instance, the FBI field office where the recipient is located is
asked by the m'lﬂtr'satmg heid afﬁce to serve the or dm Fhe marnmner in whlch

mformm ion suught {U)
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For purs Section 215 orders, the records are 'tvpica}iv obtained by the
requesting FBI field office directly from the recipient, which sither produces
the documents in hard copy or electronic format.”® The records obtained
are reviewed and analyzed either by the initiating case agent or an FBI
intelligence analyst, If after reviewing the information the case agent
determines no furtherinvestigation is warranted, the agent stores the
information with the rest of the investigative case file. The agent may write
an Blectronic Communication {EC) summarizing the information sbtained
for purposes of documenting the existence of the records electronically in
ACS, the FBI's dlectronic case file systern. If the information warrants
dissemination within the FBI, the agent prepares an EC to the relevant field
office or offices. If the information warrants dissemination cutside of the
FBI, such as to an intelligence agency, the sgent prepares a Letterhead
Memorandum or other appropriate form of communication. {U)

For “combination” Section 215 nrders, FBI personnel told us that if
the reciplent and the FRI have technelogical compatibility, the recipient will
transfer the requested subseriber information electronically directly into the
FBI computer system called *Telephone Applications. "0 If the FBI and
recipient’s systems are not compatible, the information is provided to the
FBI in ancther format, such as a computer diskette or hard copy. This
information is then electronically uploaded or manually inputted into
Telephone Applications. The information may also be included in an BC
and uploaded into ACS #f the agent determines it has some relevance or
significance that should be decumented in the case file. {U)

In some instances, subscriber nformation is not automatically
provided with the telepho‘ne toll information. In these instances, the agents
go back to the commuptication provider to request the addxtmnal information
for specific telephone numbers that thoy obtained from the order and bhave
identified to be ofinterest.®! This information is then either electronically
upleoaded or manually entered inte Telephone Applications. {U)

7 thiose instances where the requssting FBI field office iy otated in & different
district than the recipient of the order, the FRI field offics which serves the order {s asked to
personally retrieve the requested revords and forward' them to the requesting office. {U)

8 Telephone Applications iz an investizgative tool that ulse serves as the central
veqaedtary Sor all tdephong dats coliected dinting thevodrss of FRE investgations. {4

31 The subscriber information obtsined by a “combination” arder is only for records
that ars madstadned by the communication provider vpon whoin the order was served, If
the phone ndunber of interest belongs te another provider, other investigative tooly such as
national seeurity Miters are used to obtain the subseriber information related to that phong

number, {U)
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With respect o combination orders, the subscriber information is
reviewed by the case agent by querying Telephong Applications and
determining what links there are betweert the information obtained and
existing names, telephone numbers, and other 1dcnt1fvmg information, An
intelligenee analyst may assist the case agent in reviewing the information
obtained and peﬁanmng sdditiongl analyses of the data, {U)

Information stored in ACS and Telephone Applications may by
accessible by personnel from other law enforcement or intelligence agencies
who are assigned to the FBI in some capacity, such as a task force
addressing terrorism matters. Access depends on the clearance level of the
non-FRI personnel and whether the information is “restricted” in the
computer systemsa. (U}

B. How the Information Obtained Has Been Used in
Investigations {U)

As described in Chapter Three, the {ypes of records FBI agents _
obtained through pure Section 218 orders included driver’s license records,
public acconunodations, apartment records, credit card records, and

_telecommunications subscriber information for telephone numbers records.

The FBI was able to obtain records inonls cases, 82 8 m

We interviewed the agents who obtained records that were the subject
of Qection 215 orders, The agents stated the records obtained were
important and useful in two ways: {1} the records provided substantive
information that was relevant to the investigation and either confirmed prior
investigative leads or contributed o the development of additional
investigative information; or [‘12) even i’f "t’hs remrd% d{id n‘ot comribu‘te m thn
deveiopmem of additional inv
as “ngcessary steps o cover & 1:;&13 Mast nf fhﬁ agem\ we miuwmxwd $a1d
the records obtained fell in the second category, because the records
typivally did not provide additional investigative information, but they
helped the agents exhaust every lead. They also stated that the importance
of the mformation iy somaetimes not known wntll much laterin an

& In gne of the cases in which norecords were nbtained, the EBL field ofﬁcr: hml sm;ght’ .

evords. The FBI agent told the OIG that the o it

did not b

ve the records t}xa{ were the kubjet;t of ihf: ‘w.t: O R 10 R0
the Bection 215 orderpsng : : e sotiphit
; elated b miﬁd%

- |The castT TR T STVIRT or o order was delayed beoauseof
legal issues raised by th | He &md he dxd not serve the nrder becayse be

was atle to ohtain information ThTougn s.%‘thm‘ 1eans, ﬁ( i
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investigation when the information is linked to some other piece of _
intelligence that iz obtained. We discuss four lustrative cases in detail
helow, {U)

1. Case No. 1 {U)
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3.

Case No. 3 (U}
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4. Case No. 4 {U)
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€. Dissemination {U)
We found that the FBI disseminated information obtained from pure
Section 215 orders to another intelligence agency in thees Instances.
However, the FBI did not create any analytical intelligence products based
gn the informaton obtained in response to Bection 215 orders, In one
counterterrorism case, the FBI agent obtained| I ) bl
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[ The agent received the

T | I

Th@ *igant sent ths* mfﬁmmtmn v an cutside

£ : he agency cotild provide more .
infermation about ixt response to the Sectign 1!
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The two

OTAETS (DAL WETE CVEniuany scrved were ppralned 10 July «oto. The FBI
obtained the information from the custodian of the information in November

2005, and the information was provided to the intelligence agenocy that

requested the orders.® ) )

We also obtained Hmited information about the dissemination of
information produced in response to combination Section 315 orders.
Because there were 141 combination orders, we were unable to interview all
of the case agents associated with these orders. However, in our field office
vigits we interviewed four ageats who had obtained combination orders.
None of these agents reported disseminating tnformation obtained in
response o the combination orders. However, as previously discussed,
informatitm abtameci in response -m mmbination ar‘dars is upimaécd into
aninrcemf‘nt smd mtemaence agengcies Who are aﬂmwned an. detml tc; the FRI
n some capacity, such asona ta%k fores addmssmg terrorism matliers, may
have access to Telephone Applications. {U)

D.  Use in Criminal Proceedings (U)

We also sought to determine whether any of the information obtained
from any Section 215 order was used in any criminal procesding. If a case
agent wants Section 215 information to be used in a eriminal proveeding,
approval from the Attorney General must be obtained in certain instances,
With respect to electronic surveillance, physical ssarches, and pen
register/ trap and trace devices, FISA provides that the Attorney General
must approve use of the information in subsegusnt law enforcement
proceedings. 50 U.S.C. §§ 1806 (bj{electronic surveillance), 1825{c){physical
searches), and 1845{b}{pen register/trap and trace devices).3 However,

PISA does not sxplicitly requiire Attorney General “use authority” for
information obtained from Section 215 orders. With respect to use of

information obtained from “combination” orders, “use authority” is required
because these orders produce information derived from FIBA pen

& The vevipient of the order had in its possession iniformation for only one of the twe
targets of the onders — Target &, (K. m

3 These sections of FISA provide tnat information acguired may not e disclesed for
law enforcement purposes unless the disclosure “ig accompanied by a statement that sush

infernation, orany nfermation derived thersfrom, way poly be gsed in s eriminal

proceeding with the advance authorization of the Attorney Getieral.” {U)
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register/trapand trace devices which is subgect to the *use autherity”
requirement. According to the Counsel for Intelligence Folicy, whether the
FBU would be required to obtain Attorney General approval to use
information nhitained from a pure Section 215 ovder 18 an apen question
because the FBI has not yet sought to use information from a pure Section
215 order in a oriminal procesding. According to NSLB attorneys, the FBI
does not believe that the FBI 1s required to obtain Attorney General approval
to use Section 215 information in 8 criminal proceeding because the statute
does not contaln any such requirement. (U3

With respect to use autherity of other types of FISA-derived
information, each request for use autherity must be submitted to the
Attorney Gensral through QIPR, OIPR maintaing a log book recording each
request for use suthority. 38 m

We did net identify any instance in which information obtained from a
pure Section 215 order was used in & crimninal procesding. We identified
only one Instance in which use authority approval was sought for
information from a combination Section 215 order, In this case, the field
office had developed information of possible 6]

bl
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The field office sought and obtained Attorney General

approval 1o use the FIBA electronic surveillance and combination order
information in a grand jury investigation and in grand jury subpoenas. The
target of the combination order was not among the targets of the crimninal
investigation. The FBI case agents told the OIG that although use suthosity
wag obtained for the FISA-derived information, no grand jury subpoenas
were isyued in this case and no FISA-derived information was used in the
grand jury investigation or subsequent procsedings. (§< -

Hi. OIG Analysis (U}

In evaluating the effectiveness of Section 218 authority, we first
considered the number of pure Section 218 orders obtained during QY 2002
through CY 2005.58 The FBI obtained only 18 unigue Section 215 orders in
the 3 calendar vears following passage of the Patriot Act.¥ {U)

¥ We svaluate the wse of Betion 215 suthority with FISA pen register/trap and trace
orders separately helawe. (U

& Unlike FISA slectronic surveillance authority, which had been used by the FBI sfuce
1978, the business records authority was relatively new and had not been widely used sven.
fcant'd}
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We found that a significant number of S8ection 215 orders were not
sought or obtained because of the legal and bursaucratic impediments
discussed in Chapter Four, The guestion concerning the applicability of the
Buckley Amendment to SBection 215 requests for educational records played
a role in the FBI not obtaining Section 215 orders in four instances. The
other impediments we discussed, such as the disagreements between NSLB
and OIPR about the amount of information sufficient to satisfy the relevance
standard, insufficient resources, and the multi-layered review process,
resulted in many Section 215 requests not bedng processed for many
months, We were able to determine that with respect to seven Section 215
requests that were withdrawn, the requests had been pending with NSLB or
OIPR for several months, and in one instance over a year, at the timg the
field office notified NSLE that it was withdrawing the request because the
investigation had changed course or was being closed 58 In addition, we
identified five field office requesty for Section 215 orders that were never
respondead to by NSLB or QIFR, and neither NSLB nor QIFR enaplovees were
able to explain what happened to those requests,®? I i

These processing problems not only resulted in far fower Section 218
orders being obtained than were reguested but also contributed to &
perception within the FBI that Section 21§ orders took too long to obtain to
be worthwhile. Agents told the OIG that the length of the process to obtain
a Section 215 order is a significant impsdiment to its use and that agents
will typically attempt all other investigative tools before resorting to a
Sevtion 215 request. This negative perception about the Ssction 218
process may also have affected the number of Section 215 orders sought by
the field offices. {U}

Next, we considered the type of information that has been obtained
threough the use of pure Section 215 orders and how that information has
been used and disseminated in national security investigations, We found
no instance where the information obtained from a Section 215 order

resudted in 8 megjor case development such as the disruption of a terrorist

brfore presage of the Patriot Act. The FBE did niot obtain business records authority wuntil
1998 and had used it onldy onor befors passage of the Patriot Act. (W)

8 We identified a total of ning iInstances in which reguents wersowithdrawn because fhe
investigation changed course or was closed. Hewever, in two of thess cases we were unahle
to determine when the request was withalrawn, B m

2

¥ We identified & total of ®ix requests for which we wers unuble to determing the
veason the request wag withdrawn, We do not have sufficient information with respect to
two of the reguests to determine whether the fiehl office recetved g response ffom NSLE or
OIPR about the reguest. {%) i

i ¥
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plot. We also found that very little of the information obiained in response
to Section 215 orders has been disseminated to other intelligence agencies,

Eimvem,r, we fmmd that Rection 215 erdem have been used to obtan
sl the BEY o o

bBad to obtam indormation

about the In sddition, the FBI

used information from a Section 218 order to try to identify] |

|0

FBI agents told us they believe that the kind of intelligence gathering
from Sectiony 215 orders was ssgentiad to nationsl zecurity investigations,
They also stated that the importance of the information is sometimes not
krrown until muach ster in an investigation when the information is lnked
to some other piece of intelligence that is obtained. (U)

The ﬁald agents we intcwieweci described Se‘cticm 2 35 au-ths:trity' as a
aor mvasmgatw& methodss dr.} not permn the FEI £ ohtmn the mfermamon }n
many national security znveatigduﬂn&, there is no criminal investigation and
therefore the FBI is unable to seek grand jury subpoenas. In addztsem,__
national security letters ave limited in scope and do not cover lurge
categories of third party information. Agents also told us that in some
instances they had in fact used other investigative techniques, but these
efforts wars unsuccessful, {U)

We also interviewed other FBI officials and attorneys at the FBLand
QIPR concerning the effectiveness of Section 215 orders. These witnesses,
inchading the Deputy General Counsel of NBLB, the Counsel of OIPR, and
the ‘%LB Assistant General Counsel who serves as the point of contact for
a1l Section 215 requests, told the OIG that they believe Section 215
authority iy useful because it is the only compulsory process for certain
kinds of records that cannot be obtained through alternative msans, such
as grand jury subpoenas or national security letters.® The Counsel for
Intelligence Policy also described Section 215 authority as s “specialized tool
that has ity purpose.” {UJ)

9 One GIPR attorney told us that the attorney believed “nothing wold be lost™ if the
Section 215 provision was repealed. While agreeing that the use of the prowvision for the
subseriber information was ussful, the OIPR attorney stated that “only tme will tell” if the
“pure” reguivsts will be nseful, The QIPR attorney was of the opinton that with the passags

of the Reauthorization Act allowing for challeriges by recipiorts of B ordr, $u PR wise of

Section 15 might decline. {48
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The evidence showed that Section 215 authorities provide a
specialized tool to obtain information In nations! security investigations that
cannot be abtained by other means. At the same time, however, the
evidence showed that the FBI did not use this specialized todl effectively
because of the impediments o its use that we deseribed sbove. Some of
these impediments have sinice been addressed. For sxample, NSLB and
OIPR told the OIG that the Reauthorization Act provision specifically

allowing the FBI to obtain educational and other sensitive records through
Section 215 orders will allow the FBI to obtain thess records; the FBlL has a

Section 315 request form that has been distributed to and is used by all
field offices; and NSLR and QIPR have developed a terplate application form
that is used in all Section 215 applications. In addition, NSLB and QIPR
witnesses told the OIG that the attorneys assigned to Section 215
processing in both offices work well together. Because these impediments
have been resolved, the FBL and OIPR should be able to process more
Section 215 orders in the future. The most significant remaining
impediment iz the lengthy process for obtaining a Section 215 order. {U}

We recognize that the multiple layers of review to obtain Section 215
crders stems in part from the fset that business records in
counterintelligence and counterterrorism cases van only be obtained
through the FISA process. We also recognize that the multiple levels of
review within the field office, NSLB and OIPR help to snsure that the field
office is seeking to use Section 215 authority appropriately and that there is
necessarily make the process slow and cumbersome, In order to ensure
that extensive delays do not oceur, the process must be closely managed
from beginning to end. {L))

We also evaluated the use of Section 215 authority to obtain
subscriber information for telephone numbers that were the subject of pen
register/trap and trace orders, QIPR obtained the first “combination®
Section 218 grder on February | |20058. A total of 141 rombination

applications were submitted and approved by the FISA Court in calendar

year 2008, Beversl FBI and OIPR attorneys we interviewed, including the
Counsel for Intelligence Policy, fold us that this information was very
important in FBI investigations, The Deputy General Counsel of NSLB

agreed, staring that the addition of Section 218s to FISA pen register/trap

and trace applications was & “huge boon because withouwt the 315s, the FBRI

b7E
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would have had to issue numerous [national security letiers] to get the
U\
Finally, we are aware that the FBI began using Section 215 authority

>

more widely in 2008, We will be assessing the effwiwerx&ss of this broader
use i our next review.  {U)

® As previously discussed, Congress haw also recognized the impartance of subsoriber
fudormation in FISA pen rrgistm& As part of the Reauthorfeation Act, Congresy ;ammdod
the FISA pen register provision to include subscriber information. {U}
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CHAPTER SIX
CONCLUSIONS (U)

As required by the Patriot Act reauthorization legislation, the OIG
conducted this review of the FBI's use of the authority to chiain business
records as expanded by Section 215 of the Patriot Act. The Act required the
OlG to examine bow many requests were prepared by the FBI how many
applications were approved, denied, or modified by the FISA Court; any
tmproper uss of Section 2135 authority; and any noteworthy facts or
circumstances concerning Section 215 requests. Congress also directed the
OIG to examing the Department’s failure to issue implementing procedures
governing Section 218 requests, whether this faibare harmed national
security, and whether bureaucratic or sther impediments hindered the F Bi's
use of Section 215, Finally, Congress directed the GIG to review the
effectiveness of the FBl's use of Bection 218, including the types and
importance of information obtained, whether information has been
disseminated or used in analytical products, and whether the information
has been used in any eriminal proceedings. Qur review covered calendar
yvears 2002 through 2005, As required by the Reauthorization Act, we will
report in late 2007 on the use of Section 215 in 2006, (1)

Qur review found that the FBI did not obtain its first Section 215
order until May 2004, From then until the end of 3005, the pearicd of our

review, the FBI obtained a total of 21 pure SBection 215 orders, However, in
February 2005, the FBI also began attaching Section 215 requests to pen
-resgxs*‘erf trap and trace gpplications to obiain subscriber information for the

telephione numbers captured through the pen register and trap and trace
devices, These Ssetion 215 requests were called “tombination” or “combe”

requests. Throughout the remainder of 20085, the FBI obtained a total of

141 combination orders. We found that all 162 Section 215 applications {21
pure requests and 141 combination requests) submitted to the FISA Court
were approved. (U

We also identified 31 Section 215 requests that were withdrawn,
cither while they were pending spproval at the FBU's National Security Law
Branch or at GIPFR. We identified five categories of reasons for the
withdrawn requests: (1) the investigation was closed or changed course;

{2} an alternative investigative tool was used; (3) statutory limitations;
{4} insufficient information to support the reguest; and {3) unknown, {U)

Only four Sgetion 218 arders ~ two pure orders in 2004 and two
combination orders in 2005 ~ were modified by the FISA Court, and we
found the modifications were not significant, {1}
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We identified two instances of improper use of Section 218 orders,
Both tastances concerned combination orders in which the FBI obtained
pen register/trap and trace authority in 2008, We did not find any instance
of tmproper use of pure Section 215 authority, In ons instance, the cass
agent overlooked documents in the file indicating that the telephone number
no longer was being used by the target of the {nvestigation. This error was
not noticed until several months later when a new case agent took over the
investigation. In the second instance, the FBI collected data for several
weeks on a telephone number that did not belong to the target because the
tekp}mne company belatedly notified the FBI that the target had stopped
using the telephone number. In both mstances, the FBI sequestered and
destroved the improperly collected data. The FBI also reported bath
instances of improper use to the President’s Intelligence Qversight Board
(OB, as required. In additon, both incidents were reported o the FISA
Court by OIPR. {U}

The Reauthorization Act also directed the OIG to examine the
justification for the failure of the Department of Justice Attorney General to
issue implementing procedures governing Section 215 requests for business
record applications and whether such delay harmed national security. We
found that the Patriot Act did not specifically require implementing
pracedures, and ne ong in the Department dirgcted OIPR or the FBI to
develop such implementing procedures. However, sur review determined
that such guidance would have been useful. Eventually, OIPR and the FBI
developed standard forms and apphications for obtaining Section 315 orders.
We found that the reason for this delay was that the Departinent, including
QIPR and the FBI were focused on processing full content FISA reguests,
{radning, and hiving personnel to address the incressed FISA workload and
therefore did not forus on the nesd for templates and procedures for Seotion
215 orders, {U}

We alse found that when FBI field offices began requesting Ssction
215 orders, they sncountered processing problems and their ahility to
obtain Section 215 orders was affected by several impediments. These
impediments included disagreements betweesn the FBI and OIPR concerning
statutory interpretation, insufficient resources to address Section 215
reguests expeditiously, the roulti-layered process for obtaining Section 215
orders, and the lack of knowledge throughout FBI field offices shoaut Section
215 awthority. These processing problems and impediments not only
resulted in far fewer S8ection 218 orders being obtained than were reque%feci,
but also contributed to g perception within the FBI that Section 215 arders
took too long toobigin to be worthwhile. Some, but not all, of these
impediments have since besn resolved, (U
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We uncovered no evidence of harm to national security In any spectfic
cases caused by the delay in obtaining Section 215 orders or by the FBls
inability to obtain information that was requested in Section 215 reguests.
However, we found that the multi-layered review process, combined with the
other impediments described above, resulted in long delays in obtaining
Section 215 orders. As a result, in many instances the FBI did not receive
approval to obtain the Section 215 information until many months after the
original request was made. {U}

We also noted the number of instances in which the FRI identified &
need for information in & pational security investigation but was unable to
ghitain that information because of a processing delay or other impediment
to obtaining a Section 218 erder. {U)

a.uthem}f, theewciunm sahmved that Sﬁctmn 21:3 auth{xrxty pmwdﬁs the FHI
with & specialized tool to obtain certain information in natinnal security
investigations that cannot be obtained by other means. We found that the
FBI oblained a wide variety of records using Section 218 orders, such as
driver's ioense records; apartment leasing records; m’eﬁzt card records

We examined how the FBI has used this information in national
xeaurityinvestigatiﬂn& W\, f{:;;.mx:i thai: S{fcti{:«n 2:3 5 ﬁrdem-have 'heen use‘d
obtamed 1('§ent1f\zmg mform*&tmﬂ about smpect&rj agentb of a farmgn puwer
nat prevmusiy k:amwn tor i:he FBI Hc:rwevcr ii 1€ emdence shmved 1o nmtance
case »:i@vﬁiagzmem, such as the dmmpm@n ui a terrorist ;ﬁot‘. In addmcn, we
found that the FBI disseminated information obtained fromi pure Section
215 orders to another intelligence agency in enly three instances, and the
FBI did not create any analytical intelligence products based on the
information obtained in respornse to pure Section 215 orders, We identified
only one instance in which the FBI sought to use indormation from a Section
215 order in a criminal procecding. This information was derived from a
combination Section 218 order, Although the FBI obtained De;&artmant
spproval to obtain Q;mnfi jury subpoenas using this Section 218
information, no grand jury subpoenas were issued in this case and no FISA-
dertved information was used in the grand jury investigation or subseguent
proceedings, (U

We conducted this review mindiul of the controversy voncerning the
possible chilling effect on the exercise of First Amendment rights posed by
the FBIs ability to use Section 215 authorities, particularly the pmemmi
use of Saction 218 orders to obiain records held by Wbraries. Qur review
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found that the FBI did not in fact obtain Section 218 orders for any Hbrary
records from 2003 through 2008, in part because the few applications for
such orders did not survive the review process within NSLB and OIPR. {U}

Finally, we are aware that the FBI began using Section 218 authority
mare widely in 2006, We will be assessing the effectiveness of this broader
use in our next review. As directed by the Patriot Reauthorisation Act, the
OQIG will continue o assess the FBRUs use and sifectiveness of Ssction 215
suthority. {U)
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Mareh 1, 2007

The Honomble Glenn AL Fine
Inispeetor General

Offige of the Inspector General
United States Department of Justice
950 Pennsylvania Avenug, NoW.
Washington, DO, 20530

Drear My, Fine:

I weloome the opportunity 1o camunent on your report extitled, “A Review of the
Federal Bureay of tovestigstion’s Use of Section 2158 Qrders for Business Records.”

Your report demonsteates that the Department of Justice, incloding the FBI, has

been responsibile in using the authority granted by Congress to ablain business records

under Reetion 215 of the USA PATRIOT Act. You offered no recommendations for
improvements or other modifications to Department procedures and practiess for the use
ol this guthority,

Consistent with yvour findings, { believe that the inttial delays 1 using this
investigative tool, though vnfortunate, have been largely if not entirely resolved sad that

1o harm 1o national security resulted from those delays,

Your ceview found only two instances of “improper use™ of the business records

anthority, and I respectfislly subniit that characterization is not apt. In both cases, errors

whichk you deseribe as “imdv&f{en‘tg} {one by a case agent and the second by a third

: party} resulted in the FBE receiving information that was got authorized by the terms of

the refevant order of the Forelgn Inteﬁ!:mnm Surveillance Cowrt. You found that, in bath
pases, the FBI identified the mistakes, bx(}i!t.b{&{pii or destroyed the eellected datg, and
reporied the ervar o the Intelligence Oversight Board and o the Cowt, Therefore, these

examples show that the oversight process is working as it should to identity and address

inadvertent mistakes when they occur,

{ appreciate the diligent sffort by you and your staff to complete this repert, and
we lock forward 1o working with you closely on the 2006 report, The Department roust

continually work to mprove s use of these specialized nvestigative tools,

Sincersdy,

}

Adbenia R, Gonzales
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- MEMORANDUM FOR: (lenn A, Fine

Impwim General, Department nf Ju&tsce

SUBIECT: Review of the Department of Justice™s Use of Section 213
Authority
REFERENCE: DO GG Meroorandum, Review of the Department of Justice's

Use of Section 215 Authority 8 February 2007,

The Qffice of the Director of National Tntelligence (ODNI) has reviewsd your draft
report eatitled, A Review of the Faderal Rurean of Investigation's Use of Section 215 Ovders
for Busingss Records.™

As you noted in your report, Section 218 orders are a specialized tool the Federl Bureay
of Inve*v.ti ;“,aticm ( FS ) canuse m obtain Cc,min infcsrmation in natiamﬂ smurity im@ﬁigaﬁidns

c@m;}mhwmwz rEView emﬁ &R<i§)*‘§!$ of thxs cmscat nan(mal smw._zf.}; nwemgama tool,

Your review highlighted several concerns regianding the timeliness and processing of

, Sm’tmn 215 orders, and 1 beiwve that not only the FBi and i}cpmwnt of Justice; but alse the

Imﬁihmme {‘Qmmumty asa whnb& wauid émem ?mm recawmg your recomme; ndmm‘m m;
\{zwnd mpuri on ﬁns mdﬂer ami I &m& fnrward o smexx{xs;.g mem

H you have any questions or require further assistance my Inspector General Edward

- Maguire can be contacted ot (703) 482-4085,

(e

T M. MeCamnell | Date

[ Ma 0F
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