








































power, and (iii) any plausible proxies for the omitted protections. 

For good measure, the petitioner suggests that the PAA's lack of 

either a necessity requirement or a reasonable durational limit 

diminishes the overall reasonableness of surveillances conducted 

pursuant thereto. 

The government rejoins that the PAA, as applied here, 

constitutes reasonable governmental action. It emphasizes both the 

protections spelled out in the PAA itself and those mandated under 

the certifications and directives. This matrix of safeguards 

comprises at least five components: targeting procedures, 

minimization procedures, a procedure to ensure that a significant 

purpose of a surveillance is to obtain foreign intelligence 

information, procedures incorporated through Executive Order 12333 

§ 2.5, and [redacted text] procedures [redacted text] outlined in 

an affidavit supporting the certifications. 

The record supports the government. Notwithstanding the 

parade of horribles trotted out by the petitioner, it has presented 

no evidence of any actual harm, any egregious risk of error, or any 

broad potential for abuse in the circumstances of the instant case. 

Thus, assessing the intrusions at issue in light of the 

governmental interest at stake and the panoply of protections that 

are in place, we discern no principled basis for invalidating the 
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PAA as applied here. In the pages that follow, we explain our 

reasoning. 

The petitioner's arguments about particularity and prior 

judicial review are defeated by the way in which the statute has 

been applied . When combined with the PAA's other protections, the 

[redacted text] procedures and the procedures incorporated through 

the Executive Order are constitutionally sufficient compensation 

for any encroachments . 

The [redacted text] procedures [redacted text] are 

delineated in an ex parte appendix filed by the government. They 

also are described, albeit with greater generality, in the 

government's brief. [redacted text) Although the PAA itself does 

not mandate a showing of particularity, see 50 u.s.c. § 1805b (b ) , 

this pre-surveillance procedure strikes us as analogous to and in 

conformity with the particularity showing contemplated by Sealed 

Case. 310 F.3d at 740. 

[redacted text) 

The procedures incorporated through section 2.5 of 

Executive Order 12333, made applicable to the surveillances through 

the certifications and directives, serve to allay the probable 

cause concern. That section states in relevant part: 

The Attorney General hereby is delegated the 
power to approve the use for intelligence 
purposes, within the United States or against 
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a United States person abroad, of any 
technique for which a warrant would be 
required if undertaken for law enforcement 
purposes, provided that such techniques shall 
not be undertaken unless the Attorney General 
has determined in each case that there is 
probable cause to believe that the technique 
is directed against a foreign power or an 
agent of a foreign power. 

46 Fed. Reg. at 59,951 (emphasis supplied). Thus, in order for the 

government to act upon the certifications, the AG first had to make 

a determination that probable cause existed to believe that the 

targeted person is a foreign power or an agent of a foreign power. 

Moreover, this determination was not made in a vacuum . The AG's 

decision was informed by the contents of an application made 

pursuant to Department of Defense (DOD) regulations. See DOD, 

Procedures Governing the Activities of DOD Intelligence Components 

that Affect United States Persons, DOD 5240.1-R, Proc. 5, Pt. 2.C 

(Dec. 1982) . Those regulations required that the application 

include a statement of facts demonstrating both probable cause and 

necessity. See id. They also required a statement of the period 

- not to exceed 90 days - during which the surveillance was thought 

to be required. 7 See id. 

7At oral argument, the government augmented this description, 
stating that, under the DOD procedure, the NSA typically provides 
the AG with a two-to-three-page submission articulating the facts 
underlying the determination that the person in question is an 
agent of a foreign power; that the National Security Division of 
the Department of Justice writes its own memorandum to the AG; and 
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[redacted text and footnote 8
] 

The petitioner's additional criticisms about the 

surveillances can be grouped into concerns about potential abuse of 

executive discretion and concerns about the risk of government 

error (including inadvertent or incidental collection of 

information from non-targeted United States persons) . We address 

these groups of criticisms sequentially. 

The petitioner suggests that, by placing discretion 

entirely in the hands of the Executive Branch without prior 

judicial involvement, the procedures cede to that Branch overly 

broad power that invites abuse . But this is little more than a 

lament about the risk that government officials will not operate in 

good faith. That sort of risk exists even when a warrant is 

required. In the absence of a showing of fraud or other misconduct 

by the affiant, the prosecutor, or the judge, a presumption of 

regularity traditionally attaches to the obtaining of a warrant. 

See, ~' McSurely v. McClellan, 697 F.2d 309, 323-24 (D.C. Cir. 

1982) . 

Here - where an exception affords relief from the warrant 

requirement - common sense suggests that we import the same 

that an oral briefing of the AG ensues. 

8 [redacted text] 
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presumption. Once we have determined that protections sufficient 

to meet the Fourth Amendment's reasonableness requirement are in 

place, there is no justification for assuming, in the absence of 

evidence to that effect, that those prophylactic procedures have 

been implemented in bad faith. 

Similarly, the fact that there is some potential for 

error is not a sufficient reason to invalidate the surveillances. 

[redacted text] 

Equally as important, some risk of error exists under the 

original FISA procedures - procedures that received our imprimatur 

in Sealed Case, 310 F.3d at 746. A prior judicial review process 

does not ensure that the types of errors complained of here 

[redacted text] would have been prevented. 

It is also significant that effective minimization 

procedures are in place. These procedures serve as an additional 

backstop against identification errors as well as a means of 

reducing the impact of incidental intrusions into the privacy of 

non-targeted United States persons. The minimization procedures 

implemented here are almost identical to those used under FISA to 

ensure the curtailment of both mistaken and incidental 

acquisitions. These minimization procedures were upheld by the 

FISC in this case, and the petitioner stated at oral argument that 

it is not quarreling about minimization but, rather, about 
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particularity. Thus, we see no reason to question the adequacy of 

the minimization protocol. 

The petitioner's concern with incidental collections is 

overblown . It is settled beyond peradventure that incidental 

collections occurring as a result of constitutionally permissible 

acquisitions do not render those acquisitions unlawful. 9 See, 

~' United States v. Kahn, 415 U.S. 143, 157-58 (1974); United 

States v. Schwartz, 535 F.2d 160, 164 (2d Cir. 1976). The 

government assures us that it does not maintain a database of 

incidentally collected information from non-targeted United States 

persons, and there is no evidence to the contrary. On these facts, 

incidentally collected communications of non-targeted United States 

persons do not violate the Fourth Amendment. 

To the extent that the petitioner may be concerned about 

the adequacy of the targeting procedures, it is worth noting that 

those procedures include provisions designed to prevent errors. 

[redacted text] Furthermore, a PAA provision codified at 50 U.S.C. 

§ 1805b(d) requires the AG and the DNI to assess compliance with 

those procedures and to report to Congress semi-annually. 

9The petitioner has not charged that the Executive Branch is 
surveilling overseas persons in order intentionally to surveil 
persons in the United States . Because the issue is not before us, 
we do not pass on the legitimacy vel non of such a practice. 
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[4 . A Parting Shot . The petitioner fires a parting shot. 

It presented for the first time at oral argument a specific privacy 

concern that could possibly arise under the directives. This 

parting shot may have been waived by the failure to urge it either 

before the FISC or in the petitioner's pre-argument filings in this 

court. We need not probe that point, however, because the 

petitioner is firing blanks: no issue falling within this 

description has arisen to date. Were such an issue to arise, there 

are safeguards in place that may meet the reasonableness standard. 

We do, however, direct the government promptly to notify the 

petitioner if this issue arises under the directives. 10 

The foregoing paragraph is a summary of our holding on 

this issue. We discuss with greater specifity the petitioner's 

argument, the government's safeguards, and our order in the 

classified version of this opinion . ] 

5. Recapitulation . After assessing the prophylactic 

procedures applicable here, including the provisions of the PAA, 

the affidavits supporting the certifications, section 2.5 of 

Executive Order 12333, and the declaration mentioned above, we 

conclude that they are very much in tune with the considerations 

discussed in Sealed Case. Collectively, these procedures require 

10 [redacted text] 
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a showing of particularity, a meaningful probable cause 

determination, and a showing of necessity. They also require a 

durational limit not to exceed 90 days - an interval that we 

previously found reasonable . 11 See In re Sealed Case, 310 F.3d at 

740. Finally, the risks of error and abuse are within acceptable 

limits and effective minimization procedures are in place . 

Balancing these findings against the vital nature of the 

government's national security interest and the manner of the 

intrusion, we hold that the surveillances at issue satisfy the 

Fourth Amendment's reasonableness requirement. 

IV. CONCLUSION 

Our government is tasked with protecting an interest of 

u t most significance to the nation - the safety and security of its 

people. But the Constitution is the cornerstone of our freedoms, 

and government cannot unilaterally sacrifice constitutional rights 

on the altar of national security. Thus, in carrying out its 

national security mission, the government must simultaneously 

fulfill its constitutional responsibility to provide reasonable 

protections for the privacy of United States persons. The 

judiciary's duty is to hold that delicate balance steady and true. 

11This time period was deemed acceptable because of the use of 
continuing minimization procedures. In reSealed Case, 310 F.3d at 
740 . Those minimization procedures are nearly identical to the 
minimization procedures employed in this case. See text supra. 
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We believe that our decision to uphold the PAA as applied 

in this case comports with that solemn obligation. In that regard, 

we caution that our decision does not constitute an endorsement of 

broad-based, indiscriminate executive power. Rather, our decision 

recognizes that where the government has instituted several layers 

of serviceable safeguards to protect individuals against 

unwarranted harms and to minimize incidental intrusions, its 

efforts to protect national security should not be frustrated by 

the courts. This is such a case. 

We need go no further. The decision granting the 

government's motion to compel is affirmed; the petition for review 

is denied and dismissed; and the motion for a stay is denied as 

moot. 

So Ordered . 
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