
I. Introduction 

PRESIDENTIAL POLICY DIRECTIVE 28 
POLICIES AND PROCEDURES 

Presidential Policy Directive 28 regarding signals intelligence activities (hereinafter 
"PPD-28"), issued January 17, 2014, articulates principles to guide why, whether, 
when, and how the United States conducts signals intelligence activities for 
authorized foreign intelligence and counterintelligence purposes. Specifically, 
section 4 of PPD-28 sets forth principles for safeguarding personal information 
collected from signals intelligence activities and requires Intelligence Community 
("IC") elements to establish policies and procedures to apply such principles, 
consistent with technical capabilities and operational needs. 

As stated in PPD-28, all persons should be treated with dignity and respect, regardless 
of their nationality or wherever they might reside, and all persons have legitimate 
privacy interests in the handling of their personal information. Although the FBI does 
not conduct "signals intelligence activities," the FBI is applying the relevant 
provisions of PPD-28 to information it collects pursuant to FISA section 702 to 
further these principles. 

Although the FBI does not conduct signals intelligence activities and does not have 
access to unevaluated, raw, or unminimized signals intelligence, it does receive from 
other IC elements engaged in such activities signals intelligence information that has 
been evaluated, minimized, or otherwise included in finished intelligence products. 
These policies and procedures also address the manner in which the FBI will handle 
signals intelligence information in these finished intelligence products. 

II. General Provisions and Authorities 

Pursuant to section 1.7(i) of Executive Order 12333, as amended, the FBI is 
authorized to: 

(1) Collect (including through clandestine means), analyze, produce, and 
disseminate foreign intelligence and counterintelligence to support 
national and departmental missions, in accordance with procedural 
guidelines approved by the Attorney General, after consultation with the 
Director; 

(2) Conduct counterintelligence activities; and 
(3) Conduct foreign intelligence and counterintelligence liaison relationships 

with intelligence, security, and law enforcement services of foreign 
governments or international organizations in accordance with section 
1.3(b)(4) and 1.7(a)(6) ofE.O. 12333. 
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III. Safeguarding Personal Information Pursuant to PPD-28 

(A) Collection Pursuant to Section 702 of FISA 

The following policies and procedures apply to the FBI's safeguarding of personal 
information of non-U.S. persons collected pursuant to section 702 ofFISA. 1 The 
policies and procedures do not alter, but rather supplement, the protections that non
U.S. persons receive pursuant to FISA, the Attorney General's Guidelines for 
Domestic FBI Operations, or any other applicable law.2 

(I) Minimization 

Consistent with its need to retain intelligence for a sufficient period of time to 
understand its relevance and to disseminate intelligence as necessary to protect 
national security, the FBI shall apply the following protections to personal 
information concerning non-U.S. persons collected pursuant to section 702. 

(a) Dissemination 

The FBI will disseminate personal information of non-U.S. persons collected 
pursuant to Section 702 of FISA only if dissemination of comparable information 
concerning U.S. persons would be permitted under Section 2.3 of Executive Order 
12333. The FBI will also disseminate personal information concerning a non
U.S. person collected pursuant to section 702 ofFISA only if the information 
relates specifically to an activity authorized by the Attorney General or an 
intelligence requirement authorized by the Director ofNational Intelligence, and 
not solely because of the person' s foreign status. The FBI will disseminate 
personal information concerning a non-U.S. person only if the information is 
relevant to the underlying purpose of the dissemination. When disseminating 
unevaluated personal information collected pursuant to section 702 of FISA, the 
FBI will inform the recipient that the disseminated information may contain 
personal information so that the recipient can take appropriate steps to protect that 
information. 

The FBI shall not disseminate personal information concerning a non-U.S. person 
collected pursuant to section 702 of FISA that is foreign intelligence solely 
because of the person's foreign status or location. Thus, information about the 
routine activities of a foreign person would not meet this standard without some 
indication that the information is relevant to an intelligence requirement or an 
authorized law enforcement activity. 

1 These procedures do not alter the rules applicable to U.S. persons found in the Foreign Intelligence Surveillance 
Act, Executive Order 12333, the Attorney General ' s Guidelines for Domestic FBI Operations, or other applicable 
law. 
2 The protections afforded to non-U.S. persons by FISA and the Attorney General ' s Guidelines for Domestic FBI 
Operations include, but are not limited to, the requirement that the FBI have a "significant purpose" to obtain 
foreign intelligence information in order to target a non-U.S. person and the limitation that the FBI may only acquire 
foreign intelligence information pursuant to Section 702 of FISA in a full FBI investigation. 
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The FBI shall not disseminate personal information concerning any person, 
including non-U.S. persons, for the purpose of suppressing or burdening criticism 
or dissent, or for disadvantaging persons based on their ethnicity, race, gender, 
sexual orientation, or religion. The FBI shall not disseminate foreign private 
commercial information or trade secrets to afford a competitive advantage to U.S. 
companies or U.S . business sectors commercially. 

Unless it possesses specific information to the contrary, the FBI will presume that 
any evaluated or minimized section 702 information it receives from other IC 
elements meets these standards. The FBI will further disseminate such 
information only in accordance with applicable FBI and IC policies and 
procedures. 

(b) Retention 

The FBI shall not retain unevaluated personal information concerning non-U.S. 
persons collected pursuant to section 702 ofFISA for longer than five (5) years, 
unless retention of comparable information concerning U.S. persons would be 
permitted under section 2.3 of Executive Order 12333. The FBI will retain 
personal information concerning a non-U.S. person collected pursuant to section 
702 of FISA that is foreign intelligence only if the information relates specifically 
to an activity authorized by the Attorney General or an intelligence requirement 
authorized by the Director of National Intelligence, and not solely because of the 
person's foreign status. Thus, information about the routine activities of a foreign 
person would not meet this standard without some indication that the information 
is relevant to an intelligence requirement or an authorized law enforcement 
activity. 

Unless it possesses specific information to the contrary, the FBI will presume that 
any evaluated or minimized section 702 information it receives from other IC 
elements meets these standards. The FBI will retain such information in 
accordance with applicable record retention policies. 

(c) Queries 

When querying information collected pursuant to Section 702 of FISA, the FBI 
will structure queries or other search terms and techniques in order to identify 
information relevant to a valid intelligence requirement or an authorized law 
enforcement activity. The FBI will focus queries about persons, regardless of 
nationality, on the categories of intelligence information responsive to an 
intelligence requirement or an authorized law enforcement activity. The FBI will 
minimize the review of personal information not pertinent to an intelligence 
requirement or an authorized law enforcement activity. 
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(2) Data Security and Access 

Access to all personal information collected pursuant to section 702 of FISA
irrespective of the nationality of the person whose information is collected- is 
restricted to those personnel who require access in order to perform their authorized 
duties in support of the FBI's mission or to assist in a lawful and authorized 
governmental function. Such information will be maintained in either electronic or 
physical form in secure facilities protected by physical and technological safeguards, 
and with access limited by appropriate security measures. Such information will be 
safeguarded in accordance with applicable laws, rules, and policies, including those 
ofthe FBI, the Department of Justice, and the Office of the Director ofNational 
Intelligence. 

Classified information will be stored appropriately in a secured, certified, and 
accredited facility, in secured databases or containers, and in accordance with other 
applicable requirements. The FBI's electronic system in which such information may 
be stored will comply with applicable law, Executive Orders, and Office of the 
Director of National Intelligence and Department of Justice policies and procedures 
regarding information security, including with regard to access controls and 
monitoring. 

(3) Data Quality 

Personal information concerning any person, regardless of nationality, collected 
pursuant to section 702 of FISA shall be included in FBI intelligence products only as 
consistent with applicable IC standards of analytic tradecraft as set forth in relevant 
IC directives. 

(4) Oversight 

The FBI will include appropriate measures to facilitate oversight over the 
implementation of these safeguards protecting personal information collected 
pursuant to section 702 ofFISA, to include periodic auditing. The results of periodic 
auditing will be reported to the Director, Deputy Director, Executive Assistant 
Director for the National Security Branch, the Executive Assistant Director for the 
Criminal, Cyber, Response, and Services Branch, the Executive Assistant Director of 
the Intelligence Branch, the Assistant Director of the Office of Integrity and 
Compliance, and the General Counsel. 

Instances of non-compliance with these policies and procedures shall be reported to 
the Assistant Director of the Inspection Division, the Assistant Director of the Office 
oflntegrity and Compliance, the FBI's Privacy and Civil Liberties Officer, and the 
General Counsel, all of whom, shall determine what corrective actions are necessary, 
if any. 
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Significant instances of non-compliance with these policies and procedures involving 
the personal information of any person collected pursuant to section 702 of FISA 
shall be reported promptly to the Deputy Director, who in turn will report them to the 
DNI pursuant to section 4 ofPPD-28. 

(5) Training 

Training on these policies and procedures shall be required in order to gain access to 
unevaluated information concerning non-U.S. persons collected pursuant to section 
702 ofFISA. 

(B) Signals Intelligence Collected by Other IC Elements 

The following policies and procedures apply to the FBI's safeguarding of personal 
information of non-U.S. persons collected pursuant to signals intelligence activities 
conducted by other IC elements.3 

(I) Minimization 

(a) Dissemination 

The FBI will disseminate personal information of non-U.S. persons collected 
through signals intelligence activities only if dissemination of comparable 
information concerning U.S. persons would be permitted under section 2.3 of 
Executive Order 12333. The FBI will disseminate personal information 
concerning a non-U.S. person that is foreign intelligence only if the information 
relates specifically to an activity authorized by the Attorney General or an 
intelligence requirement authorized by the Director of National Intelligence, and 
not solely because of the person's foreign status. Unless it possesses specific 
information to the contrary, the FBI will presume that any evaluated or minimized 
signals intelligence information it receives from other IC elements meets these 
standards. The FBI will disseminate such information in accordance with 
applicable FBI and IC policies and procedures. 

(b) Retention 

The FBI will retain personal information of non-U.S. persons collected through 
signals intelligence activities only if retention of comparable information 
concerning U.S. persons would be permitted under section 2.3 of Executive Order 
12333. The FBI will retain personal information concerning a non-U.S. person 
that is foreign intelligence only if the information relates specifically to an activity 
authorized by the Attorney General or an intelligence requirement authorized by 
the Director ofNational Intelligence, and not solely because of the person's 

3 These procedures do not alter the rules applicable to U.S. persons found in the Foreign Intelligence Surveillance 
Act, Executive Order 12333, the Attorney General ' s Guidelines for Domestic FBI Operations, or other applicable 
law. 
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foreign status. Unless it possesses specific information to the contrary, the FBI 
will presume that any evaluated or minimized signals intelligence information it 
receives from other IC elements meets these standards. The FBI will retain such 
information in accordance with applicable record retention policies. 

(2) Data Security and Access 

Access to all personal information collected through signals intelligence activities -
irrespective of the nationality of the person whose information is collected- is 
restricted to those personnel who require access in order to perform their authorized 
duties in support of the FBI's mission or to assist in a lawful and authorized 
governmental function. Such information will be maintained in either electronic or 
physical form in secure facilities protected by physical and technological safeguards, 
and with access limited by appropriate security measures. Such information will be 
safeguarded in accordance with applicable laws, rules, and policies, including those 
of the FBI, the Department of Justice, and the Office of the Director ofNational 
Intelligence. 

Classified information will be stored appropriately in a secured, certified, and 
accredited facility, in secured databases or containers, and in accordance with other 
applicable requirements. The FBI's electronic system in which such information may 
be stored will comply with applicable law, Executive Orders, and the Office of the 
Director of National Intelligence and Department of Justice policies and procedures 
regarding information security, including with regard to access controls and 
monitoring. 

(3) Data Quality 

Personal information of both U.S. and non-U.S. persons collected through signals 
intelligence activities shall be included in FBI intelligence products only as consistent 
with applicable IC standards of analytic tradecraft as set forth in relevant IC 
directives. 

( 4) Oversight 

The FBI will include appropriate measures to facilitate oversight over the 
implementation of these safeguards protecting personal information, to include 
periodic auditing. The results of periodic auditing will be reported to the Director, 
Deputy Director, the Executive Assistant Director for the National Security Branch, 
the Executive Assistant Director for the Criminal, Cyber, Response, and Services 
Branch, the Executive Assistant Director of the Intelligence Branch, the Assistant 
Director of the Office of Integrity and Compliance, and the General Counsel. 

Instances of non-compliance with these policies and procedures shall be reported to 
the Assistant Director of the Inspection Division, the Assistant Director of the Office 
oflntegrity and Compliance, the FBI's Privacy and Civil Liberties Officer, and the 
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General Counsel, all of whom shall determine what corrective actions are necessary, 
if any. 

Significant instances of non-compliance with these policies and procedures involving 
the personal information of any person collected through signals intelligence 
activities shall be reported promptly to the Deputy Director, who in turn will report 
them to the DNI pursuant to section 4 ofPPD-28. 

IV. Departures from these Procedures 

The Director, Deputy Director, or an Executive Assistant Director must approve in 
advance any departures from these procedures and provide notice to the Director of 
National Intelligence and the Attorney General. Ifthere is not time for such advance 
approval and a departure from these procedures is necessary because of the 
immediacy or gravity of a threat to the safety of persons or property or to the national 
security, the departure must be reported to the Director, the Director ofNational 
Intelligence, and the Attorney General as soon as possible thereafter. 
Notwithstanding this paragraph, all activities in all circumstances must be carried out 
in a manner consistent with the Constitution and laws of the United States. 

V. Conclusion 

These procedures are set forth solely for internal guidance within the FBI. Questions 
on the applicability or interpretation of these procedures should be directed to the 
Office of the General Counsel, which shall determine such applicability or 
interpretation. 

Approved: ~e Mark . Giu ian 
Deputy Director 
Federal Bureau of Investigation 

Date: 
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