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TEIE CLASSIFED INFORMATION PROCEDURES ACT (CIPA): AN OVERVIEW 

SUMMARY 

When a violation of criminal law potentially implicates sensitive national 
security concerm, the Executive Branch may face a dilemma of either 
declining to prosecute a violation of law or risking disclosure of sensitive 
material8 during a criminal trial. Prior to 1980 it was particularly difficult 
to assess whether a successful prosecution could proceed without jeopardizing 
dieclmure of sensitive information because the government had no means of 
determining the extent, nature, or relevance of classified information a t  issue 
prior to its introduction a t  trial. In 1980, however, Congress enacted the 
CIamified Information Procedures Act (CIPA) to provide a means for 
determining a t  an early stage whether a Hdisclose or dismissH dilemma exists 
in a potential prosecution or whether a prosecution may proceed that both 
protects information the Executive regarda as sensitive to security and assures 
the defendant a fair trial consistent with the mandates of the Constitution. 

Among ita core provisions, CIPA initiates an early focus on security issues 
by requiring a defendant in a criminal case to notify the prosecution and the 
court prior to trial of any classified information that he reasonably expects to 
disclose in his defense. Also, the notice provision is a continuing one, and a 
defendant must provide a separate notice of any additional classified 
information that he becomes aware of after his initial notice and intends to 
use. A defendant may not introduce any cIassified information that was not 
included in a CIPA notice. 

Issues on the use, relevance, and admissibiIity of classified information 
that either was included in a notice by the defendant or is expected to be used 
by the prosecution are considered by the court in pretrial hearings. Under 
current case law, the court to some degree may take national security 
interests into account in determining admissibility, If a court finds that 
certain classified information is admissible into evidence, the court then may 
consider a request by the government to substitute summaries or redacted 
documents in lieu of original documents, The court may authorize a 
substitution in such a case only when a substitution affords a defendant 
substantially the same opportunity to defend himself as introduction of the 
original documents would, Once a court makes its findings on what 
information must, in fairnesa to the defendant, be introduced, the Attorney 
General may file an objection to disclosure on national security grounds, and 
the prosecution thereafter must be partially or completely dismissed. 

The courts generally have upheld CIPA to constitutional challenge and 
have enforced the sanctions set forth in the statute in appropriate cases. 
However, the judge in the Iran-Contra prosecutions has ruled that CIPA 
procedures must give way when they risk excessive exposure of the 
defendant's case, Thie ruling furthers a frequently made observation that 
CIPA ie most effective in resolving potentially troublesome cases in which the 
classified information a t  risk proves to be only marginally sensitive or 
marginally relevant, It remaine problematic whether the disclose or dismim 
dilemma posed by a prosecution involving sensitive information a t  its core can 
be resolved in a manner that preserves the rights of the defendant, 



CMSSIFlED BYFORltiATION PROCEDURES ACT (CBPA): AN OVERVIEW 

The Executive Branch of our Government has the authority to prosecute 
violations of federal criminal law.' The Ekecutive Branch also takes measures 
to protect information in its possession relating to national security and to 
prevent ita disclosure? When a violation of criminal law potentially implicates 
sensitive national security concerns, the Executive thus may face a dilemma 
of either declining to prosecute a violation of law or risking disclosure of 
sensitive materials during a criminal triales Prior to 1980 i t  was particularly 
difficult to assem whether a successful prosecution could proceed without 
jeopardizing disclosure of sensitive information because the government had 
no means of determining the extent, nature, or relevance of classified 
information a t  issue prior to its introduction a t  trial, In 1980, however, 
Congress enacted the Classified Information Procedures Act (CIPA)' in order 
to provide a discrete and orderly framework for determining a t  an early stage 
whether a "disclose or dismiss" dilemma exists in a potential prosecution or 
whether a prosecution may proceed that both protects information the 
Executive regards as sensitive to security and assures the defendant a fair 
trial consistent with the mandates of the Constitution. 

I. LEGISLATIVE HISTORY OF CIPA 

During the 1970's the number of prosecutions in which the actual or 
prospective disclosure of classified information became an issue substantially 
increased and wae expected to increase further," The term "graymail" came 
into use to refer "to actions of a criminal defendant in seeking access to, 
revealing, or threatening to reveal classified information in connection with 
his defen~e."~ The problems that arose during this period from the inability 
to resolve issues relating to classified information prior to trial was described 
by Assistant Attorney General Philip Heymann as follows: 

US, CONST, art. 2, 5 3, c1. 3 (President to take care that the laws be 
faithfully executed), 

Exec, Order No. 12356, 47 Fed, Reg. 14874, 15657 (1982). 

Criminal defendants enjoy a constitutional right to a public trial, US. 
CONST, amend, VI, 

Pub. L, No. 96-456, codified at 18 U.S.C. App, 1 ' .  

E.g., H.R. Rep, No. 96-831, 96th Cong., 2d Sess. 7 (1980); see also 
G m p d l  Legislation: Hearings Befort! the Subcommittee on Legislation of the 
House Pemnen t  Select Committee on Intelligence, 96th Cong,, 1st Sees, 4-5 
(1979) (statement of Assistant Attorney General Philip Heymann). 

H. R, Rep, No. 96-831 at 7. 



To fully understand the problem, it is necessary to 
examine the decision making process in criminal cases 
involving classified information. Under present procedures, 
decisions regarding the relevance and admissibility of 
evidence are normally made as they arise during the course 
of the trial. In advance of trial, the government often must 
guess whether the defendant will seek to disclose certain 
classified information and speculate whether it will be 
found admissible if objected to a t  trial. In addition, there 
is some question whether material will be disclosed a t  trial 
and the damage inflicted before a ruling on the use of the 
information can be obtained. The situation is further 
complicated in cases where the government expects to 
disclose some classified i t e m  in presenting its case. 
Without a procedure for pre-trial rulings on the disclosure 
of classified information, the deck is stacked against 
proceeding with these cases because all of the sensitive 
items that might be disclosed at  trial must be weighed in 
assessing whether the prosecution is sufficiently important 
to incur the national security risks. 

In the past, the government has foregone prosecution of 
conduct it believed to violate criminal laws in order to 
avoid compromising national security information. The 
costs of such decisions go beyond the failure to redress 
particular instances of illegal conduct. Such determinations 
foster the perception that government officials and private 
persons with access to military or technological secrets have 
a broad de facto immunity from prosecution for a variety 
of crimes. This perception not only undermines the 
public's confidence in the fair administration of criminal 
justice but it also promotes concern that there is no 
effective check against improper conduct by members of our 
intelligence agen~ies .~ 

Mr. Heymann's remarks were made in hearings on unauthorized 
disclosure of classified information conducted by a panel of the House 
Intelligence Committee in January 1979. During the previous year, a 
subcommittee of the Senate Select Committee on Intelligence had completed 
an extensive study of national security information and the administration of 

- -  - --- -- 

Gmymuil Legislation: Hearings Before the Subcommittee on Legislation 
ofthe House P e m n e n t  Select Committee on Intelligence, 96th Cong., 1st Sess. 
4-6 (1979) (statement of Assistant Attorney General Philip Heyrnann). 



justice.'' In ita subsequent report of its study, the subcommittee prefaced its 
detailed digcussion and recommendations with the following observations on 
the difficulty of prosecuting national security cases: 

The subcommittee discovered that enforcement of laws 
intended to protect national security information often 
requires disclosure of the very information the laws seek 
to protect. Indeed, the more sensitive the information 
compromised, the more difficult i t  becomes to enforce the 
laws that guard our national security. At times then, 
regardless of whether the compromise is to a newspaper 
reporter or directly to a foreign agent, the Government 
often must choose between disclosing classified information 
in a prosecution or letting the conduct go unpunished, In 
the worde of one Justice Department official who testified 
before the subcommittee, T o  what extent must we harm 
the national security in order to protect the national 
se~urity?"~ 

Subsequent discussion in the report further highlighted the conflicts that 
often exist within the Executive branch: 

At the heart of this failure of enforcement is a very deep- 
seated conflict between the concerns of the intelligence 
community on the one hand, and the Department of Justice 
on the other in enforcing the espionage statutes, The 
conflict arises over whether publicly to disclose classified 
information necessary to conduct the investigation and to 
proceed with the prosecution. Indeed this question of 
whether or which classified information is to be used in a 
particular judicial proceeding is a pervasive problem that 
goes well beyond enforcement of the espionage  statute^.'^ 

In light of the intrabranch conflict that it perceived to inhere in national 
security cases, many of the subcommittee's recommendations focused on 
actions within the Executive Branch, Among these recommendations were (1) 
development of administrative procedures for disciplining employees 

STAFF OF THE SUBCOMMITTEE ON SECREXY AND DISCU);SURE OF THE SENATE SELECT 
~ M M I ~  ON ~TELWGENCE, 9 5 ~ ~  ~ N G . ,  2~ SE!SS,, NATIONAL SECURITY SECRETS AND THE 
ADMIHISTRATION OF JUSTICE (Comm. Print 1978) fiereinafter cited as Senate Print], 
Among the proceedings held during the study was The Use of Classifid 
Znforrnution in Litigation: Hearings Befom the Subcommittee on Secrecy and 
Disclosuw of the Senate Select Committee on Intelligence, 95th Cong,, 2d Sess, 
(1978). 

Senate Print a t  1, 

lo Id. a t  6, 



responsible for violations of security or other laws, (2) issuance of guidelines 
by the Attorney General regarding the responsibility of the intelligence 
community to report crimes, and (3) issuance of binding regulations by the 
Attorney General setting forth procedures for the provision by intelligence 
agencies of information relevant to criminal proceedings.ll Other 
recommendations of the subcommittee focused on suggestions for 
congressional legislation. Perhaps foremost among these recommendations 
were consideration of a special omnibus pretrial proceeding to be used in cases 
where national secrets were likely to arise.12 

In July 1979, three bills were introduced proposing procedures similar to 
those discussed in the report of the Senate subcommittee. These bills were 
H.R. 4736, the House Intelligence Committee bill; H.R. 4745, the 
Administration bill; and S. 1482, the Senate Judiciary Committee bill. The 
House bills were referred to both the House Intelligence Committee and the 
House Judiciary Committee. The Subcommittee on Legislation of the House 
Intelligence Committee held hearings on the two House bills in August and 
September of 1979.13 Using H.R. 4736 as its vehicle, the House Intelligence 
Committee favorably reported a classified information procedures bill March 
18, 1980." The Subcommittee on Civil and Constitutional Rights of the 
House Judiciary Committee held further hearings on H.R. 4736 in April and 
May of 1980.16 On September 17, 1980, the Judiciary Committee also 
reported H.R. 4736 favorably with an amendment requiring that reports on 
prosecutions implicating national security and on the operation of the 
legislation be submitted to both the Intelligence and the Judiciary 
 committee^.'^ The bill subsequently passed the House by voice vote 
September 22, 1980, without further amendment as its version of S. 1482." 
In the Senate, S. 1482 had been referred to the Senate Judiciary Committee 
and reported to the full Senate June 18, 1980.18 The bill passed the Senate 

l1 Id. a t  31, 32. 

l2 Id. a t  32. 

l3 Gmymail Legislation: Hearings Before the Subcommittee on 
Legislation of the House Permanent Select Committee on Intelligence, 96th 
Cong., 1st Sess. (1979). 

l4 H.R. Rep. No. 96-831, Part 1, 96th Cong., 2d Sess. (1980). 

l6 Use of Classified Information in Federal Criminal Cases: Hearings 
Before the Subcommittee on Civil and Constitutional Rights of House 
Committee on the Judiciary, 9.6th Cong. 2d Sess. (1980). 

l6 H.R. Rep. No. 96-831, Part 2, 96th Cong., 2d Sess. (1980). 

l7 126 h. REZ. H9311 (daily ed. September 22, 1980). 

l8 S. Rep. No. 96-823, 96th Cong., 2d Sess. (1980). 



by voice vote without further amendment June 26.19 While the versions of S, 
1482 that were passed by the respective Houses were substantially similar, 
several differences between them remained to be resolved a t  conference, 
Among these differences were the reach of the Act (ae reflected in the 
definition of the type of information that would trigger the pretrial procedure 
proceca), the sequence of various preeentations during the pretrial hearing, 
and the standard for allowing presentation of evidence at trial in an 
alternative form, The conference resolved these issues by adopting the 
broader Senate version of protected information, a hybrid two-stage hearing 
procedure, and the more restrictive House standard for allowing disclosure of 
alternative evidenceaM 

II, PROCEDURES FOR ASSESSING CLASSIFIED INFORMATION 

CIPA was enacted October 15, 1980, as Public Law 96-456,21 The 
procedures that it sets forth for early resolution of security issues begin with 
the right of either party or the court to call at  any time after indictment for 
a prompt pretrial conference on matters relating to classified information that 
may arise during the course of the prose~ut ion.~~ Among the matters 
addressed a t  a pretrial conference under CIPA are the timing of discovery, the 
provision by the defendant of the notice of intent to disclose classified 
information required elsewhere in CIPA, and the initiation of hearings to 
determine what classified information may be presented a t  trial.* The court 
also may consider other matters relating to the conduct of the trial during the 
pretrial conferencesu An admission-made by the defense during a pretrial 
conference may not be used against the defendant unless it is in writing and 
signed.= 

With respect to discovery, CIPA allows the United States to make an ex 
pa& showing to the court seeking to limit the disclosure of classified 
information to the defendant during the course of discovery under the Federal 

-- - - -- - 

'' 126 CONG,REC. S8195 (daily ed. June 25, 1980). 

HIR. Rep. No. 96-1436, 96th Cong., 2d Sess. (1980). 

94 Stat. 2025, 18 U,S.C. App. W. 

CIPA, § 2, 

23 Id. 

Id. 

26 Id, 
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Rules of Criminal Procedurenm Upon a sufficient showing, the court may 
authorize the government to delete specified items of classified information 
from documents to be made available to the defendant, to substitute a 
summary of information in classified documents for the documents themselves, 
or to substitute a statement admitting relevant facts that the classified 
information being sought would tend to prove.a7 

The courts have upheld the examination of documents ex parte during 
discovery under CIPA to constitutional challenge,28 Furthermore, the courts 
also have recognized a qualified governmental privilege to withhold certain 
material during discovery in CIPA cases that is similar in scope to the 
privilege to withhold an informant's identity recognized by the Supreme Court 
in Rovario v. United SWS.~ In CIPA cases, the government may withhold 
classified information during discovery without an adverse effect on its 
prosecution unless the defendant can show that disclosure of the information 
being sought not only is relevant, but also is central to the defense or is 
essential to a fair determination of the casenM Moreover, it should be recalled 
that even when classified information is held to be discoverable after applying 
a Rovario-type balancing test, a court, upon a proper ex parte showing, still 
may order the release of the information sought in an alternative form." 
Nonetheless, courts will disallow substitution for the original information 
sought where it finds the proposed substitution to be inadequate to protect 
the defendant's interests.32 

One major innovation of CIPA is to require the defendant to provide 
formal written notice to the government and the court of an intent to disclose 

CIPA, 0 4. 

Id. 

26 United Sms v. Jolliff, 548 F. Supp. 229, 231-232 (D. Md. 1981). 
The Federal Rules of Criminal Procedure also provide for ex parte 
examinations. FED. R. C m .  P. 6(d)(l). Nonetheless, ex parte discovery 
proceedings still are criticized, particularly with respect to determining in what 
form otherwise discoverable evidence wilI be presented to a defendant. E.g., 
Tamanaha, A Critical Review of the Classitied Information Procedures Act, 13 
Am. J. Cr. L. 277, 306-315 (1986) Bereinafter Tamnahal. 

29 353 U.S. 63 (1957). 

See, e.g., United States v. Pringle, 751 F.2d 419 (1st Cir. 1984). See 
also United States v. Sarkissian, 841 F.2d 959, 965 (9th Cir. 1988). 

32 E.g., United States v. Clegg, 740 F.2d 16, 18 (9th Cir. 1984). 



classified in f~ rma t ion .~  Under this requirement, if a defendant reasonably 
expects to disclose or cause the disclosure of classified information in any 
manner in connection with trial or pretrial proceedings, the defendant must 
give notice to the court and the government within a period of time specified 
by the court or, where no time is specified, within thirty days prior to trial," 
A notice of an intent to disclose must include a brief description of the 
information a t  issue, The notice requirement ie a continuing one, and 
whenever the defendant learns of additional classified material that he may 
reasonably expect to introduce, he must provide additional notice to the 
government and the court, Once notice is given, the defendant may not 
disclose information known or believed to be classified until a hearing on its 
use has been held and an appeal, if any, has been completed. The court may 
prohibit the defendant from disclosing during criminal proceedings any 
classified information not included in a notice and may prohibit the defendant 
from examining any witness with respect to that information. On the other 
hand, because giving prior notice may put the defendant at an unfair 
disadvantage, the government must provide the defendant the information it 
expects to use to rebut the classified information in the notice whenever a 
court determines that the classified information in the notice may be disclosed 
during criminal proceedings. Failure by the government to provide rebuttal 
information may result in sanctions on the government similar to those that 
may be imposed upon a defendant for failure to give notice. 

Various mpecta of the notice requirement have been litigated before the 
United States district courts and courts of appeals,= During the course of 
this litigation, the courta a t  times have imposed sanctions on defendants who 
failed to provide adequate notice and denied them opportunity to pursue 
certain issues a t  trial, Courts imposing sanctions have characterized 
defendant's pretrial notice as "the central document in CIPA,"= explaining 
that "without sufficient notice that sets forth with specificity the classified 

E,g., US. v. Badia, 827 F.2d 1458 ( l l t h  Cir. 1987) (defendant's failure, 
despite government warning, to provide particularized notice of intent to 
disclose classified information held to preclude raising certain matters a t  trial 
even though the government may have had reason to believe that defendant 
intended to assert a defense implicating security matters); United Shtes v. 
Wilson, 760 F.2d 7 (2d Cir. 1984) (notification requirement upheld to 
constitutional challenge based on fifth amendment); United Shtee v. Collins, 
720 F.2d 1195 ( l l t h  Cir. 1983) (defendant's notice held to be too general to 
comply with CIPAJs requirement of a particularized notice setting forth 
specifically the classified information that may be disclosed); Unifed States v. 
Jollifi 648 F,Supp. 229 (D. Md, 1981) (notification requirement upheld to 
constitutional challenge). 

SB United States v. Collins, 720 F.2d at  1199, 



information that the defendant reasonably believes necessary to his defense, 
the government is unable to weigh the costa of, or consider alternatives to, 
disclo~ure."~~ Furthermore, the courta have upheld the notice requirement to 
constitutional challenge.38 The Supreme Court itself does not appear to have 
addressed the CIPA notice provision.sg It recently has, however, upheld a 
State Supreme Court rule that precluded the introduction of certain testimony 
because defendant had failed to comply with a pretrial disclosure 
req~irement.'~ 

A pretrial notification by the defendant of an intent to introduce 
classified material would appear to be the primary means of alerting the court 
and other parties to a prospective classified information issue a t  trial. 
Presumably, classified information isaues also could arise in other ways. For 
example, matters possibly could arise during trial that implicate sensitive 
information that could not have reasonably been foreseen prior to trial to be 
a t  issue. Also, issues relative to the government's use of classified 
information in its case may remain to be resolved in a judicial context. This 
may be so even though in many national security prosecutions any 
intrabranch conflict over what materials may be revealed during a public trial 
consistent with security interests presumably is resolved prior to a decision by 
the Department of Justice to seek an indictment. For example, a decision on 
whether to go forward with a prosecution may depend upon a ruling by the 
court on whether certain information may be introduced in alternative form. 
In other situations--prosecutions after appointment of an independent counsel 
under the Title VI of the Ethics in Government Act of 1978," for example-- 
circumstances may militate against full resolution of security issues within the 
Executive Branch prior to bringing formal charges. 

- - - - 

United States v. Budiu, 827 F.2d at  1465. See also United States v. 
Collins, 720 F.2d a t  1199-1200 (requiring defendant to state with particularity 
which items he reasonably expects to disclose in his defense). 

See United States v. Wilson, 750 F.2d a t  9 and cases cited therein. 

sg E.g., 479 U.S. 839 (1986) denying cert. to United States v. Wilson, 750 
F.2d 7 (2d Cir. 1984). 

'O Taylor v. Illinois, - U.S. , 108 S.Ct. 646 (1988) (defendant's 
constitutional right to present testimony in his own behalf held not to prevent 
absolutely a rule that bars testimony for failure to comply with pretrial 
disclosure rule when weighty countervailing public interests are a t  stake). 

" 28 U.S.C. 00 591 et seq. 
















