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INTRODUCTION

This book sprang from a global pandemic. When the National Intelligence
University (NIU) transitioned from a traditional classroom setting to
online instruction in spring 2020, NIU faculty were required to reformulate
lectures to include only information that could be shared across an open
video link. This initially appeared to be a daunting proposition for a course
on Russian intelligence and security activities since one would assume that
such information is not generally publicly available. Intelligence activities
are, by nature, secret.

As I reformulated lectures on Russian intelligence, however, I came
to realize that a large amount of reliable and accurate information exists
in the public domain. Although not all public information is reliable and
much of it exaggerates or mischaracterizes the subject, with careful selec-
tion a comprehensive picture emerges. I also realized that no single volume
existed that credibly presented a complete, unbiased picture of Russian
intelligence. I set out to develop a series of lectures, which now forms the
basis for this book.

Some of the publicly available information used in this book is histori-
cal. Although this book is not intended to be a comprehensive history, Rus-
sian intelligence and security services today are deeply rooted in history, and

Soviet-era organizational structures, practices, and priorities are still evident
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in Russian services and operations. Russian intelligence leaders deliberately
evoke and celebrate historical precedents and players to justify Russian
actions today and propagandize the Russian security state to the Russian
people and the world. Consequently, a bounty of information about Rus-
sian intelligence history is available for a discerning reader to tap and use
as a solid foundation for understanding the goals and concerns of today’s
intelligence services.

However, historical information does not tell the full story. More recent
information is needed to build on that historical foundation and connect
the present to the past. Fortunately for students of Russian intelligence, an
abundance of recent case material illustrates the modern manifestations of
historical precedents. This large quantity of publicly available information is
not to Russia’s benefit in most cases, and Russian leaders often cry “Russo-
phobia,” deny its existence, and spew counterclaims of foreign intelligence
services threatening Russia. Still, a constant flow of arrests, diplomatic expul-
sions, defections, and forensic investigations yield data that richly illustrate

Russian intelligence today.

BOOK ORGANIZATION

This book is based on a fusion of that historical and modern case material
and is divided into four sections.

The first section answers the question who is Russian intelligence. Chap-
ter 1 lays the foundation by presenting a brief history of pre-Soviet and
Soviet-era intelligence and state security services over a nearly 80-year period.
This history shows the establishment of patterns that continue to exist in
Russian intelligence and security activities today. Chapter 2 focuses on the
three decades since the dissolution of the Soviet Union, covering the tumul-
tuous 1990s, when post-Soviet Russian intelligence was struggling to find a
new path, to the Putin era, when it has found strong presidential support.

The second section answers the question, why, explaining the pri-
mary directions of Russian intelligence as they have developed across the
Soviet era into today. The chapters are based on a categorization posited
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by Soviet intelligence officer Alexander Orlov (real name Leyba Feldbin),
who defected to the United States in 1938. As losif Stalin’s Great Purge
raged in the Soviet Union, Orlov became convinced that he was next to
be arrested or executed, so he escaped from his position with the People’s
Commissariat for Internal Affairs (NKVD) in Spain. Reportedly having
struck a deal with the NKVD to maintain the secrecy of vital information
in exchange for his and his family’s safety,' he did not discuss his accesses
and knowledge until 15 years later when, after Stalin died in 1953, Orlov
published a blistering book about Stalin and the Great Purge.” Orlov wrote
a second book in 1963 about his views on how Soviet intelligence operat-
ed.’ He kept his secrecy agreement, never revealing several important pieces
of information to which he had access, such as his connection to purges
that took place during the Spanish Civil War, and criticizing other defectors
who did expose such matters.*

Despite his incomplete, delayed, and at times self-serving revelations,
Orlov’s 1963 book about Soviet intelligence contains an analysis of eight
Soviet intelligence “lines of operation.” Although based on information
Orlov had acquired prior to 1938, his typology serves to describe the orga-
nizational schema of Soviet-era intelligence that endures even today. When
the Central Intelligence Agency (CIA) published an excerpt from the book
in Studies in Intelligence, the journal editor described Orlov as “a thoughtful
former insider” whose information is of “sufficient importance to warrant
this special presentation for the intelligence community.”

Thus, the second section is organized along the eight “lines of operation”

that Orlov described, which are adapted and grouped into five chapters:

Chapter 3  Internal security and counterintelligence (CI), which
aligns with Orlov’s category of infiltrating security
agencies and intelligence services of foreign countries.

Chapter4  Political intelligence, which Orlov called “diplomatic
intelligence.”

Chapter 5 Economic intelligence, economic CI, and science and

technology intelligence.
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Chapter 6 Military intelligence.
Chapter 7 Covert activities, encompassing Orlov’s categories of
misinformation, influence operations, and sabotage

operations.

These five chapters also draw on cases revealed during the past two
decades to illustrate how Russian intelligence continues to organize its oper-
ations along these lines of operation.

The third section answers the question, how, and is divided into two
chapters describing the platforms that Russian intelligence and security
services employ to perform their collection and covert action missions.
Chapter 8 describes Russian human intelligence platforms, including legal,
nonofficial, and illegal cover, along with their advantages and disadvantages.
Chapter 9 discusses technical platforms, including signals intelligence, geo-
spatial intelligence, and computer-based—or cyber—operations.

The tenth and final chapter posits a future for Russian intelligence,
analyzing Russian services using the equation: threat = intent x capability
x opportunity.® Russian intelligence services have both advantages and chal-
lenges that will affect the performance of their future collection and covert
action missions, and thence the threat they pose. Russian intelligence lead-
ers, including Vladimir Putin, publicly portray Russian intelligence as invul-
nerable and unstoppable, and Russian intelligence services benefit when the
world parrots that propaganda line. A balanced, realistic analysis of Russian
intelligence will prevent the tendency to see its practitioners as “10 feet tall
and bullet proof,” while simultaneously recognizing the true threat that they
pose to target countries’ national security.

HOW WE KNOW WHAT WE KNOW ABOUT
RUSSIAN INTELLIGENCE

A treasure trove of publicly available source material informs this book.
The sources of information span a wide range of Russian-origin and foreign

materials. No single source should be viewed in isolation, but an aggregate
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Introduction

analysis provides a comprehensive and credible picture of Russian intelli-
gence: past, present, and future.

Soviet-era Intelligence Archives

Brief glimpses into Soviet and pre-Soviet intelligence archives provide valu-
able foundational material for studying the origins of Russian intelligence
and state security. For the most part, those archives are closed to all but a few
select, politically reliable Russian researchers, but some portions have made
their way into the public domain, albeit in a controlled way.

In the 1960s, the CIA commissioned a study of the archives of the
pre-Soviet Russian security service, the Okhrana, seeking the historical
foundations of Cold War Soviet intelligence—that history continues to be
informative today. The Okhrana ran external operations from its office in
Paris, and the Paris archives were moved to the Hoover Institution Archives
at Stanford University after the Bolshevik revolution. After the archives
were opened in 1957, a CIA CI analyst studied them to learn what the
Soviet Union had inherited from its Russian imperial predecessor. The CIA
declassified and published that study in 1997.7

At the end of the Soviet era, as the Soviet policy of glasnost (openness)
was taking hold and people were allowed to speak more freely and truth-
fully about dark aspects of Soviet history, Aleksandr Yakovlev, an advisor to
Mikhail Gorbachev and philosophical founder of glasnost and perestroika
(restructuring), led research into Soviet state security archives. Yakovlev
famously presented a study before the Soviet parliament confirming the
existence of a secret protocol attached to the 1939 Molotov-Ribbentrop
pact—a nonaggression pact dividing eastern Europe into Nazi German and
Soviet Russian spheres of influence—which the Soviet Union had vehe-
mently denied throughout the Cold War.® Thousands of pages of material
from Stalin-era state security archives are now available online in the Alek-
sandr Yakovlev Archive, including many documents that describe brutal
and violent actions.” Yakovlev’s organization, the International Democracy

Foundation, also published a series of books based on Soviet-era archives,
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including intelligence files."” These works offer first-hand views into Soviet
intelligence operations, policies, and organization, although Russian nation-
alists today criticize them for portraying a negative image of Soviet history.

During the 1990s, the Soviet government granted several researchers
limited access to Soviet-era archives. Russian émigré journalist and former
Committee for State Security (KGB) ofhicer Aleksandr Vassiliev was allowed
to view Soviet-era KGB archives specifically seeking information about Soviet
espionage in the United States. His notes, which identify US. persons who
cooperated with Soviet intelligence in the 1930s and 1940s, are now available
online through the Wilson Center in Washington, DC," and they have been
the basis for several books about Soviet-era intelligence operations.'* Sepa-
rately, Oleg Tsarev, another former KGB officer, was granted access to files
about Soviet intelligence defector Alexander Orlov. Tsarev teamed with Brit-
ish historian John Costello to publish the findings in a 1993 book, Deadly
Hllusions,"® and with British espionage writer Nigel West in 1999 on another
book from Soviet-era archives titled Crown Jewels, which addressed Soviet
espionage in the United Kingdom (UK).'* Because Russia’s Foreign Intelli-
gence Service (SVR) sponsored both Vassiliev and Tsarev, critics have accused
them of being conduits for deliberately selective releases of information for
Russian propaganda purposes.’ Nevertheless, their work provides a brief but
limited window into the information available in the Soviet archives.

Both the SVR and the Federal Security Service (FSB) have also ofh-
cially, albeit selectively, published archival materials. Between 1997 and
2006, the SVR sponsored a six-volume book series, edited by former SVR
Director Yevgeniy Primakov and titled Essays on the History of Russian For-
eign Intelligence.'® In 2004, the FSB published a book glorifying the history
of military counterintelligence'” and, in 2007, sponsored an edited volume
of archival materials from the All-Russian Extraordinary Commission for
Combating Counterrevolution and Sabotage (VChK or Cheka), the first
Bolshevik state security service.”® These and other similar volumes, writ-
ten by KGB veterans rather than professional historians, contain highly
selective, tightly-controlled materials about Russian intelligence and state

security. Although they make no attempt at objectivity, portraying Soviet
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intelligence as a driving force for good in the world in opposition to an evil
United States, they contain anecdotes and details that are not available in
any other forum."”

Other Eastern Bloc and former Soviet states have been more forthcom-
ing with their intelligence archives, providing additional glimpses into how
the KGB operated in conjunction with its partners. Ukraine, Lithuania,
Poland, Germany, and Czechia have made large amounts of former Soviet
and Eastern Bloc materials available to researchers. The Ukrainian and Lith-
uanian governments, for example, have opened access to previously classi-
fied KGB journals and publications, such as Copnux KI'b (KGB Digest), a
classified in-house journal in which KGB ofhcers discussed operations and
methods, and Tpyder Bowcusedi Illxonss (Works of the Higher KGB School),
which published studies of state security topics.*” The governments of Cze-
chia and Poland have declassified much of the archives of their commu-
nist-era security services.

Some Russian works since the end of the Soviet era have fixated on the
topic of Russian traitors. Books recounting the lives and unhappy fates of
Soviet and Russian intelligence officers who defected or were recruited as for-
eign intelligence service penetrations have become popular in Russia. Dmi-
triy Prokhorov’s What is the Cost of Betraying One’s Homeland?' and Vitaliy
Karavashkin’s Who Betrayed Russia,** for example, present Russian traitors
whom Russians can claim to be the source of Russia’s problems. Within these

unmistakable propaganda narratives, however, are also historical facts.”®

Memoirs

Numerous former Russian intelligence and state security ofhicers have pub-
lished memoirs revealing details of their service. Authors from across the
Russian intelligence spectrum—military and civilian, legal and illegal ofh-
cers—shed additional light on events during the Cold War. Among the
most prominent is Pavel Sudoplatov’s memoir, Special Tasks, which was
published in 1994 in collaboration with American journalists Jerrod and

Leona Schecter and portrayed Sudoplatov’s interpretation of events from
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the 1930s to 1950s.2* A Russian version of the book was published several
years later.” Other retired officers—including intelligence illegals, officers
sent abroad under false identities with no overt government connections—
have offered glimpses into their careers.® These books provide a one-sided
recollection of intelligence, often vaulting the author into a starring role, and
some historians have criticized them for their undocumented assertions.?”
But, when combined with other sources available about the period, pieces

can be gleaned to understand the actual events more clearly.

Counterintelligence Archives

Western CI archives contain large amounts of declassified Soviet-era intel-
ligence- and Cl-related materials, focusing particularly on the early Cold
War. These operational and investigative collections offer insights into the
priorities, people, and methods of Cold War Soviet intelligence activities,
based on Western observations, and supplement the original case files from
the Soviets’ Eastern Bloc allies. U.S. Army Counterintelligence Corps and
CIA archives show how the United States operated against Soviet and East-
ern Bloc intelligence services and what CI services knew about their adver-
saries at the time.?® Other countries have declassified similar CI material
that contains a combination of Eastern Bloc operational files (e.g., Ukraine,
Czechoslovakia, Poland), and Western CI files that show the countermea-
sures taken against them (e.g., United Kingdom, Canada, Australia, Neth-
erlands, Sweden). Although these archives are historical, they shed light on
the antecedents to today’s Russian services and, in a few cases, show the spy-
vs-spy game that played out during the Cold War through the eyes of that

era’s adversarial intelligence services.”’

Press Reporting

Throughout the Cold War, espionage prosecutions, defections, and spy
stories regularly appeared in both Western and Eastern Bloc press, reveal-
ing important details about Russian intelligence, although often with a

14
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propaganda or political purpose—and occasionally missing the mark. In
1972, for example, Western newspapers reported that a Soviet illegal using
the name Anton Sabotka had defected in Canada. The Canadian govern-
ment responded that no such person existed; however, a Canadian CI train-
ing manual did include a fictitious person with that name created from real
cases for illustrative purposes.®’

In 1985, the year that became known as the “Year of the Spy,” however,
a series of major Soviet-related espionage cases broke in the United States:
Ronald Pelton, the John Walker ring, Randy Miles Jeffries, Edward Lee
Howard, and others provided or attempted to provide intelligence to Soviet
officers. The arrests and associated investigations received broad publicity
and gave insights into Soviet intelligence services’ methods and their priori-
ties. Also in 1985, Vitaliy Yurchenko, a senior KGB officer, defected in Italy,
providing the CIA with information that led to investigations of Pelton and
Howard. Yurchenko’s re-defection after only three months in the United
States yielded massive press coverage of Soviet intelligence and the U.S. han-
dling, or mishandling, of defectors.

After the dissolution of the Soviet Union, reporting about the Aldrich
Ames, Harold Nicholson, Earl Pitts, and Robert Hanssen espionage cases,
among others, demonstrated continuing post-Cold War Russian empha-
sis on collecting intelligence on the United States. Then in 2010, the FBI
announced the arrests and deportations of 12 Russian illegal intelligence
officers operating in the United States, whose missions were to spot and
assess potential assets and to be a fallback option in case of a break in diplo-
matic relations (see Chapter 8).3! Public revelations of these cases, supported
by declassified FBI material, shed additional light on Russian intelligence
activities. More recent cases like those of Yevgeniy Buryakov and Aleksandr
Korshunov, two Russian intelligence officers arrested in New York City in
2015 and Rome in 2019, respectively, have expanded our knowledge fur-
ther (see Chapter 5). Although many details remain classified, much can be
gleaned from the publicly available reporting on these cases.

In the past decade, press reporting has extensively covered Russian covert
operations in military and political conflict settings. Computer forensics

15
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companies have frequently reported the technical details of Russian comput-
er-based collection and sabotage operations. Such openly available reporting
can carry heavy doses of political bias and must be read in the context of
overall Russian intelligence and covert activities, but this book is intended to
assist with sorting through the hyperbole and political leanings and to set the
context for understanding the reporting accurately.

Electronic and Human Penetrations and Defectors

Penetrations of Russian services can also teach much about Soviet and Rus-
sian intelligence. The U.S. Venona program intercepted and decrypted thou-
sands of Soviet intelligence cables during the 1940s, identifying numerous
Soviet-recruited sources and contacts inside the United States, Canada, Aus-
tralia, and other countries. Some of the cables took decades to decrypt, and
the program continued into the 1970s. Over 3,000 cables were declassified
in the mid-1990s and are now available online.?

The United States and other allied countries have also recruited human
sources inside Soviet and Russian intelligence services, who have provided
valuable insider information about priorities, personnel, and operations.
Early successes included Petr Popov and Oleg Penkovskiy, officers with the
Main Intelligence Directorate (GRU) of the Soviet Armed Forces General
Staff, with more recent cases including Aleksandr Poteyev, Sergey Skripal,
and Oleg Smolenkov. These sources provide insights but are fragile and can
casily be lost, and press reporting on their activities must be read with the
understanding that much remains classified.

Intelligence defectors have been some of the most important sources
of information about Soviet and Russian intelligence, providing significant
insights into intelligence activities, priorities, people, and tradecraft. During
the Soviet era, approximately 160 intelligence and state security officers
defected to other countries. After World War II, most of them came to the
United States. Defectors are different from penetrations because their escape
from foreign control offers more time to debrief them in a secure setting,
although their information starts to become obsolete the moment they defect.

16
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There were several periods of history when defectors escaped in concen-
trated groups, such as during the Great Purge of the 1930s and in 1953-54,
after Stalin’s death. The most intense period of intelligence officer defections
in the Soviet era came from 1987 to 1991, when dozens of intelligence offi-
cers became disenchanted with the Soviet system and offered their knowl-
edge abroad. More than 25 other publicly known defectors—including
Vasiliy Mitrokhin, Oleg Kalugin, and Sergey Tretyakov—left after the dis-
solution of the Soviet Union. Many defectors have chosen to publish books
and articles for various reasons: to present their personal stories; to reveal
damaging information about their former employer; to earn money; or
sometimes, with the support of a receiving intelligence service, for propa-
ganda. Defectors have occasionally been difficult to handle and withheld
important information, and some have chosen to re-defect, as noted above in
Yurchenko’s case. Nevertheless, their insights, based upon their elite level of
access to insider information and offered in debriefings and published works,

add much to our understanding of how Russian intelligence operates.”

Official Russian Government Statements

Russia, more than almost any other country, looks back on its intelligence
officers and agencies with pride, glorifying them with postage stamps, mem-
oirs, official historical celebrations, and government awards. Russian gov-
ernment ofhicials, especially during the Vladimir Putin era, regularly make
public statements about the important role that intelligence and state secu-
rity play in Russian life. Although these statements have a clear propaganda
purpose, they also occasionally reveal previously unpublished information,
such as the identities and careers of retired intelligence officers or past intel-
ligence operations. For example, the United States first learned of an illegal
named George Koval, who operated during the 1940s inside the U.S. Man-
hattan Project nuclear weapons program, when the Russian government
posthumously awarded him the title Hero of the Russian Federation in
2007.3* Such actions provide insights into past intelligence operations and

into the current Russian government mindset toward intelligence.
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Russia also publishes laws governing its intelligence and state security
agencies, including the FSB in 1995 and the SVR in 1996, that openly pro-
vide these services with their authorities. The Russian government publishes
its National Security Strategy, Foreign Policy Concept, military doctrine
and strategy, and other formal policy documents, which reveal the objec-
tives, priorities, and threat perceptions and drive the activities of Russia’s
intelligence and security services. Both the FSB and SVR also have pub-
lic-facing web sites where the services publish press releases.®

These sources—carefully selected and placed in context—lay the foun-
dation for understanding Russian intelligence activities today. This book is
intended to assist in building greater awareness of the strengths and weak-

nesses of Russian intelligence and security services.

Kevin P. Riehle
January 2022
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SECTION |
WHO

This first section provides a brief introduction to the history and founda-
tions of Russian intelligence and security services, focusing on the aspects
that have made Russian services what they are today. Russian services count
their history from the early Bolshevik era, beginning on December 20, 1917,
when Vladimir Lenin ordered Feliks Dzerzhinskiy to establish an extraordi-
nary committee to protect the infant revolution. Events such as the Soviet
export of revolution in the 1920s, the collectivization period of the early
1930s, the Great Purge of the late 1930s, World War II, the Cold War, and
the chaos of the 1990s all factor into the identity of Russian intelligence
and security services today. This identity rests on the foundation of the pre-
Bolshevik Russian security service, the Okhrana, as early Soviet services bor-
rowed much from their Tsarist-era predecessor.

These chapters are not intended to be a comprehensive recounting of
the history of Russian intelligence and state security; that would require
volumes. However, because Russian services portray themselves through the
context of history, and the threat perceptions associated with the mythos of
the “chekist” (a Russian intelligence or state security officer) remain, a brief

review of history is required to understand who those services are today.
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CHAPTER 1

HISTORICAL FOUNDATIONS

Before the Soviet era dawned in 1917, the Tsarist Russian empire established
a state security service to root out revolutionaries and protect the Tsar. The
assassination of Tsar Aleksandr II in 1881 clearly showed the need, lead-
ing his son Tsar Aleksandr III to create the Okhrana, or security force. The
Okhrana was Russia’s first modern secret police organization and became
the foundation on which other such organizations were based.* In his 2020
speech commemorating the 100th anniversary of Russian foreign intelli-
gence, Vladimir Putin noted that Russian intelligence and state security
employees today are continuing the traditions not only of their Bolshevik
predecessors, but also of those that served pre-revolutionary Russia.””
Ultimately, the Okhrana failed to neutralize its primary target, Bolshevik
revolutionaries. Nevertheless, when the Bolsheviks took control in November
1917, the new regime created a security service that in many ways resembled
the Okhrana, including its strong-arm tactics to repress revolt. Recognizing
the heavy opposition that the Bolsheviks faced, the new leadership created the
Extraordinary Commission for Combating Counterrevolution and Sabotage
on December 20, 1917—a date that is still remembered today as the founding
of Russian state security. The organization became known by its Russian acro-
nym 9K (ChK) and is correspondingly often called Cheka, a pronunciation of
those letters, in English; the following year, the Bolsheviks expanded its name
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to All-Russian Extraordinary Commission for Combating Counterrevolu-
tion, Profiteering, and Corruption (VChK). The Cheka’s duty was to perform
a similar security function for the Bolsheviks that the Okhrana had done for
the Tsar, and the people running the Cheka were the very people the Okhrana
was pursuing before the Cheka’s founding. Thus, the author of the first Cheka
operational manual included details of Okhrana tradecraft, reportedly stat-
ing that, although the new organization had a different goal than “bourgeois”
intelligence agencies, it needed to learn from their experience.®®

Still, Fedor Drugov, one of the early members of the Cheka Collegium,
the organization’s leadership body, expressed unease with the methods
that the Cheka was adopting from the Okhrana to deal with counterrev-
olutionaries and other undesirables. As he wrote in a Paris-based Russian

¢migré journal:

Each of us felt in the depth of our souls that we were called upon
to create something similar to the old Okhrana—and we were
ashamed of the thought. It was completely obvious that the very
character of the task before us would make it necessary to employ a
system of surveillance and denunciations (of the latter, by the way,
we had already accumulated quite a few). Who will fill the role of
“stoolies”? On one hand, the thought sickened the revolutionaries,
but on the other, such a task could only be assigned to people who
were devoted to the revolution. How could that be?*

One of the defining similarities between the pre-Soviet state security
order and its Soviet-era descendant was that both existed expressly to secure
the ruling elite and its ideological path. Throughout Russian/Soviet history,
Russian leaders have kept intelligence and state security under their direct
control, both to exploit these services’ capabilities to support the elite’s
needs and to prevent them from becoming a force that could challenge the
elite. The Okhrana’s mission was to secure the Tsar and the imperial system.
After the Bolshevik revolution, the object of protection shifted to the Bol-
shevik leaders and the political system they established. As the 1977 history
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manual of the Committee for State Security (KGB) states unambiguously:
“The activities of the organs of state security wholly and completely serve
the policies of the Communist Party at the fundamental stages of develop-
ing the Soviet state.”® In the post-Soviet era, Russian intelligence and state
security continue to protect the interests of the Russian ruling elite, espe-
cially the modern manifestation of a Russian “tsar,” Vladimir Putin.

Another key semblance between the Okhrana and Soviet state security
was the focus on internal threats and their perceived foreign support—a link-
age that persists today in the Russian security mindset. Using the archives of
the Foreign Okhrana—exfiltrated from Paris, the center of Okhrana foreign
operations, and brought to Stanford University in the 1920s—the CIA in
1960 conducted a study of the Okhrana’s methods, looking for precedents
and indicators of how Soviet heirs to Russian security might operate. This
assumption of linkage was borne out when two KGB-era defectors, Oleg
Gordievsky and Oleg Kalugin, noted that the KGB used Okhrana materials
to train its officers in the 1950s and 1960s.*!

The CIA analyst who performed the research, under the pseudonym
Rita T. Kronenbitter, found both similarities and differences between the
pre-Soviet Okhrana and Soviet-era state security. Focused on internal threats,
both organizations used similar tactics in conducting intelligence activities and
recruiting domestic sources to control the population and for counterintelli-
gence (CI) purposes.” Their penetration of domestic opposition groups was
aimed at reducing the threat to the regime, often presupposing a link between
domestic groups and foreign powers. The Okhrana’s emphasis on internal secu-
rity was founded on an unwavering assumption that foreign powers were med-
dling in Russian affairs, and that assumption continued into the Soviet era. A
1977 KGB manual used in training new KGB employees made this point:

By organizing sabotage of state workers, the exploiting class wanted
to force the Soviet government to abandon the decisive path toward
breaking the old bourgeois-landowner state apparatus: by encourag-
ing speculation they tried to exacerbate economic ruin to drown the

revolution in famine; with conspiracies and armed revolts, inspired
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by the participation of the imperialist West, the domestic counter-
revolution tried to crush the power of the workers and peasants.®

OPERATIONAL TECHNIQUES

The similarities between the Okhrana and the Cheka, and subsequently
other Soviet services, extended to the methods they used: agents provoca-

teurs, disinformation, and double agents.

Agents Provocateurs

The Okhrana made limited use of agents provocateurs: agents who have been
covertly dispatched, in the name of an adversary, to cause unrest or physical
damage that can then be exploited to discredit the adversary. The Okhrana,
for example, created a plot in 1890, which exploited Russian revolutionaries’
eagerness to launch terrorist bombings against the Tsarist government, to
convince the French government of the dangers of revolutionaries and to
prove that the Tsarist government was tough on terrorists. With the help
of an agent provocateur, the Okhrana created a fictitious plot to assassinate
Tsar Aleksandr III, convened a group of revolutionaries in Paris, and then
passed the information to the French authorities, who arrested the plotters.
Only the agent provocateur escaped, with the Okhrana’s help. The ensuing
trial raised awareness of the revolutionary threat in France and resulted in
the neutralization of about 25 conspirators.*

The Soviet Union learned from the Okhrana’s use of agents provocateurs.
Like the Okhrana, the Cheka manufactured its own opposition groups to
blame for violence, such as a fictitious anti-Bolshevik conspiracy, known as the
“envoy’s plot,” in which the British adventurist Sydney Reilly played a part. The
supposed plot involved a Cheka officer posing as a counterrevolutionary, who
informed British and French envoys in Moscow that the Latvian regiment in
the Kremlin was ready to lead an anti-Bolshevik uprising. Reilly, who at the
time was working for the British Secret Intelligence Service, provided funds to
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the agent provocateur, who passed the money directly to the Cheka. When the
Cheka wound up the “envoy’s plot” in September 1918, it loudly and publicly
proclaimed that it had “liquidated a conspiracy organized by Anglo-French
diplomats,” when in reality the Cheka itself had hatched the plot.®

The Joint State Political Directorate (OGPU), the secret police organi-
zation that succeeded the Cheka, also sent agents provocateurs to meet with
White Russian Army General Aleksandr Kutepov in Paris. They brought him
optimistic but false reports of a flourishing anti-Bolshevik underground inside
Russia, leading him to declare in 1929, “Never have so many people come from
‘over there’ to see me and ask to collaborate with their clandestine organiza-
tions.”* Kutepov fell further victim in 1930 when he became the target of an
OGPU kidnapping and died during the operation.”” By the following year,
Soviet provocations had burned Western intelligence services multiple times,
and the possibility that the Soviet Union would use defectors as agents provo-
cateurs led Western governments to question even legitimate defectors; when
Georgiy Agabekov (real name Arutyunov) defected in 1930, the British Home
Office initially assumed his defection was fake and he was a provocation.®

The Soviet state security system perfected the use of agents provocateurs,
using them on its own people to identify anti-regime elements. In 1918, the
VChK created the Oco6eii Omden (Special Section; OO) to protect against
what the Bolshevik regime perceived as internal and external threats to Soviet
military units.” The OO, which eventually transformed into the KGB Third
Chief Directorate and later the FSB Military Counterintelligence Service, used
agents provocateurs among Soviet forces to identify discontent and opposition-
ist sympathies. For example, Vadim Shelaputin, an ofhicer with the Main Intelli-
gence Directorate (GRU) of the Soviet Armed Forces General Staff, noted after
his defection in 1949 that the Ministry of State Security (MGB), the post-World
War II predecessor to the KGB, had embedded an officer in the office where
he worked. The clandestine MGB officer would try to provoke opposition by
telling anti-Soviet jokes and then asking others if they knew any.* Later in the
Soviet period, the KGB Fifth Directorate, which was responsible for repressing
opposition to Communist Party rule, used agents provocateurs pretending “sym-

pathy to the cause” to infiltrate dissident groups and implicate oppositionists.>'
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Disinformation

Soviet intelligence and state security services also modeled their disinforma-
tion efforts on the Okhrana’s tactics, particularly noted for planting media
stories to confuse Russia’s enemies and lure them into traps and to support
the bona fides of agents. The Okhrana, for example, planted stories in West-
ern newspapers detailing terrorist attacks inside Russia to convince Western
intelligence services of the revolutionary threat and to corroborate agent
reporting. Attacks were staged to appear serious but to cause little real dam-
age. Disinformation also facilitated the Tsarist government’s control over
its population and countered foreign adversaries by regulating the flow of
information citizens received.*

Similarly, the Soviet services extensively used disinformation to support
Soviet foreign policy objectives and manipulate foreign perceptions. Soviet
intelligence organizations created elaborate disinformation plots that exposed
anti-Soviet sentiments while also obscuring other Soviet influence activities.
Petr Mikhailovich Karpov, the first OGPU officer to defect to the West,
described OGPU disinformation operations in the early 1920s that were
designed to create the public image of anti-Bolshevik émigrés as anti-Semitic
and to blame monarchist and White Army forces for pogroms in Russia that,
in reality, were perpetrated by Red Army soldiers and Bolsheviks.>®

Karpov himself was caught in an OGPU disinformation operation
after his defection in 1924. German authorities arrested Karpov in 1929
and accused him of counterfeiting Soviet intelligence documents and selling
them to the press. Among the documents that Karpov and his partner Vlad-
imir Orlov sold was a set claiming to show that two American senators, Wil-
liam Borah and George Norris, had each received $100,000 from the Soviet
regime for their advocacy of pro-Moscow policies in Washington.”* One of
the Soviet Union’s strategic objectives in the mid-1920s was to convince a
reluctant United States to extend diplomatic recognition to the Soviet regime.
Recognition was a hotly debated topic in Washington, and Borah and Norris
advocated for it. Dmitriy Prokhorov, a Russian historian of Soviet intelligence,
claims that Karpov and Orlov’s documents were actually part of an elaborate
and risky deception operation run by the OGPU station in Berlin, codenamed
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®asscudukarop (Falsifier), to discredit Orlov, whose “anti-Soviet activities
had caused headaches in Moscow;” and neutralize Karpov. The operation also
simultaneously insulated Borah and Norris from accusations of Soviet manip-
ulation. According to Prokhorov’s version of events, Karpov’s funds had run
dry since his defection, and he approached the Soviet embassy offering to sell
his services. The embassy reportedly used him as an unwitting conduit for fab-
ricated documents that a court would assuredly rule as fakes, thereby publicly
disproving the allegations contained in them.”> While American historian
Richard Spence provides some reason to suspect that Soviet influence agents
had at least inspired Borah’s pro-Soviet positions, the court case deflated public
accusations that he had taken money to advocate for diplomatic recognition.®

Vasiliy Mitrokhin, a KGB officer who defected in 1992, defines the pur-
pose of Soviet-era “active measures” as being “to create conditions favorable to
the successful implementation of the Soviet Union’s foreign policy.”>” Thomas
Rid, in his book Active Measures, details numerous disinformation campaigns
during the Soviet and post-Soviet era, from the 1920s to the 2000s, that
involved planting press stories, creating front groups, and leaking doctored
stolen classified documents to cast a negative light on the United States and
its allies. In line with Mitrokhin’s definition, Rid discusses Soviet and Eastern
Bloc operations, including invoking extreme right-wing and racist narratives
to divide populations in Europe, the Middle East, and North America,*® and
others that played both sides of the political divide in Germany to support
the Soviet Union’s and Russia’s foreign policy objectives. Nuclear and military
policies of the West were frequent targets of Soviet-era disinformation.”” Rev-
elations of Russian disinformation operations as recently as the 2010s show a
continuing heritage from the Okhrana days, through the Soviet era, to today.

Double Agents

The Okhrana and Tsarist-era Russian military intelligence also used double
agents, often captured adversary agents who were turned or coerced into
approaching their original sponsors while reporting back to a Russian han-
dler. Double agents helped to identify adversary agent handlers and served
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as a conduit for disinformation directly into the adversary’s decisionmaking
apparatus. When the Okhrana arrested agents of revolutionary organizations,
it would often try to double them back, using either threats of exile to Siberia
or incentives.” An example of Tsarist-era Russian military intelligence’s cul-
tivation of double agents began when Jose Maria Gidis approached a Russian
military officer in China in 1904 and offered to provide information about
Japan, which at the time was one of Russia’s primary external enemies. The
Russian officer suspected Gidis of contact with Japanese intelligence but cau-
tiously accepted him and received military intelligence from him, eventually
gaining control of the operation and doubling him back against the Japanese
just before the outbreak of the Russo-Japanese War.*!

The Cheka similarly realized the value of double agents during the Rus-
sian Civil War, famously in Operation Trest ('Trust), through which the Cheka
identified and neutralized Europe-based, anti-Bolshevik activities. Trest began
when the Cheka intercepted a November 1921 letter from a Russian monar-
chistagent, Aleksandr Yakushev, who advocated that revolt against the Bolshe-
viks needed to be organized inside Russia, not by émigrés. The Cheka arrested
Yakushev and turned him, using his own opinions and probably also threats,
to persuade him to support their efforts against foreign-based counterrevolu-
tionary activities. T7est created a fictitious anti-Bolshevik organization called
the Monarchist Organization of Central Russia (MOTsR), whose members
purportedly included Soviet officials who were ready to overturn the Bolshe-
vik regime. The operation ran from 1921 until early 1927, when another dou-
ble agent, Aleksandr Upeninsh (aka Eduard Opperput) turned himself over
to émigrés and informed them that MOTsR was controlled by Soviet state
security.? Trest caused irreparable damage to the morale and capabilities of the
anti-Bolshevik movement in Europe. Vladimir Burtsev, an anti-Soviet activist
in Europe, wrote in December 1927, “at this distance it is practically impos-
sible to know which of these persons are working for and which against the
Bolsheviks, and still more difficult to know which may be supporting Stalin
against the Opposition, and which the Opposition against Stalin.”®®

The primary differences between the Okhrana and its Bolshevik successor

organizations were the organizational scale and unbridled Soviet-era power of
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state security, especially during Stalin’s reign. Although the Okhrana did not
hesitate to use brutal and deceptive methods, it was not authorized to conduct
summary executions based solely on a state security ruling, as Stalin-era organi-
zations were. During the collectivization period of the late 1920s-carly 1930s,
and then again during the Great Purge of the late 1930s, Soviet state security
organizations arrested hundreds of thousands of people and either exiled them
to corrective labor camps or summarily executed them. That unbridled power
was reined in somewhat after Stalin’s death. Nevertheless, in the wake of the
Prague Spring in 1968, which raised alarms among Soviet leaders that demo-
cratic forces could threaten Communist rule, the KGB created an entire direc-
torate, the Fifth Directorate, dedicated to suppressing internal dissent and
removing ideological opponents, although more often by exiling them or forc-
ibly placing them into psychiatric institutions than by killing them. Russian
services today do not exercise the same unlimited power that Stalin-era services
did, although the suspicious deaths of journalists who have written unflatter-
ingly of the Putin regime, as well as the attempted assassination of prominent
Russian oppositionist and anti-corruption activist Aleksey Navalny in August

2020, suggest that killing opponents is returning as a state security method.

INTERNAL VS. EXTERNAL THREAT

Although in the West we think of Russian intelligence most often as the for-
eign intelligence arm of the Russian government, the core mission of Russian
intelligence and state security, from the Okhrana to today, is to neutralize
threats to the Russian regime itself. Thus, even the external manifestations of
Russian intelligence are tied to internal security, in what John Dziak, author
of Chekisty: A History of the KGB, called a “counterintelligence state.”%

The Chekass first name, the Extraordinary Commission for Combating
Counterrevolution and Sabotage, encompasses that security role. In 1918,
the Bolshevik regime expanded the name to All-Russian Extraordinary
Commission for Combating Counterrevolution, Profiteering, and Corrup-
tion (VChK). Counterrevolution remained a major element of the Cheka’s

mandate, and criminal activities, such as profiteering, contraband smuggling,
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and extortion, were all viewed as efforts to destroy the Bolshevik revolution,
unless the Bolsheviks themselves were conducting them. This internal focus
predominated during the Russian Civil War, when the existence of the Bol-
shevik regime was at risk from those who opposed the 1917 Bolshevik coup.

As the Bolsheviks began to prevail in the civil war and push anti-
Bolshevik forces out of Russian territory, Bolshevik state security increas-
ingly began to look outward to those foreign powers that were harboring or
actively supporting the anti-Bolshevik resistance. These efforts, like Opera-
tion Trest, were still focused on internal security but broadened the security
circle to unmask counterrevolutionary groups wherever they were, founded
on the premise that internal threats invariably had external sponsorship.

As the Bolshevik regime struggled to consolidate power, it was forced to
rely on non-party members to fill the ranks of the Workers and Peasants Red
Army (RKKA), as the Bolshevik military force was called. Some of these
recruits either volunteered for the money or were coerced into supporting
the Bolshevik cause, and thus were not fully reliable troops. Occasionally
White forces planted agents to penetrate the RKKA and bring it down
from the inside. The RKKA especially lacked a trained officer corps and was
forced to rely on former imperial officers as “specialists” to lead the troops.
Beginning in 1918, the mission of the VChK’s Special Section (O0O), and
later of the KGB’s Third Chief Directorate, was to identify and root out
unreliable officers and troops inside the Soviet Union.

The Cheka founded the International Department (INO) in 1920 with
the goal of exposing “counterrevolutionary organizations on the territory
of foreign states engaged in subversive activity against our country.”® Thus,
although the INO operated internationally, its initial focus was internal.
During its early years, the INO ran multiple operations directed toward
unveiling foreign-based Russian émigré plots directed toward weakening or
overthrowing Bolshevik rule.

In May 1922, the OGPU established the Counterintelligence Director-
ate, based on the assumption that foreign intelligence services were trying to
infiltrate the Bolshevik regime. By 1922, as the Russian Civil War was wind-
ing down, Bolshevik state security forces could start turning their attention
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outward, more toward foreign sponsorship of internal threats. According to
OGPU defector Georgiy Arutyunov (aka Georgiy Agabekov), the Soviet
leadership saw a foreign hand behind many anti-Soviet plots inside Soviet
territory. For example, Soviet intelligence believed that the British were sup-
plying weapons and money to Central Asia Basmachis (resistance fighters) to
fight against Bolsheviks in Turkestan,”” and the OGPU saw nefarious motives
in any British move in South Asia.®® While there was truth to a few of these
suspected foreign-sponsored plots, and the British did run some intelligence
operations in Central Asia,” the Soviet leadership was engaging, at least in
part, in mirror imaging. Soviet leaders were sponsoring revolutions abroad,
so they assumed that foreign powers were hatching revolutionary plots inside

the Soviet Union, too.

SUPPORT TO FOREIGN REVOLUTIONARY MOVEMENTS

Marxist-Leninist ideology held that the Soviet revolution was just the begin-
ning of a worldwide revolution to bring down capitalism. Consequently, the
same agencies tasked with preventing counterrevolution within Russia were
also assigned with catalyzing revolution abroad. In the wake of the Bolshevik
revolution, the new Soviet government saw little need for diplomacy and oper-
ated under the philosophy that communist revolutions would quickly spread
around the world and that the only foreign ties the Bolshevik regime needed
would be to support that process. The Narkomindel (People’s Commissariat of
Foreign Affairs) initially ran revolutionary propaganda and communist support
activities through its subordinate Bureau of Revolutionary Propaganda, simul-
taneously with overt diplomacy. The Council of People’s Commissars allocated
two million rubles in late December 1917 (approximately $4 million in current
U.S. dollars)™ to support the international revolutionary movement, with deci-
sions on its disbursal left to the Narkomindel” Lev Trotsky, the first People’s
Commissar of Foreign Affairs, is purported to have said that he would “issue
a few revolutionary proclamations and then shut up shop.” Although Trotsky
later disclaimed those words, maintaining they exaggerated his views, he did

acknowledge that diplomacy was not the “center of gravity” of Soviet activities.”
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The higher priority was to support foreign communist parties and accel-
erate their efforts to establish Soviet-style governments. Although the Soviet
Union disavowed control over the Communist International (Comint-
ern)—indeed the Comintern exercised a degree of independence’—multi-
ple defectors revealed a Soviet hand in numerous Communist revolutionary
movements throughout Europe and Asia. For example, Samuel Ginzberg
(aka Walter Krivitsky) and Ignatiy Poretskiy (aka Ignace Reiss), who defected
in 1937, were directly involved in covert Comintern-sponsored propaganda
activities in Poland that mixed with conventional military operations in an
attempt to overthrow the Polish government during the Polish-Soviet War
in 1919-20. Defectors’ revelations provided an unambiguous picture of
covert Soviet monetary, weapons, and intelligence support to communist
revolutionary movements in Germany (1919 and 1923), Hungary (1919),
Persia (1920), Estonia (1924), Bulgaria (1925), and Latvia (1928-30).7 The
OGPU and the Red Army Staft’s Passedvisamenvnoe Ynpasaenue (Intelli-
gence Department); known by the acronym Razvedupr) supplied money
and propaganda for communists in these countries, which they used to insti-
gate labor unrest and violent attacks hoping—in vain—to catalyze prole-
tarian revolutions. Defectors also revealed Comintern propaganda support
to Indian, Turkish, and Iranian communist parties in the 1920s, along with
the OGPU’s use of them for intelligence and sabotage missions. In China
(1923-27) and Spain (1936-37), the Soviet Union provided extensive mil-
itary aid and advisors to support its chosen side in civil wars.

During the first several years after the Bolshevik revolution, the revo-
lutionary military nature of Comintern activities drew active Razvedupr
involvement, while the OGPU also supported foreign communist parties for
both intelligence and CI purposes. Arutyunov revealed that, until the lat-
ter 1920s, the OGPU and the Comintern had a very friendly relationship,
including close association between INO head Mikhail Trilisser and chief
of the Comintern International Liaison Department, Osip Pyatnitskiy. As
Arutyunov wrote, “It could not have been otherwise, since the OGPU con-
ducted operations abroad to monitor counterrevolutionary and oppositionist

organizations, which included all Russian and foreign anti-Bolshevik parties,
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beginning with the Social Democrats and the IV International and ending
with fascists. The OGPU naturally shared this information with the Com-
intern to facilitate its work in combating influences hostile to communism.””
Intelligence sharing went in both directions. Soviet-era archival materials
corroborate this close working relationship, as shown in a September 1922
telegram from state security chief Dzerzhinskiy to his deputy Iosif Unshlikht
directing the collection of information about the background, organization,
and methods of ITtalian fascism. Dzerzhinskiy ends the telegram, “Who do we
have in Rome? Could we get this information from the Comintern?””

The juxtaposition of Comintern revolutionary activities with diplomacy,
however, soon became a burden, especially as the Soviet Union attempted to
develop trade with foreign countries, necessitating diplomatic recognition
and legitimate relations.”” These ties particularly affected relations with the
United States. In a diplomatic note written in August 1920, U.S. Secretary
of State Bainbridge Colby included the connection between the Soviet gov-
ernment and the Comintern as one of the reasons why “it is not possible
for the Government of the United States to recognize the present rulers of
Russia as a government with which the relations common to friendly gov-
ernments can be maintained.””® A key Soviet concern fueling the formation
of the independent Comintern in March 1919—namely, the incompatibil-
ity of conducting both conventional diplomatic relations and revolutionary
appeals and propaganda from the same agency—was borne out.”

The lack of diplomatic recognition also limited Soviet intelligence ser-
vices and forced them to identify other platforms for placing intelligence
officers abroad. Beginning in 1918, this limitation drove the Soviet use of
intelligence illegals (see Chapter 8) and also necessitated the use of other
non-diplomatic platforms, such as commercial establishments, for cover.
These commercial covers prominently included the All-Russian Coopera-
tive Society (ARCOS), established in 1920 in London, and Amtorg Trading
Company, established in 1924 in New York. Both companies were registered
under host country laws but operated as cover platforms for intelligence
operations. A defector, calling himself variously Mikhail Stein and Mikhail

Hendler, offered information about Amtorg’s use for intelligence cover as
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carly as 1926, although the U.S. Government at the time did not accept his
offer.® The British government raided ARCOS in 1927 based on suspicion
that the Soviet government was using it as cover for intelligence operations.®'

As Soviet-sponsored attempts to install communist regimes abroad in
the early 1920s repeatedly failed and the resulting blowback impeded Mos-
cow’s efforts to secure diplomatic recognition, these failures ushered in a
trend away from using the Comintern as an arm of Soviet foreign policy.
Soviet clandestine agitation operations shifted to what former Razvedupr
officer Ginzberg/Krivitsky labeled “decomposition work,” which consisted
of instigating pro-Soviet agitation in capitalist countries’ governments and
military forces.® These operations included instructions to communist par-
ties around the world to promote the image of Stalin as the brilliant heir
to Marx and Lenin and as the only leader to whom the world should look
for guidance and peace. The target shifted from countries where the Soviet
Union hoped to facilitate the installation of communist governments to
capitalist countries, where the Soviet Union endeavored to develop stay-
behind espionage and sabotage networks that could disrupt those coun-
tries’ ability to attack the Soviet Union. This new strategy of clandestine
infiltration of capitalist governments, as opposed to overthrowing them
outright, would be clearly revealed in defector reporting during the decade
tollowing World War IL

FOREIGN COLLECTION

Soviet operations directed at uncovering foreign support for internal threats
gradually transitioned during the 1920s to operations to collect intelligence
about the foreign powers themselves, particularly their political and military
intentions and their scientific and technological advancements (see Figure 1).
This transition led the INO and Razvedupr to develop operations to pen-
etrate other countries’ foreign affairs ministries and military forces. Soviet
leaders’ threat perceptions determined the priority countries for these intel-
ligence operations, with a small group of leading world powers attracting the
bulk of the effort. This notion of a primary threat would eventually become

34



Historical Foundations

known during the Cold War as the 22as#atii npomuenux (main enemy) con-
cept—the prioritization of Soviet intelligence and national security activities
around one or two powerful adversaries that posed the greatest potential
threat to the Soviet Union. Initially, if any country earned that label, it would
have been Great Britain. Soviet leaders perceived British anti-Soviet plots
throughout Europe and Asia, and numerous Soviet intelligence operations
sought to penetrate British diplomatic facilities and recruit people capable
of reporting on British political activities around the world. Other countries,
such as Poland, Finland, the Baltic States, and Romania also featured high on
the list of Soviet intelligence priorities during the 1920s and 1930s.

Figure 1. Relationship of Foreign Intelligence Activities to Internal Threat Concerns.
Internal threats are at the heart of Soviet state security thinking, expanding to foreign
connections to those internal threats, leading to intelligence activities against the for-
eign states themselves.

External support

to internal threats
Internal

Threats

Foreign states
themselves

The Nazi ascent to power in 1933 brought Germany into a more prom-
inent position among Soviet intelligence priorities and, by the mid-1930s,
Germany had assumed a place alongside Great Britain as a “main enemy.”
Still, Stalin never abandoned hope for an accommodation with Hitler,
which he achieved temporarily with the Molotov-Ribbentrop pact in 1939.
In the words of one defector, Leon Helfand, “Stalin had been nibbling for an

agreement with Hitler since 1933.7%
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Figure 2. Intelligence Organizations
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STATE SECURITY KI Committee of Information

ChK Extraordinary Commission for Combating
Counterrevolution and Sabotage

FAPSI Federal Service for Government
Communications and Information

FPS Federal Border Service

FSB Federal Security Service

FSK Federal Counterintelligence Service

FSO Federal Protective Service

GPU State Political Directorate

GUGB/NKVD Main Directorate for State Security/
People’s Commissariat for Internal Affairs

GUO Main Administration of Protection

KGB Committee for State Security

MB Ministry of Security

MGB Ministry of State Security

NKGB People’s Commissariat of State Security
OGPU Joint State Political Directorate

SVR Foreign Intelligence Service
UKR/SMERSH Counterintelligence Directorate

VChK All-Russian Extraordinary Commission for
Combating Counterrevolution and Sabotage

INTERNAL AFFAIRS

MVD Ministry of Internal Affairs

NKVD People’s Commissariat for Internal Affairs
Rosgvardiya National Guard of the Russian Federation
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When Germany invaded the Soviet Union on June 22, 1941, the main
enemy naturally shifted to Germany. Even before Germany was defeated,
however, Soviet intelligence began targeting its wartime allies.** After World
War II, the Soviet system initially returned to its pre-war main enemy, Great
Britain, as the primary threat, but the United States soon joined Great Britain
in what the Soviets called the “Anglo-American” anti-Soviet bloc. By the late
1940s, when it became clear that Great Britain was weakened economically
and was losing its empire, while the United States was assuming the role of
the leader of the democratic world, the Soviet Union coined the label “main
enemy” and applied it to the United States. The label stuck for the rest of the

Soviet era and could be said to remain in Russian intelligence minds today.

Historical Development of State Security Names

Those who study Soviet and Russian civilian intelligence and state security
history often remark about the numerous name changes that the services
have undergone.®> However, those names show elements of consistency
from the 1930s onward, and changes up to the dissolution of the Soviet
Union reveal the ebb and flow of intelligence and state security in relation
to internal security (See Figure 2).

The acronyms for Soviet and Russian intelligence and state security
organizations all come from the Russian words that comprise their titles.
As noted earlier, the first name given to a Soviet state security service was
ChK, which stood for ypesssivariHas komuccus (Extraordinary Commis-
sion), so named because of the extraordinary measures needed to defeat
counterrevolutionaries in the Russian Civil War. The full name, which repre-
sented the organization’s portfolios and subordination, was “Extraordinary
Commission for Combating Counterrevolution and Sabotage under the
Council of People’s Commissars of the RSFSR.”

In 1918, the state security organization’s name was changed to VChK,
adding the word Bcepoccurickas (All-Russian) to represent the greater reach
of the organization. The full name—All-Russian Extraordinary Commission
for Combating Counterrevolution, Profiteering, and Corruption—reflected the
organization’s priorities and the expanding threats that the Bolshevik regime
faced, most of which still came from within the country. The name VChK was
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retired in 1922, at which time the Bolshevik leaders publicly declared victory
over counterrevolution, profiteering, and corruption, and thus the end of the
need for an extraordinary commission and the extralegal methods that the
VChK had employed to stabilize the Bolshevik regime. However, none of the
VChK'’s resources, roles, or missions ended. Instead, they were transferred
to the State Political Directorate (GPU) under the People’s Commissariat for
Internal Affairs (NKVD), a temporary bureaucratic demotion for state secu-
rity functions by placing them under a people’s commissariat rather than
directly under the Council of People’s Commissars.

That demotion lasted only a short time, and, in November 1923, the
organization was reinstated as an independent committee with the name
Unified State Political Directorate (OGPU) under the Council of People’s
Commissars. The word “unified” represented a centralization of state secu-
rity responsibilities under Moscow’s leadership. Previously, each Soviet
republic had its own GPU, staffed with local personnel and operating mostly
independently. As a “unified” body, the OGPU could command state secu-
rity efforts across the newly formed Union of Soviet Socialist Republics. In
1927, in an article titled “Long Live the VChK-OGPU,” the Communist Party
newspaper Pravda overtly connected the OGPU to its predecessor: “Let the
word ‘chekist’ remain a hated word for all enemies of proletarian dictator-
ship.”® The OGPU lasted with that name for a decade.

As Stalin’s policies increasingly emphasized domestic political loyalty,
civilian intelligence and state security functions were resubordinated in
1934 to an organization under the NKVD—this time the Main Directorate for
State Security (GUGB). This resubordination marked the beginning of the
Great Purge period, later called the Yezhovshchina, so named for Nikolay
Yezhov, the People’s Commissar for Internal Affairs; in 1936, Yezhov suc-
ceeded Genrikh Yagoda who had been dual-hatted as People’s Commissar
for Internal Affairs and Director of State Security from 1934 to 1936. A
period of political repression, the Yezhovshchina resulted in the deaths of
an unknown number of people ranging from hundreds of thousands to mil-
lions, including a large number of state security officers who were accused of
being enemies of the people. The accusations were often based on little to no
evidence beyond the denunciation of another jailed person, who was forced
to name accomplices, whether they existed or not. Lavrentiy Beriya suc-
ceeded Yezhov in 1938, effectively ending the Yezhovshchina. Both Yagoda
and Yezhov themselves were among those arrested and soon thereafter
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executed, accused by their own subordinates of being enemies of the people.
The Yezhovshchina period left a deep scar on the Soviet psyche, effectively
frightening the Soviet population into total submission to Stalin’s will.

Persistent Roots in Soviet Intelligence and State Security
Organizations, 1934-91

From their resubordination under the NKVD in 1934 until the end of
the Soviet Union in 1991, the status of intelligence and state security
functions fluctuated with Soviet political winds: sometimes subordi-
nate to, equal to, combined with, or superior to internal affairs. The
history of Soviet intelligence and state security is, in part, the history
of bureaucratic battles for supremacy within the Soviet system.
Throughout these shifts, however, intelligence and state security
organizations were recognizable by two acronym roots:
m -VD = BHyTpeHHMne gena (Internal Affairs), as in NKVD
and MVD.
m -GB = rocygaapcrBeHHas 6e3onacHocTb (State Security),
as in GUGB, NKGB, MGB, and KGB.

Throughout World War |l, those outside the Soviet Union usually
referred to the Soviet intelligence and state security with the acronym
NKVD, although these entities continued to move in and out of NKVD con-
trol. Intelligence and state security functions were moved into their own
People’s Commissariat of State Security (NKGB) in February 1941 when
Lavrentiy Beriya was promoted to deputy chairman of the Council of Peo-
ple’s Commissars, retaining the internal affairs role. The new and separate
people’s commissariat was bureaucratically equal to the NKVD but was
short-lived. Soon after Germany invaded the Soviet Union in June 1941,
Stalin ordered the creation of the State Defense Committee to coordinate
the defense of the Soviet homeland and the execution of the war, and
state security was again subordinated to the NKVD. Then, in 1943, the
NKGB was again separated from the NKVD and remained so until Stalin’s
death 10 years later.

As the Soviet Union attempted to engage less awkwardly among the
society of nations in 1946, the government abandoned the organizational
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title “people’s commissariat”—a Bolshevik phrase that had been used to
describe major Soviet government elements like the NKVD and NKGB—in
favor of the more conventional “ministry.” Thus Soviet intelligence and state
security elements and internal affairs elements were renamed the Ministry of
State Security (MGB) and the Ministry of Internal Affairs (MVD), respectively.
World War Il led to several short-lived exceptions to the -VD and -GB acro-
nym naming conventions. Since 1918, military Cl had been conducted by
NKVD Special Sections (O0s) attached to military units as an outside control
over the military’s loyalty. OO officers gained a reputation for interfering in
military affairs, especially during the Yezhovshchina when respected military
officers like Marshal Mikhail Tukhachevskiy were arrested, accused of espio-
nage, and executed. In 1943, O0Os were transferred to military control under
a department that was renamed the Counterintelligence Directorate (UKR)
SMERSH, a portmanteau of the Russian words Cmeprs LLnnoHam (Death
to Spies). UKR SMERSH became a
Figure 3. Military Counterintelligence  feared organization during its short
of the FSB of Russia, 1918-2003 existence, running double agents and
agents provocateurs inside the Soviet
military to root out spies and disloyal
soldiers. Several SMERSH officers
defected during and soon after World
War I, including Mikhail Mondich, a
Czech and Hungarian interpreter who
described brutal interrogations in a
book published after his 1945 defec-
tion.8” The MGB subsumed SMERSH
in 1946, retaining only the acronym
UKR. The SMERSH name was retired
at that time, but its menace lived on
in popular literature as lan Fleming
gave the name to the Soviet organi-
zation in which several antagonists

worked in his James Bond series.®®
Source: Book cover, as published by the Today’s descendant of the O0s,
Federal Security Service (FSB) of Russia ~ JKR SMERSH, and the MGB's UKR is
(Moscow: Moskovskiy Poligraficheskiy the FSB Military Counterintelligence
Dom, 2003). Service. In 2004, the FSB Military
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Counterintelligence Service published a book regaling its history, which it
counts from 1918 (see Figure 3). The book only briefly mentions the disso-
lution of the Soviet Union while connecting today’s organization to the heroic
exploits of the Soviet era.®®

Another naming anomaly came after World War Il, when the Committee
of Information (KI) was created to coordinate between civilian and military
foreign intelligence collection elements. The purpose of the merger, accord-
ing to Vladimir and Yevdokiya Petrov, who worked in the Kl before defecting in
Australia in 1954, was to eliminate “wasteful duplication of effort and harm-
ful friction.”®® KI managed civilian and military collection under the leader-
ship of the Ministry of Foreign Affairs, and thus the Kl rezidenturas (stations)
were under the authority of an ambassador at an embassy. This arrangement
lasted only from 1947 to mid-1948 when the GRU refused to share its source
information and withdrew from the KI. MGB foreign intelligence components
remained under the Ministry of Foreign Affairs leadership for several more
years, but by late 1951 the experiment was declared over.%*

ESPIONAGE AND SABOTAGE

The German invasion of the Soviet Union on June 22, 1941, put the Soviet
Union at risk of collapsing altogether. In this environment, the Soviet ten-
dency to merge espionage and sabotage into a single mission came to the
fore, strengthening practices Soviet intelligence and state security services
had implemented from the beginning of the Soviet era. Soviet intelligence
activities were divided into two lines: intelligence and diversion. Initially,
the intelligence directorate, led during World War II by Pavel Fitin, was
responsible for collecting intelligence about Germany and its allies. The
diversionary directorate, led by Pavel Sudoplatov, dispatched “intelligence
sabotage” teams behind German lines to disrupt Germany’s supply lines,
command and control, and rear areas and to assassinate German officers.
According to Fitin, the intelligence directorate supplied intelligence for the
diversionary directorate, and officers were regularly exchanged between the
two.”” This crossover between intelligence and sabotage operations is a con-

tinuing characteristic of Russian intelligence services today.
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Even before Germany’s defeat in 1945, Soviet intelligence services,
both civilian and military, began to divert some of their attention away
from Germany and toward Moscow’s wartime allies, reinvigorating espio-
nage networks in Great Britain and the United States. By 1943, the GRU
and NKGB had established new rezidenturas in places like Ottawa, Can-
ada, and Canberra, Australia—all while conducting liaison with British and
American forces in the fight against Germany. Soon after World War I1, this
emphasis against wartime allies transitioned into what came to be known as
the Cold War.

The Soviet government, however, refused to acknowledge openly that
it was engaging in espionage, claiming instead that the foreign intelligence
services of adversarial capitalist states, bent on destroying the Soviet Union,
were the true practioners of espionage. The 1940 version of the Soviet Polit-

ical Dictionary defined “espionage” as

one of the basic means used by capitalist nations in their fight among
themselves, and in particular in their fight against the USSR. For-
cign intelligence agencies began to send their spies into Soviet Russia
immediately after its emergence. Foreign espionage in our country is
closely tied up with diversionist and wrecking activities and is aimed

at the undermining of Soviet military and industrial might.>

This definition was a mirror image of the Soviets’ own practice, combin-
ing intelligence collection and sabotage together. The Russian narrative of
being under siege by foreign intelligence services continues today.

Soviet intelligence continued operating secretly not only in foreign
countries but also inside the Soviet Union during the Cold War, focusing
its efforts around the “main enemy,” as discussed above. News of espionage
arrests and defectors going in both directions across the Iron Curtain kept
Soviet intelligence at the forefront of people’s minds in the West.”* U.S.
Congressional hearings frequently featured Soviet intelligence themes,
and defectors appeared before Congress to openly discuss their operations
against the United States. From this political climate emerged McCarthyism,
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named for Senator Joseph McCarthy, who conducted misguided investiga-
tions of Communist infiltration and launched unfounded recriminations
and criticisms of US. and other countries’ policies. Even popular literature
and fiction reflected this Cold War focus on espionage, with Mad maga-
zine’s Spy vs. Spy comic strip, Boris and Natasha playing the villains in Rocky
and Bullwinkle cartoons, and lan Fleming’s James Bond perennially fighting
a Soviet counterpart.

On the other side of the Iron Curtain, the Soviet Union began the post-
war period honoring Soviet intelligence officers’ heroic efforts in defeating
the Nazi invasion. In 1947, a film entitled I1odsuz Passeduuxa (The Intelli-
gence Officer’s Deed) appeared on Soviet and Western screens portraying a
self-sacrificing Soviet officer dispatched behind German lines to infiltrate
the Nazi government. The hero was reportedly modeled on a Soviet ofh-
cer named Yevgeniy Khokhlov, who had conducted similar operations
during the war. Unfortunately for the film maker, Khokhlov defected in
Germany in 1954, dimming his heroism in Soviet eyes and possibly leading
the Soviet government to replace Khokhlov with a different officer as the
heroic model.”

Moscow’s attempt to shine glory on Soviet intelligence and state secu-
rity officers was not well received, however, as state security turned its
attention on the Soviet people amid reinvigorated fears of internal threat.
Stalin’s fear of foreign infiltration through returning prisoners of war and
refugees manifested itself in increased suppression of the Soviet people and
strict rules against associating with foreigners. For the first several decades
of the Cold War, Soviet popular media portrayed spies as foreign demons.
Defectors noted that the Soviet leadership was concerned about shielding
the Soviet population, especially state security ofhicers, from the West’s rel-
ative economic prosperity and political influences. With the Yezhovshchina
not far from Soviet citizens’ memories, millions more Soviet citizens were
forcibly relocated, were sentenced to “corrective labor” camps, or simply dis-
appeared. The title “chekist” became a demeaning epithet denoting a stool
pigeon in the 1940s and 1950s, and Lavrentiy Beriya’s arrest in June 1953
and subsequent execution further tarnished the “chekist” name.
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By the mid-1960s, the Soviet government began striving to rehabil-
itate the image of the intelligence officer as a patriotic, self-sacrificing
hero who saved the Soviet Union from fascism and continued to protect
against the “main enemy.” One of the first test cases for this renewed pub-
licity policy was Richard Sorge, a Soviet illegal who operated in Japan
against Germany until he was arrested in Japan in October 1941 and later
executed. After years of obscurity and incriminations as a German spy,
Sorge posthumously received the Hero of the Soviet Union medal in late
1964 and was featured on a Soviet postage stamp in 1965 (see Figure 4).%°
Sorge was the first in a long line of Soviet intelligence officers to be so
honored, including five World War II partisan leaders and sabotage oper-
ators in 1966.

When Yuriy Andropov became KGB chief in 1967, he launched an
even more aggressive public relations campaign to recover the image of the
KGB ofhicer, which was just beginning to shed the reputation of a fearful
thug who knocks on the door in the middle of the night and makes peo-

ple disappear. The popular TV series Seventeen
Figure 4. Richard Sorge

Moments of Spring, which was based on Soviet
Postage Stamp, 1965

fiction writer Yulian Semyonov’s 1968 novel,
appeared in 1973 and portrayed a Soviet intelli-
gence illegal who had penetrated the Nazi mili-
tary hierarchy during World War II, collecting
vital information that led to the defeat of Nazism.
The series became a Russian cultural staple, com-
parable to the prominence of the series M*4*S*H
in the United States. Most Russians recognize the
miniseries theme song, and Putin has compared

himself to the quick-thinking, brave protagonist
Source: Publicly available

image of postage stamp
issued by the Soviet Union; the Soviet intelligence illegal, Vsevolod Vladi-
see, for example, https.// mirov. The plot of the miniseries included a fic-
commons.wikimedia.org/
wiki/File:Dr_Richard_

Sorge_spy.jpg. Germany to the Soviet Union’s disadvantage,

of the story, Max Otto von Stierlitz, the alias of

tional U.S. plan to negotiate a separate peace with
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framing the popular understanding of World War II among Russian cit-
izens for decades.”

This popularity campaign, however, was also accompanied by increased
repression driven by fear of internal threat. By the 1970s, the KGB under
Andropov had created a Fifth Directorate, responsible for monitoring
“ideological subversion,” which was defined as internal dissent and religious
activity. During the late Soviet era, the KGB played two sides of the Rus-
sian problem. On the surface, the KGB accepted and claimed to adhere to
the principles of glasnost, and it conducted anti-dissident missions more
quietly rather than openly arresting people. Some KGB officers were sym-
pathetic with Mikhail Gorbachev’s glasnost, perestroika, and demokratizat-
siya (democratization) concepts, and they began to lose faith in their own
organization. Between 1985 and 1991, over 30 Soviet intelligence ofhcers
defected; over half of them from 1989 to 1991, the densest and most sus-
tained flow of Soviet intelligence officer defectors in USSR history, with
the possible exception of World War II. These defectors demonstrated an
increasing level of disenchantment with the direction that Soviet intelli-
gence and security services were taking.

At the same time, much of the KGB’s workforce was highly conserva-
tive, and many officers viewed the increasing chaos and disintegration of
the Soviet Union with anger and fear. The organization became increas-
ingly repressive while keeping its actions quiet and out of the news. That
divergence finally burst into the open in August 1991, when the KGB
Chairman, Vladimir Kryuchkov, emerged as one of the leaders of an
anti-Gorbachev coup attempt. The failure of that coup attempt left the
KGBs reputation in tatters. In a September 1991 poll of Russian citizens,
only 8 percent said they trusted the KGB, while 39 percent did not trust
the KGB and 18 percent did not fu/ly trust the KGB. Twenty-five percent
refused to respond, likely representing lingering fear that their answers
could be used against them.”®

After Kryuchkov’s arrest for his involvement in the coup attempt,
Gorbachev appointed Vadim Bakatin, the Minister of Internal Affairs, as
KGB director. Bakatin, whom Gorbachev assigned to dismantle the KGB,
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wrote in 1992: “The traditions of chekism are to be eradicated, chekism as
an ideology must terminate its existence. We must comply with the law,
but not ideology.””

MILITARY INTELLIGENCE

Soviet/Russian military intelligence has followed a path parallel to civil-
ian intelligence and state security. Organizational names have remained
fairly consistent: the “RU” in GRU, which is the Russian acronym for
“intelligence directorate;” has persisted through Soviet/Russian military
intelligence history until recently. The name GRU was ofhcially changed
in 2010 to the GU (Main Directorate), dropping the word “intelligence.”
Nevertheless, at the celebration of the 100th anniversary of the founding
of Russian military intelligence in November 2018, Putin expressed won-
der at why the name had been changed and suggested the old name, GRU,
be restored.'®

The first Bolshevik military intelligence organization, the Registupr
(Registration Department) was created in November 1918 as an element
of the Revolutionary Military Council of the Red Army. The department
was tasked with coordinating army intelligence units that supported Bol-
shevik forces in combating counterrevolutionary forces during the Russian
Civil War. In April 1921, the Registupr was renamed the Passedvisamenvinoe
Ynpasaenue (Intelligence Department) of the Red Army Staff, often called
by its Russian abbreviation Razvedupr. Even though the name was ofhi-
cially changed in 2010, most people inside and outside Russia continue to
call it the GRU.

As noted above, Soviet, and now Russian, military intelligence has
always had two roles: intelligence collection to support military decision-
making and covert action to support Soviet political objectives. These two
concepts are combined in the Russian word razvedka, which is usually trans-
lated into English as “intelligence.” According to Ginzberg/Krivitsky, a Raz-
vedupr officer who was transferred to the NKVD in 1936 and subsequently
defected in 1937, the Razvedupr was
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charged to obtain not only the fullest possible information about
a foreign army, navy, or air force, but all political and economic
information which, when collated, might influence the General
Staff and the Politbureau in matters of foreign policy. At one time
an attempt was made to draw a distinction between military and
political and economic intelligence, but it was found impossible to
divorce political and economic questions from those of pure mili-

tary intelligence.'”!

Mirroring civilian intelligence and internal security, the history of Rus-
sian military intelligence is filled with bureaucratic conflict, and the Soviet era
saw frequent struggles between military and civilian intelligence. When Sta-
lin took full control of the Soviet Union in 1927, trust between services began
to erode. Stalin distrusted military intelligence for representing the views of
his archrival, Lev Trotsky, whom Stalin exiled from the Soviet Union in 1928
and finally arranged to be assassinated in 1940. Military leaders reciprocated
Stalin’s mistrust. Multiple Razvedupr officers who defected provided infor-
mation about their role in supporting Comintern-sponsored revolutionary
activities. In some cases, these officers’ defections came a decade after Stalin
took power, when the Soviet emphasis had shifted from world revolution to
“Socialism in one country”—a policy that ofhicers who had served in the Raz-
vedupr during the early Bolshevik years viewed as a betrayal of Lenin’s path.

When Razvedupr officer Poretskiy/Reiss defected, he issued an
anti-Stalinist manifesto in a letter to the Central Committee of the Com-
munist Party, dated July 17, 1937: “The working class must defeat Stalin and
Stalinism so that the USSR and the international workers’ movement do
not succumb to fascism and counter-revolution. This mixture of the worst
opportunism, devoid of principles, and of lies and blood threatens to poison
the world and the last forces of the working class.” He further demanded a
“return to Lenin’s international!”'” Ginzberg/Krivitsky decried that “Bol-
shevism, Leninism, and socialism are dead in the Soviet Union, and that no
genuine attempt is now being made to carry out the teachings of Karl Marx.
The Soviet Union has become a rigid dictatorship maintained by a system
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of wholesale purges, and Stalin is attempting to maintain his unstable posi-
tion by a policy of military aggression.”’*® Aleksandr Graff (aka Alexander
Barmine), another Razvedupr defector, wrote in an open letter in December
1937: “Had I consented to remain in the service of Stalin I should have felt
myself morally defiled, and should have had to take a share in the responsi-
bility for crimes committed daily against the people of my country. It would
have meant betraying the cause of Socialism to which I have dedicated
my life”’* By the mid-1930s, these attitudes were not uncommon among
Lenin-era military intelligence officers.

Adding to Stalin’s mistrust, the Razvedupr experienced a series of com-
promises and failures in Europe in the early 1930s, leading Soviet leadership
to transfer senior NKVD officers to the Razvedupr to “correct” these failures
in 1934.' In 1935, Stalin removed the long-serving Razvedupr chief, Yan
Berzin, who had been promoted to that position just after Lenin died in
1924. At about the same time, Stalin ordered the NKVD to begin collecting
military intelligence, either duplicating or edging out the Razvedupr in some
cases,'” and he had high-producing Razvedupr officers, including Ginzberg/
Krivitsky and Porestsky/Reiss, transferred to the NKVD to strengthen its
capabilities. Berzin returned for a short period as Razvedupr chief in 1937
after a deployment in the Spanish Civil War, but later that year he was
arrested and accused of Trotskyism. He was executed in 1938. Razvedupr
officers respected their leader and saw Berzin’s removal from power as a strike
against their profession. This sentiment was strengthened by the arrests and
executions of eight senior Soviet military leaders, including Marshal Mikhail
Tukhachevskiy. After their executions in June 1937, Graff/Barmine made an
unguarded comment to a friend: “What on earth is happening there? This is
too horrible. The best men—the flower of the Army...”""

Ginzberg/Krivitsky speculated that Stalin may have wanted to remove
military leaders because they saw Germany as a greater threat than Great
Britain, in opposition to Stalin’s view.'"”® Among the senior military leaders
whom Stalin’s purges removed were Jews who were unsurprisingly opposed
to any pact with Nazi Germany. The military leadership’s resistance may have
impeded Stalin’s efforts to reach an agreement with Hitler. That agreement
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finally came in August 1939 with the Molotov-Ribbentrop pact, but not
until most senior military leaders, including many in military intelligence,
had been purged. Ironically, when Tukhachevskiy and seven other senior
military officers were arrested and executed in 1937, they were accused of
espionage on behalf of Germany.

When military intelligence sources began in 1940 to report that Ger-
many was preparing an attack on the Soviet Union, Stalin refused to believe
those reports. He had the sources investigated, assuming they were British
spies trying to ruin the Soviet relationship with Germany.'”” A 2006 Russian
analysis of why the Soviet Union was not ready for a German attack in 1941
stated, “The main reason for the Red Army’s unpreparedness to actively
repel aggression was miscalculation by the political leadership in assessing
the situation and indecisiveness and insufficient principles of the military
leadership and leadership of the RU in 1941.”''° This analysis did not men-
tion Stalin by name, but his views—that reports of British plotting were
more believable than those of German betrayal—were reflected in a histor-
ical essay sponsored by Russia’s current Foreign Intelligence Service (SVR):

From reliable sources in London and Paris, [Soviet] intelligence
received information about instructions that the governments of
England and France gave to their military delegations in negoti-
ations in Moscow, where measures to prevent aggression against
Poland were being discussed. The instruction directed the delega-
tions to stretch out the time, not to take any obligations on them-
selves, and not to sign any documents; in other words, to facilitate a

conflict between Germany and the Soviet Union.'!

Military intelligence quickly gained greater respect, however, when it
became indispensable in fighting the invading German army. Along with the
NKGB, Soviet military intelligence deployed intelligence and intelligence-
sabotage groups into the German rear area to collect intelligence through
human and technical means and to destroy German lines of communica-
tion. According to a Russian history of the GRU, 564 military intelligence
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officers were awarded the rank of “Hero of the Soviet Union” during the
war.!"> Moscow elevated the status of the Razvedupr in 1942, bestowing
the title Main Intelligence Directorate (or GRU)—a name it retained for
nearly 70 years.

As the GRU tasked its sources to turn their attention to the USSR’
wartime allies, collection focused on three main areas: military forces infor-
mation, known today as foundational military intelligence; military-related
science and technology information; and political information. Among sci-
ence and technology targets, a high priority for collection was information
about atomic weapons development. Several important GRU operations
penetrated U.S. and British atomic weapons establishments, providing the
Soviet Union with the information it needed to develop its own atomic
bomb by 1949, significantly earlier than it could have done without the help
of espionage. Throughout the rest of the Cold War, the GRU continued
along these basic collection lines, using legal and illegal human platforms
and increasing its use of technical platforms, including satellites.

By the end of the Cold War, GRU collection focused on several major
themes that will be discussed in more detail in Chapters 5 and 6:

»  Collecting foundational military intelligence, i.., information
about the basic elements of a foreign military force that the Russian
military would face in a military conflict.

m  Collectingintelligence on strategic forces, particularly nuclear weap-
ons capabilities and strategic missile defense capabilities.

»  Collecting intelligence for strategic contingency purposes, including
information on an adversary’s critical infrastructure to support attack
planning and covert operations should Russia find itself in a war.

»  Collecting intelligence about foreign military weapons research and

development.

Since the dissolution of the Soviet Union, the GRU has continued to
exist with little change. GRU personnel were heavily involved in conflicts in

Chechnya and Georgia, and they continue to be involved in conflicts today
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in Ukraine, Syria, and Libya. Their mission remains similar to what it was at
the beginning of the Soviet era: to collect military intelligence and to con-

duct covert operations.

CONCLUSION: EVOLVING PRIORITIES

Despite shifts in organizational status and name changes, the methods
employed by Soviet intelligence and state security services and their sub-
ordination to the Communist Party remained consistent throughout the

Soviet era. As stated in the 1959 KGB basic regulation:

The Committee for State Security of the USSR Council of Min-
isters and its local bodies are political bodies, performing the
guidelines of the Central Committee of the Party (CPSU) and
Government on the protection of the Socialist State from attacks
of foreign and domestic enemies, as well as the defense of the
USSR state border. Their mission is to thoroughly monitor the
secret activities of the Soviet state enemies, reveal their intentions,
and prevent criminal activities of imperialistic intelligence services

against the Soviet state.'"?

Correspondingly, within both the internal and external threat calcula-
tion, the focus of Soviet intelligence and state security evolved over time in
line with Party priorities. KGB defector Petr Deryabin published a book
with American journalist Frank Gibney in 1959 that cited a KGB apho-
rism: “In the Yezhovshchina, the god of state security sat in the political sec-
tion. During the period of collectivization, god sat in the economic section.
During the war, god was in intelligence and, after the war, in counterintel-
ligence.”** Using the image of a “god of state security,” Deryabin captured
the fluctuations in intelligence and state security priorities in the Soviet era.

During the early 1930s, when the Party’s emphasis—at Stalin’s insis-
tence—was on the collectivization of agriculture and the industrialization

of the Soviet economy, “god” sat in the economic section. The primary state
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security mission was to counter the internal threat that originated with
millions of Soviet citizens who resisted the forced and wrenching transfor-
mation of the economy. During the Yezhovshchina era, the threat was also
focused internally but transitioned to political loyalty, and the NKVD Polit-
ical Directorate took precedence. During World War II, when the country
faced a legitimate external threat, the “god” sat in intelligence, which was
needed to defeat the German invasion. When the war ended, “god” returned
to a perceived internal threat, represented again by the Soviet people them-
selves. Counterintelligence, which in the Soviet definition includes any
connection between the Soviet people and foreigners, took precedence,
and Soviet state security directed the bulk of its attention at the Soviet pop-
ulation. Several post-World War II defectors objected to this turn inward,
perceiving their wartime intelligence and state security mission to be honor-
able and necessary in the face of external enemies; however, they could not
endure the post-war mission that mandated they turn these tools against the

Soviet people.
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CHAPTER 2

POST-SOVIET DEVELOPMENT
OF RUSSIAN INTELLIGENCE
AND SECURITY

Despite an ebb in popular acceptance of the “chekist” after World War I1, the
concept of a “chekist mindset” continued to permeate state security functions
in the Soviet Union. The apogee of the KGB’s power came in 1982, when
Yuriy Andropov became General Secretary of the Communist Party of the
Soviet Union. No chekist had risen to that position since Lavrentiy Beriya
assumed control of the Soviet government at Stalin’s death in 1953, only to
be arrested soon thereafter and executed. Twenty-nine years later, a chekist
was in charge of the whole country. It would be 17 more years before another
chekist achieved comparable standing: Vladimir Putin was a junior KGB offi-
cer in Leningrad when Andropov rose to the post of Party General Secretary.

The chekist mindset is defined by constantly perceiving threats and
secking ways to mitigate them. Threats might come from within Russia.
The Russian people are potential sources of unrest that could challenge the
Russian leadership. Thus, the Putin regime has endeavored to co-opt the
Russian people by spreading patriotic rhetoric and controlling the informa-
tion they receive, thereby preventing the emergence of popular movements
that could rival him.
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Threats can also come from outside Russia, such as the United States
and NATO, and this view became the foundation of the “main enemy” con-
cept during the Soviet era. Today, that same pursuit of foreign enemies is
why Putin sees a U.S. hand behind “color revolutions” in the Near Abroad,
why Russia has publicly accused the United States of being behind expul-
sions of Russian diplomats from European and other countries in 2018, and
why this theme permeates Putin’s rhetoric in general.'

Historian Julie Fedor explored the foundations of Russia’s threat per-
ception in a 2011 article that analyzed Russian conspiracy theories about
the West. The most common among those conspiracies is a fictitious con-
cept called the Dulles Plan, named for Allen Dulles, who served as the U.S.
Director of Central Intelligence from 1953 to 1961. The plan outlines a
grandiose plot to destroy Russia, using clandestine infiltrations into Rus-
sian society to debase the Russian people’s morals and turn Russians against
their own government, based on a non-existent speech that Dulles suppos-
edly gave in 1945.""¢ The plot of the 1970s Soviet TV mini-series Severn-
teen. Moments of Spring reflected a related conspiracy theory, portraying
Dulles—a US. Office of Strategic Services officer in Bern, Switzerland,
during World War II—as plotting with Nazi Germans to betray the Soviet
Union."” Fedor demonstrates that the belief in the Dulles Plan continued
well into the Putin era, and that the leaders of Russia today, whose profes-
sional lives began during Andropov’s time as KGB director, were immersed
in the legend. As recently as May 2020, Russian Permanent Representative
to the European Union (EU) Vasiliy Chizhov cited the Dulles Plan as the
basis for Western criticism of Russia.''®

In the immediate aftermath of the Soviet Union’s dissolution, the Boris
Yeltsin administration faced the task of figuring out what to do with the rem-
nants of the KGB and the chekist mindset that permeated it. How could
Yeltsin use or control this organ of the government that had caused so much
fear during the Soviet era and had discredited itself by attempting to remove
Gorbachev from power? The last KGB director, Vadim Bakatin, quickly
eliminated the Fifth Directorate and went as far as revealing to U.S. Ambas-
sador Robert Strauss the existence and locations of KGB listening devices

54



Post-Soviet Development of Russian Intelligence and Security

inside the new U.S. embassy building in Moscow.'”? Strauss reported that
Bakatin made this revelation out of a sense of cooperation and goodwill, with
“no strings attached.” Bakatin’s action, however, was met with harsh criticism
within the state security apparatus, including allegations of treason.'*

The dissolution of the Soviet Union did not mean that threats to the
Russian Federation ceased. The newly independent Russian Federation
faced significant security threats and turned inward even more, focusing its
security apparatus on legitimate concerns. These dangers included nuclear
proliferation, terrorism, and organized crime, along with armed conflicts
near or even inside Russias borders in Tajikistan, Moldova, Armenia-
Azerbaijan, Georgia, and later Chechnya. Russia also regretted losing the
influence, especially the economic connections, that it had enjoyed in the
other 14 suddenly independent former Soviet republics. Russian security
services continued to perceive the need to defend Russians both inside the
Russian Federation and abroad.

While some politicians, like Andrey Kozyrev, publicly advocated for
removing barriers that had separated the Soviet Union from the West, espe-

cially from the United States,'!

operations targeting the old enemies of
the Soviet Union continued. Bakatin lasted in position only a few months
before the Soviet Union dissolved, and Soviet-era politicians who shared a
mindset closer to that of the chekists whom Bakatin had tried to eradicate,
succeeded him as leaders of the new Russian intelligence and security ser-
vices. These ofhicers harbored Cold War suspicions of the West, believing
that forces abroad wanted to keep Russia in a state of controllable paralysis.
They sought to uncover and frustrate outside attempts to influence the situ-
ation inside Russia. The chekist search for outside explanations to domestic
problems survived the dissolution of the Soviet Union.

During the Yeltsin era, the guiding philosophies of Russian intelligence
and security grew into concepts similar to those we see now under Putin:

m A struggle for spheres of influence in geopolitics has replaced ideo-
logical conflicts.

»  Efforts must be made toward the “reconstitution of Russian statehood.”
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»  Russiasdefense capability can on noaccountbe allowed to be weakened.
m  Free access to other countries’ markets must be guaranteed.'”

Just as in the carliest days of the ChK, the chekist mindset today is
constantly looking for, and sometimes fabricating, a connection between
domestic threats and foreign enemies. This perceived connection makes
the repression of internal dissent more acceptable to the Russian people by
making it appear to be a defense against foreign invasion. For example, when
prominent Russian opposition activist Aleksey Navalny released a documen-
tary in 2015 that exposed corrupt business deals by Russia’s Prosecutor Gen-
eral Yuriy Chayka’s family members, Chayka dismissed the video as a political
attack by an American businessman. When Russians protested before Putin’s
inauguration as president in 2016, Russian state media labeled the protesters
as pro-Western, unpatriotic, and immoral.'”® The chekist mindset is at the
foundation of this threat narrative that ties internal dissent to foreign powers.

The introduction to a 2013 memoir by Valeriy Velichko, a former
general-major in the KGB 9th Directorate, expressed suspicions common
among state security personnel about Russian leaders perceived to be under
Western influence:

Who are they? Are Yeltsin, Gorbachey, activists in the interregional
deputies’ group, Gaydar, Chubays, and the “father of Russian democ-
racy” A. Sakharov, the heroes who brought an end to the “cursed total-
itarian communist regime,” who granted independence to the union
republics, and long-awaited freedom to the Soviet people? Indepen-
dence from whom and what? Or are they open traitors under the
direction of the West, who destroyed a great state, stole and sold off its
riches, and submerged the majority of its citizens for years of humili-
ating existence. No thanks to them, even now we cannot destroy the
limitless criminality and rampant corruption of Russian officialdom
atall levels. Wasn’t it through their doings that God’s commandments
and the precepts of the builders of communism have been forgot-

ten, that the basest instincts have been awakened in the masses, and
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immorality, fraud, and passion for immeasurable wealth are flourish-
ing? Where were those all-seeing and all-knowing Andropovite chek-

ists, whose duty it was to foresee and prevent such a tragedy?'**

In 2010, 12 Russian intelligence illegals were arrested or indicted in the
United States, representing a continuation of the Russian intelligence prior-
ity placed on the United States even in the post-Soviet era. Among the illegal
officers arrested, one husband and wife couple (Mikhail Vasenkov, aka Juan
Lazaro, and Vicky Palacz) had been dispatched to the United States in 1983 and
continued their operations after the dissolution of the Soviet Union. Others
included two husband and wife couples dispatched to the United States during
the Yeltsin years: Vladimir and Lidiya Guriyev (aka Richard and Cynthia Mur-
phy) and Andrey Bezrukov and Yelena Vavilova (aka Donald Heathfield and
Tracy Lee Foley). These illegals will be covered in more detail in Chapter 8.

Mark Galeotti, an expert on Russian state security activities, has noted
several manifestations of the mindset in Russia’s security services to con-
tinue intelligence operations against the United States. He cites Russian

intelligence and state security officers as saying:

m  “If the West loses, we gain”: a projection advancinga zero-sum prop-
osition in the struggle of Russia and the West.

»  “Russia is at risk”: a narrative professing that the West was attacking
Russia through “color revolutions” and that Maidan demonstrations
in Kiev, Ukraine, were orchestrated by the CIA.

m  “Better action than inaction”: intelligence and state security organs
have a bias toward acting, even without coordination with less

aggressive organizations, such as the Ministry of Foreign Affairs.'*

From the depths of the August coup in 1991, the chekist mindset has
returned and is alive and well in Russia. Today, Russian intelligence and secu-
rity officers proudly claim the title “chekist” to recall the greatness of their
history. State Security Workers Day, popularly known as “Chekists Day;” was
reinstated as a public day of recognition in 1995. That day now is celebrated
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annually on December 20, the anniversary of the founding of the Cheka
in 1917. In 2017, an interviewer asked FSB Director Aleksandr Bortnikov
whether using the word “chekist” to refer to Russian state security workers
today bothered him because of the parallels with the original VChK. He
answered that it did not bother him at all. In his view, the history, experience,
and tradition reflected in that title are not limited to the period of the VChK
or to the time of the “avenging sword of the revolution.” To deny the word

“chekist” would be to “assign generations of our ancestors to oblivion.”'?

POST-SOVIET REORGANIZATIONS

When the Soviet Union dissolved and Yeltsin took charge of Russia, the Rus-
sian government took steps to break up the all-powerful KGB into several
agencies. Initially, it was divided into three: the SVR, which continues its for-
eign intelligence mission today; the Ministry of Security (MB); and the Main
Administration of Protection (GUO), which was responsible for protecting
senior leaders and important government facilities. The MB contained most
of the functions and personnel of the old KGB, and by 1993, Yeltsin began to
realize that this renamed but still potent organization could become a threat to
his governing power.'”” Reformers succeeded in persuading Yeltsin to dissolve
the ministry and split the functions into three additional organizations: the
Federal Counterintelligence Service (FSK) inherited the CI functions of the
MB; communications security and signals intelligence (SIGINT) were trans-
ferred to the Federal Agency for Government Communications and Informa-
tion (FAPSI); and the largest portion of personnel became the Federal Border
Guard Service (FPS). Consequently, by 1994, five different Russian agencies
conducted the missions that the KGB had previously run.

Most of the KGB-era directorates were transferred in their existing
form to one of the newly founded organizations (see Table 1). Their direct
descendants continue to fulfill their responsibilities today. As noted above,
one exception was the Fifth Directorate, which was responsible for inves-
tigating dissent and anti-Soviet activities. This directorate caused the most
fear among the Soviet population, since it investigated anti-Soviet literature,

58



Post-Soviet Development of Russian Intelligence and Security

AQN2ag Jo AnsiuiN=gn

U0R8101d JO uonedsiuiwpy UleN=0No
90IAI9S BAI109101d |eI9Pa4=0Sd

90IAI9S 90USZI|[IULIBIUNOY |BIBPa{=)SH

90I1AI9S 90Ud3I||91u| UBIBI04=HAS
asuajaq 40 ANSIUIN=AOWN

80IAISS ANINDSS |BI9Pa4=gSA

80IAJSS paeny) Japiog |eleapad=Sd4
UONBWIOJU| PUB SUOREDIUNWIWOD

1UBWIUIBA0Y) 10} AOUBBY |elopad=|Sdyd

swAuo1oy

"0S4 8yl pue YAS 8y} 0] pauoiisued) osje suojpiod ajiym ‘€00 Ul §S- dY3 03Ul Papjoj Sem Sy JO ISOW $31edlpul « gSd
fyo9ads Juswuianog-nue unesinsaul Suipnjoul ‘©3ei0300i10 Y4 §9) 9yl JO 8S0y] 01 JejIwIS SUOdUNY BWOS ‘GO 4O Sk ‘pauled gS- oyl so1edipul ¢S4 (910N

san|1oe) A0 Jo AYNdaS

Slapes| JO uoida0id

%85S4 1Sdv4 gl | a9M AINI9IS

%85S4 ISdV4 B g g99m Aydei3ordAin

as4 Sd4d di aom
as4 NS4 aiN 99y $90104 [e109dS goy|
as4 WS4 gl | a9m SO PAZIUEBIO-IBUNOY
as4 NS4 gl a9 90UE.||I9AINS D1U0J109[]
asd NS4 daiN g9y ANy
asd NS4 g g9y aoue||loaINg
as4 WS4 gl a9y Awouo2s ay) 0} yoddns |9

sdo Juspissip-nuy

¢8s4 E

Swiwo9 pue podsuely 0} poddns |9
90uadI||9ULIBIUN0D AIeN|IN

20UBBI|[9)ULBIUN0Y

9ouagl||iul uBlaio4

90 S0 0O €0 <¢0 TO 00 66 86 L6 96 S6 V6 €6 <C6 T6 06 uopoung

suofjeziuegioay A}in2ag pue asuagi|du] uel|l

wswpedsg YWGT
wiswyedsq Yie

juawiedaq yOT
swpedsqg yig

sdool| Jepiog 104 I JBIUD

LU0S,, 81el0)oaiIg
«d0,, 81ei030alq
awedaq WZT
swuedsq OT
ajelo108i1q U1L
ajelo108i1q Y19
ajel0108iIq YIG
ajel0108i1q Uiy
81e1010811qQ JoIY) pIE
81el010841q J81YD pug
81e4010811q J9IYD I1ST

juswpedaq/a1el030311q 9W

1 191A0S-150d *T |qeL

59



RUSSIAN INTELLIGENCE

statements, and jokes. On Vadim Bakatin’s order, the Fifth Directorate was
eliminated in 1991.

Commentators in the West saw this reorganization as a great improve-
ment. The hated KGB and its repression were officially gone, and no sin-
gle organization could control the new democratic Russia, they thought.
However, despite agency leaders’ assurances,'* a spirit of competition arose
among the five services, and failures, such as the disastrous operation to free
hostages held in a hospital by Chechen separatists in Budennovsk, Stavropol
Krai, in June 1995, left the services looking weak and incapable.

What is known today as the Federal Security Service (FSB) came into
existence in 1995, less than a week after the Budennovsk debacle. Vladimir
Putin led the FSB from July 1998 to August 1999 and saw firsthand the coor-
dination problems that the splintering of Russia’s intelligence and security ser-
vices created. After being elected president in 2000, Putin began the eventual
re-accumulation of state security functions that had been broken up during
Yeltsin’s time. The Federal Border Service was resubordinated to the FSB in
2003. FAPSI was also dissolved in 2003, with most of its functions going to
the FSB and a few pieces going to the SVR and Federal Protective Service
(FSO), the successor to the GUO. As of 2005, the FSB regained all but a
few specialized functions that the KGB had controlled during the Soviet era,
including the suspected return of functions and practices similar to those of

the KGB Fifth Directorate, including investigating anti-government speech.

CONTINUING HISTORY

Russia has not forgotten its glorious intelligence past. In December 1999,
then-Prime Minister Vladimir Putin said, “Bodies of state security have always
defended the national interests of Russia. They must not be separated from
the state and turned into some kind of monster... We nearly overdid it when
we exposed the crimes committed by the security services, for there were not
only dark periods, but also glorious episodes in their history, of which one
may really be proud.”'® In 2005, Putin publicly used the phrase “Bbasusux
yexucmos e bpisaem” (“There is no such thing as a former chekist”). This
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phrase had been popular within the KGB for many years to indicate the orga-
nization’s pride and elite nature, similar to when a member of the U.S. Marine
Corps says, “there is no such thing as a former Marine.” Putin’s public use of
the chekist phrase shows both his trust and reliance on state security organi-
zations, as well as his expectation that former employees of the state security
organs should remain loyal and compliant with his orders.'®

This historical continuity was evident when Russia issued a postage stamp
in 2000 to commemorate the 80th anniversary of the founding of Russian for-
eign intelligence. The stamp lists three acronyms: INO, PGU, and SVR. These
acronyms represent the names of the Russian foreign intelligence organization
from its original founding under the Cheka in 1920 (International Department,
INO) to the founding of the KGB in 1954 (First Chief Directorate, PGU) and
the SVR today. There is no disruption in that history as far as Russian intelli-
gence officers are concerned. Duringa celebration at SVR headquarters to com-
memorate the organization’s 80th anniversary in 2000, Putin met with other
former KGB/SVR chiefs—Vladimir Kryuchkov (1988-91), who had served
three years in prison for his role in the August 1991 coup attempt; Leonid
Shebarshin (1991); Yevgeniy Primakov (1991-96); and Vyechaslav Trubnikov
(1996-2000)—as well as famous intelligence agents, including British defector
George Blake. Notably absent from the attendee list was Vadim Bakatin.

Similarly, a history of the FSB Military Counterintelligence Service pub-
lished in 2004 hardly mentions the dissolution of the Soviet Union. Russia
also issued a commemorative postage stamp in 2017 commemorating the
100th anniversary of the founding of Russian state security. In the subse-
quent years, additional 100th anniversaries were celebrated: the founding of
the illegals program, radio-technical intelligence (known in English as signals

intelligence), border guards, counterintelligence, and foreign intelligence.

FOREIGN INTELLIGENCE SERVICE (SVR)

As the name implies, the SVR is Russia’s service for conducting foreign intel-
ligence activities. The organization descends directly from the KGB’s First
Chief Directorate. Its manpower is approximately 10,000 to 15,000, roughly
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a quarter of which is stationed abroad. According to the SVR’s ofhicial web-
site, it is divided into operational, analytical, and functional sub-elements.
The main SVR operational directorates are reminiscent of several of Orlov’s
“lines of operation,” and correspond with their Soviet-era predecessors.
Chart 1 is adapted from the SVR’s website."*! Some of the directorate names
and elements, such as Political Intelligence and Illegal Intelligence, are not
listed on the chart but exist in the service.

Chart 1. Foreign Intelligence Service (SVR)

Director
Zaslon . = Grouplof
Consultants
|
Collegium
< First Deputy
Stats y SVR Director
Press Liaison plecos
Staff/Protocol
Assistant Assistant Assistant Assistant Director
Director for — Director for Director for e Material/Technical
Science Operations Staff Logistics
NTR (S&T Operations
Intelligence) Operational and Support
Depts. - Analysis and
Information
Operational
Technology
== Foreign Cl
Information
Systems
ER (Economic
Intelligence)
== SVR Academy

Sources: Organization chart created by author from multiple sources, including the SVR website,
www.svr.gov.ru; government seal image from Wikimedia Commons, https://commons.wikimedia.
org/wiki/File:Russian_Foreign_Intelligence_Agency.png.

Directorate PR: Political Intelligence is the primary operational direc-
torate within the SVR and is the direct descendant of an element with the
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same mission that existed in the KGB First Chief Directorate. Directorate
PR is divided into geographically focused departments that manage political
intelligence operations in SVR rezidenturas around the world. SVR reziden-
turas are divided into “lines” within which officers specialize in a type of
intelligence. Political intelligence officers abroad work in what the SVR calls
Line PR sections. The operations of this directorate will be discussed in more
detail in Chapter 4.

Directorate NTR: Scientific and Technical Intelligence is the direct
descendant of the KGB-era Directorate T. It collects technology that Rus-
sia determines it needs to defend itself against foreign weapon systems and
to advance Russia’s own science and technology (S&T) developments.
Directorate NTR manages S&T collection operations in SVR rezidenturas
abroad under what is known in the SVR as Line X. This directorate will be
discussed in more detail in Chapter 5.

Directorate ER: Economic Intelligence manages operations to col-
lect intelligence about and to influence foreign economic systems, known
as Line ER operations in SVR rezidenturas abroad. The operations of this
directorate will also be discussed in more detail in Chapter 5.

Directorate S: Illegal Intelligence is divided into both geographic and
functional departments. The latter include departments for selecting and
training illegals, developing cover legends, and providing transportation
and funding for illegals abroad. Directorate S is also responsible for the SVR
Mobilization Department, which administers the SVR’s participation in
wartime environments. It manages Line N operations, related to the illegals
program, in SVR rezidenturas abroad. The operations of this directorate will
be discussed in more detail in Chapter 8.

Directorate KR: External Counterintelligence carries out infiltration
of foreign intelligence and security services and exercises surveillance over
Russian citizens living outside the country. It manages Line KR operations
in SVR rezidenturas abroad, which are responsible for monitoring diplo-
mats at overseas Russian government facilities.

Directorate MS: Meponpusmus Codeticmeuns (Measures of Support)

replaced what was formerly Service A under the KGB, which ran “active

63



RUSSIAN INTELLIGENCE

measures” operations. Directorate MS operations derive from those of other
directorates, using intelligence collected across the agency to create influence
operations that support Russias foreign policy priorities. These operations
will be discussed in more detail in Chapter 7.

SVR analytical directorates produce both strategic analysis for Russian

decisionmakers and tactical analysis for other SVR directorates.

» The Analysis and Information Directorate and Directorate I:
Computer Service (Information and Dissemination) analyze and
distribute intelligence data and publish daily current events summa-
ries for Russia’s president.

= Directorate R: Operational Planning and Analysis evaluates SVR
operations abroad.

Functional Directorates include:

»  Directorate OT: Operational and Technical Support is the
descendant of the KGB directorate of the same name. It provides
equipment and technical personnel to support SVR operations.

= Academy of Foreign Intelligence (AVR), the SVR’s training acad-
emy, is the descendant of the KGB’s Red Banner Intelligence Acad-
emy and trains SVR personnel.

m  Personnel, internal security, and staff, and logistical units.

A special operations element known as Zaslon is reportedly directly
subordinate to the SVR director. Zaslon is responsible for protecting senior
Russian embassy officials and other Russian government officials when they
travel to dangerous locations. For example, Zaslon officers provided security
when then-Russian Vice Prime Minister Dmitriy Rogozin traveled to Syria
in 2014."% The element also conducts covert action missions. Little is pub-
licly known about the group, but it reportedly was created in 1998 to replace
special forces units that had been subordinate to the KGB First Chief Direc-
torate during the Soviet era and moved to the Ministry of Security after the
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dissolution of the Soviet Union (for further information on covert action
clements, see FSB Alfa and Vympel units below).'3?

Asof 2021, the director of the SVR is Sergey Yevgenyevich Naryshkin,
a carecer KGB officer whose chekist mindset and loyalty to Putin have pro-
pelled him into senior political positions. He joined the KGB in 1978, not
long after Putin, and both worked in Leningrad at the same time. Naryshkin
remained in the KGB up to the end of the Soviet era, operating under diplo-

134 and he transitioned

matic cover in Belgium collecting S&T intelligence,
to the St. Petersburg city government soon after Putin did. When Putin
moved to Moscow in the mid-1990s, Naryshkin remained in St. Petersburg,
during which time he led foreign investment efforts for the St. Petersburg
Oblast government.

Naryshkin moved to Moscow in 2004, where his career has greatly ben-
efitted from his proximity to Putin. At that time, Putin appointed him as an
economic advisor in the Russian Presidential Administration, and he simul-
taneously served on the board of directors of Sovcomflot, a Russian shipping
company that specializes in gas and oil tankers; Rosneft, Russia’s oil giant;
and the Russian television company, Channel One. From 2008 to 2011,
Naryshkin was director of the Russian Presidential Administration during
the Dmitriy Medvedev presidency. In 2009, Medvedev appointed Narysh-
kin to the Historical Truth Commission, which is tasked with protecting
Russia’s historical reputation. In December 2011, he was elected to the State
Duma, serving as its chairman until 2016. He was in this position during
Russia’s covert operation to annex Crimea, and he consequently became the
target of US. and European Union sanctions for submitting legislation to
institutionalize that illegal Russian government action. Putin appointed his
close associate Naryshkin to lead the SVR in 2016.

FEDERAL SECURITY SERVICE (FSB)

The FSB has inherited most of the KGB’s historical functions and, thus, is
a large organization. Much of its manpower is in the Border Guard Service,
which was resubordinated from the FPS to the FSB in 2003.
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The FSB is Russia’s primary internal security organization, and thus it
has the bulk of resources devoted to that mission. The FSB has several main
operational services, which correspond directly to Soviet-era KGB director-
ates and carry out the FSB’s primary functions (see Chart 2).

Chart 2. Federal Security Service (FSB)

Director

First Deputy
State Secretary FSB Director
Border Guards Anti-Terrorism
Service Committee
First Second Military Fourth Fifth Sixth Seventh
Service = Service e ol e Service Service = Service Service
Cl Maintaining the Economic CI Operational Personnel Finance
Constitutional Information and
Order and International
Combating Liaison
Terrorism
Center for ol
Information Security
Special Purpose

Logistics Service

Forces

Sources: Organization chart created by author from multiple sources, including the FSB website,
https://fsb.dossier.center//; government seal image from Wikimedia Commons, https://commons.
wikimedia.org/wiki/File:Emblem_of_Federal_security_service.svg.

The Counterintelligence Service is the remnant of the KGB Second
Chief Directorate and is one of the primary elements of the FSB today. Its
mission is to thwart attempts by foreign intelligence services to operate inside
Russia, including penetrating foreign diplomatic establishments, harassing
foreign diplomats, and investigating Russians who come in contact with for-
eigners. These operations will be discussed in more detail in Chapter 3.

The element called the Service for the Defense of the Constitutional
Order and Fight Against Terrorism combines counterterrorism and
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constitutional order into one element. This service is responsible for combating
terrorism, extremism, and ethnically based organized criminal activities. It also
conducts counterintelligence activities in the ministries of Health, Culture,
and Education, in the religious sphere, and in noncommercial organizations.
The same people who investigate terrorism also investigate internal instability
created by dissent or protests. Consequently, oppositionists are often charged
with violating extremism laws, which are linked to terrorism laws.

This element’s name is eerily reminiscent of the Soviet era, when in 1989
the KGB Fifth Directorate was renamed Directorate Z, or the Directorate
to Defend the Constitution. This directorate was responsible for internal
security functions against the Soviet people, including combating politi-
cal dissent, controlling religious activity, and monitoring dissident writers
and artists, all of which the KGB described as “ideological subversion.”*
The resurrection of an element with a similar name and portfolio gives the
appearance that the FSB has brought back a modernized version of the KGB
Fifth Directorate, now combined with counterterrorism.

The Military Counterintelligence Service is the remnant of the KGB
Third Chief Directorate and the descendant of OOs in the early Soviet era
and the UKR SMERSH of World War II. It monitors the loyalty of military
forces and conducts CI investigations and operations inside military units.
The FSB also manages a similar element that monitors the loyalty of per-
sonnel in the Internal, Emergencies, and Justice ministries. A history of FSB
military CI, written in 2004, indicates that the directorate retained its mili-
tary spirit and work ethic after the dissolution of the Soviet Union, although
it shrank in size and underwent some reorganization. It is unclear whether
the downsizing has been reversed since then.'

The Economic Security Service is the remnant of what was once called
the KGB 6th Directorate. It is directed toward economic crimes and is orga-
nized around the venues where crime might take place: industry, the trans-
portation infrastructure, the banking system, etc. Chapter S will discuss the
ESB’s role in the economic realm.

The Border Guard Service was a directorate under the KGB during the
Soviet era but was separated from the security service in 1993 to become an
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independent agency. However, in 2003, it was returned to the FSB struc-
ture, and today makes up the largest personnel element in the FSB.

The Center for Information Security (TsIB), also called Center 18,
conducts both internal Internet monitoring directed at Russian citizens and
foreign intelligence collection. One of the elements that the FSB inherited
from the former FAPSI, the TsIB has been discussed in public infrequently,
initially in relation to requests for information about Internet users. For
example, the owner of the website Roem.ru received a request from a TsIB
officer in 2011 asking for information about a subscriber, originating from
the email address cybercrime@fsb.ru.'” More recently, TsIB has gained
notoriety for its overseas operations. In 2017, the U.S. Department of Jus-
tice indicted several TsIB officers for hacking into millions of Yahoo email
accounts.””® Media reports also connect TsIB with the attempted hacking
of election systems in several states during the 2016 U.S. elections, which,
when the attempts became public, led to arrests of TsIB officers in Russia
for allegedly compromising the operation to the U.S. Government. The offi-
cers were charged with espionage on behalf of the United States.'” The FSB
also sponsors multiple advanced persistent threat computer-network actors,
including one known in the West as Venomous Bear, aka Turla, which may
be affiliated with TsIB."* TsIB reportedly operates in concert with an FSB
SIGINT unit known as Center 16 in targeting Ukrainian government, law
enforcement, and military entities.'*!

The FSB also inherited two special purpose covert action elements
from the KGB, called Alfa and Vympel. The units were part of the KGB
First Chief Directorate during the Soviet era and had a foreign covert
action role."* When the SVR was created in 1991, they were transferred
to an internal security function, necessitating their later replacement with
Zaslon in the SVR. Alfa and Vympel are responsible for tracking and neu-
tralizing terrorists or other threatening entities inside Russia. They have
been deployed in the Chechen wars and during hostage situations in the
North Caucasus, such as the Beslan school and Budennovsk hospital oper-
ations. Although they are described as domestic counterterrorism forces,

these elements have reportedly recently resumed a foreign covert operations

68



Post-Soviet Development of Russian Intelligence and Security

mission similar to their KGB predecessors. A 2020 Bellingcat investigation
indicated that the assassin involved in the August 2019 murder of Georgian
¢migré and Chechen militant, Zelimkhan Khangoshvili, in Germany was
associated with Vympel.'** Alfa and Vympel may also have been behind the
assassinations of other Chechen militant leaders outside Russia, such as in
Turkey (see Chapter 7).

As of 2021, the director of the FSB is Aleksandr Vasilyevich Bort-
nikov. Like SVR Director Naryshkin, Bortnikov is a career state security
officer, beginning in 1975. He also worked in Leningrad/St. Petersburg at
the same time as Putin, and he remained in St. Petersburg until 2004, finish-
ing his time there as chief of the St. Petersburg and Leningrad Oblast FSB
office. Bortnikov moved to Moscow in 2004 to become director of the FSB’s
Economic Security Service, and he has served as FSB director since 2008.
He holds the rank equivalent to a four-star general.

It is notable that both Naryshkin and Bortnikov, long-time Putin associ-
ates, were selected for positions close to Dmitriy Medvedev when he became
president in 2008. Their regular association with Medvedev reinforced

Putin’s influence in Medvedev’s administration.

FEDERAL PROTECTIVE SERVICE (FSO)

Another player with significant influence in Russian internal security is
Oedeparvnas Cayncba Oxpane (Federal Protective Service, FSO). Its best-
known role is to protect the Russian president and about 40 other senior
government officials, including the prime minister, the chairmen of the Fed-
eration Council and State Duma, the chief of the Presidential Administra-
tion, the chairman of the Security Council, and the FSB director. The FSO is
the descendant of several pieces of the former KGB: the Ninth Directorate,
which was responsible for senior leader security; the 15th Directorate, which
was responsible for protecting important government facilities; and parts
of the Eighth Directorate, which secured Russian government communica-
tions. The FSO’s current functions, as defined by the 2004 law under which
it operates, fall into those same three categories: safeguarding senior leaders,
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providing security for protected facilities, and securing government commu-
nications, including special encrypted communications (see Chart 3).!

Chart 3. Federal Protective Service (FSO)

Director
< a First Deputy
SEB Y FSO Director
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Information | Information and
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Directorate Directorate
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Sources: Organization chart created by author from multiple sources, including the Russia Wiki-
pedia website https://ru.wikipedia.org/wiki/ @egepasbHas_ciyx6a_oxpaHbl; government seal
image from Wikimedia Commons, https://commons.wikimedia.org/wiki/File:Great_emblem_of_
the_Federal_Guard_Service.svg.

The FSO consists of the Presidential Security Service, the Directorate
of Special Communications and Information (see Chapter 3 for informa-
tion about FSO domestic sentiment analysis), protective security planning
and organizational directorates, engineering and technical directorates, and
housekeeping functions. The FSO also maintains offices in each of the fed-
eral regions around the country, which are responsible for the security of
senior government officials there.!*

As of 2021, the director of the FSO is Colonel-General Dmitriy
Viktorovich Kochnev, who was appointed to that position in May 2016.

70


https://ru.wikipedia.org/wiki/Федеральная_служба_охраны%20
https://commons.wikimedia.org/wiki/File:Great_emblem_of_the_Federal_Guard_Service.svg
https://commons.wikimedia.org/wiki/File:Great_emblem_of_the_Federal_Guard_Service.svg

Post-Soviet Development of Russian Intelligence and Security

Kochnev has worked in the FSO since 2002 and, during the year before
being named director, he served as the deputy director and chief of the Pres-
idential Security Service. He has worked in Soviet/Russian state security

organizations since 1982.'%

NATIONAL GUARD

In 2016, Russia created a new security service called Rosgvardiya (National
Guard of the Russian Federation), assembled mostly from pieces of the
Ministry of Internal Affairs. Its purpose is to respond to what the Rus-
sian government calls “destabilization attempts,” or what outside Russia
would be called popular discontent. Its mandate includes suppressing pro-
tests both in the physical realm and the computer-based realm.’” Some
have questioned why, if Putin is so popular, he needed to create a security
service directed at suppressing the Russian people. As the commander of
the National Guard, Viktor Zolotov, spelled out in 2017, referring to anti-
government protests:

The protests are clearly systemic and have scenarios similar to those
of color revolutions in other countries. The genuine goal of the fight
against corruption is being substituted with general destabilization
and chaos. Under the pretext of violations of rights and democratic
freedoms in Russia, mass media outlets in the European Union, the
United Kingdom, and the United States are constantly launching
information attacks aimed at the political discrediting of the leader-

ship of our country.'#

Similarly, former FSB Director Nikolay Kovalev claimed that the cre-
ation of the National Guard “becomes especially topical amid the continued
expansion of the North Atlantic alliance towards our borders and its heads
openly state the intention to contain Russia. We register such calls ever more
frequently”'” In other words, Zolotov and Kovalev blame foreign powers

for any manifestation of discontent within Russia. The National Guard was
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established with the same chekist mindset on which all other Russian intel-
ligence and state security services are founded.

The National Guard consists of special police, rapid reaction, and coun-
terterrorism units. Some of its missions overlap considerably with the FSB,
although the primary purpose of the National Guard is to remain organiza-
tionally close to the president in case of internal disorder and dissent. The
National Guard also maintains a strong presence in the North Caucasus,

where it actively counters internal dissent (see Chart 4).

Chart 4. National Guard

Director
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Sources: Organization chart created by author from multiple sources, including the website of
the National Guard of Russia, https://rosguard.gov.ru/; government seal image from Wikimedia
Commons, https://commons.wikimedia.org/wiki/File:National_Guard_of_Russia.svg.

The chief of the National Guard, since its founding, is Viktor Vasily-
evich Zolotov. He was a KGB Ninth Directorate officer from the 1970s,
moving to the newly formed GUO in 1990 to serve on Boris Yeltsin’s secu-
rity detail. Zolotov has been a close associate of Vladimir Putin since at
least the early 1990s when Zolotov served as the bodyguard for Anatoliy
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Sobchak, the mayor of St. Petersburg, under whom Putin worked as deputy;
Zolotov reportedly now serves as Putin’s judo sparring partner.”® Zolotov
was a senior figure in the FSO from its founding in 1996 but moved to
the MVD in 2013 to serve as commander of MVD internal troops. When
those troops transitioned into the newly created National Guard in 2016,
he became the new agency’s first director.”!

Comparing Security Personnel in Soviet Era to Today’s Russia

Combining all of the agencies that have a security function in Russia,
there are more security personnel per capita in Russia today than there
were during the Soviet era. In 1991, there were approximately 490,000
KGB personnel in a country of 291 million people, which calculates as
one state security employee for every 593 citizens. More recently, the
FSB, SVR, and FSO combined have approximately 350,000 personnel in a
country of 141 million, which calculates to one for every 402 citizens. Add
to that the Russian National Guard, with its approximately 340,000 inter-
nal troops, and Russia today has nearly three times the number of people
working in KGB successor organizations per capita than state security
organizations had during the Soviet era.

MAIN DIRECTORATE OF THE GENERAL STAFF (GU)
The GU (until 2010, the GRU) is responsible for both intelligence collec-

tion to support military decisionmaking and covert operations to support
foreign policy objectives, as it has since the founding of military intelligence
in the Soviet era. Its organization—both geographically and functionally—
reflects those two missions. The intelligence mission includes directorates
that cover the European Union; North and South America, along with
Anglophone countries; Asia; and Africa. Another directorate focuses on
NATO specifically. Other directorates cover functional intelligence areas,
including military technology, military economics, strategic doctrine and
armaments, and nuclear weapons. A separate directorate houses SIGINT,
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which includes space-based and battlefield SIGINT platforms (see Chapter
9). Management of covert action is handled by another directorate, called
the Diversionary, or Sabotage, Directorate, which houses Spezsnaz (GRU
Special Purpose forces) (see Chart 5).

Chart 5. Main Directorate of the General Staff (GU)
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Sources: Organization chart created by author from multiple sources, including the Russia
Wikipedia website, lnasHoe ynpasneHne [eHepasbHOro wraba — Bukuneaus (wikipedia.
org); government seal image from Wikimedia Commons, https://commons.wikimedia.org/wiki/
File:Emblem_of_the_GRU.svg.

As of 2021, the GU director is Igor Olegovich Kostyukov, the first
Navy admiral to lead Russian military intelligence. He was appointed at a
turbulent time in the service’s history, in the midst of multiple public expo-
sures of GU tradecraft and operations since 2016, primarily focused on the
covert action side of the GU’s mission. Kostyukov’s two predecessors both
died suddenly while in office, although there is no apparent foundation
for rumors of foul play in either death. The official Russian version of GU
Director Igor Dmitriyevich Sergun’s death in January 2016 states that he
died of a heart attack in Moscow. He was replaced by Igor Valentinovich
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Korobov, who died after less than three years as GU director. In 2016 and
2017, all three officers were recognized with the Hero of the Russian Feder-

ation award, with Sergun’s award being posthumous.

RIVALRY AMONG SERVICES

The various Russian intelligence and state security services have a tradition
of rivalry, partially due to intentional overlaps in their missions. The KGB’s
First, Second, and Third Chief Directorates (now the SVR, the FSB’s Coun-
terintelligence Service, and the FSB’s Military Counterintelligence Service,
respectively) frequently fought for power, personnel, and resources within
the Soviet system. The First Chief Directorate viewed itself as more sophis-
ticated than and superior to its internal sister organizations. The First Chief
Directorate also clashed with the GRU, as manifested when the Soviet gov-
ernment experimented with the Committee of Information in the late 1940s
and early 1950s. The GRU refused to cooperate with civilian intelligence
and removed itself from the organization after only a year. The GRU viewed
the KGB and its predecessors as “chekist” organizations that were more
aligned with purges and internal oppression than with intelligence work.
The rivalries continue today, with organizations’ missions overlapping
in such areas as counterterrorism, covert action, and operations in the Near
Abroad. When Russian intelligence organizations conducted computer
intrusions into the Democratic National Committee in the United States in

2016, both the GRU and probably the FSB ran parallel, uncoordinated oper-
ations in the same servers, apparently unaware of each other’s operations.’>

Rumors often float in Moscow about major reorganizations of intelli-
gence and security services, some of which probably originate from the ser-
vices’ rivalry. In 2016, a Russian newspaper reported a rumor that the Russian
government planned to create a “Ministry of State Security” similar to what
had existed during the Soviet era. The rumored ministry would be based on
the FSB, with the FSO and SVR rejoining it, nearly mirroring the KGB.

The rumors came soon after the creation of the National Guard, when other
law enforcement functions that had been housed in independent agencies,
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like the Federal Tax Police, were attached to the MVD.'? Just six days after
the original report, the same newspaper walked back the story and called it

1 no such reorganization occurred. The rumors may have been

a “rumor;”
intentionally leaked in the ongoing battle between intelligence and security
services, either by the SVR to ward off FSB overreach by equating the FSB
with feared Soviet-era organizations, or by the FSB to gauge public reaction
to a possible power grab. Either way, the rumors quickly faded, and nothing

came of them.

PUBLIC PERCEPTIONS

The public perception of state security can at times be negative. State secu-
rity is not sacrosanct. A 2019 op-ed in a Russian newspaper discussing a
mandate for Russian communications companies to provide encryption
keys to the FSB stated, “It is obvious that the fact of providing keys works
against a company. The reputation that our siloviki (security services) have
is such that any structure that cooperates with them loses in the eyes of
society. Resistance to their pressure, on the other hand, strengthens a com-
pany’s position in public opinion.”*>> Being seen as bending to state security
demands can be bad for business.

Recent activities—ranging from ill-advised to illegal—by FSB officers
have tainted the service in the public eye. In 2016, graduates of the FSB
academy produced a film of themselves driving around Moscow in forma-
tion in expensive Mercedes Benz SUVs, waving and cheering themselves. It
was an embarrassing lapse of security for recently graduated ofhicers. Heads
rolled in the FSB, and the graduates themselves were threatened with ban-
ishment to minor offices in the provinces.”® Publicly, the event gave the
impression of a young cadre of unruly, self-centered officers that contrasts
with the patriotic image that the FSB tries to portray.'”’

More recently, FSB officers have been arrested on a variety of corruption
charges. In spring 2019, an FSB colonel in the counter-corruption director-
ate was arrested with several colleagues for taking bribes. In July 2019, FSB
officers were arrested and accused of robbing a bank and extorting money
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from a businessman. About the same time, the special assistant to the Pres-
idential Special Envoy to the Urals and a member of the Security Coun-
cil was arrested for high treason for communications with Poland. State
security officers are under greater pressure today than they have been for a
long time—at least since the FSB’s involvement in botched counterterror-
ism operations in the early 2000s. Reports of the FSB’s involvement in the
attempted assassination of Aleksey Navalny in 2020 and Navalny’s subse-
quent ability to trick a reported FSB officer into discussing the operation

have further embarrassed the service.'>®

CONCLUSION: HISTORICALLY GROUNDED
IN THE SOVIET ERA

Russian intelligence and state security organizations today are firmly
founded on their Soviet predecessors, both in structure and in mindset.
They continue to manifest historical chekist attitudes that see any internal
dissatisfaction with the regime as being caused by foreign infiltrations. How-
ever, post-Soviet services today, including the SVR, FSB, FSO, GRU, and
National Guard, are more prevalent and larger per capita even than during
the Soviet era. Much of that manpower is directed internally at gauging,
monitoring, suppressing, and demonizing internal dissent, which will be the

topic of Chapter 3.
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SECTION 1l
WHY

Analyzing National Security Priorities. A country directs its intelligence
capabilities toward its highest priority concerns, and thus, by looking at
where a country applies those capabilities, we can infer its priorities. In other
words, if we look at what a country’s intelligence system tasks its assets to
collect and what placement and access it secks in its sources, we can begin to
develop an image of that country’s priorities. Add to that analysis how the
system is organized and on what targets it places the preponderance of its
resources and the types of liaison relationships it develops and why, and that
image becomes even clearer.

For example, over its history, the United States has developed a partic-
ular model for the policymaker-intelligence relationship, based on an intel-
ligence system within a democratic society that recognizes the legitimacy
of an elected leader and accepts guidance based upon legally defined rela-
tionships (see Figure 5). In this model, the President and National Security
Council formally and informally articulate their intelligence priorities, in
which they identify the national security issues that are at the forefront of
their attention and the areas where they need intelligence to inform policy.
These priorities shift and evolve at irregular intervals, based on geopolitical
events and domestic politics. The National Security Council conveys the

President’s priorities to the Director of National Intelligence, whose staff
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translates them into the National Intelligence Priorities Framework (NIPF).
U.S. intelligence agencies take their collection, analysis, and dissemination
priority guidance from the NIPF by breaking it down into the requirements
on which they focus their efforts.

Figure 5. U.S. Intelligence Priority Structure
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The phrase “intelligence system” describes the entirety of a country’s
intelligence and security resources, since most governments have more than
one organization to fulfill these tasks. In the United States, we call the sys-
tem a “‘community,” consisting of 18 agencies and numerous sub-elements,
ideally all working in unison to fulfill decisionmakers’ needs. Russia, on the
other hand, has four main intelligence and security services (FSB, SVR,
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GRU, and FSO), along with other supporting organizations (Ministry of
Interior, National Guard, Investigative Committe, etc.). To understand the
entirety of national security priorities, we would need to look at the activi-
ties of all of these organizations together as a system. Although the US. and
Russian systems differ significantly in form, each serves its respective deci-
sionmakers’ end goals. Even where agency-specific agendas differ or agencies
specialize in certain aspects of the bigger intelligence picture, the aggregate
end product informs the deliberations of the state’s decisionmakers.

Orlov’s Lines of Operation. This section looks at how those priori-
ties manifest themselves in the Russian intelligence system. It is organized
around Alexander Orlov’s eight “lines of operation,” as the former Soviet
intelligence officer described in his 1963 book, Handbook of Intelligence and
Guerrilla Warfare."> Ortlov’s lines focused on external activities; however,
based on the resources applied and using a modified version of Orlov’s con-
struct, internal security would appear to be Russia’s highest priority. Among
external operations, political intelligence collection is clearly a priority
for Russia, based on the numerous reported Russian intelligence activities
directed against political targets. Other priorities include economic and
S&T intelligence and military intelligence, both of which protect Rus-
sia from what it perceives to be a threatening world bent on destroying it.
Informed by the intelligence that these disciplines collect, Russian leaders
have at their disposal a spectrum of action options, from public statements
in the information realm to covert activities in the military realm. Intelli-
gence and state security services also are responsible for executing some of
these options. Although covert activities such as political manipulation and
assassinations are prominent in the media, they need to be analyzed in the
context of other priorities placed on Russian intelligence and state security
services. This section will analyze those major priority areas.

Orlov’s first line of operation was what he called “diplomatic intelli-
gence,” or what Russian intelligence services today call political intelligence.
This means the collection of intelligence to support the foreign policy deci-
sionmaking of the Russian leadership. For the KGB during the Cold War
and the SVR today, political intelligence has always been a major effort, and
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the largest section in an SVR rezidentura is nosuwmunecxas passedxa (polit-
ical intelligence; Line PR). These operations will be discussed in Chapter 3.
The second line of operation is the infiltration of foreign countries’ secu-
rity agencies and intelligence services. This line has both counterespionage
and foreign intelligence purposes. While infiltrating a foreign intelligence
service provides the obvious opportunity to identify recruited agents inside
one’s own government, foreign intelligence services also have access to clas-
sified information from across their government, including foreign policy
and military plans, making them lucrative intelligence targets. Penetrating
a foreign intelligence service could also yield information about encrypted
means of communication, which can be exploited for further intelligence
collection purposes. The role of infiltrating foreign intelligence and security
services inside Russia today is fulfilled by the FSB, while that same function
outside Russia is the responsibility of the SVR, which has an element ded-
icated to foreign counterintelligence. These will be discussed in Chapter 4.

The next two lines of operation are economic intelligence and what
Orlov called “industrial intelligence.” Economic intelligence is the informa-
tion Russia requires to understand the economic levers that other countries
are employing against Russia. It also encompasses efforts to uncover per-
ceived foreign plots to damage Russia’s economy. This is partially the SVR’s
responsibility, but the FSB, which has an economic counterintelligence mis-
sion, also plays a role. Orlov’s industrial intelligence, which today is called sci-
ence and technology (S&T) intelligence, seeks to collect foreign countries’
latest scientific advances that Russia can use either to fuel its own technology
development or to form the basis of countermeasures. In the latter category,
the priority falls on foreign military technology to support Russian military
planning. S&T intelligence is the responsibility of both the GRU, which
particularly focuses on military technology, and the SVR. These will be dis-
cussed together in Chapter S.

Orlov’s fifth line of operation is military intelligence, which seeks infor-
mation the Russian military will need to fight. This can run the spectrum
from tactical information about military units and equipment to informa-

tion about the strategic targets Russia would need to strike and neutralize
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to be victorious in a future war. Russia’s military intelligence service, the
GRU, is predominant in this area of intelligence collection. However, both
the SVR and FSB also participate in collecting intelligence about foreign
military capabilities and intentions. Military intelligence will be discussed
in Chapter 6.

Orlov’s last three lines of operation are misinformation, influencing
foreign governments’ decisions, and sabotage and guerrilla warfare. Rather
than intelligence collection missions, these are policy execution missions
assigned to Russia’s clandestine services. Misinformation has become the
most well-known of these through widely publicized Russian efforts, from
meddling in foreign elections to manipulating foreign investigations of
aggressive Russian actions abroad. Formerly labeled “active measures,” this
Cold War-era term has been replaced in the Russian system by the phrase
“meponpusmus codesicmeus” (“measures of support”). Influencing foreign
governments’ decisions can take the form of recruiting assets with access
to policymaking circles who subtly use their proximity to sway decisions
toward Russia’s favor. Sabotage and guerrilla warfare have factored into
Soviet/Russian intelligence activities since the Bolshevik revolution. As
noted in Chapter 1, the Russian word passedxa, which is usually trans-
lated in English as intelligence, expands beyond collecting information to
employing covert operations against an enemy force and includes activities
from supporting foreign revolutions to targeting an enemy’s critical and mil-
itary infrastructure during wartime. These three lines of operation benefit
from the intelligence collected by the other lines and represent clandestine
and covert tools that Russia can use to advance its own political, military,
and economic goals. Covert operations in their various forms will be dis-
cussed in Chapter 7.

This section looks at the Russian intelligence system and the primary
categories of effort the Russian government employs that system to fulfill.
From that structure, along with the resources dedicated to those categories,

we can derive Russia’s overall national security priorities.
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CHAPTER 3

INTERNAL SECURITY AND
COUNTERINTELLIGENCE

Russian state security begins with securing the internal political environ-
ment. By far the largest portion of Russia’s intelligence and security resources
are directed at countering internal threats. Counterintelligence in its Russian
definition includes working against foreign intelligence services, as is typical
of other countries. However, Russian CI extends further to securing the rul-
ing regime from any political threats, regardless of their origin. Protecting the
regime is the primary purpose of Russia’s intelligence and state security services,
particularly the FSB, FSO, and National Guard, and the SVR outside Russia.
Internal security is intended to counter potential threats from several

directions:

= Foreign intelligence services operating inside Russia.
®  Terrorism.
= Dissent and anti-regime activities.

m  Economic crimes.

All of these categories are combined together in the view of Russia’s internal
security apparatus. This chapter will be organized around the first three of these
directions, while the fourth, economic crimes, will be described in Chapter 5.
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COUNTERING FOREIGN INTELLIGENCE SERVICES

Since at least 2012, Vladimir Putin has given an annual address at the FSB’s
Lubyanka Headquarters, where he has praised the service for its success
in catching spies. In his speech, he has usually cited statistics about for-
eign intelligence-affiliated persons whom the FSB has neutralized in the

Table 2. Foreign Intelligence Operations Neutralized, per Putin

onofcar | TS|
2012 34 181 215
2013 no data no data ?
2014 >50 almost 300 ~350
2015 >400*
2016 53 386 439
2017 72 397 469
2018 129 465 594
2019 no data no data ?
2020 72 423 495

*Putin gave only an approximate aggregate number in his 2016 speech covering 2015 statistics.

Sources: “3acenaHune konnerun @eaepasbHol c1yx6bl 6e3onacHocTu” [“Conference of

the Federal Security Service Collegium”], Kremlin.ru, February 14, 2013, http://kremlin.ru/
events/president/news/17516; “®Cb croctokaTsb He 6yaer: Ha Bce yrpo3bl HaLUMOHA/IbHOM
6e3zonacHoctu [MytnH noobeLyan agexksatHbIvi oteeT” [“The FSB Is Not Lisping: Putin Promised
an Active Response to All Threats to National Security”], Lenta.ru, March 26, 2015; “3aceaaHue
Kkonnernn @enepasibHoi cryx6bl 6e3onacHocTu” [“Conference of the Federal Security Service
Collegium”], Sosluzhivtsi.ru, February 26, 2016, https://sosluzhivtsi.ru/public/politika/1977-
zasedanie-kollegii-fsb/; “3aceganmne konnernm ®eaepasnbHov cryx6ul 6e3onacHocTn”
[“Conference of the Federal Security Service Collegium”], Kremlin.ru, February 16, 2017, http://
kremlin.ru/events/president/news/53883; “3acegaHue konnerum @enepasibHoO Cr1yx6bl
6e3zonacHoctu” [“Conference of the Federal Security Service Collegium”], Kremlin.ru, March 5,
2018, http://kremlin.ru/events/president/news/56977; “SaceaaHune konnernm ®eaepasibHoM
cnyk6bi 6ezonacHocTu” [“Conference of the Federal Security Service Collegium”], Kremlin.ru,
March 6, 2019, http://kremlin.ru/events/president/news/59978; “3acegaHue konnerum @Cb”
[“Conference of the FSB Collegium”], Kremlin.ru, February 20, 2020, http://kremlin.ru/events/
president/news/62834; “3aceganue konnermn ®CE Poccun” [“Conference of the FSB Collegium
of Russia”], Kremlin.ru, February 24, 2021, http://www.kremlin.ru/events/president/news/65068.
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previous year, including foreign intelligence service staff personnel and
their agents (see Table 2). Up to 2020, the numbers had grown ecach year,
and by 2018 were astronomical: nearly 600 people. In 2020 the numbers
dropped for the first time since 2012, according to Putin’s 2021 speech,
only because of the “demands of the current epidemiological situation.”¢°
Putin has cited no data to support the numbers and has said nothing about
the countries involved or suspects’ names. For unknown reasons, he did
not cite concrete 2019 statistics in his 2020 address; however, he did stress
that counterintelligence remains a crucial part of FSB’s activities and “fig-
ures show that the activity level of foreign special services in our country is
not declining.”*¢!

Putin makes such outlandish assertions to substantiate Russian claims
that Russia is increasingly under siege by adversarial foreign powers. The
numbers send a message to the Russian people to be on alert for foreign
spies everywhere and thus justify the implementation of strict internal secu-
rity measures, including those that restrict the rights of Russians domes-
tically. Furthermore, the numbers probably represent retaliation for CI
activities against Russia abroad. Russia’s 2018 arrest count undoubtedly
includes an American named Paul Whelan, who was arrested for espionage
on December 28,'* just 15 days after Mariya Butina, accused of acting as an
unregistered foreign agent for Russia, pleaded guilty to conducting a clan-
destine political influence operation in the United States.'®3

Putin’s citation of espionage statistics is reminiscent of reports that
his idol, former KGB Director Yuriy Andropov, provided to the Soviet
Communist Party leadership. In 1968, for example, Andropov gave an
account of arrests that had occurred during 1967, which stated that the
KGB “brought to justice 738 persons, 263 for particularly dangerous state
crimes, and 475 persons for other state crimes.”'®* Those convicted for

criminal offenses included:
® 3 who carried out diversion operations.
m 121 traitors and war criminals from the German-Fascist occupation.

» 34 indicted for treason to the Motherland and for treasonous plotting.
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® 96 persons for anti-Soviet agitation and propaganda.

m 221 persons for illegal crossing of state borders.

m 100 persons for embezzlement of state and public property in large
amounts and for corruption.

m 148 for illegal smuggling of goods and for violations of currency
operations rules.

m ] foreigner and 1 Soviet citizen who were arrested for espionage.

Putin appears to have resurrected this Andropov-era accounting, even
approaching the number of arrests Andropov reported in 1968. Although
not specified, Putin’s aggregated numbers probably combine crimes such
as treason, anti-Russian agitation and propaganda, and espionage, just as
Andropov’s numbers did.

Embassy Operations

It is axiomatic that an intelligence or counterintelligence service is more
capable on its home territory than in places it does not control. Conse-
quently, Russian CI operations inside Russia are more capable than opera-
tions elsewhere. This reality applies to Russian operations targeting foreign
diplomatic establishments inside Russia.

Defectors throughout Soviet history have provided consistent reports
of active infiltrations of foreign embassies in Moscow. Aleksandr Zhigunov,
an NKVD counterintelligence officer captured by German forces during
World War II, told his German interrogators about Soviet operations
against embassies in Moscow, specifically noting targeting of the German
and Hungarian embassies.'® Zhigunov also discussed the September 1939
visit by Turkish Foreign Minister Sukru Saracoglu to Moscow to negotiate
a mutual assistance treaty, noting that Saracoglu was under NKVD observa-
tion during his entire visit, particularly during a long car ride he took with
a British embassy official through the streets of Moscow.'® KGB defector
Yuriy Rastvorov reported participating in operations soon after World War

IT to recruit sources among Japanese diplomats, particularly using women
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as bait to lure targets into compromising situations.'®” Afanasiy Shorokhov
(aka Vladimir Petrov) reported an almost identical operation also target-
ing a Japanese diplomat.'®® The first U.S. individual to defect to the Soviet
Union during the Cold War—]James MacMillan, a cipher clerk at the U.S.
embassy in Moscow—was recruited by the MGB in 1948 with the help of a
Russian woman.'®

In addition to human targeting, the KGB extensively used technical
means to penetrate foreign embassies in Moscow, from miniature micro-
phones embedded in furniture or walls to directing microwaves, infrared
light, or lasers at an embassy.””* In October 1963, former KGB officer Alek-
sandr Cherepanov passed a package of documents to an American tourist in
Moscow and asked him to give it to the US. Embassy. The documents con-
tained details of KGB counterintelligence methods, personnel, and techni-
cal devices employed in operations.'”! Rather than accepting the documents
and following up with Cherepanov, the U.S. Embassy—against the CIA’s
wishes—returned them to the Soviet government, although the CIA did
take the opportunity to photograph them. Cherepanov was soon arrested,
and he was executed in April 1964.7> Also in 1964, Yuriy Nosenko, another
KGB officer, defected and provided additional details of Russian targeting
of the US. Embassy in Moscow. Nosenko revealed the KGB Second Chief
Directorate was targeting hundreds of foreigners, including diplomats and
journalists in Moscow and visitors to the Soviet Union, for counterintelli-
gence purposes.'”

Today, the FSB is the primary Russian organization responsible for pen-
etrating foreign diplomatic establishments in Russia. The FSB still uses both
human and technical means for that purpose. For example, FSB officers
coerced a Russian citizen to pass information on the UK’s visa application sys-
tem. The individual worked for a company TLSContact that provides com-
puter network services for consulates, and he provided computer assistance
to the British consulate in Russia until he fled in 2016. The FSB reportedly
attempted to use the Russian individual to explore options for clandestinely
obtaining UK visas for two Russian travelers, who may have included the
GRU officers responsible for the attempted assassination of Sergey Skripal
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in 2018."7% The FSB reportedly also recruited a Russian woman who served
as a liaison between the U.S. Secret Service office in Moscow and Russia’s
law enforcement and intelligence agencies. The woman had access to a U.S.
Embassy email system until she was fired from her employment in 2017.'7

Computers at the Armenian embassy in Moscow were reportedly
broken into in 2020"7—an intrusion probably led by an FSB computer
operations unit. A similar incident had been reported at the EU delega-
tion in Moscow in 2017."”7 An unspecified European embassy in Moscow
was among the targets of a spearphishing campaign detected in 2018 that
involved emails masquerading as messages from Janes, the British defense
journalism company, and targeting ministries of foreign affairs in North
America and Europe.'” Such incidents probably occur more often, but they
are not reported because they either go undetected or the victims choose not
to discuss their vulnerabilities publicly.

Russian attempts to penetrate foreign embassies can benefit both intel-
ligence and counterintelligence missions. Intelligence purposes may include
collecting personal information about individual employees that a Russian
intelligence service could use for HUMINT recruitment efforts or, as noted
above, to obtain visas for clandestine travelers. Such operations also pro-
vide political information, plans, and priorities of the embassy staff, as well
as potential access to cipher and encryption information to use in future
SIGINT collection operations. Counterintelligence purposes include iden-
tifying foreign intelligence personnel posted to Russia under diplomatic
cover. Embassy penetrations can also identify connections between foreign
embassies and oppositionists inside Russia—an important target for Rus-
sian internal security operations. More broadly, they can inhibit embassy
operations by preventing both clean diplomats and intelligence officers
under diplomatic cover from fulfilling their mission.

One method the FSB uses to inhibit embassy operations is harass-
ment of US. and other countries’ diplomats in Russia, which has increased
dramatically since 2014. Harassment has involved arbitrary police stops,
physical assault, break-ins into diplomats’ homes, and broadcasting their
personal details on state TV channels, thereby placing them at risk of public
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harassment.'”” The FSB may employ diplomatic harassment for several rea-
sons: as a tool to retaliate for U.S. counterintelligence or law enforcement
operations directed at Russian diplomats, to identify diplomatically cov-
ered intelligence officers, to provoke a response that can be used against the
United States in propaganda messaging, or simply to create stress among the
diplomatic staff, thereby limiting their effectiveness. In general, the FSB’s
harassment of foreign diplomats is a counterintelligence method that the
Russian government uses to reduce the overall effectiveness of foreign intel-

ligence operations in Russia.

COUNTERTERRORISM

Russia’s second leading internal security mission is counterterrorism. Rus-
sia has experienced significant terrorist attacks on its soil (see Figure 6).
Countering terrorism is the primary mission of what is now called the
ESB’s Service for the Defense of Constitutional Order and Fight Against
Terrorism. The Russian National Guard also has a counterterrorism func-
tion, and its inheritance of quick reaction units from the MVD in 2016
has created an overlap between the FSB and National Guard missions.
Additionally, both the SVR and GRU have responsibilities for collecting
intelligence about terrorism that threatens Russia, and the GRU Spezsnaz
forces are trained to conduct counterterrorism operations. The Russian
government claims success in countering terrorism, and it proudly pro-
claimed in April 2009 that counterterrorism operations in Chechnya were
complete.'® Putin holds up this stated success as a major accomplishment
for hislegacy, and it is one reason domestic support for Putin is high. How-
ever, major terrorist events in Russia did not end with the declaration of
victory in Chechnya, and high-profile attacks have occurred since then in
Moscow, St. Petersburg, and other Russian cities. In February 2021, Putin
declared that 72 “terrorist crimes” had been thwarted in 2020, up from 57
in 2019, and that “in December last year, the last organized bandit group
that was committing crimes on the territory of the Chechen Republic and

Ingushetia was destroyed.”™®!
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Figure 6. Major Terrorist Attacks in Russia Since the Dissolution of the Soviet Union

o Tomrpion

June 1995 During the first Chechen war, Chechen fighters stormed

a hospital in Budennovsk near the border with Russia,
taking many civilians hostage (some estimates say as
many as 2,000 people) and threatening to kill them
unless the war ended. Russian forces’ attempts to raid
the hospital failed. More than 100 people were killed
before an agreement was reached, and the militants were
allowed to return to Chechnya.

January 1996 Chechen fighters took hundreds hostage in a hospital
in Kizlyar, Dagestan, and moved them by bus to
Pervomayskoye on the Chechen border. Most rebels
escaped, but many hostages were killed during a
rescue attempt.

September 1999 | Bombings of apartment buildings killed almost 300
people in Moscow, Buynaksk, and Volgodonsk. The
attacks were blamed on Chechen separatists and
eventually led to the second Chechen war, but some
conspiracy theories link Russia’s intelligence services to
the attacks.

October 2002 Dozens of Chechen militants seized the Dubrovka
Theater in Moscow, taking 700 people hostage.

Russian security forces attempted to enter the theater
and pumped a strong narcotic gas into the building to
sedate the attackers. Most of the casualties occurred in
the raid, which happened on the third day of the crisis.
Ultimately, 41 Chechen militants and 129 hostages were
killed, most of them succumbing to the gas.

December 2002 | A suicide truck bomb destroyed the headquarters of
Chechnya’s Moscow-backed government in Grozny,
Chechnya. The attack left 72 people dead.

August 2003 Chechen militants killed 50 in a suicide bombing using
a truck rigged with explosives and driven into a military
hospital in Mozdok, North Ossetia.
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December 2003

An explosion killed 46 people and injured an additional
146 near Yessentuki station in the Stavropol Krai.

February 2004

A suicide bomber hit the Moscow subway during rush
hour, killing 41 people and wounding more than 100.

A little-known Chechen group later claimed responsibility
for the attack.

May 2004

A suicide attack at a stadium in Grozny killed 24 people.
Among those killed was Akhmad Kadyrov, the Moscow-
backed Chechen president and father of Chechen leader,
Ramzan Kadyrov.

June 2004

Chechen militants stormed the interior ministry building
in Nazran, Ingushetia, resulting in the deaths of at least
92 people, including acting regional Interior Minister
Abukar Kostoyev.

August 2004

Two suicide attacks targeted flights from Moscow’s
Domodedovo airport. All 90 passengers on the flights were
killed. The two female attackers were later found to have
bribed an airline agent with 1,000 rubles (about $34 at
the time) to board the planes. Just days later, a suicide
bomber killed 10 people on the Moscow subway.

September 2004

Chechen rebels assaulted a children’s school in the
southern Russian city of Beslan, taking over 1,000
hostages. Those killed throughout the seizure and
subsequent attack by Russian forces and local armed
vigilante groups numbered more than 331, half of
them children.

October 2005

Islamist militants launched attacks on police and
government buildings in the city of Nalchik, Republic of
Kabardino-Balkaria, in the North Caucasus. A large group of
attackers targeted buildings housing the Russian security
forces, killing more than 100 people, including civilians.

August 2009

A suicide bomber killed 20 people and injured 138 more
after driving his truck, packed with explosives, into a police
station in Nazran, Ingushetia.
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November 2009 | A suicide bomb exploded on the high-speed rail link from
Moscow to St. Petersburg, killing 28 people and injuring
130. Ten men were imprisoned for their role in the attack,
nine of whom were from the same family in Ingushetia. A
second explosion occurred as investigators were searching
the wreckage. The Caucasus Emirate movement was
reported to have ordered the attack.

March 2010 Two female suicide bombers on the Moscow subway killed
more than 40 people. One of the stations targeted, the
Lubyanka Station, is near FSB headquarters.

January 2011 A suicide bombing at Moscow’s Domodedovo airport killed
37 people and wounded 172. Doku Umarov of the Caucasus
Emirate movement claimed responsibility for the attack.

August 2012 A suicide bomber attacked the funeral of a police officer
fatally shot a day earlier in Russia’s North Caucasus
region, killing 7 people and injuring 10 in mourning.

October 2013 A female suicide bomber from Dagestan blew up a
passenger bus in Volgograd, killing 6 people and wounding
more than 30 others.

December 2013 | Two suicide bombings a day apart targeted the public
transport system in the city of Volgograd. A total of 34
people were Killed in the attacks on a train station and

a trolley bus, including the perpetrators. The bombings
occurred weeks before the start of the 2014 Winter
Olympics, being held about 400 miles away in the Russian
Black Sea resort of Sochi.

October 2015 A charter jet taking Russian vacationers home to St.
Petersburg from an Egyptian beach resort town crashed
in a remote part of Egypt’s Sinai Peninsula, killing all
224 passengers and crew members on board. Russian
authorities concluded that a homemade bomb smuggled
onto the jet detonated 23 minutes after it took off from
Sharm el-Sheikh, the popular Red Sea resort town.
Terrorists tied to the Islamic State claimed responsibility
for the attack.
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December 2016 | A Russian flight traveling to Syria crashed into the Black Sea
near Sochi, Killing all 92 on board. A number of passengers

were members of the Red Army choir scheduled to perform

a New Year’s concert in Syria. Although authorities found no
signs of an explosive, a terror motive was not ruled out.

April 2017 Two explosions killed at least 10 people and injured
dozens more in a busy metro station in St. Petersburg.

December 2017 | President Putin called President Trump to thank him for
ClA-provided information that helped prevent an Islamic
State attack in St. Petersburg. The attackers planned to
strike crowded sites, including the Kazan Cathedral.

December 2017 | A bomb exploded in a St. Petersburg supermarket, injuring
13 people. The bomb was hidden inside a rucksack in a
locker where shoppers leave their belongings. The person
who left the rucksack was described as being of “non-
Slavic appearance.”

December 2019 | President Putin thanked President Trump for U.S. intelligence
that led to the FSB arresting two Russian nationals in St.
Petersburg who were planning attacks on New Year’s Eve.

Sources: Figure created by author from multiple sources, including Adam Taylor, “The Recent
History of Terrorist Attacks in Russia,” Washington Post, April 3, 2017, https://www.washington
post.com/news/worldviews/wp/2017/04/03/the-recent-history-of-terrorist-attacks-in-russia/;
David Filipov, “Putin Thanks Trump for CIA Intel that Foiled a Planned Terrorist Attack in Russia,”
Washington Post, December 17, 2017, https://www.washingtonpost.com/world/putin-thanks-
trump-for-cia-intel-that-foiled-a-planned-terrorist-attack-in-russia-the-kremlin-says/2017/12/17/
f4274600-e349-11e7-9ec2-518810e7d44d_story.html; Isabelle Khurshudyan, “Putin

Thanks Trump for Information That He Says Helped Foil a Planned Terrorist Attack in St.
Petersburg,” Washington Post, December 30, 2019, https://www.washingtonpost.com/world/
putin-thanks-trump-for-information-that-helped-foil-a-planned-terrorist-attack-in-st-peters-
burg/2019/12/30/9788ee34-2b32-11ea-bffe-020c88b3f120_story.html.

When terrorist attacks occurred in the United States in September
2001, Russia was quick to offer its help. The Russian government claimed
that it had been fighting terrorists for years and hoped that the new U.S.
emphasis on terrorism would lead the United States to see things Russia’s
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way. However, Russia’s definition of terrorism made cooperation difficult.
Russia views terrorism broadly as a political threat to the Russian regime,
and any violent act that harms Russia’s influence or prestige around the world
is terrorism; this interpretation can include anything from Islamist extrem-
ism to protests against the Russian government’s handling of elections. In
contrast, the United States defines terrorism as the unlawful use of violence
and intimidation, especially against civilians, in the pursuit of political aims.
Russia’s definition is internalized, while the U.S. definition is global.

Based on Russia’s broad definition and its national experience with ter-
rorism, the 2016 Russian Foreign Policy Concept of the Russian Federation
includes strong language about the need to counter terrorism around the
world. But, in addition to countering violent extremism, Russia’s counter-
terrorism message carries a veiled criticism of U.S. policy: “The ideologi-
cal values and prescriptions imposed from outside these countries [in the
Middle East and North Africa] in an attempt to modernize their political
systems have exacerbated the negative response of their societies to current
challenges.”®* As the policy document goes on to say, the Russian Federa-
tion “categorically opposes any reliance by States on terrorist organizations
in pursuit of political, ideological or other aims,” and “advocates consoli-
dating the UN-led collective efforts to defeat foreign terrorist fighters by
blocking all forms of material support available to terrorist organizations.”'*?
Some of this language sounds familiar to a Western ear, and the Russian
and US. definitions of terrorism have occasionally aligned, such as when
the United States provided information to the Russian government that
led to the neutralization of terrorist operations in St. Petersburg, Russia, in
2017 and 2019."%* However, often it does not. Russia does not view groups
afhliated with Iran as terrorists, while it does see U.S.-supported groups that
oppose Syrian President Bashar al-Assad as terrorists. Russia viewed its two
wars in Chechnya in the 1990s and early 2000s as wars against terrorism,
while many in the West viewed them as civil wars in which the Russian gov-
ernment’s brutal methods caused as much harm as good.'®
The chekist mindset under which Russian counterterrorist agencies

operate, which always sees foreign ties to domestic threats, also applies to
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terrorism. Putin and other government leaders espouse the narrative that
any terrorist action inside Russia has been sponsored from abroad—to
include foreign powers, especially the United States. After a car-bomb attack
in 2009, then-interior minister of Dagestan, Ali Magomedov, is reported to
have said, “Certainly, what is happening now is being exacerbated from out-
side, beyond the Russian borders. There can be no other explanation. Dages-
tani people do not need to kill one another.”'® Speaking to an SVR audience
in 2017, SVR Director Sergey Naryshkin asserted, “You are well aware of
the challenges that Russia faces. They include attempts to restrain our devel-
opment, to impose confrontation, to destabilize the regions near Russia’s
borders, including by using terrorist and extremist groups as a weapon. It is
no secret that some of these are carefully fostered, and even received direct
support from the special services of a number of countries.”"*’

In an interview with producer Oliver Stone in 2015, Vladimir Putin
was more to the point: “You don’t have to be a great analyst to see the
United States supported financially, provided information, supported
them [Chechen terrorists] politically. They supported the separatists and
terrorists in the North Caucasus.”'® As noted earlier, Putin gained prom-
inence initially and was first elected president on the reputation he built
for being tough on terrorism and crime. His reputation for toughness is
a foundation for his current popularity and translates today into rhetoric
that ties foreign powers, especially the United States, to Russia’s domestic

terrorism problem.

COUNTERING DISSENT AND ANTI-REGIME ACTIVITIES

The third leading internal security mission is to suppress dissent and domes-
tic anti-regime activities (see Figure 7). This is the most publicly visible
aspect of Russia’s internal security functions. Suppressing dissent has been
an important element of Soviet internal security since the foundation of
Soviet rule, especially during Stalin’s reign. Per Deryabin’s saying, the “god of
state security” shifted to counterintelligence after World War IL'® although
Russia’s definition of CI primarily encompassed state security efforts to
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prevent foreign influences from infiltrating the Soviet population and thus
to counter the potential that the Soviet people could embrace democratic
ideas. The list of successes noted above that Yuriy Andropov reported to the
Communist Party leadership in 1968 included acts such as anti-Soviet agi-
tation and propaganda as a state security threat. As noted earlier, Andropov
also established the KGB’s Fifth Directorate in the late 1960s, which was
responsible for countering “ideological subversion,” meaning any dissident
or religious activity.

From the beginning of Putin’s tenure as president, he has steadily
increased the internal security services’ power to monitor dissent and pre-
vent it from gaining strength inside Russia. Much of today’s effort dates
from Putin’s 2012 reelection and the public opposition that was expressed to
his running again for president. The year 2012 was a watershed for Russia’s
response to internal dissent. The previous year, Putin announced he would
run for president after one term as prime minister, in what some called a
“castling” move."”” Many Russians saw this as an unconstitutional usurpa-
tion of power, since Putin had already served two terms as president from
2000 to 2008. Thousands demonstrated against his return to the presidency,
chanting “For Honest Elections,” although his reelection was a foregone
conclusion.”! From December 2011 to May 2012, Russian police arrested
hundreds of anti-Putin protestors, led by two prominent oppositionists:
Boris Nemtsov, who was assassinated in 2016, and Aleksey Navalny, who
was the target of an assassination attempt in 2020."”> Putin’s new term as
president emboldened him to crack down on dissent, and Russian security
services since then have followed that political imperative.

The FSB has many law enforcement tools available to suppress internal
dissent among Russian citizens: tax laws; laws against extremism/terrorism
and organized crime, as well as money laundering and narcotics traflicking;
and laws that forbid inciting hatred or public insult of an authorized repre-
sentative connected with the fulfillment of his responsibilities (see Chapter
5 for more information on the use of economic counterintelligence mea-
sures to suppress dissent). In June 2012, the State Duma passed amendments
allowing judges to treat a single-person protest as an unsanctioned assembly
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if they detect a “common intent and organization.”'”* In 2016, the Russian
government established another entity to quash internal dissent, the National
Guard, which is responsible for enforcing anti-assembly laws and preventing
protests from threatening the ruling regime. Since then, the National Guard

has been involved in suppressing multiple protest events across Russia.

Figure 7. Notable Protest Actions in Russia

2008: Small anti-war demonstration in Moscow against Russian war
in Georgia

2011-13: Demonstrations in Moscow to protest presidential elections

2014: Small anti-war demonstrations against the Russian annexation
of Crimea

2017-18: Anti-corruption protests in multiple cities
2018: Demonstrations across Russia to protest pension reform

2019: Demonstrations in Moscow to protest the disqualification of
candidates for Moscow city council elections

2020: Demonstrations in Khabarovsk to protest the mayor’s arrest
and Moscow’s influence in the region

2021.: Demonstrations across the country protesting the arrest of
Aleksey Navalny

Russian state security services have broad authority to intercept and
monitor domestic communications within Russia. Russian law enforcement
and security services use “lawful intercept” authority, through which they
can access communications at gateways and nodes, potentially giving them
visibility into all computer trafhc traversing Russia’s communications sys-
tem. The Cucmema Onepamusro-Posvicxnvix Meponpusmuii (System for
Operational Investigative Measures; SORM) was initially implemented in
1995 and has been updated several times. SORM requires Russian commu-
nication providers, including voice and Internet, to install devices on their
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networks that allow the FSB to track all electronic trafhc. As Internet tech-
nology has advanced, SORM rules have adapted to keep up. Multiple inves-
tigative organizations inside Russia have access to SORM data, including
most prominently the FSB and its sub-element, the Border Guard Service;
Russia’s Tax Police within the Ministry of Internal Affairs (MVD); the FSO
and its sub-elements, the Kremlin Regiment and the Presidential Security
Service; and Parliamentary security services. SORM also offers its commu-
nications-monitoring capabilities to former Soviet states, which often use
Russia-based communications lines.

Russia’s monitoring of its internal networks has increasingly tightened
over the past several years. In 2016, under the pretext of countering terrorism,
the Russian State Duma adopted the Yarovaya Law, named after its parlia-
mentary sponsor, Irina Yarovaya. The Yarovaya Law requires telecommuni-
cations providers to store the content of voice calls, data, images, and text
messages for six months and the metadata associated with them (e.g., time,
location, sender, and recipients of a message) for three years. Online services
such as messaging services, email, and social networks that use encrypted
data are required to allow the FSB to access and read their encrypted com-
munications.”® Internet and telecommunications companies must disclose
these communications and metadata and “all other information necessary”
to authorities on request and without a court order.'” This requirement was
originally scheduled to take effect on July 1, 2018; however, the State Duma
decided to postpone the start date until 2023 to allow companies time to
install the extreme amount of data storage needed to fulfill it.

The FSB began enforcinga demand for telecommunications companies
to provide encryption keys for traffic traversing their networks in 2017, but
several companies have resisted. The chat service Telegram refused to pro-
vide encryption keys in 2017, as did the Internet service provider Yandex
in 2019. After Telegram founder Pavel Durov refused, Russia’s telecommu-
nication watchdog organization, Roskomnadzor, included the service in
its register of banned resources but never managed to block its operation
on Russias territory. It is not clear how negotiations between Yandex and
the FSB ended; Yandex Managing Director Tigran Khudaverdyan stated
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that the company “has a solution to the problem” but did not disclose the
details.”” In the first half 0of 2020, Russian government agencies sent Yandex
more than 15,000 requests for users’ information, of which Yandex report-
edly fulfilled 84 percent.””

Russia has also announced plans to isolate Internet trafhc within Rus-
sia from the world’s Internet, creating something called the RUNET. This
would serve several functions: to allow Russian telecommunications equip-
ment companies exclusive rights to the Russian market, so they would not
be forced to compete with international products; to facilitate the monitor-
ing and intercept of traffic within Russia; and to prevent unwanted external
content from reaching a Russian audience. This continues to be an aspira-

tional goal, although the Russian government claimed to have conducted a
successful test of the RUNET in 2019.1%8

CONCLUSION: STRENGTHENING INTERNAL SECURITY

Internal security is the highest priority of Russian intelligence and state
security services. Multiple services, including the FSB, FSO, and National
Guard, use all available tools, including human and technical platforms,
to neutralize threats to the ruling regime. Russia has intensified its use of
technical methods to monitor the domestic communications environment,
making thousands of requests for Internet users’ information, to meet a mix
of all three major internal security missions: counterintelligence, counter-
terrorism, and suppressing internal dissent. Russia is even working toward
isolating the Russian Internet from the rest of the world to facilitate opera-
tional and investigative measures as well as to prevent Russians’ minds from
being tainted by foreign thinking. Although some of the threats that Russia
sees in its society have Western analogues, such as foreign intelligence ser-
vices and terrorist groups, Russia’s pursuit of internal security encompasses
threats from the domestic Russian population, which most countries would
consider legitimate opposition. At the same time, Russian services are con-
stantly seeking, and claiming to have found, foreign connections to internal

threats, whether they exist or not.
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CHAPTER 4

POLITICAL INTELLIGENCE
COLLECTION

Political intelligence is the traditional type of foreign intelligence that has
existed across governments and time. The purpose of political intelligence is
to support political and foreign policy decisionmaking. In Russia, that pur-
pose has remained consistent from the Soviet era to today.

Alexander Orlov called “diplomatic intelligence” the most important
of his eight types of Soviet intelligence, with its purpose being ... to keep
the Soviet government informed of the secret deals between governments
of capitalistic countries and of the true intentions and contemplated moves
of each of those governments toward the Soviet Union.”"”” KGB defector
Oleg Gordievsky similarly defined this category of intelligence 30 years
later, asserting that “information from the intelligence service must assist
our authorities to reach optimum foreign policy decisions.” When dis-
cussing a political intelligence incident in the UK in 2011, an official of
MIS5, the UK’s counterintelligence and security agency, stated that Russia
defines political intelligence as information that would “enable Russia to
formulate policies which win maximum advantage in the light of insights
gained from intelligence.”*®" The U.S. Intelligence Community calls this

“decision advantage.”*"*
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When Gordievsky defected in 1985, he brought materials that identi-
fied Soviet intelligence priorities during the previous several years, including
a Soviet intelligence document that advised: “Begin from the assumption
that the United States is trying to secure a dominant position in the world
regardless of the interests of other states and nations.”*” Gordievsky dis-
closed that the head of the KGB First Chief Directorate, Vladimir Kryue-
hkov, had directed Soviet intelligence in 1983 to uncover U.S. and Allied
plans to dominate the world and conduct subversive activities in the Soviet
zone of control. An American nuclear attack was especially high on the
minds of Soviet national security policymakers, who viewed every U.S. move
through the lens of a potential nuclear war. As one of the two superpowers,
the Soviet Union also needed to monitor hot spots in other parts of the
world, like the Middle East and South Asia, the Non-Aligned Movement,
and the Vatican, although those intelligence targets were often founded on
perceived nefarious US. intentions.”*

The United States and its allies remain the main targets of Russian
political intelligence today just as they were during the Cold War. The 2016
Foreign Policy Concept of the Russian Federation articulated a similar
theme, identifying Russia’s primary adversary and its allies with phrases like
“unipolar power” and “western powers.”

Western powers attempts to maintain their positions in the world,
including by imposing their point of view on global processes and
conducting a policy to contain alternative centres of power, lead to a
greater instability in international relations and growing turbulence
on the global and regional levels. The struggle for dominance in shap-
ing the key principles of the future international system has become a

key trend at the current stage of international development.*®

A comparison of Cold War-era Soviet intelligence priorities with recent
Russian intelligence operations reveals notable continuity (see Figure 8).
US. and NATO political intentions remain high on Russia’s list, but with
two key differences. One is the redefinition of Russia’s sphere of influence

104



Political Intelligence Collection

Figure 8. Comparison of Soviet and Russian Intelligence Priorities

KGB Priorities for 1984

Current Russian Intelligence
Priorities

Inform Soviet and Eastern Bloc
foreign policy steps to limit and
reduce nuclear missiles and other
weapons of mass destruction

Monitor Western weapons
development and defense policy,
especially vis-a-vis Russia

Monitor U.S. and allied preparations
to launch a surprise nuclear attack
on the Soviet Union

Monitor U.S. military plans toward
Russia

Monitor the principal aspects of U.S.,
Western European, and Japanese
strategies toward the Soviet Union

Monitor U.S. and allied diplomatic
foreign policy toward Russia

Monitor the plans and subversive
actions by the main enemy towards
weakening the unity of the countries
of the socialist community

Monitor U.S. and allied foreign policy
toward the Near Abroad

Monitor the development of events
in areas where crisis situations exist,
especially in the Middle East and
Afghanistan

Develop liaison relations with
countries in the Middle East and
South Asia

Monitor the internal political situation
in the United States

Monitor the internal political situation
in the United States

Monitor China’s foreign policy and its
approach to Sino-Soviet relations

Keep China as a close ally

Monitor the activities of the Non-
Aligned Movement, the Socialist
International, the Vatican, and
Islamic states

Monitor Africa, Latin America, and
the Middle East

Sources: Figure created by author from multiple sources, including Christopher Andrew and
Oleg Gordievsky, Comrade Kryuchkov’s Instructions: Top Secret Files on KGB Foreign Operations,
1975-1985 (Stanford, CA: Stanford University Press, 1993); Ministry of Foreign Affairs of the
Russian Federation, Foreign Policy Concept of the Russian Federation, December 1, 2016; and
multiple Russian intelligence operations discussed below.
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from the Warsaw Pact during the Cold War to the Near Abroad in the post-
Cold War era. As Russia lost the Warsaw Pact alliance at the end of the
Cold War, its priorities shifted from employing Warsaw Pact countries to its
political advantage, to viewing them as NATO and European Union adver-
saries. Consequently, Russia was forced to retrench closer to the borders of
the former Soviet Union, while even those borders are insecure. The other
difference is the place that China occupies in Russian intelligence targeting.
Beginning in the 1960s, the Soviet Union perceived China as a competi-
tor, and Soviet intelligence treated it as a threat. Today, although Russia has
probably not forgotten that history altogether, its public objectives include
keeping China close to avoid surprises and to tap into China’s political and
economic might in the world.

Russian political intelligence collection targets the policymaking estab-
lishments of foreign countries. Prominent among Russian political intelli-
gence targets are ministries of foreign affairs, corresponding with Orlov’s
label “diplomatic intelligence” to describe political intelligence. Policy-
making targets also include ministries of defense and NATO. Russia secks
intelligence about foreign countries’ strategic plans and future capabilities,
including plans for a surprise attack and principal aspects of strategy—just
as in the 1984 KGB priorities—to inform Russia’s political leadership about
possible countering moves in the political realm. Intelligence collection to
support tactical military decisionmaking and covert operations is discussed
in Chapter 6.

Russia views its political reputation in the world as a national security
priority, in relation to perceptions of its relative power and ability to coerce
other countries and to the credibility of the ruling elite within the Russian
domestic political environment. In Putin’s perception, a Russia that appears
to be weak is a vulnerable Russia. As he wrote in 2012: “We should not
tempt anyone by allowing ourselves to be weak... Falling behind means
becoming vulnerable.”* Putin’s 2012 statement echoed Stalin, who report-
edly said nearly 90 years earlier, “The Soviet Union must never be toothless
and groveling before the West again.”*”” Thus, Russian intelligence organi-

zations are tasked to track hot, current topics related to Russian interests,
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including investigations involving Russian actions or NATO membership
discussions. When Russia is publicly criticized for activities, such as using
a dangerous chemical weapon in a public place on another country’s sov-
ereign territory, sheltering Syria’s use of chemical weapons, running a con-
certed doping program for its athletes competing in international sporting
events, or supplying the weapon that shot down a civilian airliner, it uses its
political intelligence collection capability to monitor those discussions and
inform Russia’s response.

Russian disinformation operations and so-called “hybrid warfare”
have received much publicity since Russia’s illegal annexation of Crimea in
2014. Although these covert operations could not proceed without polit-
ical intelligence to identify specific targets and exploitable themes—Rus-
sia uses every tool available to denigrate its adversaries and build its own
military and political power—political collection operations are separate
from covert and disinformation operations. Covert operations and politi-
cal collection are conducted by different organizations within the Russian
intelligence system, and the two types of operations serve mostly differ-
ent purposes. While some information derived from traditional political
intelligence collection operations can be repurposed for disinformation
or influence operations, such covert missions are not the sole reason for
that collection.

The role of political intelligence in Russian operations is further illus-
trated in a database that the Council on Foreign Relations (CFR) has com-
piled of over 350 government-sponsored computer intrusion incidents and
computer-network attack incidents dating back to 2005.2% Eighty-four
of those incidents are attributed to a Russian government-affiliated threat
actor. For comparison purposes, the CFR attributes 129 incidents to China,
36 to Iran, and 28 to North Korea, with 41 others distributed among 24
different countries.

Of the 84 operations attributed to Russia, the majority appear to target
political collection targets: defense, diplomatic, election, and other gov-
ernment computer systems or think tanks that advise governments. Eight
of the Russia-related incidents target sports regulation organizations or
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organizations that monitor doping among athletes, a target of particular
political importance to the Russian government’s reputation abroad. Six
others target journalist and media organizations, particularly those that
publish information about Russian malign political actions. Although
political collection is most prominent among these operations, 10 of the
incidents also target infrastructure control systems, including electricity
generation, water distribution, and transportation infrastructures, which
are either related to the ongoing military conflict in Ukraine or have a
contingency motive in case of future military conflict with another world

power (see Chapter 6).

TARGETING MINISTRIES OF FOREIGN AFFAIRS

Ministries of foreign affairs have been the continuous target of Russian
intelligence operations since the Soviet era. SVR Line PR continues to be
the largest section in rezidenturas around the world, meaning that polit-
ical intelligence, particularly directed at diplomatic entities, is still a high
priority. These activities are intended to get inside information about for-
eign countries’ political moves, especially as they relate to Russia, but also to
Russia’s allies and diplomatic partners, such as China, Venezuela, Syria, and
Iran. Russian intelligence services use a spectrum of methods to penetrate
ministries of foreign affairs, from close access SIGINT and human recruit-

ment to computer-network collection, conducted by a combination of SVR

and GRU officers.

HUMINT

As was typical during the Soviet era, human targeting is the predominant
method Russia uses in political collection operations. Russia relies heavily
on human sources for political collection around the world. Sergey Tre-
tyakov, the SVR deputy rezident (chief) who operated under diplomatic
cover at the Russian Mission to the United Nations during the 1990s,

described Russian recruitments of diplomats from various countries,
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including Germany, Greece, Poland, Sweden, Tajikistan, Turkey, Uzbeki-
stan, and an unspecified African country®” These foreign diplomats,
some of whom may not have even realized they were Russian intelligence
sources, provided a variety of information about U.S. political actions,
other countries’ relations with the United States, NATO political and
military discussions, Central European countries’ aspirations for NATO
and European Union membership, and other similar topics. Tretyakov’s
biographer, Pete Earley, described the United Nations as a “big candy
store” for SVR officers.*

Russian illegal intelligence officer Lidiya Guriyeva (aka Cynthia Mur-
phy) sought to cultivate access to an associate of the U.S. Secretary of State
in 2009.2"! Guryeva and her husband Vladimir Guriyev (Richard Murphy)
had been dispatched to the United States in the mid-1990s, and they oper-
ated for nearly 15 years until their arrest in 2010. When Guryeva reported
her contact, Moscow responded that the individual was a “very interesting
target” and that she should “try to build up little by little relations with him
moving beyond just [work],” because he might be able to supply “remarks re
USS. foreign policy” as well as “rumors” about White House internal ‘*kitch-
en.”** The word “kitchen” in Russian can refer to office politics or inter-
nal gossip. After this connection became public in 2010, then-Secretary of
State Hillary Clinton issued a public statement that there was “no reason”
to think the secretary was a target of the illegals.?’* However, secretaries of
state and ministers of foreign affairs are routine targets of Russian political
intelligence collection. Being a target does not mean being a spy—Russian
intelligence typically targets potential recruits surrounding such a high-
level target, with the secretary or minister only seldom becoming the actual
recruited agent. The targeted individual may not even realize the cultiva-
tion is taking place.

Russia actively cultivates sympathetic politicians who not only have
access to sensitive political information but also are willing to present a
Russia-slanted picture of events, particularly focused on the EU. In 2018,
a Hungarian politician from the right-wing Jobbik Party, Bela Kovacs, was
arrested and charged with espionage. He reportedly provided “information
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on a range of European Union matters connected to Russia, including
details about energy negotiations, relations with Belarus, the future of the
European bank sector and a possible EU visa waiver for Russia.”*'* A Bul-
garian politician, Nikolai Malinov, was arrested in 2019 for providing
information about Bulgarian political decisionmaking related to Russia and
Europe. Malinov, the leader of a pro-Russian group in Bulgaria called the
Russophiles National Movement, also allegedly took part in an attempt to
exert influence on the Bulgarian government’s foreign policy toward Russia
and the West. One of the documents Malinov provided “outlines the steps
needed to be taken to completely overhaul the geopolitical orientation of
Bulgaria away from the West towards Russia.” Russian representatives called

the arrest an American-sponsored spy fiction.?"

Close Access SIGINT and Computer Intrusions

Catching Russian intelligence officers in the act of close access SIGINT
operations is a relatively rare occasion. Several incidents have been pub-
licized, however, that focused on political collection. In 1999, the FBI
arrested Stanislav Gusev, a Russian embassy officer who was caught servic-
ing a transmitter implanted in a chair rail in a conference room of the U.S.
State Department in Washington, DC.*'¢ The FBI seized the equipment
that Gusev was using to control the implanted microphone and expelled
him from the country. According to U.S. press reporting, the bug allowed
the Russian intelligence service to “capture a wide variety of information,
much of it classified;’*"” but as of 2021, no information is publicly available
to explain how or when the microphone was emplaced.

Although intended to be clandestine, at least three close access technical
operations have been identified publicly since 2018. One targeted a diplo-
matic gathering, the World Economic Forum (WEF) in Davos, Switzerland,
in 2019. Swiss police arrested two Russians carrying diplomatic passports,
one of whom was posing as a plumber, near the WEF venue. Swiss press
sources described the two men’s activity as “preparatory work for spying on
the World Economic Forum,” adding that the Russians “had their sights on
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the WEF” and might have planned to conduct electronic surveillance of
the summit.?® Two other close access collection incidents occurred in 2018
in Norway and the Netherlands, when Russian intelligence officers were
caught with signal intercept equipment in or near the Parliament building
in Norway and the Organization for the Prohibition of Chemical Weap-
ons (OPCW) in the Netherlands. These incidents will be discussed in more
detail in Chapter 9.

Computer-based Collection

Computer network operations are particularly prevalent against minis-
tries of foreign affairs around the world, either because the ministries are
soft targets or because they have competent computer security monitoring
that catches penetrations (see Figure 9). As in many computer collection
ventures, the victim’s choice to make it public carries some cost because the
penetration can highlight systemic vulnerabilities, although those are often

mitigated with the assistance of computer security personnel.

Figure 9. Reported Russian Computer Incidents Targeting Ministries of Foreign Affairs

2009-13: Finland—Computer penetration at foreign ministry

2013-14: United States—Computer penetration at State Department
and White House

2015-16: Denmark—Computer penetration at foreign ministry
2016: Multiple—Spearfishing campaign targeting foreign ministries

2016: Italy—Compromised email communications between Rome
and missions abroad

2016: Czechia—Compromised electronic communications; two paral-
lel attacks

2016-17: Multiple Eastern European countries—Computer penetra-
tions in consulates and embassies
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2017: North America and Europe—Spearphishing attack on two foreign
affairs government institutions

2017: Czechia—Computer penetration attempt at foreign ministry
2017: Romania—Spearphishing campaign targeting foreign ministry
2018: Germany—Computer penetration at federal foreign office

2018: United Kingdom—Foreign and Commonwealth offices targeted
by computer intrusion attempt

2018: South Korea—Foreign ministry and financial institutions target
of computer intrusion attempt

2019: Eastern Europe and Central Asia—Spearphishing campaign
targeting embassies and foreign ministries

2020: Armenia—Computer penetration of the consular section of the
Armenian embassy in Moscow

2020: United States—Massive computer intrusion using SolarWinds
computer management software penetrated multiple U.S. Government
entities, including the U.S. Department of State, seeking intelligence
on U.S. policies toward Russia

Sources: Figure created by author from multiple sources, including Anthony Cuthbertson,
“Chinese and Russian Hackers ‘Targeting South Korea Ahead of US-North Korea Summit,””
The Independent, June 5, 2018, https://www.independent.co.uk/life-style/gadgets-and-tech/
news/trump-us-north-korea-summit-kim-jong-un-hackers-china-russia-a8384586.html;

Sean Lyngaas, “Russian Intelligence-Backed Hackers Go After the Armenian Embassy Website
with New Code,” Cyberscoop.com, March 12, 2020, https://www.cyberscoop.com/turla-fsb-
eset-armenia/; “Joint Statement by The Federal Bureau of Investigation (FBI), the Cybersecurity
and Infrastructure Security Agency (CISA), the Office of the Director of National Intelligence
(ODNI), and the National Security Agency (NSA),” January 5, 2021, https://www.cisa.gov/
news/2021/01/05/joint-statement-federal-bureau-investigation-fbi-cybersecurity-and-
infrastructure.

Regardless of the method—SIGINT, human, or computer network
collection—Russian intelligence activities targeting ministries of foreign
affairs worldwide reflect Russia’s high priority for monitoring foreign pol-
icy establishments.
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TARGETING DEFENSE AND SECURITY
POLICY INFORMATION

Understanding other countries’ defense policies is especially important for
Russia, given its underlying suspicion that the West intends to harm Russia.
Countries that are already NATO members, as well as those that aspire to
NATO membership, are at the top of the target list for penetrating defense
establishments. Russian targeting of defense establishments has several goals,

namely to identify:

»  Conventional military plans, especially as they involve potential
attacks on Russia.

m  Strategic nuclear plans.

»  Future weapons systems that Russia will need to counter.

m  People who can serve as influence or penetration agents.

These topics have both political and military relevance, and intelligence
on them can support Russia’s political actions vis-a-vis the United States

and NATO.

HUMINT

Between 2008 and 2020, at least 14 foreign nationals serving as Russian
intelligence agents were arrested for providing NATO policy and defense
information to the SVR or GRU (see Figure 10). Russian intelligence
agencies recruited these agents across a 20-year span of time, beginning
during the Soviet era and continuing to at least 2009. One of the agents,
Martin Moller, was recruited in the 1980s while serving as a member of
the United Nations Iran-Iraq Military Observer Group (UNIIMOG) in
Tehran, Iran;*"? he was handled by the GRU. Two others were recruited in
the 1990s. The SVR recruited Herman Simm in about 1995, and he gave
the SVR access to intelligence about Estonian, NATO, and EU information
security procedures.”® Recruited in 1996, Peter Debbins realized he was
working for the GRU by 1999. He served as an army ofhcer from 1998 to
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2005 and, although he had little access to information of interest to Russia
from 2005 to 2010, he gained access to classified information as a contrac-
tor from 2011 until his arrest in 2020.2%!

Figure 10. Arrests of Individuals Working in Ministries of Defense

2008: Estonia—Herman Simm, chief of Estonian Defence Ministry
Security Department

2012: Canada—Jeffrey Delisle, Canadian Navy officer working in NATO
intelligence fusion center

2013: Netherlands—Raymond Poeteray, Dutch diplomat with access
to NATO and EU policy information

2018: Austria—Martin Moller, Austrian military officer with access to
Austrian interactions with NATO

2019: Poland—Arrest of individual working for a contract company
that supported the Defense Ministry’s Agency for Military Property

2019: Lithuania—Arrest of Romanas Seselis for collecting information
for Russia on NATO military ships, an LNG terminal company, and
other infrastructure

2020: United States—Peter Debbins, former U.S. Army officer who
worked in various IC-related contracting companies

2021.: Bulgaria—Six Bulgarians arrested for providing classified defense
information to Russian intelligence officers in Bulgaria

2021.: Italy—Italian Navy captain arrested for providing defense and
national security policy information to Russian diplomatically covered
officers

Sources: Figure created by author from multiple sources, including U.S. District Court, Eastern
District of Virginia, “USA vs. Peter Rafael Dzibinski Debbins, aka ‘Ikar Lesnikov’,” August 20, 2020,
https://www.justice.gov/opa/press-release/file/ 1307 186/download; “Bulgaria: Six arrested over
‘Russian spy network,”” DW.com, March 19, 2021, https://www.dw.com/en/bulgaria-six-arrested-
over-russian-spy-network/a-56934658; Crispian Balmer and Angelo Amante, “ltaly arrests navy
captain for spying, expels Russian diplomats,” Reuters, March 31, 2021, https://www.reuters.
com/article/uk-italy-russia-spies-idAFKBN2BNOW4.,
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Russia recruited other intelligence agents during the Putin era. Jef-
frey Delisle walked into the Russian embassy in Ottawa in 2007 and was
recruited by the GRU. Delisle had access to classified computers that con-
tained data from the Privy Council Office—responsible for the day-to-day
planning of the Canadian government—the Canadian Security Intel-
ligence Service, and the Royal Canadian Mounted Police, as well as Five
Eyes Coalition and NATO intelligence. He admitted that much of what he
provided was SIGINT-derived intelligence.””” Raymond Poeteray, who was
recruited in 2009, provided information about NATO activity in Libya,
EU fact-finding missions in Georgia, and Dutch peacekeeping missions
in Kosovo and Afghanistan. SVR illegals Andreas and Heidrun Anschlag,
who lived in Germany, handled Poeteray.”® A Polish official arrested in
2019, identified publicly only as Piotr S., had access to Polish and NATO
information, particularly about construction projects at the Multinational
Division North East Headquarters, which coordinates the activities of
NATO Enhanced Forward Presence battle groups deployed in the Baltic
states and Poland.?** The timing of his initial recruitment is unclear, but he
probably was handled by the GRU.

During the same 20-year timeframe, a number of Russian intelligence
officers were arrested, expelled, compromised, or disappeared after targeting
defense policy information in multiple countries. In some cases, the iden-
tities of the agents they were running are not publicly available, but their

targets are consistent (see Figure 11).

Figure 11. Russian Intelligence Officers Targeting Defense Information

2009: Poland—Russian nonofficial cover (NOC) officer who had contact
with defense officials was arrested.

2009: United States—lllegals Michael Zotolli and Natalya Perevezeva
(aka Patricia Mills) moved into an apartment near the Pentagon,
where many of their neighbors were Department of Defense officials.
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2010: Spain—lllegal Sergey Cherepanov (Henry Frith) disappeared;
his targets reportedly included intelligence on Croatian NATO
membership.

2011: Germany—lllegals Andreas and Heidrun Anschlags were
arrested; they were later revealed to be running Raymond Poeteray.

2011?: France—Russian embassy officer “Vladimir F.” quietly
expelled for targeting parliament members for defense and security
information.

2012: Canada—Russian embassy officers expelled for Delisle case;
the Russian embassy denied its officials had been expelled and
claimed they left Canada on a normal rotation.

2014: Canada—LtCol Yuriy Bezler expelled for reasons related to
Russian actions in Ukraine.

2016: Hungary—One GRU officer was expelled for activities not pub-
licly described but reportedly related to NATO.

2018: Slovakia—A Russian diplomat was expelled “for engaging in
intelligence activities against Slovakia and NATO.”

2020: Bulgaria—Russian military attaché was expelled for collecting
sensitive military information, including about U.S. troops deployed to
Bulgaria.

2021.: Bulgaria—Two Russian diplomats were expelled for running an
espionage network within defense circles.

2021.: Italy—Two Russian diplomats were expelled for espionage
involving an Italian Navy captain with access to defense and national
security policy information.

Sources: Figure created by author from multiple sources, including Laura Stone, “Canadian Diplo-
mat Expelled From Russia,” Global News, April 22, 2014, https://globalnews.ca/news/1284073/
canadian-diplomat-expelled-from-russia/; Panyi Szabolcs, “Russian Diplomats Caught Spying in
Hungary Get Expelled Quietly as Usual,” Direkt36 (Hungary), December 20, 2018, https://www.
direkt36.hu/en/orosz-diplomatakat-ertek-kemkedesen-magyarorszagon-es-szep-csendben-
ki-is-szoritottak-oket/; “Slovak PM Says Russian Diplomat Expelled For Spying,” Radio Free
Europe/Radio Liberty, December 5, 2018, https://www.rferl.org/a/slovak-pm-says-russian-
diplomat-expelled-for-spying/29639128.html.
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Sometimes the targeted country does not report its expulsions publicly
to avoid embarrassing Russia; they are occasionally revealed years later when
journalists find out about them. Nevertheless, the publicized expulsions show

a continuing human-based effort to collect defense policy information.

Computer-based Collection

In addition to these human penetrations, numerous Russian computer intru-
sion incidents have been reported targeting ministries of defense, including
several incidents of penetrations or attempted penetrations into US. com-
puter systems (see Figure 12).

In some cases, the target’s computer security systems detected and inter-
dicted Russia’s computer penetration attempts before they accessed any
sensitive data; in other cases, Russia gained access to the targeted networks.
Either way, these computer-based operations, in concert with continual
HUMINT operations, represent a consistent Russian campaign to collect
defense-related policy information. Both human and technical collection
efforts are valuable. While computer-based operations can yield information
that is sensitive but unclassified, human penetrations offer access to classified
files that computer penetrations often cannot reach.

Figure 12. Russian Computer-Based Operations Targeting Ministries of Defense

2008: United States—DoD computers penetrated (“Buckshot Yankee”)

2014: Ukraine—Ministry of defense computers penetrated, allowing
the insertion of false information into the system

2015 (early in the year): United States—Computer penetration of
DoD networks

2015 (July): United States—Computer penetration of DoD networks

2015-16: Denmark—Computer penetration into Danish defense
ministry
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2016: Czechia—Computer penetration attempts target Czech Republic
defense ministry

2016-17: Multiple—Computer penetration attempts target
defense-related organizations

2017: Montenegro—Computer penetration of government networks
related to NATO accession

2017: Germany—Computer penetration into German defense ministry

2018: Czechia—Compromise of personal emails of armed forces
personnel

2018: European government organization—Spearphishing campaign
using defense-related bait

2018: United Kingdom—Computer penetration attempt at Defence
and Science Technology Laboratory

Sources: Figure created by author from multiple sources, including “From Espionage to Cyber Pro-
paganda: Pawn Storm’s Activities over the Past Two Years,” TrendMicro, April 25, 2017, https://
www.trendmicro.com/vinfo/in/security/news/cyber-attacks/espionage-cyber-propaganda-two-
years-of-pawn-storm; “Introducing WhiteBear,” Kaspersky SecureList, August 30, 2017, https://
securelist.com/introducing-whitebear/81638/; National Cyber Security Centre, “Reckless
Campaign of Cyber Attacks by Russian Military Intelligence Service Exposed,” October 3, 2018,
https://www.ncsc.gov.uk/news/reckless-campaign-cyber-attacks-russian-military-intelligence-
service-exposed.

TARGETING ELECTIONS

Foreign elections are a consistent target of Russian intelligence collection
because elections offer a window into a country’s policies and leadership.
Although much Western media coverage has surrounded Russian covert
manipulation of elections, the incidents in Figure 13 reflect intelligence col-
lection activities, not meddling. Even in widely publicized cases of covert
election meddling, such as in the United States, Great Britain, and Spain,
Russia’s intelligence collection preceded covert action, although the intelli-
gence collection was not always publicly visible. Elections are an important
Russian political intelligence target because they identify:
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» The views of the incoming administration regarding Russia.
Years before the now-famous computer intrusions, illegals in the
United States were tasked with collecting information about the
newly elected Obama administration, focusing on important for-
eign policy issues.”

= Individuals on the new team who might be amenable to Russian
views or strategies or who could serve as influence agents. In the
United States, the 2019 Mueller Report on the Investigation into
Russian Interference in the 2016 Presidential Election discussed this
potential in excruciating detail ¢ Although some of the individuals
that Russian intelligence targeted may not have progressed to the
point of being recruited agents, these incidents offer insights into
Russian political collection priorities.

= Potentially damaging personal information that could be used
should Russia choose to discredit a foreign leader. The Steele
Dossier, alleging cooperation between the Trump presidential
campaign and Russia in 2016, is alternatively characterized in the
press as political opposition research or a component of Russian
disinformation.

= Themes and divisions that could be exploited in disinformation
campaigns. Inside Russia, elections are more theater than real voter
choice. Thus, as Russia views elections in other countries, it mir-
ror-images them as representing the insincere government engineer-

ing that occurs inside Russia.

Most of the publicly available examples of targeted foreign elections
since 2014 involve computer-based operations, although Russia also con-
tinues to use human platforms. While Russia may repurpose the infor-
mation collected in these operations for covert election meddling, such
intelligence may also support Russian political and foreign policy deci-
sionmaking. While multiple cases of collection of election-related infor-
mation have targeted the United States, the United States is not Russia’s
only target.
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Figure 13. Russian Intelligence Operations Targeting Elections

2009: United States—The SVR tasked illegals (Guryevs/Murphys) to
collect information about newly-elected U.S. President Barack Obama’s
views on START, Afghanistan, and Iran

2014: Ukraine—Computer intrusions into Election Commission

2016: United States—Computer intrusions into Democratic National
Committee

2016: United States—Senator Marco Rubio’s office targeted by com-
puter intrusion attempt

2016: United States—Computer intrusions into Arizona, lllinois, and
Florida election systems; 18 others targeted

2016: Montenegro—Computer intrusions on the day of parliamentary
elections

2017: France—President Emmanuel Macron’s office targeted by
spearphishing campaign

2017-20: Bulgaria—Russian embassy officers expelled for collecting
information about the electoral process

2018: United States—Senator Claire McCaskill’s office targeted by
computer intrusion attempt

2018: United States—Democratic National Committee targeted by
computer intrusion attempt

2019: Libya—Wagner Group employees arrested for attempting to
influence elections in Africa

2019: Indonesia—Computer intrusions into voter database

Sources: Figure created by author from multiple sources, including Viriya Singgih, Arys Aditya, and
Karlis Salna, “Indonesia Says Election Under Attack From Chinese, Russian Hackers,” Bloomberg,
March 13, 2019, https://www.bloomberg.com/news/articles/2019-03-12/indonesia-says-poll-
under-attack-from-chinese-russian-hackers; David Ingram, “Democratic Senator Alleges Russian
Hackers Unsuccessfully Tried To Access her Computer,” NBC News, July 26, 2018, https://www.nbc
news.com/news/us-news/democratic-senator-alleges-russian-hackers-unsuccessfully-tried-access-
her-computer-n895131; Missy Ryan and Sudarsan Raghavan, “Russians Arrested as Spies in Libya
Worked for Russian firm Wagner, Official Says,” Washington Post, November 18, 2019, https://www.
washingtonpost.com/world/national-security/russians-arrested-as-spies-in-libya-worked-for-russian-
firm-wagner-official-says/2019/11/18/c0cee91a-0a21-11ea-a49f-9066f51640f6_story.html.
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Examples of Russian penetrations into election-related computer systems
in the United States have been widely publicized. The Democratic National
Committee was the target of a computer intrusion before the U.S. election in
2016 that led to the theft of emails, some of which were leaked to embarrass the
Hillary Clinton campaign. Other intrusion attempts reportedly targeted the
Democratic National Committee, along with individual members of the U.S.
Congress, in 2018. Because U.S.-Russian relations have been particularly sour
since 2014, the United States probably publicizes such activities more than
other countries. Computer intrusions into election databases have also been
reported widely in the United States, but similar actions have been reported
in Montenegro and Indonesia. Other cases of Russian intrusions into election

databases have probably occurred and either gone undetected or unreported.

TARGETING LEGISLATIVE BODIES

Russian political collection operations have also targeted legislative bodies,
including members of parliaments and their staffers. Like the efforts that
target other decisionmaking bodies, operations that target parliaments are
both to collect information about a country’s priorities and future policies,
especially as they relate to Russia, and to identify individuals—such as elected
officials or their staff members—who could become influence or penetration
agents. These activities can at times also yield classified information. Like the
operations discussed above that have targeted ministries of foreign affairs and
defense, Russia’s targeting of other countries’ legislative bodies covers the spec-
trum of collection platforms, from embassy-based officers cultivating human
sources to computer-based operations and close access technical operations.
Penetrating parliaments has long been an objective of Soviet and Eastern
Bloc intelligence services. Fred Rose, a member of the Canadian Parliament,
was recruited as a Soviet source in the 1930s, and then, after serving a brief time
in jail for subversive activities, he contacted the GRU rezidentura in Septem-
ber 1942 and again offered his assistance.””” Rose was already serving asa GRU
agent when he was elected to the Canadian Parliament in August 1943 and
reelected in June 1945.7® In addition to being the hub of a source network, Rose
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provided information on parliamentary and political matters, including the
details of a closed session of Parliament that occurred near the end of 1944.2%
Soviet intelligence defector Oleg Kalugin claimed that the KGB consid-
ered planting an electronic eavesdropping device in the US. House of Rep-
resentatives Armed Services Committee in 1967, but the FBI interdicted
the device before it transmitted any information.”** The KGB also reportedly
increased the number of agents it had recruited in the Sri Lankan Parliament
in the 1980s.2! Other Eastern Bloc services, such as the Czechoslovakian, also
enjoyed success in recruiting members of parliaments during the Cold War.
The Czechoslovakian service ran a West German member of the Bundestag,
Alfred Frenzel, for seven years until his arrest in October 1960.* Czechoslo-
vakian state security archives also indicate that four members of the British

Parliament worked as intelligence sources in the 1960s and 1970s.>*

HUMINT

Several Russian operations targeting members of parliament have been
reported in the United Kingdom during the Putin era, probably reflecting the
British government’s willingness to publicize the incidents rather than a par-
ticular Russian attention to the United Kingdom. In 2008, a member of the
British Parliament, Andrew MacKinlay, was censured for meeting on multiple
occasions with Alexander Polyakov, a suspected SVR officer covered as a coun-
selor at the Russian embassy in London. Over the year of his meetings with
Polyakov, MacKinlay posed a series of Russia-related parliamentary questions
in the Commons that had a clearly pro-Russia slant: for example, why had Brit-
ain granted political asylum to Boris Berezovsky, an exiled enemy of then-Prime
Minister Putin. Berezovsky had been close to Putin critic Aleksandr Litvinenko,
who was poisoned in London in 2006. MacKinley’s questions also addressed
the number of accredited Russian diplomats, extradition provisions between
the United Kingdom and Russia, and the circumstances surrounding the 2007
deportation of a Russian suspected of plotting to murder Berezovsky.?**
Another diplomatically covered SVR officer in London, Mikhail Repin,
circulated from 2009 to 2011 in security and defense circles looking for
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potential recruits who could provide information about British defense
issues. Repin joined influential international think tanks focused on politi-
cal and military affairs, where he socialized with several British members of
Parliament who had access to defense-related policy information.”*

Also in the UK, a young Russian national named Katia Zatuliveter was
arrested in 2010 on espionage charges, based in part on her ties to a British
legislator. Zatuliveter was both an aide to and the mistress of a member of
the British Parliament who served on the British delegation to the Western
European Union and the Council of Europe, as well as the Defence Select
Committee in the House of Commons. She was also being cultivated by a
Russian embassy oflicer in London identified only as Boris, who was expelled
from the United Kingdom in 2011. Boris reportedly told her that she had a
“dream job.” Zatuliveter was acquitted of espionage in December 2011; she
was probably a target of opportunity who had access to political information
and whom an enterprising SVR officer noticed and tried to recruit. Whether
she was guilty of espionage or not, the incident shows that a Russian intelli-
gence officer was targeting an MP’s aide.”

Mariya Butina may have been a similar target of opportunity in the United
States, although her connections to Russian intelligence are circumstantial.
Butina overtly circulated in U.S. gun rights circles from 2011 to 2018, while
in close association with multiple Russian individuals with suspected ties to
Russian intelligence services. Throughout these years, for example, she worked
with Aleksandr Torshin, a member of the Russian State Duma from the United
Russia Party and later the Deputy Governor of the Russian Central Bank; the
U.S. Government sanctioned Torshin for playinga role in Russian meddlingin
the US. elections in 2016.%7 After traveling to the United States occasionally
from Russia between 2011 and 2016, Butina arrived in the United States in
August 2016 on a student visa to study at American University in Washington,
DC, sponsored by Konstantin Nikolayev, a Russian billionaire businessman
who served as Russian minister of transport from 2004 to 2012. Nikolayev
allegedly has ties with Russian security services, although he denies the alle-
gations.”® While studying in Washington, DC, in January 2018, Butina met
with Oleg Zhiganov, the director of the Russian Cultural Center.* Zhiganov
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also represents the Russian organization Rossotrudnichestvo (Federal Agency
for the Commonwealth of Independent States, Compatriots Living Abroad,
and International Humanitarian Cooperation), which is a direct descendant
of the Soviet-era organization, the All-Union Society for Cultural Relations
with Foreign Countries (VOKS).?*® VOKS was a frequent cover for Soviet
intelligence officers, given its access to a fertile recruiting pool of Russian émi-
grés and foreigners sympathetic to Russia.?*! With these Russian connections
supporting her, Butina cultivated relationships with individuals close to the
Trump campaign, including political activists with congressional connections.
The FBI arrested her in July 2018 on charges of being an unregistered agent
of a foreign power. She pled guilty and was sentenced to 18 months in prison,
and she was deported from the United States in 2019.%

Zatuliveter and Butina have been compared to Anna Chapman, a Russian
illegal arrested in the United States in 2010 (see Chapter 8 for more details).?*
However, both were probably quite different from Chapman. There was no
indication that ecither Zatuliveter or Butina were directly affiliated with an
intelligence service, as Chapman was. Zatuliveter may have been simply a target
of opportunity, as a Russian national who had developed close relations with
an MP. Butina probably began by developing relations with people who shared
her passion for guns but was similarly exploited for her access by a Russian gov-
ernment official, Aleksandr Torshin. Zatuliveter and Butina were both human

agents, while Chapman was a staft member of a Russian intelligence service.

Computer-based Collection

Russia has also used technical platforms to target foreign parliaments. In
2015 and 2016, parliaments in Germany, Norway, and Turkey reported com-
puter intrusions originating from Russia.** The German incident, which was
detected in May 2015, resulted in a year-long penetration of the Bundestag’s
internal server and the loss of data. The German government subsequently
also reported that an electrical maintenance worker passed the Bundestag
building floor plans to a GRU officer working under diplomatic cover at the
Russian embassy in Germany in 2017.2%
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After the 2016 intrusions in Norway, the Norwegian government again
accused Russia of penetrating and stealing data from the Norwegian Parlia-
ment’s email system in August 2020.** Additionally, in 2018, Norwegian
authorities arrested a Russian named Mikhail Bochkarev for what proba-
bly was a close access SIGINT operation. While attending an international
function at the Norwegian Parliament building, which included staffers
from 34 European parliaments, Bochkarev was arrested on suspicion of
using a laptop to monitor the building’s Wi-Fi network.?”” Bochkarev was
tried in a Norwegian court but later released and allowed to return to Rus-

sia. Unsurprisingly, the Russian government denied the allegations.*®

TARGETING INTELLIGENCE AND
COUNTERINTELLIGENCE INFORMATION

Russia is always eager to penetrate foreign intelligence and counterintelli-
gence services. This was one of Orlov’s eight primary tasks of Soviet intelli-
gence, and the Soviet Union experienced multiple successes in penetrating
the services of Great Britain, Germany, France, the United States, and many
other countries during the Cold War. The year 1985 became known in the
United States as the “Year of the Spy” because of the number of espionage
cases revealed in that year alone, including individuals who worked for U.S.
intelligence and counterintelligence services. Some of the last Soviet-era
espionage cases in the United States were penetrations of intelligence ser-
vices, including the CIA, NSA, and FBIL Penetrating an intelligence or
counterintelligence service gives Russia a number of advantages: allowing
Russia to identify spies within its midst, providing a window into another
country’s national security priorities, and opening access to the classified
information shared with intelligence and counterintelligence services from
across the targeted foreign government and its allies.

Such incidents have continued during the Putin era (see Figure 14).
Most of the publicly known cases since 2000 are related to Estonia, reflect-
ing both Estonia’s aggressive counterintelligence efforts against Russia and

its willingness to discuss penetrations of its security service openly. In 2019,
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the Estonian prosecutor general’s office collaborated on a published mono-
graph that analyzed prosecutions using Estonia’s treason law. The mono-
graph identified 20 people prosecuted under that law from 2008 to 2018, all

of whom were affiliated with Russia; several cases involved penetrations of

Estonia’s security service.”*

Figure 14. Cases Involving Russian Targeting of an Intelligence or
Counterintelligence Service

2001: United States—50 Russian diplomats were expelled in retalia-
tion for Robert Hanssen case.

2012: Canada—Russian embassy officers were expelled for Jeffrey
Delisle case; the Russian embassy denied that its officials were
expelled and claimed that they left Canada on a normal rotation.

2007?-12: Estonia—Estonian Internal Security Service (KAPO) officer
Aleksei Dressen was arrested for providing investigative information
to Russia’s FSB.

2002-13: Estonia—VIadimir Veitman was arrested for providing
information about Estonian intelligence and counterintelligence
software.

2013: United States—Russia obtained access to information about
U.S. intelligence collection capabilities from Edward Snowden.

2014: Estonia—KAPO officer Uno Puusepp defected to Russia; he had
been cooperating with Russia for over 20 years.

2019: Estonia—Dual Estonian-Russian citizen Dmitri Kozlov was
arrested for providing Russia with information on the Estonian police
department’s activities, employees, and equipment.

20127?-19: Estonia—Retired KAPO officer Vladimir Kulikov was
arrested for cooperating with Russian intelligence.

Sources: Figure created by author from multiple sources, including Ivo Juurvee and Lavly Perling,
Russia’s Espionage in Estonia: A Quantitative Analysis of Convictions (Tallin: International Centre
for Defence and Security, 2019); lan Austen, “Russian Envoys Leave Canada After Officer Is
Accused of Spying,” New York Times, January 20, 2012, https://www.nytimes.com/2012/01/21/
world/americas/russian-diplomats-leave-canada-as-spy-case-heats-up.html.
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However, Estonia is not the only target. Canada’s Jeffrey Delisle, also
listed earlier as a source of defense/NATO collection, worked in a NATO
intelligence fusion cell where he had access to intelligence in support of
NATO activities. The United States has also been affected by penetrations
of its intelligence apparatus through Robert Hanssen, although most of his
activities occurred during the Soviet era, and Edward Snowden, who vol-
unteered his information to Russia, causing massive damage to U.S. intelli-
gence collection.

Other such cases have almost certainly occurred around the world.
Although some targeted countries do not openly discuss penetrations of
their intelligence and security services, Russia has not stopped attempting.

HOT-TOPIC TARGETING

Russian intelligence has shown the inclination to redirect its collection
apparatus toward hot topics that arise on the international stage, such as
foreign investigations into Russian covert activities and NATO enlargement
events. While Russia publicly denies allegations that it violates international
norms, it simultaneously targets the investigations into those allegations
using the whole spectrum of intelligence collection measures. Most of these
incidents have occurred since 2014, possibly indicating a more aggressive
Russian intelligence policy to protect Russia’s image in the world.

During the several years that followed the 2006 assassination of Alek-
sandr Litvinenko in the United Kingdom, Russian intelligence actively
sought to learn about the UK investigation of the event, as well as the fol-
low-on investigation into allegations that Russia was targeting Litvinenko’s
supporter, Boris Berezovsky. As noted above, a suspected SVR ofhicer was
observed in 2007 and 2008 meeting with a member of parliament in Lon-
don, probably for both collection and influence purposes. Berezovsky died
in the United Kingdom in 2013, apparently of suicide, although some have
questioned that determination.*

After the 2014 shootdown over Ukraine of Malaysian Airlines Flight
MH17, on which over 200 Dutch citizens were flying, Russian intelligence
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targeted the Dutch government agency that was conducting the investiga-
tion. In 2015, Russian operators attacked the computers of the Dutch Safety
Board, which was leading the investigation in cooperation with Malaysian,
Australian, Belgian, and Ukrainian authorities and was about to present a
report concluding that Russian-backed Ukrainian separatists using Rus-
sian-supplied weapons were responsible for the shootdown. The Dutch
government reported multiple coordinated computer network attacks
intended to obtain unauthorized access to sensitive material related to the
investigation.”®" At about the same time, Russian collectors also conducted
a spearphishing campaign against the investigative journalist organization
Bellingcat, which was reporting information about Russia’s role in the
MH17 shootdown.*

Russia is constantly attempting to penetrate NATO through all meth-
ods to collect intelligence on NATO defense policies, and its intelligence
and covert activities become especially aggressive when states are considering
joining NATO. In 2017, Russian computer network operators penetrated
computers in Montenegro that held data related to that country’s NATO
accession, using spearphishing emails that directly addressed NATO mem-
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bership.?** The following year, Greece expelled two Russian diplomats and
blocked the visas of two others in retaliation for meddling in the North
Macedonia naming issue. North Macedonia was formally invited to join
NATO, contingent upon agreement on the country’s name. Russian officers
reportedly paid Greek organizations to protest the resolution to the naming
issue, which further delayed North Macedonia’s NATO membership. Ulti-
mately, however, Russian attempts to derail North Macedonia’s NATO acces-
sion were unsuccessful, and the country became a NATO member in 2019.%*

When Russia and its allies are accused of using chemical weapons,
Russia’s immediate reaction is to deny it, while Russian intelligence ser-
vices simultaneously target the resulting international investigations. Rus-
sia sided with Syria in denying allegations that the Syrian government used
chemical weapons on its people in the Syrian civil war in 2017 and 2018.
Russian computer operators targeted the Organization for the Prohibition

of Chemical Weapons (OPCW) in The Hague and media companies as
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the OPCW was investigating the allegations. Russian intelligence services
also targeted OPCW in reaction to allegations that GRU ofhicers used a
highly toxic chemical weapon to attempt to assassinate Sergey Skripal in the
United Kingdom in 2018. In addition to these remote computer intrusion
operations targeting the OPCW, as well as a chemical analysis laboratory in
Switzerland, four Russian intelligence officers were arrested in the Nether-
lands for attempting a close access technical operation against the OPCW
in 2018.7%° Bellingcat computers were again targeted in 2019 after the orga-
nization reported the identities of the Russian officers involved in the attack
on Skripal ¢

After the Russian government was accused of pursuing a concerted,
government-sponsored doping program for Russian athletes competing
in international sporting events, Russian intelligence targeted the World
Anti-Doping Agency (WADA), which was investigating Russian athletes
who benefitted from the program. Russian actors penetrated a WADA
database related to the investigation and later used the collected informa-
tion in a “hack and leak” operation to discredit athletes from other countries
who had received legitimate exemptions for certain chemical substances
on health grounds. Russia used the leaks to claim a double standard in the
investigation of Russian athletes.”’

Foreign government and private investigations have identified several
Russian offices and groups, particularly affiliated with the GRU, involved
in many of these cases. Considerable crossover is evident from one case
to the next, including Russian intelligence officers whose names come up
repeatedly across these investigations. For example, the German government
issued an arrest warrant in May 2020 for Dmitry Sergeyevich Badin for his
involvement in hacking into the German Bundestag in 2015. The U.S. Gov-
ernment indicted the same GRU officer in 2018 for conducting intrusions
into the Democratic National Committee in 2016 and WADA in 2018.2%

These incidents show how, when Russia is the subject of international
allegations, Russian intelligence activities follow, both for collection pur-
poses and in support of covert activities to discredit the investigation and

turn attention away from Russia. Such activities are likely to continue, as
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Russia is repeatedly caught conducting assassination operations and covert

political operations around the world.

CONCLUSION: POLITICAL COLLECTION AS A PRIORITY

Political collection is a high priority for Russian intelligence. Russia sees a
political motive behind many of the defense, economic, and intelligence
activities of other countries. In the Russian government’s calculus, if Russia
can understand other countries’ political drivers, it can protect itself in all
other areas as well.

This calculus contains a caveat, however. Russian intelligence services
have a long history of telling the boss just what he wants to hear. Russian
and Soviet leaders have seldom been tolerant of an intelligence service
giving them information that contradicts their firmly held political views.
Stalin was known for demanding investigations into sources that provided
incompatible information. Gorbachev tried to break that trend by demand-

ing more objective information free of Cold War political assumptions,*’

but the KGB responded with lip service, as then-KGB Chairman Vladimir
Kryuchkov became involved in the 1991 plot to remove Gorbachev from
power. The intelligence that percolates to the Russian president today does
not necessarily reflect reality as much as it reflects the president’s personal
preferences; as a former intelligence officer, Putin probably prefers raw infor-
mation that he can analyze himself. Such selective intelligence can create a
dangerous cycle of assumptions that allows only the most nefarious interpre-
tations of world events to enter the decisionmaking process. It also leads to a
cycle of aggressive Russian political moves: Russian malign actions prompt
international investigations, which create more disfavor for Russia in the
international environment. That disfavor feeds Russia’s view that the world is
against it, which leads to more aggressive actions. Russian political collection

can thus be both an indicator and a driver of Russia’s worldview.
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CHAPTER 5

ECONOMIC AND
S&T INTELLIGENCE

For Russia, economic status is a national security concern. Russia’s economy
relies on foreign trade to survive, and its GDP is closely connected to the oil
and gas markets: as the global price of oil and gas rises and lowers, so moves
Russia’s prosperity. With this dependence on trade in mind, one of Russia’s
declared foreign policy priorities is “to create a favourable external environ-
ment that would allow Russia’s economy to grow steadily and become more
competitive and that would promote technological modernization as well as
higher standards of living and quality of life for its population.”*

For Russia, foreign trade also is on the same level as, and closely tied to,
the development of its own military capabilities. The increase or decrease of
trade income affects Russia’s ability to pay for defense programs and to pre-
pare itself for what it sees as inevitable conflict in the future. Russia also gains
significant economic benefit from the sale of military weapons and nuclear
power technologies. In 2012, President Putin published an op-ed that
expressed the connection in his mind between Russia’s military and security
strength and its economic wellbeing. As he wrote in the journal Foreign Policy
(or at least his name was attached to the article), “the huge resources invested

in modernizing our military-industrial complex and re-equipping the army

131



RUSSIAN INTELLIGENCE

must serve as fuel to feed the engines of modernization in our economy, cre-
ating real growth and a situation where government expenditure funds new
jobs, supports market demand, and facilitates scientific research.”!

Thus, because Russia’s economic health is key to its defense, the econ-
omy is an important national security topic against which Russia applies its
national security-related agencies, including intelligence and state security.
Although Russia operates openly in some economic arenas—for example,
selling its oil and gas and military weapons on the open market—it often
uses clandestine intelligence capabilities, even in areas where it could legally
operate, under the assumption that foreign governments are cheating and
stealing from Russia. Where Russia cannot operate legally—for example, in
purchasing the many goods that the country cannot acquire due to interna-
tional sanctions—it uses clandestine or criminal methods.

Foreign intelligence organizations, including Russian, use various
methods to identify and recruit sources of economic or technological
information. Those methods sometimes resemble classic human intelli-
gence operations, in which a case officer or agent recruits a human with
placement and access to the targeted information or to other people with
placement and access. In 1995 the first Annual Report to Congress on Eco-
nomic Collection and Industrial Espionage identified methods collectors
used, including human intelligence methods, technical methods, and cor-
porate methods, to collect economic and science and technology informa-
tion.”* This author was the primary drafter of that document, which was
mandated by the U.S. Congress and published by the National Counterin-
telligence Center. A 2019 U.S. Defense Counterintelligence and Security
Agency report offers a comparable list of methods that foreign intelligence
institutions apply directly to U.S. companies that conduct research and
development of defense technologies.*

A comparison of the methods described in those two documents shows
many similarities across a 24-year time span (see Figure 15). They include
classic agent recruitment, in which Soviet services excelled during the Cold
War and which recent cases show is still being used to target economic
and S&T information. Human sources include targeted individuals with

132



Economic and S&T Intelligence

desired accesses, such as Russian émigrés and employees of firms that com-
pete with Russian companies in the international market. They also include
elicitation at international conferences and trade shows, especially looking
for people who have access to information or technology of value and who
are willing to assist Russia.

Figure 15. Human Intelligence Methods Used in Economic and S&T Collection

1995 Report to Congress 2019 Targeting U.S. Technologies

Agent recruitment Exploitation of relationship
Accepting volunteers Exploitation of experts
Tasking employees of foreign firms Exploitation of insider access
Headhunting, hiring competitors’ Résumé submission
employees

Surveillance and surreptitious entry Surveillance
(hotel rooms, offices)

Recruitment of émigrés; inviting
émigrés to return home

Tasking foreign students

Elicitation during international
conferences and trade fairs

Debriefing visitors to foreign countries

Hiring information brokers and
consultants

Sources: Figure created by author from multiple sources, including National Counterintelligence
Center, Annual Report to Congress on Economic Collection and Industrial Espionage (Washington,
DC: NACIC, 1995) and Defense Security and Counterintelligence Agency, Targeting U.S. Technolo-
gies: A Report of Foreign Targeting of Cleared Industry (Washington, DC: DSCA, 2019).

Technical collection methods include computer intrusions, signals intel-
ligence, and open-source collection, including the clandestine collection of
openly available information to mask the origin of the research. Technical
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operations, including computer network monitoring, are the norm in the
economic counterintelligence field inside Russia itself (see Figure 16). How-
ever, despite the prominence that Russian computer-network threat activity
has gained in the past few years, such as for internal security and political
collection, economic and technological intelligence operations abroad still
rely heavily on humans, including known Russian intelligence officers and
criminal groups—sometimes manned by “former” intelligence officers—

that operate in the interests of the Russian government.

Figure 16. Technical Intelligence Methods Used in Economic and S&T Collection

1995 Report to Congress 2019 Targeting U.S. Technologies

Hacking Exploitation of cyber operations

Communications intercepts Exploitation of security protocol

Open-source collection; clandestine
collection of open-source materials

Sources: Figure created by author from multiple sources, including National Counterintelligence
Center, Annual Report to Congress on Economic Collection and Industrial Espionage (Washington,
DC: NACIC, 1995) and Defense Security and Counterintelligence Agency, Targeting U.S. Technolo-
gies: A Report of Foreign Targeting of Cleared Industry (Washington, DC: DSCA, 2019).

The Russian government also uses corporate methods to collect eco-
nomic and S&T intelligence, such as exploiting capital investments, spon-
soring foreign research activities, inviting foreign companies to set up
research centers and support educational institutions in Russia, establishing
joint ventures, or proposing corporate mergers and acquisitions (see Figure
17). For example, in the past several years, as Russia has emphasized research
into artificial intelligence and autonomous systems, the Russian govern-
ment has invited foreign firms, including industry leaders from China
and South Korea, to come to Russia and set up research centers. The firms
have brought their technology to Russia, sponsored training for Russian
researchers, and developed joint research ventures that greatly supplement

Russia’s indigenous capabilities. Although these efforts are overt and legal,
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they are undoubtedly accompanied by at least counterintelligence surveil-
lance of the visiting foreign researchers in Russia and probably by recruit-
ment efforts directed at them to gain a long-term source inside the foreign
company. Merging overt corporate activities with clandestine operations for
intelligence and counterintelligence is a typical Russian tactic.

Figure 17. Corporate Intelligence Methods Used in Economic and S&T Collection

1995 Report to Congress 2019 Targeting U.S. Technologies

Foreign government use of private RFl/Solicitation
sector organizations, front companies,
and joint ventures

Corporate mergers and acquisitions Exploitation of business activity

Corporate technology agreements Attempted acquisition

Sponsorship of research activities Economic disinformation

Exploitation of supply chain

Sources: Figure created by author from multiple sources, including National Counterintelligence
Center, Annual Report to Congress on Economic Collection and Industrial Espionage (Washington,
DC: NACIC, 1995) and Defense Security and Counterintelligence Agency, Targeting U.S. Technolo-
gies: A Report of Foreign Targeting of Cleared Industry (Washington, DC: DSCA, 2019).

Russian economic and technological intelligence activities demon-
strate a number of these methods, from human intelligence to technical
and corporate intelligence. Russia applies these methods both against for-
eign targets and against political oppositionists inside Russia, as will be dis-
cussed below.

Russian intelligence and state security activities related to the economic
aspect of Russia’s national security can be divided into three areas, each of

which is organizationally distinct within the Russian intelligence system:

®  Science and technology intelligence.
= Economic intelligence.

= Economic counterintelligence.
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S&T COLLECTION

For Russia, science and technology intelligence, or what Orlov called “indus-
trial intelligence,” is the collection of foreign information and technological
products to support the development of Russian science and technology. It
focuses on the priorities and direction of Russian scientific research organi-
zations, and it strives to raise the overall technological capacity of Russian
enterprises. This collection often requires the clandestine circumvention of
sanctions or foreign laws that prohibit the export of technologies to Russia,
particularly targeting equipment or know-how to suppors the Russian mil-
itary or security industries. The overall goal is to bolster Russia’s own eco-
nomic and military strength.

Both the SVR and GRU collect S&T intelligence, often competing
with each other for sources and targets. The SVR has the distinct Hay«wno-
Texnuueckas passedxa (Directorate NTR, or Science and Technology Intel-
ligence Directorate). This unit is the direct descendant of the Soviet-era
KGB’s First Chief Directorate, which had an equivalent component, then
called Directorate T. Because of its focus on military technology, S&T intel-
ligence is also a priority function for the GU (formerly called GRU).

Early Soviet Era

Historically, Soviet technology collection operations appeared in any coun-
try where technology was available, the most technologically advanced
countries being the most likely to be targeted. These operations were con-
ducted partially because Russia could acquire foreign technology more
cheaply than could be done legally; partially because foreign countries
placed protections on their technology, especially military-related and dual-
use technology, that prohibited Russians from acquiring it legally; and par-
tially because Russia lacked the technology base on which to develop the
technology domestically.

For example, Soviet illegal Samuel Ginzberg (aka Walter Krivitsky)
served in Italy in the 1920s as a Russian military intelligence officer, under-
cover as a scholar researching the history of slavery in the Vatican library. His
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intelligence mission, however, included obtaining the plans for an Italian
submarine.”** Benito Mussolini had agreed to sell the plans for an outmoded
submarine model to the Soviet Union, but Stalin wanted the most recent
model. In 1928, Ginzberg used a communist sympathizer to contact an Ital-
ian engineer who was willing to sell the plans.*® For his effort, Ginzberg
received the Order of the Red Banner in 1931. His network later collected
the plans for a French submarine as well.*¢ Similarly, a British intelligence
source reported in the early 1930s that another Soviet illegal, Ignatiy Porets-
kiy (aka Ignace Reiss), targeted the German chemical company IG Farben-
industrie, recruiting an individual named Krupp.*’

During the 1930s, S&T collection was the primary Soviet intelligence
effort directed against the United States, which the Soviet Union saw first and
foremost as a repository of technology. According to a Soviet military intel-
ligence defector, the Soviet Union’s goal in the 1920s/1930s was to “catch

up to and surpass America.”*

In 1934, a Soviet illegal intelligence ofhcer,
Tosif Volodarsky, arrived in the United States to work as an assistant to Gaik
Ovakimyan, an OGPU officer operating undercover as an engineer at Soviet
Amtorg Trading Company in New York City. Ovakimyan had arrived in the
United States a year earlier, and his operations focused particularly on scien-
tific and technological intelligence. In December 1935, Ovakimyan openly
stated that he was in the United States to “investigate American methods of
producing chemicals. If I believe such methods would prove beneficial to my
country and satisfactory arrangements can be made, I recommend a license
be obtained so we may produce under patent rights. In some cases, we ask
your manufacturers to design and sell to us chemical producing machinery.”*®
Volodarsky’s engineering background corresponded well with supporting this
mission, which was not always as above board as Ovakimyan made it sound.
Volodarsky himself described a process through which he received tech-
nology collection requirements from Ovakimyan and dispatched an Ameri-
can agent to factories and engineering facilities around the United States to
acquire sketches or drawings. Ovakimyan provided money to Volodarsky, and
he passed it to an agent to pay sources. The agent communicated the infor-
mation back to Volodarsky, who evaluated it and determined whether it met
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the requirement and was worth the money.*” Volodarsky’s main targets were
strategic industries, such as steelworks and precision machine manufacturers,
as Stalin’s five-year plan stressed the need to grow the Soviet steel industry.*”!
Other advanced manufacturing technologies were targeted to support
Russia’s strategic industries. Orlov described Soviet intelligence efforts to
steal the industrial process to manufacture artificial diamonds in Germany.
The Soviet Union initially approached a German company to buy the patent
legally, but the company charged an astronomical figure. Orlov quotes Sta-

lin as saying, they “want too much money. Try to steal it from them. Show

what the NKVD can do.”??

Cold War

Among the numerous Cold War examples of economic and technological
collection by Soviet intelligence services, much of the technological intelli-
gence was destined for weapon system development, while some supported
other industries, like agriculture or pharmaceuticals. In the mid-1970s, the
KGB reportedly boasted about having recruited sources in 17 U.S. technol-
ogy enterprises, including IBM, Texas Instruments, I'TT, and the National
Institutes of Health. KGB defector Vasiliy Mitrokhin provided a KGB
report claiming that over half of Soviet defense industry projects in 1979
were based on Western-acquired science and technology. The chief of the
KGB Directorate T—responsible for collecting technological information
and the predecessor to today’s SVR Directorate NTR—boasted that the
value to the Soviet economy of the information his directorate collected was
100 times greater than the cost of his operations.””

GRU officer Vladimir Rezun (better known by his pen name Viktor
Suvorov) revealed the GRU's tradecraft for targeting trade shows in Europe.
In an extended description of a group of GRU officers descending on a tele-
communication technology trade show in Geneva, Switzerland, in 1975, he
explained how the ofhicers looked for owners of small companies that supplied
technologies to bigger weapon system manufacturers. As Rezun described,

the officers launched the process of recruiting the small company owners as
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GRU sources by offering the less well-off companies an opportunity to sell
their products for more money than they could typically expect to get.?”*

Between 1981 and early 1982, KGB officer Vladimir Vetrov passed a
series of documents to the French counterintelligence service detailing KGB
technology collection efforts, which came to be known as the Farewell Dos-
sier. Vetrov was an engineer who had been assigned to evaluate information
on NATO hardware and software. Vetrov’s nearly 4,000 secret documents
included the complete list of 250 Line X (technology collection) officers
stationed under legal cover in embassies around the world; a list of Soviet
organizations involved with scientific collection; and summary reports from
Directorate T on the goals, achievements, and unfulfilled objectives of the
program, along with more than 100 leads to Line X recruitments.””

SVR ofhcer Vladimir Konoplev operated under the cover of first secre-
tary of the Russian Embassy in Brussels, Belgium, where he was responsible
for scientific technological collection, and he shared details about his work
after defecting with his family in March 1992. Konoplev reportedly had con-
tacts inside the European Economic Community Commission, the Belgian
Defense Ministry, and NATO. He revealed the names of several Belgians
who were providing the Soviet Union with military and economic infor-
mation, including Guido Kindet, an acrospace science correspondent for the
Belgian newspaper De Standaart, who provided the KGB with information
about technological developments in the U.S. space program.?”¢ Kindt sub-
sequently reported that his handler mainly requested technical information
about the places Kindt visited as a journalist: NATO SHAPE, the Belgian
aircraft manufacture Sabca, and the Von Karman Institute for Fluid Dynam-
ics, which conducted high-speed wind tunnel tests.””

The KGB also used SIGINT to collect S&T intelligence. According to
Mitrokhin, Soviet SIGINT facilities in the United States intercepted the com-
munications of Brookhaven National Laboratory on Long Island in New York
and several major companies.”® The SIGINT facility at the Soviet diplomatic
resort on Long Island was in a position to intercept communications from the
Grumman Corporation, which was involved in defense research and develop-

ment. The Soviet, and later Russian, consulate in San Francisco was located on
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a hilltop that gave it line-of-sight access to high-tech facilities in Silicon Valley.
According to a former U.S. Government official, “It was almost like everyone
they had there was a technical guy, as opposed to a human-intelligence guy.”*”
With the continuing use of Russian diplomatic establishments as SIGINT
facilities (see Chapter 9), their use for S&T collection is a strong possibility.

In 1982, the US. National Intelligence Council summarized Soviet
technology collection efforts as follows:

The USSR is engaged in a well-organized, centrally directed, and
growing worldwide program to acquire U.S. and other Western mili-
tary technology, embargoed equipment, and manufacturing technol-
ogy to satisty its military and defense-industrial needs. The Soviet
intelligence services and their Eastern European surrogates play a
major role in this worldwide program through a broad range of clan-
destine, technical, and overt collection operations. Although these
intelligence operations constitute a small part of the overall Soviet
technology acquisition effort, we believe these operations are respon-
sible for acquiring the overwhelming majority of the militarily signif-
icant Western technology that finds its way into the Soviet Union.?*

In short, the Soviet Union had many legitimate, overt S&T relation-
ships through which it acquired technology. But in the military technology
area, it heavily used its intelligence services.

Post-Cold War

Such activities continue today on at least the same level as during the Cold War,
ranging from highly sophisticated and well-funded clandestine operations to
simple attempts to carry prohibited items across an international border in a
suitcase. Multiple individuals have been arrested in the United States and other
countries for illegally acquiring technology, with Russian military and state
security agencies sometimes identified as the direct recipients. Technology col-
lection operations in the past decade have exhibited several of the methods
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that the US. National Counterintelligence Center identified in 1995, such
as investing in start-up technology companies, establishing front companies,
and recruiting former employees of competitor companies as insider sources,
including by embassy-based intelligence officers. Sometimes these efforts
involve recruiting insiders to steal trade secrets, recruiting high-tech specialists,
or establishing a business presence abroad that can act as a legitimate company
while redirecting information or high-tech components to Russia.

In 2011, the Russian government-owned venture capital firm Rusnano
opened operations in Menlo Park, California, and began to insert people
into venture capital groups around Silicon Valley that financed nanotechnol-
ogy projects.”®! Rusnano also used business investments to fund research at
leading-edge technology companies, including $50 million in Boston-area
nanomedicine firms. Just a few months after the United States imposed
sanctions on Russia in response to the illegal annexation of Crimea, the FBI
began to warn U.S. companies and universities about the risks of entering
into technology-sharing agreements with a Russian government-owned
firm.?** Although most of Rusnano’s and other similar Russian companies’
activities are not connected to intelligence collection, these firms serve as
a platform for identifying people and promising technologies that Russian
intelligence services can target.

US. law enforcement agencies more recently have publicized a steady
stream of incidents involving Russian citizens or émigrés illegally exporting
or stealing high-tech components or information. In October 2016, the
US. Government arrested a naturalized US. citizen from Russia and two
Russian citizens for illegally exporting controlled cutting-edge microelec-
tronics technology from the United States to Russia. The Russians used
front companies to purchase the components from U.S.-based suppliers
and then falsely classified them on export documents, first shipping them
to Finland and then forwarding them to Russia.”®* In another case, several
Russians were sentenced in a US. court in 2016 and 2017 for establishing
front companies in the United States that used false end user certificates to
ship approximately $50 million worth of microelectronics components to
Russia between 2002 and 2012. The components included analog-to-digital
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converters, static random-access memory chips, microcontrollers and micro-
processors, and other technologies. During the investigation, law enforce-
ment agencies found documents showing orders originating directly from
the Russian Ministry of Defense and the FSB.**

In July 2018, a Russian father and son, both named Aleksandr Brazh-
nikov, were indicted in a US. federal court for procuring electronic compo-
nents in the United States and shipping them to Russia. The son owned a
U.S.-based electronics export company that advertised itself as offering con-
venient and inexpensive access to American-made electronics.”® According
to the U.S. indictment, the younger Brazhnikov purchased electronic com-
ponents from US.-based distributors and re-packaged them for shipment
to his father in Moscow, falsifying the end users and value of the compo-
nents. The indictment identified the Russian clients, including the Ministry
of Defense, the FSB, and Russian entities involved in the design of nuclear
warheads and other weapons.”

A more recent arrest in Sweden demonstrated a classic human intelli-
gence method for collecting sensitive technological information. In Feb-
ruary 2019, Swedish police arrested a naturalized Swedish citizen meeting
with a Russian diplomat, who used the name Yevgeniy Umerenko. The
Swedish Foreign Ministry identified Umerenko as an SVR Line X officer
responsible for technology collection. Kristian Dmitrievski, the Swedish cit-
izen who had previously held a Russian passport, was described as a special-
ist in computer simulation and biophysics. Umerenko had been developing
Dmitrievski as a source since at least 2017, and Umerenko had previously
been observed running similar operations in Germany.**”

Acting on a US. arrest warrant in August 2019, Italian police arrested
a Russian citizen, Aleksandr Korshunov, for allegedly using a method sim-
ilar to what the National Counterintelligence Center in 1995 called “task-
ing employees of foreign firms.” The head of business development for the
Russian company United Engine Corporation (UEC), a subsidiary of the
Russian state technology conglomerate Rostec, Korshunov was accused of
working with Italian citizen Maurizio Paolo Bianchi, the former director

of the Italian company Avio Spa, to steal trade secrets; the Italian firm is a
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subsidiary of the U.S. company General Electric Aviation, which manufac-
tures components for civil and military aviation. Although Bianchi left Avio
Spa in 2013, he maintained relationships with several employees, whom he
hired as consultants while they were still working for Avio Spa. Bianchi, on
Korshunov’s instructions, tasked the employees to provide proprietary engi-
neering data about aircraft engines.®® Both Korshunov and Bianchi were
arrested in 2019 and are being held in Italy pending a ruling on extradition
to the United States. President Putin personally weighed in on the arrest,
claiming that it was based on nothing but the United States trying to elim-
inate the competition.”®” In a blatant attempt to derail the extradition, the
Russian government demanded that Korshunov be extradited not to the
United States, but to Russia on a suddenly emerging embezzlement charge;
Putin did not mention the embezzlement charge in his statement.*”

Similar to the operations that prompted the 1982 U.S. National Intel-
ligence Council assessment of Soviet technology collection, these cases
demonstrate several collection methods—from classic human intelligence
recruitment in Sweden to establishing front companies in the United States
and entering into a consultant relationship with employees of a competing
company in Italy. They also show Russia’s sense of urgency to overcome sanc-
tions-related barriers that inhibit its technological development, especially
for technology that has military and security applications.

This technological intelligence activity reveals, however, another weak-
ness in the Russian, and in its predecessor Soviet, economic system. The
centrally managed Russian economic system itself inhibits the technolog-
ical innovation that freer political and economic structures encourage. The
Russian government, not private research organizations or companies, funds
the majority of S&T research, which both limits the funding available for
basic research and focuses it on government priorities, particularly defense
priorities. Additionally, many educated Russians would prefer to emigrate
from Russia for better economic opportunities abroad, creating a brain
drain effect that inhibits Russian high technology research.

Consequently, Russian intelligence services are dispatched across the

world to steal what Russia cannot develop domestically. Russia’s innovation
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ecosystem cannot support many of the technology development needs that
the Russian government has identified as priorities, such as artificial intelli-
gence and automation. By applying its intelligence services to these hard-to-
develop technologies, Russia is essentially outsourcing its innovation. That
dynamic is self-defeating in the long term, because a national program to
steal technology effectively ties the Russian economy to innovations devel-
oped in other countries rather than producing its own. Thus, Russia’s use of
intelligence capabilities to advance its aspiration to become a great power—
and the systemic weakness it demonstrates—serves to condemn Russia to
permanent second-class status as a scientific and technological power, not-
withstanding its intelligence successes.*”!

Just as the KGB boasted of having recruited sources in IBM, Texas
Instruments, ITT, and the National Institutes of Health, Russian intelligence
tries to do so in equivalent enterprises around the world today for the same
reason. While that intelligence collection can damage the national security
of the countries from which technology and technical know-how is stolen, it

may not provide Russia with the long-term benefit it hopes for itself.

ECONOMIC INTELLIGENCE

Economic intelligence is the collection of information on foreign gov-
ernments economic activities, economic and financial organizations, raw
materials markets, metals, and currency, which are priorities for the Russian
Federation. Russian economic intelligence includes supporting institutions
that create favorable conditions for Russia to achieve its foreign economic
objectives and targeting foreign countries’ economic actions that disadvan-
tage Russia.

The SVR is the primary organization responsible for economic intel-
ligence, and several SVR elements have related responsibilities. The SVR
directorate dedicated to this type of collection is Sxonomuyecxas Paszsedxa
(Directorate ER). Directorate NTR also plays a role. Additionally, separate
from both Directorate ER and Directorate NTR, a third directorate man-
ages what are called “measures of support,” or what during the Soviet era
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were called “active measures.” These measures of support involve disinfor-
mation operations that are intended to influence a foreign power to actin a
way that is beneficial to Russia, and they occasionally facilitate the work of
the economic and S&T directorates. In a recent case, intelligence collected
by an SVR officer under nonofhicial cover fueled a Russian influence opera-
tion to gain Canadian support for an aircraft manufacturing joint venture,
highlighting this connection (see below).

Retired SVR officer Sergey Vorontsov defines economic intelligence as

Receiving information on all fields of foreign political actors’ eco-
nomic activity and their economic and financial structures, cur-
rency market conditions, raw materials, precious metals, etc., that
are of interest to Russia, and also the organization and management
of enterprises directed toward creating profitable circumstances for
Russian foreign economic interests, for developing effective foreign
economic cooperation, concluding profitable trade and economic

deals and agreements, etc.*”

Russia requires the economic intelligence that Vorontsov describes to
give its struggling economy a boost in an interconnected economic world.
Just as with S&T collection, there are many economic fields in which Rus-
sia legitimately interacts in the global economic environment. However,
global economic interconnectedness is itself a threat to Russia’s strength
because of the cutthroat world of economic competition. Thus, in addition
to Vorontsov’s traditional definition, much of Russia’s “economic intelli-
gence” is related not just to studying other countries’ economic systems per
se, but also to collecting intelligence about efforts by perceived adversaries
to harm Russia’s economy, operating on the foundational assumption that
such a phenomenon is invariably occurring. Soviet/Russian intelligence ser-
vices have a long history of collecting information about real or presumed
unfriendly foreign power activities to “wreck” the Soviet/Russian economy.
This activity also enters into the category of economic counterintelligence,
which will be discussed in the next section of this chapter.
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Soviet Era

The Soviet Union operated on the ideological assumption that capitalist
countries were bent on destroying the Soviet economy. Suspicions of the
West, fueled by a mixture of anti-capitalist dogma and a sense of economic
inferiority, drove the Soviet Union to apply its intelligence collection capa-
bilities to protect it from what it viewed as a hostile global environment.
The Soviet Union regularly conducted intelligence operations to circumvent
the perceived anti-Soviet commercial practices of foreign countries. Orlov
claimed that the Soviet Union believed foreign companies colluded to raise
the prices of their exports to Russia 60 to 75 percent to bilk the Soviet Union
and to take advantage of Russia’s poor credit rating.”>> Consequently, Soviet
state security was charged with controlling Soviet export and import opera-
tions and protecting Soviet foreign trade from perceived pressures and abuses
from international cartels and other organizations of monopolistic capital *

Based on those suspicions, Soviet illegal Ignatiy Poretskiy (aka Ignace
Reiss) operated in Germany during the 1930s under nonofficial cover as a
Soviet Planning Committee (GOSPLAN) specialist and journalist. His
cover provided him access to German economic information and was suf-
ficiently convincing to fool a British intelligence source who encountered
Poretskiy/Reiss in 1933 and assumed that he had left intelligence work alto-
gether and joined the GOSPLAN full time. As the source reported, Porets-
kiy/Reiss was formulating a variety of economic projects.””

Similarly, Soviet illegal Iosif Volodarsky, mentioned eatlier in relation to
S&T collection, worked undercover as an employee of the Soviet company,
Russian Oil Products, in the United Kingdom before his assignment to the
United States. He was arrested in London in 1932 for trying to recruit a
British oil company employee to provide proprietary information about the
company’s production and sales figures. Volodarsky’s requests came just after
the Soviet Union had lost a contract for supplying petrochemical products
for the British military.”

During Stalin’s reign, Soviet leaders preached the threat of capitalist
encirclement, which they used as a pretext to explain poor Soviet economic

performance. One former NKVD officer wrote that his supervisors gathered
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office personnel together to explain why there were long lines for consumer
goods. They claimed that the problem was international capitalism and that
an unnamed saboteur, using money from foreign capitalists, was buying up
all of the goods manufactured for the Soviet people, creating shortages in the
Soviet Union. The solution was a more serious study of Communist Party
history and theory*” Capitalist encirclement continued to drive Soviet
thinking after World War II and throughout Stalin’s reign.®® Although
today the Cold War-era communist ideology is stripped away from Russian
thinking, Russian propaganda still claims that the United States is pursuing
a policy of “hostile encirclement” of Russia.”” Similar to during the Soviet
era, the answer today is Russian patriotic education, accompanied by eco-
nomic intelligence efforts to reveal the adversarial plans of the United States
and other economic powers.

Soviet economic intelligence operations went beyond collecting intel-
ligence to include actively manipulating and undermining capitalist coun-
tries’ economies. Petr Karpov, an OGPU ofhicer who defected in Germany
in 1924, claimed that the Soviet government, via OGPU clandestine opera-
tions, attempted to disrupt foreign economies by disseminating counterfeit
foreign currency.*” Ginzberg/Krivitsky later wrote about a Soviet opera-
tion to counterfeit US. currency, which he described as an attempt by Sta-
lin to add hard currency to the Soviet treasury.**! The operation resulted
in arrests of OGPU agents in Germany in 1929 and in the United States
in 1933 after police found counterfeit currency originating from the Soviet
Union.*** Orlov was in Germany when the story broke about counterfeit
U.S. banknotes being deposited in a German bank, forcing him to flee in the

face of intensified German counterintelligence scrutiny.’*

Post-Cold War

Although no longer fueled by the communist-capitalist ideological con-
flict, Russia’s suspicions about foreign government intent continue in the
21st century. The 2015 arrest of Yevgeniy Buryakov, an SVR officer work-

ing under nonofficial cover in the New York City office of the Russian
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bank VneshEconomBank, and two Russian diplomatically covered SVR
officers, Igor Sporyshev and Viktor Podobniy, demonstrated the continu-
ing application of intelligence resources toward this line of effort. The
operation revealed requests from Moscow for intelligence on economic
issues, including potential U.S. sanctions against Russia and U.S. efforts to
develop alternative energy resources.’® Russian officials interpret sanctions
as evidence that the West, especially the United States, is intent on destroy-
ing Russia’s economy.

Buryakov arrived in the United States in August 2010 and began using
his position in banking circles to support Russian intelligence collection
activities. In 2013, Sporyshev tasked Buryakov to help formulate questions
that a Russian ITAR-TASS news agency journalist could use for intelligence
collection. Buryakov recommended the following questions, as subsequently

recorded in the US. Department of Justice indictment:

= Ask about how the New York Stock Exchange uses exchange-traded
funds, particularly how they are used as mechanisms for destabiliza-
tion of markets.

®  Ask them what they think about limiting the use of trading robots.

m  Ask about technical banking matters involving the exchange of
funds to the Russian Federation, such as “technical parameters” and

“other regulations directly related to the exchange.”%

A few weeks later, an SVR officer operating undercover as an ITAR-
TASS journalist sent an email to an employee of the New York Stock
Exchange repeating Buryakov’s proposed questions nearly verbatim.*

As early as April 2014, shortly after the international community
imposed economic sanctions on Russia, Sporyshev relayed collection task-
ing to Buryakov to research “the effect of economic sanctions... on our coun-
try.” In response, Buryakov conducted Internet searches for “sanctions Russia
consiquences [sic]” and “sanctions Russia impact” and reported the results

307

to Sporyshev.*” In mid-2014, Buryakov also began cultivating an Ameri-

can businessman who offered information about U.S. sanctions. The source,
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who unbeknownst to Buryakov was cooperating with the FBI, approached
Buryakov with a proposal to establish a casino in Russia. In the course of his
presentation, the source remarked about the impact of sanctions on the pro-
posed project, and he produced a document labeled “Internal Treasury Use
Only” that contained a list of Russian individuals subject to U.S. sanctions.
The source asked whether Buryakov was interested in such information, to
which Buryakov responded enthusiastically and asked to take the document
with him. The source later showed Buryakov a list of Russian banks, marked
“UNCLASSIFIED/FOUO;” and told him that the US. Government used
the list to identify Russian banks on which to impose sanctions. Buryakov
expressed interest in getting more information about sanctions, specifically
information about when additional sanctions would be imposed, the types
of sanctions, and on which companies or entities. He tasked the source to
provide information not just about banks, but about any Russian institution
that could be affected by sanctions.*®

Buryakov’s mission also included supporting an influence operation—
or “measures of support”—to remove obstacles to a huge Russian trade deal.
In 2012 and 2013, the Russian aircraft technology company Rostec—the
same company involved in a 2019 arrest in Italy noted above—was in nego-
tiations with the Canadian aircraft manufacturer Bombardier to create a
multimillion dollar joint venture that would allow Rostec to manufacture
Bombardier’s Q400 aircraft in Russia.’® However, Canadian labor unions
associated with Bombardier opposed the plan, fearing the loss of jobs.*'° The
SVR’s solution was to launch an influence operation geared toward pres-
suring labor unions to drop their opposition and approve a deal on Rus-
sia’s terms. Buryakov’s role was to travel to Canada several times and gather
information to feed that influence operation.! The deal started to break
down when the West imposed sanctions on Russia; Bombardier pulled out
of the deal altogether in late 2014, rendering the proposed influence oper-
ation moot.*'> Nevertheless, the FBI investigation of Buryakov from 2012
to 2015 provided evidence that Russia continued to task its intelligence
services to collect economic intelligence and to influence foreign economic

decisions, as it had done during the Soviet era.
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In a separate case, a bank employee was the target of an alleged Russian
intelligence operation in Japan. This Japanese SoftBank employee was arrested
in January 2020 for passing confidential bank information to Russian officers
covered as employees at the Russian Trade Representation in Tokyo begin-
ning as early as 2017. The arrested employee admitted to stealing low-level
information. Nevertheless, the Russian Embassy provided a typically reflex-
ive response, claiming that Russia “regrets Japan has joined anti-Russian spec-
ulation trend in the West on the hackneyed topic of spy mania.”*'?

Russia’s actions to overcome sanctions also benefit its allies. In some
cases, Russia-affiliated companies use their vast sanctions-busting experi-
ence to support Russian allies that are encountering similar obstacles, such
as Zimbabwe, Iran, and Syria. A US. citizen was arrested in 2010 for sell-
ing Russian helicopters to Zimbabwe in violation of sanctions; the purchase
was made through a Russian company.®'* A naturalized U.S. citizen from
Iran was arrested in 2013 in the United States for acquiring technology that
helped Iran launch its first earth imagery reconnaissance satellite; the sat-
ellite was launched in partnership with the Russian government.*”® In June
2018, eight businessmen, including five Russian nationals who worked for
the Russian shipping company Sovfracht and three Syrian nationals, were
indicted in a U.S. federal court for conspiring to send jet fuel to Syria and for
conducting U.S. dollar wire transfers to Syria in violation of U.S. economic
sanctions against Syria and Crimea. After the U.S. Government placed sanc-
tions on Sovfracht, the Russian employees created a front company to con-
duct the money transfers and deliver the fuel to Syria with less scrutiny.'¢

Asoilis such asignificant element of the Russian economy, Russian illicit
activity in the oil market is especially prominent, reportedly with intelligence
service support. Russian SVR defector Sergey Tretyakov revealed the SVR’s
involvement in running the UN Oil-for-Food program in the late 1990s,
which allowed Iraq to sell oil vouchers for food imports into Iraq. Accord-
ing to Tretyakov, an SVR Directorate ER officer was assigned undercover to
the UN office responsible for administering the Oil-for-Food program. The
SVR officer eventually became the sole administrator of the program, allow-
ing him to manipulate prices and give senior Russian government officials
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and other Russian entities, including the Russian Presidential Administra-
tion, as well as other people who were friendly to Russia, opportunities for
enormous profits as they traded on the vouchers.?"” This same sort of opera-
tion may have a more recent analogue: in 2015, the EU placed sanctions on
George Haswani, based on what the EU called overwhelming evidence that
he was serving as a middleman for oil purchases by the Syrian regime from
the so-called Islamic State.’'® The U.S. Government designated Haswani for
sanctions later the same year.’" According to Turkish media, Haswani is a
dual Russian-Syrian citizen who was trained in Russia.’*® Although SVR
involvement in the Haswani allegation is not firmly established, the case
resembles the SVRs illicit activity in the 1990s.

With SVR intelligence support, the Russian government backs the Rus-
sian oil and gas industry, while undermining other countries’ competing
industries. If reports are true that the director of Russia’s state oil company
Rosneft, Igor Sechin, is a former KGB ofhicer, this association may influ-
ence that SVR support.?*! According to a U.S. intelligence assessment, the
Russian government conducted an aggressive propaganda campaign to crit-
icize the natural gas extraction method known as fracking, probably driven
largely by the Russian government’s concern about the impact of U.S. natu-
ral gas production on the global energy market and its potential challenges
to Russias profitability.*** Possibly connected to this, alternative energy
sources were revealed as intelligence targets in the FBI investigation of Yev-
geniy Buryakov. Igor Sporyshev, an SVR officer who worked with Buryakov,
began cultivating a U.S. oil industry expert in 2013, promising him access
to oil deals in Russia in return for information about the oil and gas indus-
try. An SVR officer at the time explained his recruitment method, which
included cheating, promising favors, and then discarding the intelligence
source once the SVR obtained the relevant information.’*

Other countries’ oil and gas infrastructure is another frequent target of
Russian collection. In April 2019, Lithuanian police arrested a Russian-born
Lithuanian citizen, Romanas Seselis, for providing information about the
LNG terminal operator Klaipédos Nafta and other infrastructure to a Rus-
sian intelligence agency between 2015 and 2017.%%* Based on unconfirmed

151



RUSSIAN INTELLIGENCE

allegations, individuals involved in the Nord Stream II pipeline project—
designed to transport Russian natural gas to the EU—may also have Russian
intelligence connections. Suspected individuals include Nord Stream CEO
Matthias Warnig, an ex-captain in the East German Stasi, who is now closely
associated with President Putin, himself an ex-KGB officer who served in
East Germany.*®® U.S. intelligence officials have also voiced suspicions that
the intelligence relationship to the petrochemical industry could go the
other direction, expressing concerns in 2018 that the Nord Stream pipeline
system could allow Moscow to emplace listening and monitoring technol-
ogy on the Baltic seafloor.*

The close connection that ties the Russian economy, especially the
oil and gas industry, to Russian national security drives Russia to apply its
national security apparatus, including its intelligence capabilities, to mon-
itor economic developments worldwide. Economic intelligence collection
and influence operations both protect against suspected foreign efforts to

damage the Russian economy and undermine economic competition.

ECONOMIC COUNTERINTELLIGENCE

The third application of Russian intelligence and state security in the eco-
nomic arena is economic counterintelligence. This is the mechanism by
which the Soviet, and now Russian, government has used economic levers
internally to prevent damage to the ruling regime, whether it be the Bolshe-
vik regime of the early post-revolutionary period or the Putin regime today.
The objectives and methods have remained similar across the 100-plus years
since the Bolshevik revolution. Economic counterintelligence is weighted
more heavily toward state security than intelligence. Nevertheless, it uses
various clandestine means to accomplish its missions. Economic counterin-
telligence has two primary directions: to prevent the leakage of Russian eco-
nomic information abroad, even information that most countries publish
openly, and to use economic levers to punish antiregime activists at home.
Today, economic counterintelligence is the FSB’s responsibility through

its dedicated Economic Counterintelligence Service, which is responsible
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for monitoring the credit and financial, industrial, telecommunications,
and transportation sectors of the Russian economy. Within the Economic

Counterintelligence Service are three primary operational departments:

® Department K, which provides counterintelligence services for
banks and financial institutions.

»  Department T, which provides counterintelligence services for the
transportation sector.

® Department P, which provides counterintelligence services for

industrial enterprises.

The Economic Counterintelligence Service’s functions differ from
economic intelligence and S&T intelligence because they are derived from
the Soviet-era KGB Second Chief Directorate, which was responsible for
internal counterintelligence, as well as the KGB Fourth and Sixth Director-
ates, which had counterintelligence responsibilities in the economy. Conse-
quently, these functions operate separately from the SVR and GRU foreign

collection operations.

Soviet Era

Immediately after the Bolshevik revolution, the regime had an urgent need
to stabilize the internal economic situation. Less than a year after the revo-
lution, new missions were added to the first Bolshevik state security organi-
zation, as evidenced by its name’s expansion: the All-Russian Extraordinary
Commission for Combating Counterrevolution, Profiteering, and Cor-
ruption (VChK) (emphasis added). Corruption among Soviet officials had
reached the severity of a national security threat.

Several intelligence ofhicer defectors who had been involved with Soviet
state security in its earliest days have provided insights into this economic
side of state security. Orlov, writing under the pseudonym Lev Nikolayev,
published several articles in the journal Soviet Justice Weekly in 1923 expos-
ing the financial misdemeanors of Soviet officials. In one case, he wrote
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about a judge collaborating with a prosecutor to demand bribes for leni-
ency—the accused were convicted and sentenced to execution.’”” In another
case, a prosecutor offered freedom to a suspect on the condition that the
family pay 500 million rubles.??®

OGPU defector Petr Karpov noted that economic crime was integrated
into the Soviet state security service from its foundation. He wrote that the
VChK could not meet all of its operational expenses with ofhicial allocations
from the Bolshevik government. Consequently, the VChK was forced to
supplement its income by selling property requisitioned from wealthy Rus-
sian citizens, trafficking contraband goods confiscated in raids, and counter-
feiting tsarist-era currency. But eventually, this authorized criminal activity
had to be brought under control, and the Soviet state security service was
forced to pursue its own people for economic crimes.*”

Corruption and domestic economic resistance remained a state secu-
rity concern through the rest of the Soviet era. As Stalin ordered the collec-
tivization of farms, those who resisted were labeled “wreckers,” and anyone
who refused to fulfill state orders was accused of economic “sabotage.”*
The NKVD Economic Department was the preeminent state security ele-
ment of the early 1930s, as the Soviet Union was striving to establish its
industrial base and collectivize agriculture, according to KGB defector
Petr Deryabin.?*!

During the Soviet era, people viewed as traitors were often accused of
committing economic crimes. When a Soviet embassy learned of a defec-
tion, it reflexively claimed that the defector had stolen or embezzled money,
and thus should be returned to face Soviet criminal charges. For example,
when Lithuanian merchant seaman Simas Kudirka attempted to defect to a
US. ship in 1970, the immediate response from Soviet authorities was that
Kudirka had stolen 3,000 rubles from his Soviet ship’s safe and thus should
be returned as a fugitive criminal.*** Vladislav Krasnov, in his groundbreak-
ing 1985 book on Soviet defectors, noted that stealing money or property
was the most common accusation Soviet authorities made when demanding
the return of a defector. However, official Soviet court indictments against
defectors included theft in only a small percentage of cases, indicating that
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the claim of an economic crime was usually only a superficial attempt to
besmirch the defector’s name and demand extradition.**® As was pointed
out in a US. Congressional hearing following the Kudirka incident, “it
seems fairly obvious that anyone who was going to defect would not steal
rubles. That would be excess baggage.”***

Additionally, as noted above in relation to economic intelligence, the
Soviet Union routinely expected capitalist powers to overcharge and cheat
Soviet purchasers, so it employed economic counterintelligence measures
to circumvent disadvantageous deals. In 1936, for example, losif Volodar-
skiy purchased shares with NKVD money in a New York City company
called Round the World Trading Company. Based on the assumption that
Western trade partners colluded to overcharge and bilk the Soviet Union,
Soviet intelligence used this company to gather commercial information.””
When the Soviet Amtorg Trading Company sent an offer to an American
firm to purchase machinery, Volodarskiy, using the American-based Round
the World Trading Company as cover, contacted the same American sup-
pliers and asked for price quotations for the same products. Amtorg could
then compare prices and determine whether it was being overcharged as a

Soviet entity.>

Post-Cold War

Today, the Russian government, particularly the FSB, uses the enforcement
of economic crime laws as a lever to inhibit the activities of foreign pow-
ers and domestic opposition groups inside Russia. Additionally, Russian
national security leaders have expressed a suspicion similar to Soviet-era
leaders, that foreign powers are intent on destroying the Russian economy.
For Russia, counterintelligence is not narrowly defined as catching spies, but
it also includes preventing anyone, whether foreign or domestic, from coun-
tering the regime’s power. That reasoning extends into the economic realm.

Foreign nongovernment organizations (NGOs) that support Russian
democratic civic groups are a particular target of Russian accusations of for-
eign economic intrigue. In 2004, President Putin accused Russian NGOs
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of pursuing “dubious group and commercial interests” for taking foreign
money. FSB Director Nikolai Patrushev told the Russian State Duma
in 2005 that the FSB had uncovered spies working in foreign-sponsored
NGOs. He further claimed, “Foreign secret services are ever more actively
using non-traditional methods for their work and, with the help of different
NGOs’ educational programs, are propagandizing their interests, particu-
larly in the former Soviet Union.” Patrushev accused the United States of
placing spies undercover within the Peace Corps, which was expelled from
Russia in 2002, the Saudi Red Crescent, and the Kuwaiti NGO Society for
Social Reform. Patrushev attributed an economic motive to these perceived
foreign plots, alleging that industrialized states did not want “a powerful
economic competitor like Russia.” Echoing Soviet-era accusations of nefar-
ious Western economic intent, he claimed that Russia had lost billions of
dollars per year due to US., EU, and Canadian “trade discrimination.”*’
Pushing for stronger regulation of NGOs, Patrushev said, “The imperfect-
ness of legislation and lack of efficient mechanisms for state oversight creates
a fertile ground for conducting intelligence operations under the guise of
charity and other activities.”*® In 2012, Putin signed the “foreign agent law,”
which ordered Russian civil rights organizations that received any foreign
funding to register as “foreign agents.”*

The ESB also regularly uses economic statutes to suppress political forces
that rival Russian central authority and facilitate infighting among rival
elites. Through a number of high-profile arrests, this FSB tactic has become
one of the foremost manifestations of economic counterintelligence within
Russia. In some cases, arrests have silenced criticism of official corruption
within the government itself.

Mikhail Khodorkovsky, an oligarch who used dubious commercial
practices to become the richest man in Russia during Boris Yeltsin’s time
as president, clashed with Putin and was arrested in 2003, along with other
executives of the oil giant Yukos, for tax evasion and economic crimes.
Although he was certainly not the only oligarch whose wealth was founded
on a questionable basis, his primary offense was his support for politicians
who opposed Putin. Khodorkovsky was sentenced in 2005 to nine years
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in prison. He was charged with other economic crimes while serving his
sentence, and he was finally released in 2013 and lefc Russia.**® In May
2020, an organization sponsored by Khodorkovsky published an online
expose on the FSB, titled The Lubyanka Federation, that highlighted the
agency’s economic focus, showing that the allegations against him have
not silenced him.**!

In another case, American-British investor William Browder became
infamous in Russia for his claims of Russian government corruption. In
2008, Browder’s Moscow-based tax advisor, Sergey Magnitsky, alleged that
Russian police and tax authorities had attempted to steal over $200 million
from the company, claiming that it was delinquent in its taxes. The case was
widely seen as retaliation for Browder’s anti-corruption campaign, and Mag-
nitsky was arrested after publicizing the allegation. Magnitsky later died in
prison, inspiring the United States to institute the Magnitsky Act, which
levies sanctions against corrupt Russian government officials.*** Magnitsky
was later tried posthumously in Russia for tax fraud.>*

One of the highest profile arrests based on an alleged violation of a finan-
cial statute came in 2016, when the FSB arrested Russian Minister of Econ-
omy Alexei Ulyukayev. He was accused of trying to extort $2 million from
the oil conglomerate Rosneft to approve its purchase of the state-owned
oil company Bashneft. The case has been assessed as the result of infighting
within the power centers of the Russian government. Rosneft director and
Putin loyalist Igor Sechin, an economic hard-liner, reportedly launched the
bribery accusation against Ulyukayev, an economic liberal. Ulyukayev was
sentenced to eight years in prison in 2017.3%

Similarly, anti-corruption activist Aleksey Navalny was arrested in 2013
on embezzlement charges. His case was dismissed but retried in 2017, when
he was found guilty. The guilty verdict effectively barred him from running
in the 2018 presidential election and, thus, the allegation of economic mal-
feasance removed a potential political opponent to Putin** Amid these
actions, the Russian State Duma passed legislation that would make it illegal
for a Russian citizen to reveal any Russian-government information without

explicit approval, thereby blocking foreign government investigations into
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fraud or corruption by Russian subsidiaries of multinational corporations.?*

The new law also made it illegal to publish statistics of the Russian economy
independently of the Russian government itself.

The FSB’s economic counterintelligence role has also arisen as a lucrative
way for FSB ofhicers to get very rich, echoing the early days of Bolshevik state
security. The Soviet, and now Russian, security services” use of economic
criminal procedures—simultaneously to protect the ruling regime and to
silence anyone who criticizes regime-sponsored corruption—has been a
continuous characteristic of economic counterintelligence since the earliest
days of the Bolshevik regime. Regime-sponsored corruption is far from a
thing of the past. Just as the VChK did in the early Bolshevik period, FSB
investigators today use counterintelligence powers to capture vast amounts
of money. Oleg Vyugin, a former senior official at the Bank of Russia and
the Ministry of Finance, went so far as to say that the security services have
“become one of the key elements of the economy... Unfortunately, they’re an
clement that’s an obstacle to its normal development.”*¥

ESB Colonel Kirill Cherkalin was arrested in May 2019 with money
and valuables totaling over $180 million in his apartment. Two other FSB
officers, Dmitry Frolov and Andrey Vasilyev, were arrested soon after that.
Cherkalin had been a manager in Department K, the FSB component
responsible for economic counterintelligence in the banking sector, and
he was reportedly a member of an interministerial committee for fight-
ing money laundering, terrorism financing, and proliferation of weapons
of mass destruction;**® FSB Department K had investigated Sergey Mag-
nitsky in 2008 and Aleksey Navalny in 2013. Cherkalin was accused of
using his regulatory power over banks to demand bribes and protection
money. The Moscow Times reported after Cherkalin’s arrest that FSB ofhi-
cers could extort money from banks in several ways: they could demand a
percentage of all cash withdrawals (up to 0.2 percent of the transactions),
or they could demand bribes and payoffs for specific violations.** In
November 2020, a former FSB Department K oflicer Aleksey Artamonov
(aka Janosh Neumann) claimed that money laundering has become so

rampant in Russia that the authorities responsible for combating it cannot
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defeat it, so they have decided simply to control it; however, staying “clean”
is impossible when FSB officers are involved in state-supported money
laundering operations.*>

Because money laundering is common in Russian banks, Russian bank
regulators can readily claim grounds for pressing their corrupt demands. The
Ministry of Interior faces the same temptation. In October 2019, a Moscow
court sentenced a colonel from a Ministry of Interior department respon-
sible for regulating banks to 12 years in prison for bribery and obstructing
justice; the colonel had accumulated more than $125 million in bribe mon-
ey.>! Orlov’s articles about official corruption in the 1920s do not appear as

distant as time would suggest.

METHODS AND MOTIVATIONS IN THE
ECONOMIC AND S&T REALM

Available information shows that Russian services heavily rely on human
methods, such as agent recruitment, front companies, and human penetra-
tions of competing companies, for economic and S&T intelligence tasks.
Russia has also taken advantage of a foreign corporate environment that is
willing to cooperate with Russian companies, using corporate agreements
and investments as platforms for intelligence activities. Some of these deals
have also become the target of Russian disinformation campaigns when
there is a threat that things might not go Russia’s way. Russian intelligence
officers also collect open-source information clandestinely or task sources to
collect information for them.

As Russian computer-based intelligence activities have been widely pub-
licized over the past several years—centering primarily on aggressive Russian
actions against geopolitical adversaries, such as Ukraine, the United States,
and Western European countries—reports have increased of these same
methods being used for economic and technological collection. For exam-
ple, in 2011, the US. Office of the National Counterintelligence Executive
changed the name of its annual report to Congress from Economic Collec-
tion and Industrial Espionage to Foreign Spies Stealing U.S. Economic Secrets
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in Cyberspace> In 2018, that same organization repeated this theme in a
report titled Foreign Economic Espionage in Cyberspace.’>

Publicly available information, however, provides aless compelling argu-
ment that Russia uses computer-network operations as a primary method
for collecting economic and technological information, although it does
extensively use computer-based operations for internal economic counter-
intelligence purposes. For foreign targets, Russian computer network threat
actors appear instead to be more focused on fulfilling Russia’s military and
political requirements. Even in cases where a Russian actor targets an indus-
trial enterprise, the actions often appear to be for sabotage rather than intel-
ligence collection.

Only a handful of the reported Russia-related incidents in the Council
on Foreign Relations (CFR) database of government-sponsored computer
intrusions noted in Chapter 4 appear to have an economic or technology
collection motive, and even those are mixed with geopolitics. In late 2016,
a computer-network threat actor, believed to be affiliated with Russia, tar-
geted Ukrainian banks and destroyed banking data, and, in early 2017, a
threat actor targeted infrastructure entities in the oil and gas sector, pri-
marily in Ukraine. A threat actor targeted biological and chemical labora-
tories in Ukraine and other countries in Europe in mid-2018, probably in
reaction to allegations of Russia’s use of a chemical agent in the Sergey Skri-
pal assassination attempt in the United Kingdom. Later in 2018, a threat
actor targeted U.S.-based Westinghouse Electric Company, a nuclear power
developer. None of these activities appear to be solely to collect economic
or technological information for Russian exploitation, but instead to have
the primary mission of collecting information that could be used for geopo-
litical confrontation purposes, particularly in relation to Russia’s aggressive
actions against Ukraine.

The CFR’s database is by no means comprehensive. CFR relies solely
on information that is publicly reported, and its data collection emphasizes
politically driven operations. Nevertheless, this database seems to align with
the analysis of other organizations that monitor Russian-sponsored com-

puter network attacks. For example, the computer security company FireEye
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concluded in 2014 that the activities of the widely known Russian-based
group labeled APT28 (aka Fancy Bear), which the U.S. Department of Jus-
tice assessed was affiliated with the GRU, indicated a political, not an eco-
nomic motive.** According to FireEye, “this group, unlike the China-based
threat actors we track, does not appear to conduct widespread intellectual
property theft for economic gain. Nor have we observed the group steal and
profit from financial account information.” APT28’s activities suggest more
amotive to collect intelligence on Russian defense and geopolitical interests
rather than economic interests.”

Another Russian computer network threat group, APT29 (aka Cozy
Bear) also targets political information. The Dutch intelligence service
AIVD has assessed that APT29 is affiliated with the SVR or the FSB,*¢
and US. investigators have connected APT29 to the SVR after the 2020
SolarWinds operation.?*” Primary targets for another Russian threat group
labeled Venomous Bear (aka Turla) are in the government, acrospace,
NGO, defense, cryptology, and education sectors. Venomous Bear, possibly
sponsored by the FSB, was particularly active in early to mid-2015 when
it compromised multiple countries’ embassy, government, educational, and
NGO websites.?

One Russian computer network threat group appears to be more
focused on economic targets than the others. Energetic Bear has targeted
industrial control software vendors, potentially giving hackers access to
everything from power grid systems to manufacturing plants. The group
seemed at least in part focused on broad surveillance of the oil and gas
industry, including gas producers, firms that transport liquid natural gas and
oil, and energy financing companies.’® In the context of Russia’s intelligence
activities, this may fall into the economic intelligence category, since foreign
oil and energy companies compete with Russian companies in the global
petrochemical market.

The US. Defense Counterintelligence and Security Agency’s 2019
report mentioned above indicates that only 17 percent of reported incidents
of foreign targeting of U.S. cleared defense contractors have been conducted

via computer-based operations. These attempts usually come in the form of
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unsolicited emails carrying malicious code, which computer security proto-
cols often catch.** With some technologies, like electronics and acronautics,
which were noted above as being the targets of human-based operations,
computer network operations are even less prevalent.*!

Nevertheless, the German Federal Office for the Protection of the Con-
stitution reported in 2016 that a GRU-affiliated hacking campaign was
observed operating in German research institutions and companies, espe-
cially in the field of laser technology and optics.*** More recently, Russian
computer-based intelligence collection operations may have targeted phar-
maceutical companies in the race to find a vaccine for COVID-19.3% Russian
leaders made public statements in 2020 encouraging Russian companies to
be the first to find a vaccine, because it would bolster Russia’s technological
reputation in the world. Even in this case, Russia has a geopolitical motive
for its intelligence collection operation, not merely an economic one.

The U.S. National Counterintelligence and Security Center’s (NCSC’s)
2018 report, Foreign Economic Espionage in Cyberspace, claimed that “in
recent years Russia has dramatically increased its demand for source code
reviews for foreign technology being sold inside the country.”*** The NCSC
interprets these actions as being related to economic collection. That may be
valid, inasmuch as Russia relies on Western technology to maintain its econ-
omy, as noted earlier. However, such a trend could just as easily fall within the
ESB’s economic counterintelligence mission. Founded on Russia’s historical
suspicion toward foreign powers and the assumption that they are invariably
trying to damage Russia’s economic potential—along with the reality that
the FSB, the entity responsible for economic counterintelligence, conducts
most of these code reviews—it should come as no surprise that Russia might
use these source code reviews to protect Russia’s economic and defense sec-
tors from perceived foreign enemies or internal threats.

The NCSC’s2018 report also assessed that “Russia uses cyber operations
as an instrument of intelligence collection to inform its decisionmaking and
benefit its economic interests.” In support of that assertion, NCSC cited a
claim by a Russian hacker, who used the handle “Eas7” and in 2016 reported

having collaborated with the FSB on economic espionage missions.*® Eas7
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is probably Alisa Belousova, a 2004 graduate of the North Caucasus State
Technical University who has described herself as a programmer, system
administrator, computer security analyst, and system architect.’* NCSC
did not mention in its analysis that the report about “Eas7” originated with
a 2016 article in the online tabloid site Vice TV. Although that report has
been repeated online, it has not been corroborated.>” The remainder of the
examples that NCSC provides in its 2018 report are more likely related to
cither political collection or critical infrastructure collection supporting
military contingency planning (see Chapters 4 and 7, respectively).

CONCLUSION: NATIONAL SECURITY CONCERNS
FUEL ECONOMIC/S&T COLLECTION

Economicand S&T collection are potent tools for the Russian government to
use in maintaining and growing its economic and military strength. Because
Russia’s economic status, especially as it relates to oil and gas commodities,
plays such a pivotal role in Russia’s national security decisionmaking, Russia
feels an urgent need to understand foreign economic plans and technological
developments. Such collection starts from the foundational assumption that
Russia is surrounded by adversarial powers, which is reinforced by sanctions
designed to change Russia’s inimical geopolitical behavior. Unlike in polit-
ical intelligence collection, where computer-based methods have become
increasingly prevalent, as evidenced by the SolarWinds operation in 2020,
human operations still predominate in foreign economic and S&T collec-
tion. Inside Russia, however, where the Russian government enjoys nearly
complete control over the telecommunications environment, the FSB and
other Russian services heavily use computer surveillance and other technical
methods to monitor the domestic oppositionist activities—and these inves-
tigations often employ economic counterintelligence resources and laws.?
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CHAPTER 6

MILITARY INTELLIGENCE

As discussed in the previous two chapters, both political and S&T col-
lection contain a defense component that supports political decisionmak-
ing and technological development. Defense-related collection seeks to
understand a potential adversary’s defense policies and research and devel-
opment toward future weapons capabilities at the strategic level. Those are
important elements of military intelligence.

Another part of military intelligence is to collect the information that
military forces will need to conduct military operations, both in a current,
tactical context and in a broader, strategic context. There are three main

major components of Russian intelligence that support military activity:

= Foundational military intelligence, which collects and analyzes
information about the basic elements of a foreign military force
that the Russian military would face in a military conflict.

= Intelligence on strategic forces, particularly nuclear weapons
capabilities, and strategic missile defense capabilities, which
touch on Russia’s primary military capability—its strategic nuclear
deterrent.

= Intelligence for strategic contingency purposes, which includes

collecting intelligence about and planning for future attacks on an
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adversary’s critical infrastructure that would support military action
if Russia ever found itself in a war.

This chapter is organized around these three components. Intelligence
collection to support military decisionmaking is primarily the GRU’s role,
although the SVR, as did the KGB before it, also runs sources who provide
military-related information, and the FSB is involved in this collection in
the countries of the former Soviet Union.

During the Cold War, the United States gathered a large amount of
information about the priorities and targets of Soviet military intelligence,
including what the Soviet military wanted to know about the United States
and its allies and how the Soviet military acquired that information. A focus
on the Cold War still provides valuable lessons for several reasons: first, a
large amount of information is publicly available, and second, the GRU is
the Russian intelligence organization that has changed the least since the
Soviet era. The activities of the Soviet era continue to provide a useful pat-
tern for how Russia conducts military intelligence activities today.

Of the approximately 100 publicly known Soviet intelligence officers
who defected or attempted to defect during the Cold War (1945 to 1992),
about one-fourth of them were GRU officers. Despite their smaller number
these officers provided unique information about all three of the Soviet mil-
itary intelligence collection directions described above (see also Figure 18).

From 1945 to 1992, at least 11 of the approximately 100 intelligence
officers who defected chose to redefect. Of those redefections, six were
GRU personnel, making up a much larger proportion of redefectors than of
the total defector number. Of those six, four redefected in the early 1970s
and three within a three-month period in 1973. The reason for these rede-
fections is unclear, but there are several potential explanations: a deliberate
Soviet program to dispatch intelligence officers as defectors and then bring
them back for propaganda purposes; a less welcoming resettlement program
in the United States; or a group of young Soviet officers who struggled to
adapt to a new, foreign environment. More research is needed to determine
which of these explanations fits this brief period of redefections.
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Figure 18. GRU Officers Who Defected or Attempted To Defect During the Cold War

Igor Gouzenko, 1945: GRU taskings to collect U.S., British, and
Canadian weapons and troop information

Name unknown, 1946: Radio operator for GRU special-purpose radio
unit in Hungary

Vladimir Skripkin, 1947: Diplomatic cover in Japan (failed defection)

Mikhail Denisov, 1947: Interpreter for Allied Control Commission in
Hungary and at Soviet embassy in Hungary

Vadim Shelaputin, 1949: GRU translator in Vienna; designated to run
operations

Name unknown, 1950: Operational-Intelligence Section of a GRU unit
in the Group of Soviet Occupation Forces in Germany

Name unknown, 1953: GRU illegal sent to infiltrate Turkey

Ivan Ovchinnikov, 1956: Translator for 28th Separate Radio Regiment
(SIGINT unit), East Germany (redefected)

Kaarlo Tuomi, 1959: GRU illegal sent to the United States; testified
in 1963 against illegals who were tasked with providing information
about rocket-launching sites, nuclear weapons shipments, and troop
movements

Mikhail Strygin, 1959: Diplomatic cover in Burma (failed defection)

Yuriy Pyatakov, 1966: Worked aboard a Soviet SIGINT collection ship
(redefected)

Anatoliy Chebotarev, 1971: Diplomatic cover in Belgium; reported on
GRU SIGINT collection against NATO (redefected)

Nikolay Petrov, 1972: Diplomatic cover in Indonesia; ran an agent in
the Indonesian Navy (redefected)

Yevgeniy Sorokin, 1972: Diplomatic cover in Laos (redefected)

Vladimir Rezun (pen name Viktor Suvorov), 1974: Diplomatic cover
in Austria; published several books that describe GRU organization
and methods
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Viktor Korolyuk, 1980: Interpreter during East-West troop reduction
negotiations in Vienna

Sergey Bokhan, 1985: Diplomatic cover in Athens; provided infor-
mation about Greek sources who reported naval installations,

the plans for the U.S. Stinger surface-to-air missile, and satellite
antennae

Andrey Remenchuk, 1987: Diplomatic cover in Canada (redefected)

Yuriy Smurov, 1988: Secretariat of the International Civil Aviation
Organization in Montreal

Aleksandr Krapiva, 1991.: Soviet mission to the UN in Austria

Sergey Dvyrnik, 1991: GRU position and type of intelligence collected
not publicly available

Stanislav Luneyv, 1992: ITAR-TASS correspondent in the United States

Sources: Figure created by author from multiple sources, including Ismail Akhmedov, In and Out
of Stalin’s GRU: A Tatar’s Escape from Red Army Intelligence (Frederick, MD: University Publica-
tions of America, 1984); Viktor Suvorov, Inside Soviet Military Intelligence (New York: MacMillan,
1984); A. Korzun and V. Filin, “Stirlits Worked at the ‘Aquarium’: 13 Little Known Facts from

the Life of the Main Intelligence Directorate,” Komsomolskaya Pravda, October 10, 1992, 3,
translated by the Foreign Broadcast Information Service, Central Asia, Military Affairs, JPRS-
UMA-92-044, December 9, 1992, 1.

In addition to defectors, Western intelligence services ran several prom-
inent penetrations of the GRU during and after the Cold War that provided

valuable information about the organization:

m  Petr Popov (1953-58)

®  Dmitriy Polyakov (1960-85)
®  Oleg Penkovsky (1961-62)

»  Sergey Skripal (1995-2001)

Petr Popov was familiar with Soviet illegals operating in the United
States and other NATO countries. He provided information about the
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organization of the Soviet military, the structure of the GRU, and the names
and operations of Soviet intelligence agents in Europe. The United States
ran Dmitriy Polyakov for 25 years until he retired from the GRU as a general
officer. He provided huge amounts of information about Soviet weapon sys-
tems and Soviet concerns about U.S. weapon systems. Oleg Penkovsky had
access to Soviet missile information, and he provided indications that the
Soviet Union could place missiles in Cuba. He also provided large amounts
of information about Soviet military doctrine and strategy, which was at the
foundation of intelligence collection. Although Penkovsky suggested that
the United States plant small nuclear devices around Soviet military and
government headquarters to decapitate the Soviet government, the United
States never took the recommendation seriously. Sergey Skripal had access
to the GRU personnel department and could identify hundreds of GRU
officers operating under diplomatic cover abroad.*®

These defections and penetrations combined provided a window into
how the GRU operated and what its priorities were. Dozens of espionage
investigations and arrests, some of which were the result of defections and
penetrations, yielded further insights into what Soviet intelligence was try-
ing to acquire and, in some cases, what it successfully acquired.

In the view of Russian military commentator Pavel Felgenhauer in
2005, the GRU not only collected and analyzed military intelligence, but
it also used its access to senior Russian decisionmakers to influence their

decisions and provide greater emphasis on Russian military resource needs:

Through the GRU, the General Staff controls the supply of vital
information to all other decisionmakers in all matters concerning
defense procurement, threat assessment, and so on. High-ranking
former GRU officers have told me that in Soviet times the General
Staft used the GRU to grossly, deliberately, and constantly mislead
the Kremlin about the magnitude and gravity of the military threat
posed by the West in order to help inflate military expenditure.
There are serious indications that at present the same foul practice

is continuing.’”
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If Felgenhauer’s assessment is correct, the GRU may intentionally exag-
gerate the capabilities and intentions of adversarial military forces, fueling

an even greater aggressiveness to collect intelligence on that threat.

FOUNDATIONAL MILITARY INTELLIGENCE

Foundational military intelligence is the information needed for planning
and conducting military operations and the basis on which a military makes
decisions about what weapons to procure, what military doctrine to develop,
and how to train its forces. The Soviet Union placed a high priority on col-
lecting foundational military intelligence before the Cold War began and
continued to do so throughout that period.

Even before World War II ended, the GRU tasked its rezidentura in
Ottawa to collect foundational military intelligence on US. and Canadian
forces. According to the materials that Igor Gouzenko brought with him
when he defected, Moscow tasked GRU rezidenturas to recruit people in
military services and collect military organizational data, including informa-
tion about US. troop units in Europe and transfers of units to the Pacific
Theater. The Ottawa rezidentura received a requirement to collect the loca-
tions, strengths, and future plans of specific US. divisions and corps, as well as
the establishment of a U.S. Army headquarters in Germany, its location, and
the identity of its new commanding officer. The GRU headquarters telegram
that tasked this collection began with the caveat: “It is very important that
we receive this information.””! The GRU also tasked the Ottawa rezidentura
to collect information about future weapon systems, inventories, production
projections, guns, shells, small arms, optical and radio equipment, automo-
biles and tanks, chemical warfare equipment, and the details of plants pro-
ducing them—all while the Soviet Union was still a supposed ally.*>

Other defectors provided information about Soviet SIGINT collection
against US. ports and weapons production. US. espionage cases displayed
a consistent requirement for foundational military intelligence, including
information about weapon systems, troop movements, ship capabilities,
repair manuals, airstrip capacities, missile sites, naval installations, and
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NATO war plans. The United States was not the only target. Defectors and
espionage cases provided information about Soviet targeting of military
information across Europe and Asia.

Today, Russia follows, or attempts to follow, a similar plan—conducting
intelligence to understand foreign military forces to the level that, if Rus-
sia needed to face them in battle someday, it would know how to defeat
them. From 2016 to 2021, arrests of military-related suspects committing
espionage for Russia have occurred in Canada, Poland, Hungary, Greece,
Slovakia, Estonia, Austria, the United States, and Italy. These espionage sub-
jects have had access to their own government’s classified information and

NATO information.

Military Intelligence in Wartime—Test Cases

Georgia, Ukraine, and Syria are test cases for how Russian intelligence oper-
ates in a modern combat environment. Analysis of those conflicts helps to
understand how Russia employs military intelligence before and during
military operations. Although Russian military leaders talk about a blurred

3 an analysis of the methods

line that separates peacetime and wartime,”’
that Russia has applied on the battlefield in Georgia, Ukraine, and Syria,
contrasted with the methods Russia has used elsewhere, makes it clear that
Russia is willing to go further where there is an active military conflict than
where there is not. Russia uses military warfare tactics in Ukraine, for exam-
ple, but does not go to the same lengths of conducting active military oper-
ations in the United States or EU countries.

When Russia launched a short war against the much smaller Georgian
military in 2008, its performance revealed gaps in Russian military planning
and execution capabilities.””* However, Russia also introduced an innovation
during that conflict: conducting computer-based actions in concert with mil-
itary actions. For example, Georgian government websites were disrupted
simultaneously with Russian military actions inside Georgia.””® Although
entities that claimed no connection to the Russian government conducted

the disruption operations, and the operations had little military significance,
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this marked the first instance of such a combination of physical and virtual
attacks in a military conflict.”’ On October 28, 2019, GRU-sponsored
hackers again attacked Georgian Internet providers and damaged websites,
including those of the Georgian government, judicial officers, media, and
businesses, indicating a continuing wartime footing in Russia’s mind.*”” These
attacks require intelligence before execution, which Russian military intel-
ligence collectors probably obtained through a combination of Soviet-era
knowledge about Georgian infrastructure facilities and more recent intelli-
gence collection that identified specific sites and avenues of approach.

For Russia, Ukraine is an unreserved wartime target, where Russia has
applied all intelligence disciplines, characteristic of how it might operate in
other military environments. On the HUMINT front, Russian officers in
Kiev had many Soviet-era personal ties with their Ukrainian counterparts,
making it easy to find recruitments inside the Ukrainian military. Ukraine
expelled a Russian military attaché in May 2014 for collecting information
about Ukraine’s cooperation with NATO.”® As the counterintelligence
environment in Ukraine became more hostile for Russian collection after
Russia annexed Crimea in 2014, Russia moved to neighboring countries to
conduct intelligence activities related to Ukraine. The Moldovan govern-
ment expelled five reported GRU officers in 2017 for trying to recruit fight-
ers for the Russian-backed insurgency in eastern Ukraine.*”

Russian computer-based operations in Ukraine show a refinement of
Russia’s use of them in concert with military actions, which in each case has
relied on previously collected intelligence. As in Georgia, but on a larger
scale, Russia conducted computer-based attacks to disrupt the Internet in
Ukraine while undeclared Russian forces were seizing control of Crimea
in 2014.* Those attacks required detailed intelligence about the nature
of the communication systems in Crimea and the rest of Ukraine, which,
as in Georgia, was probably a mix of both historical knowledge and more
recent collection. From 2014 to 2016, the GRU exploited an intrusion into
an Android application used by Ukrainian artillery forces to process artil-
lery targeting data, which required penetration of that Android application
prior to its use in combat. Over 9,000 Ukrainian artillery personnel used
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the application, and the intrusion contributed to heavy artillery losses.*
In October-November 2018, a Russian-origin phishing campaign targeted
Ukrainian government computers in the weeks preceding the November
2018 seizure of Ukrainian fishing vessels in the Sea of Azov. The targets pos-
sessed maritime information directly relevant to the seizure,® and a Russian
military operation followed soon after this intelligence collection.

Syria has been a testing ground for new Russian tactical military intelli-
gence capabilities tied to operations. Russia has used space-based sensors in
Syria and, for the first time, from 50 to 70 drones for intelligence, surveillance,
and reconnaissance (ISR), as well as targeting. Targeting intelligence and
video footage are reportedly provided simultaneously to the Russian com-
mand staff in Hmeymim, Syria, and to the General Staff in Moscow. Russia
is perfecting what it calls the “reconnaissance-strike complex,” which means
using collection sensors for real-time targeting of precision-guided munitions.
A similar concept is called “net-centric warfare” in the United States. Since
2015, Russia has rotated many of its military commanders through Syria
on three-month deployments, using Syria as a school for training ofhicers in
modern warfare and these new ISR-driven tactics.*® Russia has fielded several
of its newest reconnaissance aircraft in Syria to test their capabilities and to
refine the doctrine regarding their use (see Chapter 9). Russia has also devel-
oped intelligence-sharing relationships with the players in the Syria conflict.
Since 2015, Iraq, Russia, Iran, and Syria have had a joint intelligence center
in Baghdad where they share intelligence and coordinate military operations.
Russia gains much from its tightly controlled intelligence-sharing relation-
ships, which allow it to steer other countries selectively toward its priorities

and recruit officers from its allies for influence and collection purposes.’*

STRATEGIC FORCES AND STRATEGIC
MISSILE DEFENSE

Nuclear weapons are at the top of Russia’s military intelligence collection
requirements and have been since the beginning of the Cold War. While

the Soviet Union was involved in active military operations only a few times
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during the Cold War, it was involved in a nuclear standoff throughout the
entire period. Even during World War II, Russian military and civilian intel-
ligence services sought to understand the West’s nuclear capabilities and
intent, reflexively assuming that it was always directed at annihilating the
Soviet Union.

Soviet intelligence services began to focus on atomic weapons devel-
opment several years before such weapons were ever used. GRU defector
Igor Gouzenko wrote that as early as 1942, “the word ‘uranium’ was listed
among the more frequently used phrases in the secret cipher codebook of
the director of Military Intelligence in Moscow.”**> Soviet intelligence used
the code word “ENORMOUS” to describe its collection of information
about atomic programs. This same codeword continued to be used into the
1950s; Yevgeniya Kartseva (aka Petrova), a KGB officer who defected in
1954, noted that she first encountered that code word in a message to Can-
berra 15 days after an atomic test, presumably referring to the British nuclear
test conducted in the Australian desert in October 1953.3%¢ The first espi-
onage cases after World War I, including Julius and Ethel Rosenberg and
David Greenglass in the United States and Klaus Fuchs and Alan Nunn May
in the United Kingdom, involved penetrations of the U.S. nuclear weapons
program. Both military and civilian intelligence services sent illegals to the
United States in the late 1940s either to become penetrations of the nuclear
weapons program themselves or to handle penetration agents. Today, Russia
probably uses all available collection methods, especially humans and signals,
to satisfy its requirements for intelligence on this priority target. Computer
intrusions probably are not as good a source of information about strategic
weapons because of tight security.

During the Cold War, espionage cases showed a continuous effort by
Soviet and Warsaw Pact intelligence services to target the US. Strategic
Air Command, the B-2 bomber, strategic submarine forces, theater and
intercontinental nuclear-armed missiles, and ballistic missile research (see
Figure 19). The baseline Soviet assumption was that the United States had
a nuclear capability that it intended to use offensively. Espionage cases of

German civil servants also yielded significant information about U.S. and
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NATO military capabilities; for example, Margaret Hoke, a secretary in the
German Chancellor’s Office, provided U.S. plans to place Pershing II mis-

siles in Germany.*’

Figure 19. Strategic Forces-related U.S. Espionage Cases

William Henry Whalen, 1959-66: U.S. troop deployments and Strate-
gic Air Command nuclear retaliatory strike plans

John William Butenko, 1963: Research on the Strategic Air Command
Gary Lee Ledbetter, 1967: Information about the Polaris submarine
piping systems

Clyde Lee Conrad, 1974-88: NATO'’s plans for fighting a war against
the Warsaw Pact, including detailed descriptions of nuclear weapons
and plans for movement of troops, tanks, and aircraft; handled by
Hungarian and Czechoslovakian services

James Durward Harper, Jr., 1975-83: Minuteman ICBM and ballistic
missile research; handled by a Polish service

Ruby Louise Schuler, 1979-83: Minuteman ICBM and ballistic missile
research; handled by a Polish service

Christopher M. Cooke, 1980-81.: Strategic missile capabilities

Thomas Patrick Cavanagh, 1984: Technical research on the B-2 bomber

Sources: Figure created by author from multiple sources, including Frank J. Rafalko (ed.), Cl
Reader: American Revolution Into the New Millennium (Washington, DC: Office of the National
Counterintelligence Executive, 2004); Katherine L. Herbig, Changes in Espionage by Americans:
1947-2007 (Monterey, CA: Defense Personnel Security Research Center, 2008).

In the 1980s, the Soviet government initiated an intelligence collection
emphasis called Operation RYaN, which was an acronym for the Russian
phrase paxemuo-sdepnoe nanadenue (nuclear missile attack). According to
KGB defector Vasiliy Mitrokhin, RYaN was founded on the assumption
that the Western alliance, especially the United States and Great Britain, was

preparing for a nuclear attack on the Soviet Union. RYaN was a historically
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unusual instance in which Soviet civilian and military intelligence collab-
orated worldwide beginning in the early 1980s, although their collection
yielded little, as no such Western preparations existed. This emphasis on
nuclear missile attack led to the Soviet alarm during the 1983 NATO Exercise
Able Archer, which the Soviet nuclear warning system interpreted as a possi-
ble nuclear attack. A memo from KGB First Chief Directorate Chief Vladi-
mir Kryuchkov, which enumerated Russian intelligence priorities for the year
1984, included the instruction to collect intelligence on “preparation by the
USA and its allies of a surprise nuclear attack on the Soviet Union; plans and
actions by the main adversary to increase its strategic military potential and
to step up the American military presence in Western Europe and other stra-
tegically importantareas of the World.”**® Accordingto the Soviet leadership,
NATO’s preparations included “the expansion of sabotage-training intelli-
gence schools and increase in the recruitment of émigrés from the Socialist
countries and persons who know the language of these countries, and the cre-
ation of émigré military formations and sabotage and intelligence teams.”*
For the Russian government, strategic missile defense has also been a dan-
gerous development. If US. strategic missile defense worked as planned, it
would nullify Russia’s most capable military deterrent—its nuclear force.
According to Mitrokhin, the Soviet leadership viewed Reagan’s Strategic
Defense Initiative, better known as Star Wars, as part of a program to prepare
the American people psychologically for nuclear war.?*

Although there are few publicly available cases directly related to Rus-
sian collection of strategic missile defense information, the historical record
of Soviet collection on strategic military systems, coupled with current Rus-
sian rhetoric about the supposed threat posed by missile defense, indicates
that missile defense is a major target of Russian concern. In one possible
case, GRU computer-based collectors conducted a nearly two-year effort
beginning in March 2015 to intrude into Danish Ministry of Defense com-
puters. The operation began less than two weeks after Denmark announced
plans to participate in NATO’s missile defense system, and Western analysts
have assessed that Denmark’s decision prompted the collection operation.®"

The 2016 Foreign Policy Concept of the Russian Federation states, “Russia
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views the creation of the global missile defence system by the US as a threat
to its national security and reserves the right to take adequate retaliatory
measures.”” The Russian government opposes what it calls “unilateral,
unrestricted actions by States or groups of States to build-up missile defense
systems that undermine strategic stability and international security”*”* As
an analyst at Lawrence Livermore National Laboratories wrote in 2018:

A major aspect of Russian anxieties about the Aegis Ashore [ballis-
tic missile defense] deployments is a sincere, if paranoid, fear that
the system will be used offensively in a first strike against Russia as
part of a U.S. grand strategy of unilateralism and global dominance
that entails encircling and constraining Russia. The transfer of U.S.
nuclear weapons to the Aegis Ashore base in Romania would sup-

port this Russian narrative.?*

Russian clandestine collection to fully understand and counter the mis-
sile defense threat, similar to RYaN of the 1980s, undoubtedly accompanies

Russia’s public declarations of concern and employs all collection disciplines.

WARTIME STRATEGIC TARGETS

Russia’s military intelligence collection is an outgrowth of Russian military
doctrine. An element of Russian military doctrine that envisions preparing
for and winning the initial period of war is the concept of Cmpamezuuecxas
Onepayus no Iopawcenuro Kpumuuvecku Bamcnox Obsexmos (Strategic
Operation for the Destruction of Critically Important Targets, SODCIT).
This concept governs a multidomain operation intended to destroy critical
enemy facilities in the initial stage of war to dissuade the adversary from
escalating into full-scale war.*> SODCIT is divided into three categories of
targets, based on the level of conflict that they affect:

»  Tactical targeting directly focuses on enemy military forces to pre-
vent them from posing a threat to Russia.
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m  Operational targets take one step back to disrupt the capabilities
that directly support those military forces, including command and
control and logistics.

m  Strategic targets are foundational capabilities that allow a government

to field and maintain a military force.

As is often the case in Russian military planning, the language defin-
ing military concepts is defensive, not offensive. Thus, the definition of a
critically important target can be extracted from Russian government docu-
ments on civil defense: “a target (or facility), the destruction or suspension
of functionality of which would lead to loss of control of the economy of
the Russian Federation, of a subject of the Russian Federation, or of the ter-
ritorial unity of the Russian Federation, her unrecoverable negative change
(destruction) or a substantial lowering of the security of the vital functions
of the population.”* These same concepts apply in reverse in Russian offen-
sive targeting. The objectives of destroying a critically important target are

to prevent the adversary from being able to conduct war by:

®  Disrupting national command and control.

»  Destroying strategic strike capabilities.

»  Destroying military forces and stockpiles.

= Disrupting governance at the national and regional level.

»  Disrupting the means of production and transportation and imped-

ing the embarkation of follow-on forces and critical supplies.

During the Soviet era, the Soviet government was convinced that a
conflict would inevitably break out with the major capitalist powers.
Soviet propaganda constantly trumpeted the threat of capitalist pow-
ers starting the next war. Vasiliy Mitrokhin’s materials indicate that the
KGB was collecting information about critical infrastructure sites across
NATO countries at least as early as 1959, preparing for what now could be
called SODCIT. This collection aimed at preparing target packages and

infiltration plans for covert teams tasked with damaging and disrupting
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critical infrastructure sites during a future conflict, thereby reducing the
target country’s ability to support the conflict. Both the KGB Thirteenth
Department and the GRU conducted similar collection, sometimes dupli-
cating or conflicting with each other, as each planned for a future war with
the West. Targets included electrical power transmission lines, oil pipe-
lines, communication systems, and major industrial complexes in nearly all
NATO countries.*”

These strategic operations were a continuation of sabotage missions
that Soviet state security organizations had been responsible for conduct-
ing since the beginning of the Soviet era. In the early Soviet days, sabotage
was directed against the capitalist powers with the hope of catalyzing local
revolutions to overturn the government and install a Bolshevik-style revolu-
tionary government in its place. When Stalin changed the Soviet philosophy
from world revolution to socialism in one country, he also shifted the focus
of sabotage operations from prompting revolution in vulnerable countries
to contingency planning in the major capitalist powers, such as the United
Kingdom, France, and the United States.

After World War II, during which sabotage operations were directed
primarily at German targets, the Soviet Union returned to preparations
for these operations in the Cold War context. KGB and GRU intelligence
collection operations focused on building target packages for critical infra-
structure sites, including detailed information about terrain, landmarks, cli-
mate during different seasons, prevailing winds, populated areas, and local
customs. Target packages would support the infiltration of dusepcuonno-
paseedvisamensrpie 2pynne: (diversionary-intelligence groups, DRGs), teams
of operatives that would clandestinely infiltrate by air or sea to conduct the
critical infrastructure sabotage operations.

After KGB ofhicer Oleg Lyalin defected in the UK in September 1971,
he shared intelligence on his work for the KGB Thirteenth Department
(later renamed Department V), where he was responsible for identifying,
collecting information about, and planning sabotage attacks against critical
infrastructure sites. Lyalin reported that his targets included public utilities,

railways, government and military communications, government offices and
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continuity-of-operations sites, and emergency food supplies. Based on the
information he was tasked with collecting, Soviet air- and seaborne sabotage
units would attack these targets if war broke out with the West. Lyalin was
also supposed to develop a group of agents inside the United Kingdom that
would support sabotage operatives when they landed. According to Lyalin,
the KGB did not conduct what he called “industrial sabotage” in peacetime.
The Soviet Union instead planned to begin sabotage operations during the
period of crisis that preceded the outbreak of war; during that period, sabo-
tage measures would include the demoralization of the civilian population

398

and disruption of the country’s political and economic life.?® Lyalin also
identified his counterpart responsible for performing the same mission in
the United States, and he provided information about a plan to land sab-
otage agents on the California coast. As later KGB defector Oleg Kalugin
wrote, every large KGB rezidentura around the world had one Department
V ofhicer tasked with preparing for future war.*”’

Mitrokhin similarly claimed that infrastructure targeting was not lim-
ited to the United States and Great Britain. He reported that planning for
sabotage was more active in Iran than in any other non-Western country.
In the 1960s and 1970s, Soviet intelligence services drew up detailed plans
to attack royal palaces, major ministries, the main railway station, police
and SAVAK secret police headquarters, TV and radio buildings, electricity
transmission stations, and telephone exchanges. None of these targets had
1_40()

proceeded past the planning stages before Lyalin defected in 197

Ukraine

Russian collection on critical infrastructure targets continues today, and the
infrastructure attacks launched in Ukraine since the annexation of Crimea
are the result of previous intelligence collection to prepare for sabotage
operations. For Russia, Ukraine is an easier target than most countries,
because it was formerly part of the Soviet Union, and thus Moscow is famil-
iar with its infrastructure networks, which are largely remnants from the
Soviet era. The combination of that baseline knowledge and Russia’s ability
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to penetrate Ukrainian computer systems has made Ukraine an easy target
for these types of operations.

Just as with foundational intelligence collection, the use of intelligence
services for military targeting is more intense in Ukraine than in other parts
of the world, which is evidence that Russia sees its relationship with Ukraine
as an active military conflict. Targets in Ukraine have repeatedly included
the strategic facilities identified in the SODCIT concept.

Ukraine has experienced repeated massive computer intrusions and
attempted intrusions into its government and electric power infrastructures.
For example, in 2015, the Security Service of Ukraine (SBU) reported a
Russian spearphishing email attack on Ukrainian computer systems aimed
at disrupting government and law enforcement networks, primarily those

41 Tn December 2015, remote

engaged in operations in Eastern Ukraine.
network intrusions caused unscheduled outages in three Ukrainian regional
electric power distribution companies impacting approximately 225,000
customers, and malware was also found in Ukrainian companies in other
critical infrastructure sectors. The attack was reportedly synchronized and
coordinated, probably following extensive reconnaissance of the victim net-
works.*? The GRU computer intrusion team known in the West as Voodoo
Bear is believed to be behind the attacks.* This group has conducted sabo-
tage operations throughout Ukrainian society, destroying hundreds of com-
puters at media companies, deleting or permanently encrypting terabytes
of data on government computers, and paralyzing infrastructure, including
Ukraine’s railway ticketing system. Voodoo Bear’s known operations are
consistent with an entity supporting Russian military and political objec-
tives through targeted espionage and sabotage operations.” In December
2016, Russian-origin malware attacks again targeted Ukrainian electrical
grids, during which a power distribution station near Kiev unexpectedly
switched off, leaving the northern part of the capital without electricity.
Ukrainian investigators assessed that the attacks might have been a proof of
concept rather than a full attack.*

The most damaging Russian attack targeting Ukraine occurred in 2017,
when the NotPetya virus was unleashed in Ukrainian computer networks.
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On June 27,2017, a series of cyberattacks targeted the websites of Ukrainian
organizations, including banks, government ministries, newspapers, electric-
ity firms, and state-owned enterprises such as Boryspil International Airport,
Ukrtelecom, Ukrposhta (postal service), State Savings Bank of Ukraine, and
Ukrainian Railways. The radiation monitoring system at Ukraine’s Cher-
nobyl Nuclear Power Plant went offline during the attack. The malware
overwrote and permanently damaged files in the infected computers, despite
the malware’s displayed message to the users indicating that all files could be
recovered “safely and easily” by meeting the attackers’ demands and making
the requested payment in Bitcoin currency.*

The NotPetya attacks damaged more than just Ukrainian targets.
Although the attacks were probably launched to cause SODCIT-like
damage and degrade Ukraine’s ability to conduct warfare against Russia,
the GRU officers who released the virus either failed to calculate the vast
collateral damage that NotPetya would cause or thought little of it. Most
prominently, the virus also caused severe disruptions in the operations of the
Danish Maersk shipping line, along with other probably inadvertent targets
around the world. Wired magazine quoted former U.S. Homeland Security
adviser Tom Bossert as saying, “While there was no loss of life, it was the
equivalent of using a nuclear bomb to achieve a small tactical victory. That’s
a degree of recklessness we can’t tolerate on the world stage”*”

Russia did not stop there. In July 2018, Ukraine’s SBU claimed to have
thwarted an attack on network equipment belonging to the LLC Aulska
chlorine plant in eastern Ukraine. The attack was allegedly geared to dis-
rupt the stable operation of the plant, which provides sodium hypochlo-
rite for water treatment.*”® Such a disruption could have caused massive
civilian damage.

The above examples are all manifestations of the “industrial sabotage”
attacks for which Lyalin collected intelligence in the 1970s. In Ukraine, they
have progressed beyond the collection phase to execution. Due to today’s
global computer-network accessibility and Russia’s pre-war infrastructure
collection, events in Ukraine probably demonstrate how Russia would oper-

ate in a military conflict elsewhere.
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Outside Ukraine

Another infrastructure-level attack took place in 2018 that had nothing
to do with Ukraine. In February 2018, a crippling computer virus labeled
the “Olympic Destroyer” brought down the IT infrastructure for the Seoul
Korea Olympics. Investigators were initially confused about attribution
because the attack used elements that pointed to multiple countries’ mal-
ware signatures; however, a computer forensic investigator found a conclu-
sive signature that showed a Russian hand, with all the others being false
flags. This attack turned out to be a GRU operation deliberately obscured
behind other misleading pieces of evidence.*”

Why would Russia launch such an attack that is not part of a military
campaign? As discussed in Chapter 4, Russia launched computer intru-
sions into the World Anti-Doping Agency in 2016 to collect information
about the investigation into a Russian state-sponsored program to provide
performance-enhancing drugs to its athletes. That investigation concluded
that Russia did, in fact, have a systematic doping program, resulting in the
ban on Russian athletes’ participation in the 2018 Olympics. The “Olympic
Destroyer” probably is the next stage in what Russia sees as a political war
being waged against its global reputation. Computer security experts pre-
dicted similar attacks on the 2020 Olympics in Japan; however, postpone-
ment of those Olympic Games, due to the global coronavirus pandemic,
appears to have derailed any such plans.

STRATEGIC CONTINGENCY COLLECTION

Today, when the Russian media talks about diversionary intelligence groups
(DRGs), they refer to repelling foreign DRGs invading Russian soil, not
deploying DRGs to infiltrate foreign soil. In the post-Soviet era, however,
Russian collection for future wartime sabotage operations continues, as
indicated by the prevalence of computer-intrusion attempts and operations
into critical infrastructure sites in the United States and other countries. The
US. Department of Homeland Security and Department of Defense have

issued multiple warnings about surveillance of critical infrastructure targets,
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probably as a modern equivalent to the longtime Soviet practice of prepar-
ing for future war.® Infrastructure penetrations for intelligence collection
purposes and to prepare for future warfare have been reported in the United
States as recently as October 2020."" Other countries—such as Germany,
the United Kingdom, and Isracl—have reported similar penetrations.*
Targets include nuclear power, electric utilities, water, aviation, telecommu-
nications, critical manufacturing sectors, and commercial facilities, similar
to those that Oleg Lyalin discussed in 1971.

This computer-based collection coincides with other types of intel-
ligence collection that appear to be coordinated. U.S. counterintelligence
officials have observed Russian intelligence personnel traveling to remote
places across the United States, standing outside a particular site for a few
minutes, sometimes holding a device in their hands, and then getting back
into their cars and driving off. The U.S. counterintelligence community has
correlated this activity with the locations of communications nodes associ-
ated with U.S. military bases. The U.S. Government has also noted that Rus-
sian Open Skies Treaty flights sometimes overfly US. critical infrastructure
sites at the very time that Russian officers on the ground travel to those sites.
The two types of collection appear to be coordinated to map critical U.S.
military communications infrastructure elements that could be targeted
for sabotage if war broke out with the United States.** Russian collection
against communication nodes is taking place in U.S-allied countries as well.
In early 2020, Irish police arrested Russian intelligence personnel who were
apparently mapping the precise locations of landing points for undersea
fiber-optic cables in Ireland.*

Russia’s strategic contingency collection assets may also include a Rus-
sian undersea research ship and submarines, which reportedly troll around
the ocean, possibly surveilling undersea communication cables—a critical
element of the world’s telecommunications infrastructure. According to
a 2015 New York Times article, the United States that year closely mon-
itored the Russian oceanic research ship Yantar, which is equipped with
two self-propelled deep-sea submersible craft, as it cruised off the U.S.
East Coast toward Cuba, where one cable lands near the U.S. naval base at
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Guantanamo Bay. Naval ofhicials claim the ship and the submersible craft
are capable of cutting cables miles deep beneath the sea.*

Some analysts, including a self-described Canadian military buff, have
questioned the legitimacy of the US. assertion that the Yanzar is surveilling
undersea cables, claiming instead that the Yanzar is exploring the locations
of sunken Russian and other countries’ ships and submarines, and that
minor damage frequently occurs to undersea telecommunications with-
out major disruptions.*’® Nevertheless, in 2017, British defense officials
warned that the Russian Navy poses a potentially “catastrophic” threat to
undersea cables.*’” NATO also has assessed that Russia is capable of attack-
ing undersea cables and causing massive disruptions to commercial and
government communications.”® In February 2020, the U.S. Department
of Defense published its 2021 budget request, in which it included a map
overlaying Russian and Chinese naval activity over international undersea
communications cables. Although the purpose of the map was to advo-
cate for greater funding for the U.S. Navy, it makes clear that foreign naval
forces are potentially threatening the global economy by putting undersea
cables at risk."”

CONCLUSION: PREPARING FOR WAR

Up to now, none of these collection cases, whether by computer, Open
Skies aircraft, on-the-ground officer, or seaborne system, has resulted in
sabotage to critical U.S. or NATO infrastructures. However, Russian mil-
itary intelligence activities in Ukraine and Syria show how Russia oper-
ates in a wartime environment. When Russian troops occupied strategic
positions in Crimea in 2014, special operations forces detachments took
over the Simferopol Internet exchange point and selectively disrupted
cable connections elsewhere on the Ukrainian mainland. That operation
lefc Crimea isolated from the global information environment, allowing
Russia to dictate the information flow into and out of Crimea.”® Russia
probably is collecting intelligence now to prepare for similar operations in
case of war with the West.
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All three military collection directions—foundational, strategic weap-
ons, and contingency military collection—are priorities for Russian intelli-
gence services today. Russian services, especially the GRU, use all collection
disciplines to target those topics. As Russian military leaders continue to
assume that the West in general, and the United States in particular, are
planning a surprise attack on Russia, they will use all available tools to pre-

pare for that attack.
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CHAPTER 7

COVERT ACTIVITIES

Russian intelligence services mix the concepts of intelligence collection and
covert activities closely together. While intelligence collection supports deci-
sionmakers with information, covert action executes the decisionmakers’
plans and policies. They are both elements of the Russian concepts passedxa
or razvedka, which translate into English as “intelligence” or “reconnais-
sance.” The preceding chapters have covered types of intelligence collection.
This chapter will cover the other side of razvedka: covert activities, including
the three major categories of political operations, undeclared military oper-
ations, and assassination operations.

In wartime, military members covertly penetrate the enemy’s territory to
conduct diversionary actions. Russia commemorates many covert operators
from World War II as heroes who saved Russia from the Nazis. The Soviet
Union organized thousands of partisans behind German lines who extended
the reach of Soviet intelligence services and helped to adapt Soviet opera-
tions to local conditions. In some cases, those partisans became the post-war
leaders of Eastern European countries, such as Josip Broz Tito in Yugoslavia
and Wiadystaw Gomutka in Poland. In other cases, Soviet partisan leaders
were recognized as heroes, such as Anna Morozova and Imant Sudmalis,
who were named as Heroes of the Soviet Union in the 1960s, and Aleksey
Botyan, who was awarded the title Hero of the Russian Federation in 2007.
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Soviet-era intelligence officer defectors give us insights into the lengths
Russian military forces will go to execute covert military activities. Chapter
6 introduced the concept of dusepcuonno-passedvieamensrie 2pynne: (diver-
sionary intelligence groups, DRGs), based partially on information provided
by KGB ofhicers Oleg Lyalin, Oleg Kalugin, and Vasiliy Mitrokhin. During
military warfare, these groups take intelligence collected about adversary

targets and execute operations against them, with the goal of:

»  Creating disorder in the rear area functions of the enemy.

» Disabling the enemy’s transportation and communications.

»  Spreading panic among the enemy’s troops and civilian population.

»  Collecting intelligence about the movements, dispositions, arma-
ments, and numbers of the enemy’s forces, its military-economic
potential, militarily significant industrial facilities, and transporta-
tion and communications systems.

»  Destroying the enemy’s upper and middle command staffs and des-

ignated political and administrative personnel.

These actions are tools of military war. We see Russia using these opera-
tions in places where it considers itself to be involved in a military war, such
as in Chechnya, Georgia, Ukraine, and Syria, and more recently in Libya. As
noted in Chapter 6, Russia’s use of the NotPetya virus against Ukraine reflects
Soviet-era plans for operations to demoralize an adversary’s population, disrupt
its political and economic life, and diminish its ability to sustain war. As such,
this activity is part of a military campaign, not a political campaign. However,
for Russia, there is a difference between political warfare, which could occur
in what most countries call peacetime, and military warfare, which occurs in a
generally recognized wartime environment. Political warfare does not employ
all the weapons of military war, but it is also not identical with peacetime.

While the West views the relationship with Russia as a tense peacetime
one, Russia sees it as being ina political wartime environment. Russian ana-
lysts claim that the United States is already conducting a political war against

Russia. They perceive a nefarious Western hand behind any event that has
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an anti-Russian tone, even where no such hand is involved. Russia views the
“color revolutions” that occurred initially in former Soviet republics (Kyrgyz-
stan, Georgia, and Ukraine) and later in other countries (Syria and Libya) to
be Western manifestations of covert political operations. Russian leaders sim-
ilarly characterize the anti-Putin demonstrations that occurred in 2011-12
as Western political warfare. Russia believes that it must defend itself from
Western disinformation and “Russophobia” (such as public claims of Rus-
sian spying around the world), Western undeclared military activities (such as
Russia-alleged Western support to terrorists in Chechnya, Syria, and Libya),and

Western assassination operations (such as the killing of Moammar Qadhafi).

Clandestine vs. Covert

The words clandestine and covert do not mean the same thing, even though
they are often used interchangeably. Clandestinity conceals the operation,
while covertness conceals the operator. Most of what has been discussed
previously in this book falls into the category of clandestine activities—inter-
nal security and intelligence collection operations performed in such a way
that they are not publicly visible. Clandestine means secret; something is
done so that only those involved in it know it is happening. Most intelligence
operations are clandestine, because if they became public, sensitive sources
and methods could be damaged or eliminated. However, the sponsoring gov-
ernment does not usually hide its involvement in the operation. For example,
when an intelligence service pitches a HUMINT source, the source usually
knows for what government he/she is working, unless the service is using a
false flag to deliberately misrepresent its affiliation.

Covert means the sponsoring government does not reveal its involve-
ment. Although covert operations are usually clandestine in the planning
stages, the result of a covert activity often becomes public, even intentionally.
That includes covert sabotage, in which an object is damaged: for example,
when a bomb explodes or a computer system goes offline. The primary ele-
ment of covert activities is the phrase “plausible deniability,” which means
the action is visible, but the perpetrator’s identity is hidden. This chapter dis-
cusses covert activities in which Russia tries to deny its involvement, albeit
often unsuccessfully and with little plausibility.
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Thus, Russia responds to what it views as an ongoing covert war with
covert actions, such as political manipulation operations, which it sees as
appropriate in a political war. However, during non-military war, these
actions require more deniability since, if a country is found to have con-
ducted them, they can escalate into a military war, which Russia is not eager

to have happen.

COVERT OPERATIONS: POLITICAL WARFARE

During the Soviet era, the KGB conducted covert political operations
labeled “active measures,” a Cold War concept of covert political manipula-
tion. Vasiliy Mitrokhin provided the following definition of active measures:

Agent-operational measures directed at exerting influence on the
foreign policy and the internal political situation of target countries
in the interests of the Soviet Union and of other countries of the
socialist community, the World Communist and National Liber-
ation Movement, weakening the political, military, economic, and
ideological positions of capitalism, undermining its aggressive plans,
in order to create conditions favorable to the successful implemen-
tation of the Soviet Union’s foreign policy, and ensuring peace and

social progress.*!

The Russian phrase azewmypno-onepamusuvie meponpusmus (agent-
operational measures) means clandestine intelligence methods. That is
what placed active measures into the KGB’s mission; however, the actions
were covert because the Soviet Union sought to hide its sponsorship of the
political manipulation operations that it conducted worldwide. The end
goal of active measures was to create conditions favorable for implementing
Soviet foreign policy. Mitrokhin’s definition originated in the Cold War,
so it includes the Cold War ideological narrative of the socialist vs. capi-
talist world. Today, that ideological element is gone, and Russian intelli-

gence services no longer use the phrase active measures. Instead, as noted
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in Chapters 2 and 5, the SVR has a directorate labeled MS (meponpusmus
codeiicmus or measures of support), which conducts equivalent operations
today in a different ideological environment.

In a speech given in 1992, SVR Director Yevgeniy Primakov echoed
much of Mitrokhin’s definition, saying that “measures of support are those
measures that are implemented so that the policies of Russia and our state
proceed better and more efhciently.” He continued:

Let me give you an example. If it became known that a country is
toughening its position and wants to prevent the G7 from provid-
ing large-scale economic support for the reforms being carried out in
Russia, then intelligence methods can and should obviously be used
to bring to public opinion and to the leaders of the G7 countries
the desire of one of the member-states to shift the economic burden
onto the shoulders of others and take advantage of the situation in

order to generate support for their position on a territorial issue.*

Measures of support are sometimes equated with disinformation and
propaganda, although they are more likely to be related to disinforma-
tion operations than propaganda activities. Propaganda is an overt act. It
involves deliberately taking one side of an issue and making it look better,
while sometimes denigrating the opposing side. Spreading propaganda is
a normal practice in public diplomacy, political dialogue, and advertising,
to which we are subjected every day. This undisguised act does not require
clandestine activity, although intelligence activities can support propa-
ganda by feeding it clandestinely acquired information that supports an
overt theme.

Disinformation is the deliberate manipulation of information. It is a
covert action and thus is more closely connected to intelligence and secu-
rity services. According to Czechoslovakian intelligence officer defector
Ladislav Bittman, the Cold War saw more than 10,000 Soviet and East-
ern Bloc disinformation operations.*?® Political scientist Thomas Rid, who

reported Bittman’s statement, went on to say:
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Understanding ‘cyber operations’ in the 21st century is impossible
without first understanding intelligence operations in the 20th cen-
tury. Attributing and countering disinformation operations today
is therefore also impossible without first understanding how the
US and its European allies attributed and countered thousands of

active measures throughout the Cold War.**

The pace of Soviet/Russian active measures operations has fluctuated,
aligning with shifts in Russian foreign policy. During the 1950s and 1960s,
active measures to counter U.S. military alliances and plans were relentless.
These operations subsided in the early 1970s during the détente period, fol-
lowed by an even greater intensity in the mid-1980s, and then a long ebb
throughout the 1990s. In the late 2000s, disinformation operations began
to rise again.

During the Cold War, the U.S. Department of State hosted an Active
Measures Working Group that identified and attempted to counter Soviet
disinformation operations. The group publicly declared in 1981 that “Mos-
cow makes extensive use of ‘active measures’ to achieve its foreign policy
objectives and to frustrate those of other countries.”*® This quote could
apply today just as it did during the Cold War, although Russia no longer
uses the phrase active measures to describe those activities. Over the last
decade of the Soviet Union, Soviet intelligence actively cultivated numer-
ous stories around the world to, as the State Department wrote in 1981,
“achieve its foreign policy objectives, frustrate other countries objectives,

.”426 (

and to undermine leadership in other countries see Figure 20).

In some cases, the stories were completely manufactured with no truth
to them at all, such as forged documents intended to derail the Middle
East peace process in 1976;* the famous Operation INFEKTION, which
claimed that the AIDS virus was manufactured in a US. military labora-
tory;*®® and the ghastly rumor that the United States harvested body parts
from children in Latin America for transplants in the United States.*”” The
Soviet Union manufactured and disseminated these absurd stories to a Third

World audience that was inclined to believe any anti-U.S. information. In
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other cases, active measures narratives either twisted a real story in a Soviet
direction or accentuated one side of a story and denigrated the opposing

side to present a Soviet perspective.
Figure 20. Soviet-era Active Measures Campaigns

1977: Forged U.S. Department of State documents criticizing the
Egyptian leadership

1977: Booklet “America’s 200 Years”

1977-78: Campaign against enhanced radiation weapons
1979-80: Anti-Theater Nuclear Forces campaign
1983-87: Operation INFEKTION—AIDS virus disinformation
1984: “Reagan means War!”

1985: U.S. backing for the South African apartheid regime

1985: Counternarrative regarding U.S. grain shipments to the Soviet
Union

1985: American militarization of space

1987: “Baby parts” stories—kidnapping to harvest organs disinformation

Sources: Figure created by author from multiple sources, including U.S. Department of
State, Soviet “Active Measures”: Forgery, Disinformation, Political Operations, Special Report
No. 88, October 1981; Thomas Boghardt, “Operation INFEKTION: Soviet Bloc Intelligence
and Its AIDS Disinformation Campaign,” Studies in Intelligence 53, no. 4 (December 2009):
1-24; Calder Walton, “Spies, Election Meddling, and Disinformation: Past and Present,” The
Brown Journal of World Affairs 26, no. 1 (Fall/Winter 2019): 107-124, http://bjwa.brown.
edu/26-1/spies-election-meddling-and-disinformation-past-and-present/; Seth G. Jones,
“Russian Meddling in the United States: The Historical Context of the Mueller Report,” Center
for Strategic and International Studies Briefs, March 2019, https://www.csis.org/analysis/
russian-meddling-united-states-historical-context-mueller-report.

Modern Russian disinformation campaigns focus on a consistent set
of themes. The Russian government repeats these themes throughout Rus-
sia’s information operations, whether they be overt, covert, or a crossover
between the two:
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Russia played the leading role in World War II. Russia emphasizes
its own role in World War II and vehemently criticizes any country
that questions that narrative. The downplaying or countering of Rus-
sia’s narrative in Estonia, Poland, and Czechia has met Russian overt
and covert responses. Russia’s advancing of its World War II theme
slowed during the COVID-19 lockdown in Moscow in 2020, which
prevented the Moscow celebration of the 75th anniversary of the
defeat of Germany. However, the event went on anyway in a smaller
and delayed form.

Russia is the victim. Allegations made against Russia in interna-
tional forums, such as when a Russian is arrested or expelled for
intelligence activities, are often met with counter-allegations claim-
ing that Russia is under threat of Western political attacks.

The United States is a source of instability. Russian disinforma-
tion focuses on U.S. actions, often tying world events to the CIA.
Russian disinformation during the MH17 shootdown investigation
in 201415 attempted to recast the event into a CIA-sponsored plot
to provoke a confrontation with Russia.**

NATO is a threat to international security. Russian operations fre-
quently criticize plans for NATO enlargement and exercises, while
downplaying its own activities to increase its influence over other
countries and hold massive military exercises.

The European Union is on the verge of collapse. The COVID-19
pandemic allowed Russia to spread disarray in Europe through dis-
information and by providing targeted support to some European

countries while criticizing others.*!

In Thomas Rid’s 2020 book Active Measures, which recounts the history
of disinformation campaigns from both the Soviet and Western directions,

he translates the Soviet-era methods into a post-Soviet context, illustrating

the continuity of Russian intent over 100 years. According to John Emer-

son, these operations, both historical and current, show a pattern of activity
that can be described with four “Ds”:%?
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Distort. Twist real information; take a truth and recast it in a dif-
ferent light to make it either seem more or less attractive. Russia
regularly does this with its narrative of World War II, an undeni-
ably legitimate topic of discussion that Russia twists for its political
purposes.*

Distract. Draw attention away from real information, as with the
2014 shootdown of Malaysia Airlines Flight MH17 over Ukraine.
Russian media created multiple conflicting stories, each of which
had no validity, but all of which pointed responsibility away from
Russia.”** This was also the case with Russian operations to leak
information about athletes from multiple countries supposedly vio-
lating doping rules to take the attention away from the Russian gov-
ernment’s doping program.*®

Dismiss, Deny. Vladimir Putin himself boldly denied that Russian
troops were involved in seizing Crimea or supporting insurgents in
Ukraine,® or that the Russian government carries any responsibil-
ity for the attempt to assassinate former GRU officer Sergey Skripal
in 2018.%47

Dismay. Inflame fear, hate, or disgust, such as the Russian-originated
claims that German troops had raped a young girl in Lithuania in
2016.48

Russia uses a variety of channels to disseminate patently false or decep-
tively half-true information. These operations vary in their level of covert-
ness and by how much clandestinely collected information supports them.
Russian media channels are often used to distribute Russian disinformation,
and Russian intelligence services occasionally feed clandestinely collected
information into overt broadcasts. These campaigns do not acknowledge
the Russian collection of the information, but they make no attempt to
hide the Russian hand in disseminating it. Russia also uses illicit Internet
channels to dump politically damaging or salacious material into the public
domain, from which it can then draw this “information” into overt media

“reports.” These illicit channels include already existing leaker web sites (e.g.,
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Wikileaks) or clandestinely created leaker websites (e.g., DCLeaks), which
hide the Russian hand behind both the collection and dissemination of the
information.*’

Russian disinformation operations also employ overt non-Russian
media channels, such as newspapers, social media platforms, and journal-
ist forums, to insert politically damaging or divisive information and cause
dissension and confusion. For example, a Russian-linked illicit Twitter
site called “Anonymous Bulgaria” has become a platform for disseminat-
ing Russian disinformation, including claims that the United States sent
weapons to the Islamic State in Syria.**® Like Russia’s illicitly created chan-
nels, Russian intelligence services use these non-Russian channels without
revealing the Russian collection of information or the Russian hand behind
its dissemination.

An item of disinformation may start in one channel and then be rein-
forced in the others, particularly from illicit or non-Russian channels
into Russian media. For example, information about U.S. political cam-
paigns that was leaked through illicit channels during the 2016 Presiden-
tial election period was later reinforced through Russian media channels
and fed to non-Russian media. This practice follows a historical method
used during the Soviet era, when the famous Operation INFEKTION of
the 1980s initially planted an AIDS virus origin story in a non-Russian
media channel and later broadcast it via Russian news media. One of Alek-
sandr Kaznacheyev’s responsibilities when he served as a KGB co-optee in
Burma in the late 1950s was to translate materials provided by Moscow
into English for clandestine distribution as if they came from local sources.
Local translators would then render the letters into Burmese and send
them anonymously to local, often pro-Communist newspapers, report-
edly from unnamed press correspondents. After the “Burmese articles”
appeared in print, Kaznacheyev would translate them back into Russian
and send them to Moscow, from where they would be disseminated glob-
ally via Soviet press as purportedly of Burmese origin.**! Similarly, MH17
disinformation in 2014 used obscure web-based media services to post

false material on the airliner shootdown initially, and then broadcast it via
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Russian media when the perceived need arose to disrupt the investigation

into the incident.?

Collection vs. Operationalizing

Key “who” and “how” differences exist between collecting intelligence and
operationalizing it. Collection and disinformation operations are con-
ducted separately but sometimes cooperatively. Correspondingly, per the
2018 U.S. Department of Justice indictment of GRU ofhcers responsible for
the hack and leak operations leading up to the 2016 U.S. elections, the hack
portion of the operation was conducted by a different element than the leak
portion.*? Information used in leak operations may be collected through
normal political collection using SIGINT, HUMINT, or computer-based
methods (see Chapter 4), or it can simply be manufactured outright. The
information is then handed to a covert action unit that operationalizes it.
The same intelligence could also be used for other purposes, such as national
security decisionmaking.

The GRU element called Unit 26165 is a SIGINT unit that collects
information for various customers, including other GRU units responsible
for covert operations. The unit, which is also known as the “GRU 85 Spe-
cial Service Main Center,” is located at 20 Komsomolskiy Prospekt, Mos-
cow. Unit 26165 conducted the operation to penetrate emails associated
with Hillary Clinton’s presidential election campaign and the Democratic
National Committee in 2016. The GRU ofhicers arrested in the Netherlands
while conducting a close access SIGINT operation against the OPCW in
2018 were also from Unit 26165. The same unit was involved in computer
intrusion operations of the Dutch Safety Board in 2015, related to the pub-
lication of the MH17 crash report, and the World Anti-Doping Agency
intrusions in 2018.

The leak, or covert action, portion of the 2016 U.S. election-related oper-
ation was conducted by an element labeled Unit 74455, also known as the
“Main Center for Special Technologies” (GTsST). Located in the Moscow
suburbs, Unit 74455 is an execution arm of the GRU—the covert action
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side of razvedka—responsible for sabotage and disinformation actions. This
element is the computer-network equivalent of a DRG, conducting sabo-
tage and covert operations behind adversary lines. In addition to the 2016
leak operations in the United States, Unit 74455 has been connected to
multiple destructive computer-based attacks, including those that affected
critical infrastructure elements in Ukraine and the “Olympic Destroyer”
attack that targeted the Seoul, South Korea Olympics in 2018.** Members
of Unit 74455 mostly conduct operations remotely.

Another GRU element, Unit 54777, also called the 72nd Special
Service Center, is reportedly a psychological and disinformation opera-
tions unit that maintains front organizations, including InfoRos and the
Institute of the Russian Diaspora; InfoRos was named in April 2021 U.S.
sanctions as an organization that spreads false conspiracy narratives and
disinformation promoted by GRU officials.*> Unit 54777 spread covert
Russian-sponsored messages during the annexation of Crimea. During the
November 2018 Kerch Strait incident, the unit sent bogus text messages
to Ukrainian soldiers in the border region calling on them to report for
military service. Letters sent to members of the US. Congress in 2015
from a group calling itself “The Patriot of Ukraine” are also believed to
have come from GRU Unit 54777; the letters claimed that the Ukrainian
military is corrupt and sells weapons to the so-called “Donetsk People’s
Republic,” and they demanded that U.S. decisionmakers take control of
the Ukrainian military.*¢ These covert influence operations are probably
founded on intelligence collected from a variety of sources, twisted to a
Russian narrative.

Members of yet another GRU element, Unit 29155, are accused of
conducting covert operations across Europe, including assassination opera-
tions, such as against Sergey Skripal in 2018; political meddling in Ukraine,
Moldova, Montenegro, Spain, and the United Kingdom; and sabotage
operations in Czechia and Bulgaria. Unlike Unit 74455, this unit dis-
patches officers abroad to conduct physical actions, not remote computer-
based actions. Press investigations have identified a Switzerland-based
forward headquarters, led by a GRU officer previously accredited to the
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World Trade Organization in Geneva, Switzerland, as a coordinating ele-
ment for the unit.*”

Western investigative journalist organizations have revealed these unit
designations publicly, and consequently the GRU may have changed them.
Nevertheless, the separation of responsibilities within the GRU for intelli-

gence collection and covert action missions remains.

COVERT ACTIONS: UNDECLARED MILITARY ACTIVITIES

The second major field of Russian covert action is undeclared military
activities. The military forces dispatched from Russia for these undeclared
operations are sometimes directly affiliated with Russian government orga-
nizations and sometimes not, offering some level of deniability that persists
at least long enough to accomplish the mission. The purpose of these forces
is to fulfill Russian policy goals while trying to avoid the political cost or
escalatory effect of conducting aggressive, often internationally objection-
able, military operations.

Undeclared military forces usually employ either GRU Spetsnaz covert
action personnel deploying undercover or former GRU Spetsnaz person-
nel operating as private forces. The GRU Spetsnaz is Russia’s covert action
arm, and it has a long history of fulfilling Russian political objectives. GRU
officer defector Vladimir Rezun (pen name Viktor Suvorov) served as a
Spetsnaz officer before becoming a GRU case officer, and he has written
extensively about his training to conduct rear-area sabotage operations and
covert infiltrations.**® During the Cold War, the Spetsnaz competed with
the KGB for supremacy in planning and conducting covert infrastructure
attacks, like the operations Lyalin discussed in his debriefings (see Chap-
ter 6). During the Cold War, Spetsnaz personnel operated covertly in
Angola, Lebanon, Vietnam, and Cambodia and conducted sabotage and
assassination operations in Afghanistan. They operated similarly during the
Chechen wars and in the 2008 Russia-Georgia war. GRU Spetsnaz fosters
a reputation as a war-hardened unit that can be called upon to go places

where others cannot go.
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Little Green Men in Crimea

In March 2014, Russian soldiers wearing unmarked uniforms began occupy-
ing government and military buildings in Crimea, paving the way for Rus-
sia’s illegal annexation of the territory. This sequence of events resembled the
August 1968 takeover by Spetsnaz forces of the main administrative build-
ings in Prague, Czechoslovakia, to pave the way for a Soviet-led invasion
to quell the Prague Spring.*® Although the Russian origin of the so-called
“little green men” in Crimea, Ukraine, was subsequently indisputably estab-
lished, the covert nature of the operation created deniability when the events
were occurring in 2014. The resulting doubt allowed Russia to complete the
operation. In April 2014, during the Crimea operation, BBC reported that
the soldiers occupying Ukrainian government and military buildings were
claiming to be Ukrainians or Cossacks, although even at the time, they were
not pushing that cover very hard.*° Russia, including Putin himself; referred
to them as “self-defense forces” at the time. A year later, Putin acknowledged
that the forces were Russian, but by that time, deniability was no longer nec-

essary— Crimea was firmly in Russian control.*!

Nongovernment Forces

In addition to Russian government forces operating without acknowledg-
ment, Russia has also increasingly used nongovernment military forces
managed by Russian corporations for covert military activities. According
to an article in the A#lantic magazine, using nongovernment forces “allows
Russia to enter a foreign, largely hostile environment with minimal risk, and
to exploit both political and economic opportunities there”*?* Since 2014,
Russian private military corporation soldiers have operated in Ukraine,
Syria, Central African Republic, Sudan, Mozambique, and Libya. The
deniability that these nongovernment forces create has allowed Russia to
play two sides of those conflicts simultaneously, providing covert military
support to its preferred side in the conflict, while claiming openly to be an
honest broker. The forces” private status has also allowed Russia to disclaim

responsibility for casualties and violence. In 2017, the Islamic State captured

200



Covert Activities

two fighters from the Russian Wagner Group in eastern Syria and paraded
them before cameras. Had they been acknowledged as Russian servicemen,
the outcry at home would probably have been vigorous. Instead, the Krem-
lin brushed aside their captivity, claiming they were “probably volunteers.”*?

Covert military forces are fulfilling Russia’s foreign policy requirements,
just as political warfare operations are, although at times their success is
questionable. In 2018, Wagner Group forces famously attacked a position
in Syria occupied by U.S. forces and were decimated.** In Mozambique,
when Wagner Group forces arrived to support Mozambiquan forces fight-
ing Islamist insurgents, the Russians were quickly overwhelmed and forced
to retreat to a base; the Wagner Group forces were accused of being ill-
prepared for jungle fighting and disrespectful of the Mozambiquan forces
they were supposed to be supporting. Similarly, Wagner Group forces in the
Central African Republic are reportedly facing similar difficulties working
with locals.®> On the other hand, the Wagner Group has seen success in
Libya, where the group has been a major source of support to the forces of
Gen. Khalifa Haftar, the rebel leader who controls the oil-rich eastern por-
tion of Libya. The Wagner Group has deployed a larger contingent of forces

to Libya than to other countries in Africa.

COVERT ACTIONS: ASSASSINATIONS

The third category of Russian covert activities is assassinations. Russian assas-
sination operations have become a major topic of political and journalistic
discussion in the West, with assassinations being reported both inside and
outside Russia during the Putin era. The attempt on Russian opposition-
ist Aleksey Navalny’s life in August 2020 thrust the issue into the spotlight
again. While assassination operations are often merged in Western analysis,
the Russian government does not define them all in one category.

Russia divides assassination operations into three groups of targets: mil-
itary, political, and traitors. It also divides the venues for assassination oper-
ations into two general locations: inside Russia and everywhere else. Russia’s
approach to eliminating opponents in the three categories differs significantly
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inside Russia from outside Russia (see Figure 21). Inside Russia, military tar-
gets are by far the largest category, with assassination operations in the North
Caucasus region of Russia far outweighing every other group. Military tar-
gets are also the largest category outside Russia, although the overall num-
bers are smaller than inside Russia. Political targets come next, although most
of them also occur inside Russia; very few political assassination operations
occur elsewhere. The third category, traitors, is exclusively external because
Russia has other state security tools to deal with traitors inside Russia.

Figure 21. Russian Assassination Types

Political A Oppositionists, critical Small number of anti-Putin
journalists political activists

Military | During counterterrorist Syrian opposition, Ukrainian,
operations and Chechen military leaders

Traitors | Dealt with through state Small number of special cases
security mechanisms

The Russian calculus for assassinating someone inside Russia is much
different than doing so outside Russia. Although the instrumentality of
assassination, such as the use of a bullet to the head or a certain type of poi-
son, might cross the boundaries of internal and external operations, the sen-
sitivity of operations outside the country is much greater than it is inside.
This difference became clear following the assassination of Zelimkhan
Khangoshvili, a Chechen militant leader, in Germany in August 2019,%°
which led to a German legal investigation and expulsion of Russian dip-
lomats. That external-internal dynamic makes it especially surprising that
the Russian government allowed Aleksey Navalny to be taken abroad for
medical treatment after he was poisoned in Russia in 2020.%” Navalny is an
internal threat; when he returned to Russia in January 2021, the Russian

government arrested him immediately upon arrival in Moscow and soon
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sentenced him to three and a half years in prison. Allowing Navalny to have
treatment abroad that confirmed his poisoning may turn out to have been an

error in Russia’s assassination calculus.

Internal Assassinations

Russia views assassination operations inside Russia as a state security neces-
sity, not an extreme act. Using violence to resolve internal political opposi-
tion is a natural trait of an authoritarian regime. The primary objective of
an authoritarian regime is to retain control of the political environment by
whatever means necessary, including by physically eliminating threats.

Internal Political. During the Soviet era, assassinations for political
crimes were uncommon inside the Soviet Union; they were not seen as nec-
essary because other methods were available to neutralize those who crossed
a political line. In the early Soviet era, OGPU “troikas” (three-person extra-
judicial teams of state security personnel) had the authority to order execu-
tions, and later simply making someone disappear was enough. Neutralizing
internal opposition could be done using various methods, including sen-
tencing dissidents to inhuman conditions in corrective labor camps or psy-
chiatric hospitals. Although not overtly assassination, it often amounted to
a death sentence.

More recently, the deaths of leading opposition figures, anticorruption
activists, and critical journalists have become a common occurrence inside
Russia, although the Russian government targets only leading oppositionists
and the most vocal journalists for assassination. These include people like
liberal politician Boris Nemtsov, journalist Anna Politkovskaya, and most
recently opposition leader Aleksey Navalny. Although numerous journalists
have been killed in Russia, their deaths have often come not at the hand of
the central government, but probably instead by the order of individual pow-
erful elites or criminal leaders—for example, when a journalist was getting
too close to the truth regarding a criminal or corrupt enterprise. Journalists
killed covering events in Chechnya are in yet another category, viewed inside

Russia not as political targets but as the victims of war.
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The threshold of activities that warrant a state security response is not
absolutely clear, but there are activities that fall below those that would trigger
an assassination operation (see Figure 22). Assassination is a relatively rare tool
reserved for the most prominent oppositionists and critical journalists, those
who become too popular for the ruling regime to tolerate. Navalny is the most

recent, and his actions clearly crossed red lines in the Kremlin’s analysis.

Figure 22. Russian Calculus for Action Against Internal Oppositionists

Level of Oppositionist Activity Russian Government Response

2 Participate in oppositionist Initiate monitoring
discussions online or in person

1 Read oppositionist material No immediate reaction

Source: Figure derived from work completed by National Intelligence University student, MAJ
Teresa Haltom, in pursuit of the Master of Science of Strategic Intelligence degree in 2019.

Short of assassinations, internal political oppositionists are handled in
various ways based on the degree of their perceived malfeasance. Some pas-
sive oppositionist actions do not even meet the threshold for an overt state
security response but could attract increased monitoring of communication
channels. People in this category are probably among the thousands whose
personal information Russian government entities request from Russian
Internet service providers (see Chapter 3). This level of opposition activity
could also predicate a counterintelligence operation to recruit an individual
as a double agent or an agent provocatenr. A person must cross a threshold
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to be considered for arrest, including participating in oppositionist activi-
ties, like mass demonstrations, although these are not invariably the cause
for arrests, as seen in Khabarovsk in 2020 when a crackdown did not imme-
diately follow anti-Kremlin protests against the arrest of a popular regional
governor. In contrast, mass demonstrations that followed the January 2021
arrest of Navalny crossed the threshold and led to thousands of arrests.
Assassinations are considered only in the most extreme cases.

Internal Military. For Russia, leaders of anti-Russian militant or terrorist
organizations are justifiable assassination targets wherever they are. They are
not treated the same as, and are much more frequently attacked than, political
targets. Internal military assassination operations are divided into those that
occur in the North Caucasus specifically and those that occur elsewhere in
Russia. In the North Caucasus, Russian state security forces have routinely
targeted specific militant leaders for assassination, viewing them as legitimate
military targets. Between 1996 and 2017, over 60 Chechen and Dagestani
militant leaders were directly targeted for assassination in the North Cau-
casus. That is the largest number of Russian assassination operations of any
category. In the rest of Russia, militants have been killed in counterterrorism
operations, sometimes when terrorists have conducted hostage-taking oper-
ations, such as in the Nord-Ost theater siege in 2002 and the Beslan school
siege in 2004.%% One of Putin’s early statements as prime minister in the Boris
Yeltsin administration was to promise that Russia would eliminate terrorists
wherever they were, even using vulgar terms regarding targeting them in their
outhouses.”” Although observers outside Russia have criticized the Russian
government’s heavy-handed response to terrorist attacks inside its borders,
this stance was one of Putin’s initial attractions for the Russian people.

External Assassinations

Assassinations outside Russia are less common than equivalent operations
inside Russia probably because they are potentially more politically dam-
aging to Russia and must be conducted more carefully. By definition, state-

sponsored assassinations outside the state’s own borders are covert operations.
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The prominence that Russian covert assassinations have received outside Rus-
sia depends on the country-venue’s willingness to openly criticize Russia: a
covert assassination in the United Kingdom, for example, is more likely to
receive public attention than a covert assassination in Turkey or Austria.

Unlike inside Russia, where the Russian government controls the envi-
ronment, the hand of the Russian government in assassination operations
outside Russia is supposed to remain hidden. However, Russian government
involvement has often been identified in extraterritorial assassinations either
because of poor tradecraft or because the Russian government intended for
its reach to be known. In 2006, the Russian government adopted a new law
authorizing extrajudicial killings abroad.° That law states:

It is lawful to deprive the life of a person who commits a terrorist
act, as well as causing harm to the health or property of such a per-
son or other legally protected interests of the individual, society or
the state in the suppression of a terrorist act or the implementation
of other measures to combat terrorism by actions prescribed or per-

mitted by the legislation of the Russian Federation.*!

When commenting on such assassinations, Putin has disclaimed any
knowledge of them, while also asserting that the victims deserved to be
killed.? His denials are questionable.

External Political. Russia does weigh the consequences of being caught
assassinating someone abroad, and political assassinations outside Russia are
relatively rare. During the Cold War, the Soviet government balanced exter-
nal political assassinations against possible political fallout, and operations
targeted only those individuals who were deemed sufhciently problematic to
justify the potential blowback. Georgy Markov, a vocal anti-communist, was
probably among these. His assassination, by stabbing with a poison-tipped
umbrella in London in 1978, was conducted by the Bulgarian government
with KGB assistance and advice.4¢?

More recently, external Russian political assassinations have been alleged,

bugt, in each case, there are doubts about the circumstances. Russian business
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oligarch Boris Berezovsky’s 2013 death under suspicious circumstances in the
United Kingdom may fall into this category; his death was ruled a suicide, but
questions remain.*** Several suspicious shootings in the United States also raise
questions of Russian involvement, such as an attack on American security ana-
lyst Paul Joyal in February 2007, not long after Joyal accused Putin of involve-
ment in the assassination of FSB defector Aleksandr Litvinenko the previous
year. Although Joyal claims the Russian government was behind his shooting,
the perpetrators have not been identified, and Joyal would be a relatively unim-
portant target, out of character for a Russia external covert operation.*®

According to a New York Times investigative article in October 2019
GRU Unit 29155 was reportedly involved in several covert actions that have
become public. The article associated GRU officers from Unit 29155 with
events including the suspected 2015 Emilian Gebrev assassination attempt
(see below); a failed attempt to launch a coup in Montenegro in 2016,
accompanied by a reported attempt to kill the Montenegrin prime minis-
ter; and the 2018 Sergey Skripal assassination attempt in the United King-
dom.*® Members of the unit were also reportedly active during the 2014
takeover of Crimea and in destabilization activities in Moldova in 2014—
other covert activities that did not involve assassinations.

The political objective behind external assassination operations usu-
ally clearly aligns with Russian foreign policy objectives. If the report of an
assassination attempt on the Montenegrin prime minister is true, it would
probably be related to the country’s NATO accession.*” Montenegro was
formally invited to join NATO in December 2015 and was accepted into
the alliance in June 2017. The coup attempt occurred in October 2016, on
the same day as parliamentary elections were held in Montenegro that pre-
pared the way for its NATO accession.

External Military. The largest category of external assassination targets
are militant leaders. During the Soviet era, these could be any leader of an
anti-Soviet military insurgent group, which the Soviet government viewed
as legitimate military targets, such as White Army generals Aleksandr Kute-
pov in the 1920s and Yevgeniy Miller in the 1930s. During the Cold War,
targets included Ukrainian nationalist leaders Georgiy Okolovich, Lev
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Rebet, and Stepan Bandera, all of whom were residing in Germany when
they were marked for assassination.*® These victims were different from
political targets because they led anti-Soviet militant movements outside
the Soviet Union and were thus military targets in the Soviet calculus.

In the post-Soviet era, military targets have most prominently included
Chechen militant leaders, who in Russia’s assessment are all terrorists (see
Figure 23). Between 2004 and 2019, at least 20 Chechen separatist lead-
ers and their supporters have been the targets of assassination operations
outside the Russian Federation, including 12 in Turkey, three in Ukraine,
two in Austria, and one each in Qatar, United Arab Emirates (UAE), and
Germany. Three of these attempts failed. The first Putin-era assassination
of a Chechen militant took place in 2004 in Qatar, perpetrated by GRU
operatives. Since 2008 FSB Alfa and Vympel special operations units were
probably behind most of the operations, although supporters of Ramzan
Kadyrov, who is Moscow’s chosen leader of Chechnya and is accused of kill-
ing his opponents, probably targeted some of them with FSB support.

Figure 23. Chechen External Assassinations Targets in the Putin Era

2004: Zelimkhan Yandarbiyev, Chechen rebel leader; assassinated
in Qatar; GRU officers arrested in Doha, Qatar

2008: Gaji Edilsultanov, Chechen military leader; assassinated in
Istanbul, Turkey

2008: Islam Janibekov, Chechen military leader; assassinated in
Istanbul, Turkey

2009: Umar Israilov, former bodyguard of Chechen leader Ramzan
Kadyrov who accused Kadyrov of ordering torture; assassinated in
Vienna, Austria

2009: Musa Atayev (aka Ali Osayev), Chechen military leader: assas-
sinated in Istanbul, Turkey

2009: Salim Yamadayev, Chechen political leader and rival to Kadyrov:
assassinated in Dubai, UAE
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2011: Berg-Hazg Musayev, Rustam Altemirov, and Zaurbek Amriey,
Chechen military members: assassinated in Istanbul, Turkey; one of
the assassins was identified as a Russian criminal; the weapon was a
type known to be used by Russian special forces

2011: Shamsuddin Batukayev, Chechen rebel cleric; assassination
attempt in Turkey

2013: Medet Unlii, Chechen rebel representative in Turkey; assassi-
nated in Ankara, Turkey

2014: Abdullah Bukhari, Uzbek cleric; assassinated in Turkey; FSB
connections to the assassins, as a favor to the Uzbekistani security
service

2015: Kaim Saduyev, Chechen military commander; assassinated in
Istanbul, Turkey

2015: Abdulvahid Edelgiriev, Chechen oppositionist who plotted to
resume jihad on Russian territory, suspected in Moscow of having
played a key role in a plot to Kill Putin; assassinated in Istanbul, Turkey

2016: Ruslan Israpilov, Chechen oppositionist; assassinated in
Kocaeli Province, Turkey

2017: Adam Osmayev and Amina Okuyeva, husband and wife
Chechen activists; attacked in Kiev, Ukraine, but returned fire on
assailants and survived; Moscow accused Osmayev of plotting to
assassinate Putin; Okuyeva killed in an ambush later in 2017

2017: Timur Makhauri (aka Ali Timaiev), Chechen military leader;
assassinated in Kiev, Ukraine

2019: Zelimkhan Khangoshvili, Chechen military leader who defected
and supported Georgian intelligence; assassinated in Berlin, Germany

2020: Mamikhan Umarov, Chechen political activist and blogger;
killed in Austria

Sources: Figure created by author from multiple sources, including “Russia Assassinated at
Least 13 Chechens Abroad Before Victim Returned Fire in Kyiv,” EuroMaidan Press, June 21,
2017, http://euromaidanpress.com/2017/06/21/russia-assassinated-at-least-14-chechens-
abroad-before-it-failed-on-osmayev/; “Have Russian Hitmen Been Killing with Impunity in Tur-
key?,” BBC, December 13, 2016, https://www.bbc.com/news/magazine-38294204.
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Syrian militantleaders have frequently been the targets of Russian military
operations inside Syria. Additionally, at least four Ukrainian military leaders
have been assassinated inside Ukraine, probably targeted by Ukrainian sepa-
ratists with FSB or GRU support. Just as the Soviet Union viewed anti-Soviet
insurgent leaders during the Cold War, the Russian government views these
oppositionists as legitimate military targets, not political targets.

Another possible type of military assassination emerged when the Czech
government reported in 2021 the results of its investigation into explosions
at two military weapons storage sites in 2014.“? About six months after the
explosions, a Bulgarian arms dealer, Emilian Gebrev, was the target of an
assassination attempt, which Bellingcat convincingly showed was conducted
by GRU officers. At the time, the motive for the assassination was unclear;
even Bellingcat did not attempt to assert a motivation.”’® Ukrainian officials
reported in April 2021 that Gebrev was involved in acquiring the weapons
that were destroyed in Czechia, and the attempt on Gebrev’s life may be
related to his supplying weapons to Russia’s military adversary, Ukraine, or
to another Russian military target, Georgia.”! Gebrev denies any connec-
tion to arms shipments to Ukraine or Georgia.”’? However, if the reports are
true, this appears to be a case of multiple converging Russian covert opera-
tions—seeking to destroy an enemy weapons shipment in a foreign country
and to assassinate the individual responsible for selling the weapons.

External Traitors. Russian assassinations of former intelligence and
state security officers are a special category, manifesting the Russian phrase
“Oviemux uexucmos e boisaem” (“there is no such thing as a former chek-
ist”). In other words, once a person is given the special trust of being an
intelligence or state security officer, there is no turning back without conse-
quences. During the Soviet era, the KGB had the mission of tracking down
and neutralizing intelligence officer defectors. The act of neutralization
could come in several forms: re-recruiting them to support Soviet interests;
kidnapping or luring them back to the Soviet Union to face justice; or, in the
Mmost extreme cases, assassinating them.

The KGB monitored the whereabouts of defectors and approached

them about returning to the Soviet Union, often using family members or
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friends who, under KGB direction, wrote letters imploring the defector to
come back. This was the case with Georgiy Salimanov, who defected in May
1950 but was lured back to Soviet-controlled East Germany after only three
months, probably with the assistance of his German girlfriend. He was exe-
cuted in 1952.47 A series of young defectors in the early 1970s also returned
to the Soviet Union after only a short time in the United States, although it
is unclear whether they did so on their own or were induced to return. Either
way, redefection could be a major propaganda victory. According to KGB
defector Oleg Kalugin, the KGB attempted to persuade Alexander Orlov to
redefect for propaganda purposes in 1969, although Orlov refused.**

Just as desirable as luring defectors back to the Soviet Union was to re-
recruit them, either through coercion using family members still in the Soviet
Union, or by convincing them that their life in the West was not as meaning-
ful as it would be if they were working for the Soviet Union. A re-recruitment
operation depended partially on what accesses the defector had obtained.
A job in certain high-priority organizations drew special efforts to attract a
defector to work for the Soviet Union again. This was the case with a small
number of intelligence office defectors, like Aleksandr Kopatskiy, who, after
defecting during World War II, was re-recruited as a penetration of the CIA in
Germany in the late 1940s.*” Yuriy Pyatakov, who defected in 1966 and took
the name Yury Michael Marin in the West, was re-recruited after he began
working at Radio Liberty in Germany. Pyatakov later redefected, along with a
series of other Radio Liberty employees from Eastern European countries.*’

Assassinations of intelligence officer defectors were typically the last
resort, reserved for the most damaging and vulnerable individuals. Repre-
sentative examples include Vladimir Nestorovich (assassinated in 1925),
Georgiy Agabekov (disappeared in 1937, presumed assassinated), Ignace
Reiss (assassinated in 1937), Walter Krivitsky (a Soviet hand is suspected in
his suspicious death in 1941), Mikhail Mondich (assassination attempted in
the mid-1950s), and Nikolai Khokhlov (assassination attempted in 1957).
Although it is not always obvious why a particular intelligence ofhcer was
targeted for assassination, some defectors had been particularly damaging
to Soviet intelligence operations. Khokhlov, for example, exposed Soviet
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assassination operations when he defected in 1954. After several KGB assas-
sinations became publicly known, especially through revelations by Khokh-
lovand Bogdan Stashynsky, another KGB assassin who defected in 1961, the
Soviet leadership was more careful about approving assassinations, focusing
only on the most damaging targets. Oleg Kalugin claims to have proposed in
the 1970s the assassination of two KGB defectors from the 1950s, but the
KGB leadership did not approve them. He writes that KGB Director Yuriy
Andropov told him: “Leave these geezers alone. Find Oleg Lyalin and Yuri
Nosenko and I will sanction the execution of those two.” The KGB did not
locate them, and interest in their execution eventually faded.*”” In some cases,
defectors’ prominence was actually their salvation, since it would be harder
to target a well-known person without the Soviet hand being revealed.
Assassination operations targeting intelligence officer defectors have
occurred twice in the post-Soviet era: in 2006 against former KGB/FSB offi-
cer Aleksandr Litvinenko and in 2018 against former GRU ofhcer Sergey
Skripal. UK investigators identified FSB officers involved in the Litvinenko
operation,”® and the UK government and Bellingcat identified GRU ofh-
cers involved in the Skripal operation.””” The Russian government may have
played on the fear of assassination in 2019, when Russian press identified
the city in which Oleg Smolenkov, a Russian who had defected in 2017, was
residing in the United States.*®® Smolenkov’s status as an intelligence officer
is not confirmed, but the Kremlin aide did allegedly have high-level accesses.
Comingjust one year after the Skripal assassination attempt, the publication
of Smolenkov’s address was possibly an FSB leak to send an ominous mes-

sage to Smolenkov and other defectors: we know where you are.

CONCLUSION: COVERT ACTIVITIES SUPPORT
POLITICAL AND MILITARY AIMS

Russia has gained global notoriety for its covert operations, particularly since
the illegal annexation of Crimea in 2014. These operations have a Soviet-era
flavor, applying political warfare and assassination methods that have long

been in the Soviet/Russian toolkit. Covert political operations have drawn
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extensive foreign media attention, giving Russia a reputation for manipulat-
ing other countries’ political systems. These operations have sometimes been
accompanied by covert insertions of military forces, either those directly
under Russian government command or private military corporations that
use military means to enforce Russia’s foreign policy objectives.

That Russia’s hand has so easily been established in these operations—
including all three categories of political operations, undeclared military
operations, and assassination operations—is an indicator either that Russia’s
covert tradecraft has deteriorated since the Cold War or that Russia is less
concerned about hiding its responsibility. Either way, the steady stream of
Russian covert activities especially since 2014 has earned Russia the repu-
tation of ignoring international norms, punishing its rivals, and supporting
pariah regimes.
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SECTION I11I
HOW

Russian intelligence services have at their disposal a variety of platforms
from which to conduct political, economic, S&T, and military collection
and covert operations. These platforms divide into two broad categories:
human based and technology based. The next two chapters explain those
two categories.

Human-based platforms include intelligence officers dispatched under
various covers depending on mission, target, and the counterintelligence
environment. Technical platforms range from ground-based to satel-
lite-based and computer-based. In many cases, these two types of platforms
support each other, such as by providing SIGINT security for HUMINT
operations or targeting human code clerks seeking information that will sup-
port SIGINT collection. Although modern technology has made clandes-
tine HUMINT more challenging, Russia has clearly not abandoned or even
diminished its efforts to use clandestine human officers abroad. At the same
time, technical operations are becoming more prevalent in Russian intelli-
gence collection, especially computer-based collection, although technical
platforms cannot reach all of the information that Russian intelligence ser-
vices desire to access. Russia, therefore, continues to use a full spectrum of

platform types, at times in concert with each other.
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CHAPTER 8

HUMAN PLATFORMS

Opverall, HUMINT consists of three groups of people: case officers, sup-
port personnel, and agents. Russia dispatches case ofhicers abroad under a
variety of covers, and each type of cover has advantages and disadvantages,
depending on the counterintelligence environment, diplomatic relation-
ships, acceptance of or suspicion toward Russians in society, and the finan-
cial cost of placing certain types of officers abroad. The choice of which type
of officer to deploy is also guided by the need for diplomatic immunity, com-
munications channels, funding channels, ease of seeing through the cover,
and access to people who possess the targeted information. Case officers
need support personnel to communicate with headquarters, keep track of
paperwork, and maintain vehicles and equipment. Finally, the officer cannot
collect information without an agent who has placement in the right organi-

zation and access to the targeted information.

LEGAL COVER

The best known type of cover for a Russian intelligence officer is legal cover.
Russian intelligence organizations use the term “legal” cover because the ofhi-
cer enters the assigned country through a legal process on a valid visa, albeit

often under an assumed name. Thus, the term refers only to how the officer
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enters the country, not whether the officer conforms to host-country laws
when conducting operations. Usually, an intelligence officer is covered as a
diplomat, but the cover could also be as a press correspondent, a member of
an international organization, a staff member of a cultural center, or a mem-
ber of any other organization that has a formal tie to the Russian government.

On a few occasions, Russian intelligence services, particularly the FSB,
declare an ofhicer to a local government for liaison purposes. This occurs in
countries where the Russian government sees the need to share intelligence
with the host government, either for legitimate cooperation or for influence.
When declared to the host government, the officer does not usually conduct
clandestine operations, although he or she might spot and assess potential
recruitment candidates for another officer to cultivate.

The main advantage of legal cover is that it grants diplomatic immunity,
which is governed by international standards for the treatment of diplomats;
that is, a diplomat cannot be put in jail or prosecuted in a court, no matter
what they do. Exceptions have been made to diplomatic immunity in rare
cases when a diplomat is involved in an extreme crime, like vehicular homi-
cide. But even in such extreme cases, both governments must agree to the
exception, which is never automatic.

For a charge of espionage, governments never make an exception to dip-
lomatic immunity. Espionage is a political crime, not a physical crime, mean-
ing that one country does not necessarily accept another country’s definition
or allegations of espionage. Additionally, because the country whose officer
is conducting espionage benefits from that activity, no country will allow
one of its diplomats to be prosecuted for espionage. The only recourse that
remains to a host government is to declare a diplomatically covered intelli-
gence officer persona non grata, or to expel him or her for “activities incom-
patible with diplomatic status.” The officer is removed from the country but
is not put in jail first, and no court case ensues. Sometimes an officer expelled
from one country can appear in another country as a diplomat if the two
host countries do not share information about intelligence officer identifi-
cations or if the second government does not politically oppose a Russian

intelligence officer operating on its territory.
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Hundreds of Russian intelligence ofhicers operating under diplomatic
cover have been declared personae non gratae, sometimes publicly and
sometimes quietly just between the expelling country and the Russian gov-
ernment. Mass public expulsions have occurred several times: in 1971, the
British government expelled 90 Soviet officials and disallowed the diplo-
matic visas of 15 others after Oleg Lyalin, a KGB officer under diplomatic
cover, defected. France expelled 47 Soviet officials in 1983 after KGB officer
Vladimir Vetrov’s revelations about technical collection in France. In 1986,
the United States expelled over 80 Soviet ofhicials to protest the recruitment
of several US. citizens arrested in 1985 for espionage, plus 50 more Rus-
sian ofhicials in 2001 to protest Robert Hanssen’s espionage activities. In
late 2016, the United States also expelled 35 Russian officials in retaliation
for Russian meddling in the U.S. elections. About 150 Russian ofhicers were
publicly expelled from 30 countries in 2018 in response to the attempted
assassination of Sergey Skripal in the United Kingdom, including over 60
from the United States. In 2021, Czechia expelled nearly 80 Russians after
confirming allegations of Russian involvement in explosions at two weapons
storage facilities in 2014.*! Those mass expulsions are by far not the only
ones in the past decade. Since the 2018 mass expulsions, at least Greece,
Hungary, Slovakia, Germany, Lithuania, Bulgaria, and Italy have expelled
Russian officers under diplomatic cover for various reasons.

Diplomatically covered officers have the advantage of natural access to
many government officials, including those whose job is to determine and
conduct another government’s foreign and military policy—both high pri-
ority intelligence targets for Russia. This interaction opens many opportu-
nities to seek agents with useful access, either in the host government or
among fellow diplomats. Many Soviet/Russian diplomatically covered ofh-
cers have recruited other countries’ diplomats serving in the same foreign
capital. Afanasiy Shorokhov (aka Vladimir Petrov) told Australian officials
that he had targeted other diplomats in Canberra during his tenure there in
the 1950s, including Indonesian, French, and Israeli.*®* More recently, SVR
defector Sergey Tretyakov reported that his rezidentura at the Russian Mis-
sion to the United Nations in New York targeted diplomats from multiple
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countries in the 1990s, often for the knowledge they could provide about
their countries’ plans for relations with Russia or the United States.*®® These
recruitments were heavily focused on political collection.

Communication between the officer and headquarters is easier for dip-
lomatically covered officers because they can use their own government com-
munication channels and encryption systems, as well as diplomatic pouches,
without raising suspicion of the host government. Legal cover can also be
less expensive, because it does not require establishing a separate reason for
the officer to be in the country, such as a cover business or new cover identity.

Disadvantages include the officer’s overt affiliation with a foreign gov-
ernment, which for some people is an inhibitor to beginning a relationship,
especially if antagonistic relations exist between the two countries. Some
people, often including those who work in intelligence agencies, which are
an important target of Russian intelligence, have an innate suspicion of for-
eign government representatives, making it difficult to approach them. Dip-
lomatically covered officers are also easier to identify, because their names are
published in diplomatic protocol lists. Some countries immediately assume
that a foreign diplomat is an intelligence officer, especially Russian diplo-
mats, until they can prove otherwise. Russia operates the same way, assuming
that foreign diplomats posted to Russia are intelligence officers. Monitoring
the finite number of foreign diplomats is easier than watching everyone who
enters the country.

Sometimes, when relations between countries are particularly tense, a
government will impose a travel restriction on accredited diplomats, mean-
ing that diplomats are required to ask permission to travel beyond a certain
radius around the city where they are assigned. In addition to limiting for-
eign diplomats’ ability to visit restricted areas, this constraint makes surveil-
lance of their movements easier. During the Cold War, Soviet diplomats had
a 25-mile travel radius around their assigned cities in the United States; U.S.
diplomats were similarly restricted in the Soviet Union.

Probably the biggest strategic disadvantage of diplomatically covered
officers is that, if diplomatic relations are severed, the host government will

expel all diplomats of the affected country. Should this occur during wartime,
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when intelligence is most needed, it would leave no diplomatic positions
under which to cover intelligence officers. A different type of officer who can

remain in place is required during periods of extreme tension, like wartime.
p q gp

NONOFFICIAL COVER

Nonofficial cover (NOC) means an individual is sent abroad using legal
immigration channels but without official government affiliation. A Rus-
sian NOC officer often represents a Russian entity of some kind, although
not the Russian government itself. Cover might be as a banker, businessman,
student, researcher, or representative of the Russian Orthodox Church, or
any other position that allows for legal travel.

NOC officers, or NOCs, have the advantage of being able to enter dif-
ferent social circles than diplomats or formal government representatives
can. They may develop relationships with other businesspeople who have
access to economic or technological information or may exploit common
interests to be introduced to individuals with access to military or political
information. NOCs are harder to identify because they enter a country with
the regular flow of foreigners, not with special diplomatic or ofhicial visas.

The disadvantage has been manifested in several cases over the past
decade: NOCs can be arrested and prosecuted for espionage or for conduct-
ing foreign influence campaigns because they do not enjoy diplomatic immu-
nity. Russian NOCs have been compromised in several locations. In 2010,
a Russian businessman was arrested in Poland after living there for about
10 years and running a company that sold hunting equipment, including
optical sights for hunting rifles. He reportedly developed close relationships
with Polish military officials who were also hunting enthusiasts. The Polish
government alleged that his company had been established with GRU funds
as cover for the officer’s intelligence activities.®* He was initially referred
to in the media as an illegal, but he was probably a Russian NOC instead,
as he was openly living as a Russian national. In another example, Yevgeniy
Buryakov arrived in the United States in 2010 as an employee of the Russian
bank, VneshEconomBank; he was handled by SVR ofhicers posted under
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diplomatic cover at the Russian UN Mission.”®> These two Russian NOCs
were working in long-term assignments in their target countries when they
were arrested. Not as many NOCs have been identified publicly as other
types of officers because they may travel on short-term TDY assignments
and are thus not visible for extended periods.

ILLEGAL COVER

The Soviet Union established the illegals program in 1922, primarily because
the Bolshevik regime had not obtained diplomatic recognition by any coun-
try in the world to that point. Legally covered intelligence officers were not a
possibility because there were no Soviet embassies. According to SVR Direc-
tor Sergey Naryshkin, speaking in 2017 about the illegals program: “The
concern at the time was about the very existence of the RSFSR [Russian
Soviet Federated Socialist Republic]. The political and military leadership
needed foundational information about enemies’ plans.”** Illegals were sent
abroad without any connection to the Bolshevik regime, which was raising
suspicion throughout Europe and Asia for its support for revolutions. This
supposed separation from the Soviet Union provided the opportunity to
gain information on “enemies” who were seen as intent on attacking Russia.

These officers are called #esezan (illegal) because they enter a country
using false documents in a fictitious name. They typically present a persona
that is completely different from their real identity. Their assumed identity is
usually not Russian and has no overt connection to Russia at all.

Russia chooses illegals from two broad pools of people: Russian natives
and non-Russians. Each group has advantages and disadvantages. If one
of the goals of an illegal is to portray someone who is not Russian, then
non-Russians start with an advantage. They can naturally portray a non-
Russian in language, culture, mannerisms, and often in their experience
abroad. Non-Russians do not need as much training and can portray a
non-Russian without as much risk of compromise. Over the years, Soviet
and Russian services have chosen numerous non-Russians as illegals from

among the many nationalities of people who have emigrated or traveled to
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the Soviet Union. Some famous illegals have come from among this pool
of people, such as Walter Krivitsky, who was born as Samuel Ginzberg in
what was then the Austro-Hungarian Empire; Richard Sorge, who was Ger-
man; the person known as Rudolf Abel, who was actually William Fisher
from England; Morris and Lona Cohen, who were born and raised in the
United States and became Soviet officers in the 1940s; and a woman named
Afrika de las Heras, who was from a Spanish enclave in Morocco and lived
for over 20 years as an illegal in South America. A comparable non-Russian
pool of illegals and prospective illegals exists today. Russia has access to large
non-Russian populations among the many individuals who travel to Russia
from former Soviet republics for jobs. Russian services can easily choose can-
didates from among these individuals to become illegals.

The disadvantage of non-Russian illegals, however, is that they do not
have the same level of loyalty to Moscow as Russian natives do. Although
there have been some deeply loyal officers among this non-Russian group,
non-Russian illegals have been more inclined to defect than Russian natives.
The first Soviet illegal to defect, Aleksandr Sipelgas, was ethnically Estonian
and was sent to Finland as an illegal in the 1920s.

Russian-ethnic candidates have just the opposite advantages and dis-
advantages—they take longer to train, but they are less likely to defect.
Russia-born individuals are selected for illegal positions for a variety of rea-
sons. Some possess a special skill or ability that Russian intelligence services
need for operational purposes. They may have studied and shown particular
aptitude for a foreign language or exhibited valor or clandestine skills during
war or in internal operations. This was the case with Yevgeniy Khokhlov,
who operated behind German lines during World War II and became an
illegal in the 1940s. He was said to have been able to pass easily as a German.

Illegals candidates may be Russians with family connections abroad
around which they could build an identity. Alexander Kouzminov, an ille-
gals-handling officer who defected in the 1990s, described a number of
illegals who were born into Greek families in the Soviet Union but who con-
nected with relatives in Greece when they were dispatched abroad as illegals.

Soviet intelligence also sought particular areas of expertise beyond foreign
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language capability. Kouzminov, who was responsible for handling agents
who could report on biological weapons programs, visited Soviet universi-
ties looking for promising candidates with degrees in biological sciences.*”
Whatever the qualification, a person does not volunteer to be an illegal.
A volunteer would appear to be too eager and may have ulterior motives. A
Russian intelligence service invites promising candidates to be illegals and,
even then, puts them through rigorous testing and training to determine
whether they possess the required characteristics of loyalty, courage, and abil-
ity to think independently. Russian-born illegals require much more training
to be able to portray someone other than who they really are, usually under-
going years of language and cultural training so they can plausibly portray a
non-Russian identity. One German agent, Hede Massing, claimed that she
was tasked to meet Russian officers traveling through Germany en route to
foreign assignments and “attempt to rub off some of the obviously Russian
characteristics” so they more could successfully fit into Western society.*® The
Soviet services often sought Russian candidates who had lived abroad and
already had at least the beginnings of an education about how non-Russians
lived, although these individuals were difficult to find during the Soviet era,
when the Soviet government prevented most citizens from traveling abroad.
More than anything else, an illegal needs to operate independently
and remain loyal while being surrounded by people and ideas that may be
opposed to theillegal’s mission. Russian-born illegals have proven themselves
to be more loyal than non-Russians, and few among them have chosen to
defect. Most of the illegals arrested in the United States in 2010 were trained
Russians. One of them, Yelena Vavilova, published a fictionalized book in
2019 that presented an autobiographical portrayal of the selection, training,
and handling of illegals in Belgium, Canada, and the United States.*”
Russian services today are experimenting with a new breed of illegals
who are Russian ethnically but who do not try to portray another national-
ity, as seen among the group of illegal officers arrested in the United States in
2010. Three of the illegals identified at that time were young Russians who
did not try to hide their Russianness, but who were handled using tradi-
tional illegals tradecraft. The SVR may have experimented to see whether, in
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an era when Russians can travel freely around the world, they could operate
as Russians without raising suspicion. In a tradeoff that the SVR may have
made to conduct its experiment, these illegals were less trained in clandestine
tradecraft, so they were not as capable of keeping their missions secure.*

Regardless of the pool from which an illegal comes, those who persevere
often become heroes. Illegals have been recognized as Heroes of the Soviet
Union or Heroes of the Russian Federation, including a group of seven ille-
gals whose identities were made public in January 2020.*" Vladimir Putin has
openly been a great supporter of the illegals program, stating in 2017, “Not
everyone can deny themselves their current life, give up friends and relatives
and leave the country for many, many years, and devote their life to serving the
Fatherland. I say that without any exaggeration. But illegal intelligence officers
live with such an approach to work, with such an approach to country and
towards their people. They are unique people.”** Putin further noted that year
that he had handled illegals operations himself during his one foreign assign-
ment as a KGB officer in Dresden, Germany. The Russian government has used
that high-level advocacy to its advantage, creating an aura of greatness around
illegals that makes them seem to be the highest form of intelligence. A Russian
writer on intelligence topics claimed in 2017 that Western countries look with
envy at Russia’s illegals program and wish they had something like it.*?

From 2000 to 2010, the United States had an unusual opportunity to
observe illegals in action. In 1999, the CIA recruited an SVR officer named
Aleksandr Poteyev, who worked in Department S, which runs the SVR ille-
gals program. Poteyev provided information that led to the identification of
numerous individuals who were operating as illegals around the world. Most
of those illegals whose identities have been made public were either operat-
ing inside the United States or traveled to the United States, although oth-
ers were in Germany and Spain. The FBI monitored their activities for 10
years in an operation codenamed Ghost Stories, through which the FBI col-
lected detailed information about their targets, communications, funding,
and cover lives. The illegals consisted of four married couples who arrived
in the United States at various times from the late 1980s to the early 2000s
and three unmarried individuals who arrived between 2006 and 2009. The
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officers also included one individual who occasionally traveled to the United
States to support the resident illegals.*

Ten of these illegals were arrested in the United States in June 2010 and
subsequently traded for four Russians who had cooperated with U.S. and
British intelligence and were serving sentences in Russian prisons. Another
was arrested on an international warrant in Cyprus, but he skipped bail and
disappeared. Yet another worked at Microsoft Corporation in Washington
state and was detained on an immigration violation and deported.

After the arrested officers returned to Russia, several of them received
awards for their service as illegals. One of them, Mikhail Vasenkov, was among
the seven illegals recognized publicly in 2020.*> Andrey Bezrukov became
prominent in Russia for runninga political consulting company that provides
information about the United States based on his more than 15 years living
there. As noted above, Vavilova published a book that provided details about
her and her husband’s time in Belgium, Canada, and the United States as ille-
gals. Anna Chapman has become a celebrity in Russia and hosts a TV show
about mysteries of the world, which reveals and advances conspiracy theories.

Three of the illegals arrested or deported in 2010 (Anna Chapman,
Mikhail Semenko, and Aleksey Karetnikov) represent the new trend in ille-
gals operating as Russians. These three traveled abroad under real Russian
identities and did not try to hide their Russianness while they operated.
However, they were handled as illegals through clandestine and impersonal
communications and by receiving funds from Moscow clandestinely, etc.**
These three illegals arrived in the United States between 2006 and 2009, and
all were young Russians in their 20s. Although they may mark the beginning
of a new type of Russian illegal, their arrests and public compromise may
also give the SVR some concern about their effectiveness.

Within the year following the arrests in the United States, illegals oper-
ations in at least two other countries were also compromised and ended:
an individual named Sergey Cherepanov suddenly departed Spain in 2010,
and a married couple, known publicly as Andreas and Heidrun Anschlag,
was arrested in Germany in 2011. According to an investigative journalist,
Cherepanov was pitched on the same day that the Ghost Stories subjects
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were arrested in the United States, although he refused the pitch and disap-
peared.””” The Anschlags were running a Dutch diplomat, Raymond Poeteray,
who had access to EU and NATO political information (see Chapter 4).

Some observers have downplayed the usefulness of the illegals arrested in
2010-11, claiming that they were bumblers who accomplished little. British
journalist Gordon Corera, in his book Spies Among Us, quotes an SVR officer
who even wondered about the return on investment for illegals.*” But the
EBI’s decade of monitoring the illegals revealed that they were getting close
to their objective of penetrating sensitive circles. Semenko had finished a mas-
ter’s degree and was secking a job in Washington policy think tanks. Lidiya
Guryeva had made the acquaintance of Alan Patricof, a friend of Secretary of
State Hillary Clinton. Mikhail Kutsik and Natalya Perevezeva had moved to
an apartment near the Pentagon, where many of their neighbors held sensi-
tive government positions. Yelena Vavilova claims she and her husband were
beginning to cultivate valuable contacts, including an assistant to President
Barack Obama.’® Andrey Bezrukov was developing an acquaintance afhili-
ated with George Washington University, who might have been able to rec-
ommend students aspiring to government jobs. On the West Coast, Aleksey
Karetnikov was already working at Microsoft Corporation.” Outside the
United States, illegals had made even more progress: the Anschlags in Ger-
many were already running Dutch diplomat Raymond Poeteray and Sergey
Cherepanov in Spain may have made contacts in NATO.

The French magazine Le Nouvel Observateur, citing information from
France’s counterintelligence service, the General Directorate for Internal
Security, claimed in 2014 that 10 to 20 Russian illegals were operating from
French territory based on intercepted clandestine radio signals.** These Rus-
sian operatives apparently continued to operate even after the arrests and pub-
lic exposure of illegals in 2010 and 2011 in the United States and Germany.

AGENTS

Human intelligence operations cannot proceed without agents. An agent

is not a member of the intelligence service, but someone the intelligence
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service has recruited as a source of information. Only infrequently are ofh-
cers the actual sources of information. Case officers usually handle someone
else who is the source. Nevertheless, ofhicers and agents are often confused in
popular media, especially when officers are called agents.

Russian services, like any HUMINT service, seck agents with place-
ment, which means the agent occupies a potentially useful position, and
access, which means the agent can gain valuable information. To recruit an
agent, the officer uses his or her cover position to identify, or spot, people
with placement and access who have exploitable vulnerabilities that a case
officer can use to persuade the agent to cooperate.

The ofhicer’s cover allows him or her to join the circles where interac-
tion with people of potential interest is possible. Such opportunities might
include the diplomatic circuit, military-to-military engagements, think tank
events, business events, trade shows, military exhibitions, sports clubs, and
consular interviews. Yuriy Rastvorov, a Soviet MVD ofhicer who defected in
1954, joined the Tokyo Lawn Tennis Club so he could make acquaintances
with foreign diplomatic personnel in an informal environment.’”® Vlad-
imir Rezun (pen name Viktor Suvorov) wrote about an operation where
he and his fellow GRU ofhicers targeted vendors at a telecommunications
trade show.>* Mikhail Repin circulated in think tanks and among politi-
cal consultants from 2009 to 2011.5 Rastvorov, Rezun, and Repin were all
under legal, diplomatic cover. Yevgeniy Buryakov, a nonofficial cover officer,
interacted with businessmen and bankers from 2010 to 2015, based on his
cover as a banker, and he attempted to target university students who might
eventually obtain positions of influence, although he reported little success.
Ilegal officers offer even broader circles of acquaintances through their cov-
ers as photographers, artists, businessmen, journalists, seamstresses, political
consultants, students, and real estate agents, etc. Whatever the target, the
circles in which the officer operates must be natural for the cover position.

Volunteers pose a different set of challenges. If a person volunteers to
an intelligence service and offers to become an asset, the service’s first step
is to check the person’s bona fides to make a preliminary determination of
whether to follow up on the offer. Volunteers are risky because they can be
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double agents or frauds. Thus, Russia often initially suspects volunteers of
being provocations unless their placement can be sufficiently confirmed and
the information they offer is of sufhicient quality that a foreign counterintel-
ligence service would not likely approve it as passage material. Despite this
caution and the effort Soviet and Russian ofhicers put into spotting potential
agents, many of the US. assets that the Soviet Union ran during the Cold
War began as volunteers. These assets included most of the people who
provided information about U.S. intelligence and security services, such
as Aldrich Ames and Edward Lee Howard (CIA), Robert Hanssen (FBI),
Christopher Boyce (NRO), William Martin and Bernon Mitchell (NSA),
and John Walker (Navy cryptological information). Other American spies
who did not volunteer themselves were often recruited not by a Soviet or
Russian intelligence officer, but by a friend who had previously volunteered.

Use of Non-Intelligence Personnel

Russia also recruits Russian personnel who are not staff oflicers of a Russian
intelligence service, but who are abroad as representatives of a non-intelligence
organization: as diplomats, as private Russian citizens, or sometimes as reli-
gious representatives of the Russian Orthodox Church. During the Soviet era,
the KGB expected non-intelligence diplomats to support intelligence tasks and
provide information to the intelligence services if approached. Some “clean”
diplomats bristled at this requirement, and a few decided to reject it outright.
However, many cooperated, sometimes working after hours for their unofhicial
intelligence taskings after working all day fulfilling their regular duties.

A young Soviet diplomat named Aleksandr Kaznacheyev was unusual
in the Soviet government as a proficient Burmese linguist, and the KGB
rezidentura in the embassy in Rangoon recruited him as a translator, since
none of the KGB officers were as proficient as he was; he defected to the
U.S. Government in Burma in 1959. Although Kaznacheyev was not a KGB
officer, he was included in KGB operations while in Burma, and he pub-
lished a book in 1962 detailing Soviet influence activities in Southeast Asia.

Kaznacheyev claimed in his book that, when his Burma assignment ended,
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he was to return to Moscow to formally become a KGB officer, but he chose
to defect.’*® Another co-opted Russian diplomat was Arkadiy Shevchenko,
a senior official in the United Nations in New York. He defected to the
US. Government in 1978, and, in 1985, he published a book about Soviet
intelligence activities at the UN.5"” Shevchenko also revealed details of the
signals intercept station located on the roof of the Russian facility on Long
Island, New York, during an interview in 1981 about Russian intelligence.>®

Russia also targets private Russian citizens abroad to persuade them to
support intelligence activities. The targeted Russians may travel abroad for
legitimate business or they may have defected. Either way, Soviet and Russian
intelligence can use them. In 1972, an Armenian KGB ofhicer defected and
brought with him a book, dated 1969, that listed the names of people who
had left the Soviet Union illegally; during the Soviet era, it was illegal to leave
the country without government authorization. Copies of the book had been
distributed to KGB rezidenturas around the world to inform them of Soviet
citizens in their areas of responsibility whom they should locate and target.
The targeting could take several possible forms to include luring the defec-
tors back to the Soviet Union to face justice or, in extreme cases, targeting
them for assassination (see Chapter 7). The more likely KGB course of action
was to target them for recruitment into intelligence cooperation, often using
threats against their family members still living in the Soviet Union. The list
included a broad range of people, such as journalists, teachers, merchant sea-
men, soldiers stationed abroad, and a few intelligence officers. In a few cases,
a KGB rezidentura was successful in re-recruiting a defector.>”

One such defector who was recruited abroad by the KGB was Oleg
Tumanov, who jumped from a Soviet merchant ship off the coast of Libya in
1965. After a few years in the West, he was hired as a researcher by Radio Free
Europe, a high-priority Soviet intelligence target whose European headquar-
ters was in Munich, Germany. A KGB ofhcer approached him in Germany,
and he agreed to work for the KGB for over a decade until he was identified
as a Soviet penetration agent in 1986 and redefected. The presence of his
name on a 1969 KGB list indicates that he had not yet been recruited at
that time. Tumanov also published a book about his experiences, although
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it appeared after his redefection and contained a heavy dose of anti-U.S.
propaganda.®'

Several instances of Russia targeting its own citizens traveling abroad
have come to light in the past decade. Two young women whose cases became
prominent in 2011 and 2017, Mariya Butina in the United States and Katia
Zatuliveter in the United Kingdom, respectively, are probably among this
kind of operative. Neither is believed to have been a staff intelligence officer,
but the Russian government probably used both for their accesses, and both
probably agreed (see Chapter 4). This kind of operative offers opportunities
to penetrate different social circles, including the Russian émigré community
to which Russia is eager to gain access. Like Tumanov, these operatives can
be hired into positions where a Russian government official would never be
considered; they can hide among the crowd more easily and be less visible to a
host country’s counterintelligence service. Butina and Zatuliveter had access
to political circles without suspicion.

The disadvantage of these Russian operatives is that sometimes they
cooperate out of duty or coercion, not out of a belief in their Russian intelli-
gence tasks. They can become resentful that they are forced to fulfill tasks for
which they did not volunteer, resulting in either faulty work or defection.
These operatives are also not trained intelligence personnel, so it is risky to
assign them sensitive tasks because they may not understand the particulars

of clandestine operations and security.

REZIDENTURA ORGANIZATION

A Russian intelligence rezidentura is made up of various roles, from the rezident,
who manages the office, to case officers, who conduct operations, and support

personnel, who provide communications, clerical, and maintenance services:

»  Rezident, the chief of a Russian intelligence rezidentura, is supreme
in his domain. He is the main contact between the rezidentura and
headquarters in Moscow and thus has a great deal of political author-

ity among the case ofhcers.

231



RUSSIAN INTELLIGENCE

=  Deputy Rezident runs the day-to-day affairs of the rezidentura. One
such deputy was Sergey Tretyakov, an SVR officer who defected in
1999 and described his role as including covering for a rezident who
was politically connected but operationally incompetent.

»  Case Officers are divided within an SVR rezidentura into “lines”
according to their specialization (see Figure 24). The number of offi-
cers in each line varies depending on the rezidentura. These begin-

ner- to mid-level officers run the operations of the rezidentura.

Figure 24. Officer Lines Within an SVR Rezidentura

Line PR: Political intelligence, the largest portion of most rezidenturas

Line X: Scientific and technical intelligence, large in some rezidenturas
where S&T information is especially accessible, such as at the former
San Francisco consulate

Line N: Support to illegals, tasked with identifying dead drop sites,
supporting the delivery of instructions and funds, and collecting infor-
mation to support the development of legends (birth and death infor-
mation; forms and requirements to support legalization)

Line KR: Counterintelligence and security, responsible for penetrating
local security services

Line SK: Security and surveillance of the Soviet diplomatic community,
responsible for monitoring Russians abroad

Line EM: Intelligence on émigrés, a Cold War-era function to penetrate
émigré communities

In addition to these case officer roles, rezidenturas also require a variety

of support personnel to maintain operational readiness and security:

m  Code clerks encrypt and decrypt communications between head-
quarters and the rezidentura. Several code clerks defected during
the Soviet era, including Igor Gouzenko in Canada in 1945 and
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Yevdokiya Kartseva (aka Petrova) in Australia in 1954. Code clerks
have access to nearly all of the rezidentura’s communications, making
them lucrative targets for recruitment. Russian intelligence services
also target code clerks, and several people who were the U.S. equiva-
lent—such as James MacMillan in Moscow in 1948 and John Walker
(1968-85)—defected to or spied for the Soviet Union during the
Cold War and caused significant damage (see Chapter 9).
Secretaries keep track of files and personnel. As defectors, they also
can be the source of valuable intelligence, as was Raya Kiselnikova
who defected in Mexico City in 1970.

Electronic surveillance monitors (Line OT) scan local counter-
intelligence radio traffic to determine whether an officer is under
surveillance. This radio monitoring differs from strategic SIGINT
collection (see Chapter 9).

Radio operators assigned to illegal rezidenturas maintain commu-
nications with headquarters on behalf of their rezidents. In other
situations, an illegal conducts his or her own radio communications
or—if deployed in a pair, such as a husband and wife—one will be
the communicator.

Personnel to maintain computers (Line I)

Drivers/auto mechanics are responsible for one of the potentially
most identifiable pieces of equipment that an intelligence officer uses,
a car. The car can also become a tracking device if a local counterin-
telligence service can emplace a tracker in it. A driver/auto mechanic
keeps the cars running, drives securely to avoid surveillance, and mon-

itors the vehicle to ensure it is free of tracking devices.

CONCLUSION: HUMINT OPERATIONS
REMAIN ESSENTIAL

Russian intelligence services, particularly the SVR and GRU, rely heavily

on HUMINT operations worldwide, using all three types of covers—legal,

nonofhcial, and illegal—to access information that technical collection
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systems cannot reach. Although modern technology has made clandestine
HUMINT operations riskier and more difficult, Russian leaders, including
Vladimir Putin himself, continue to heap public praise on Russian intelli-
gence officers.

Illegal cover is particularly affected by technologies that secure bor-
ders and identify travelers. However, the foundational reason for Russian
illegals—the need to retain an intelligence presence even when legally cov-
ered officers cannot operate as freely—still exists. Since 2014, Russian dip-
lomatic relations have suffered numerous setbacks, leading to hundreds of
legally-covered Russian officers being expelled from countries around the
world. The United States leads in the number of those expulsions, with over
100 Russian officers forced to leave since 2016, and four diplomatic estab-
lishments in the United States closed. Even countries that are typically seen
as friendly to Russia, such as Greece, Austria, and Hungary, have expelled
Russian officers. Tense diplomatic relations have also led to increasingly hos-
tile counterintelligence environments for Russian services. Illegals continue
to be a tool that Russian intelligence services use, despite public exposures
and embarrassments.

As in the carly Bolshevik days, the Russian government still sees ene-
mies attacking Russia from all sides, now especially from the United States
and NATO. With Putin’s personal support, Russia is not likely to reduce its
emphasis on HUMINT operations, which have brought much success in
the past, are the object of much pride and adulation, and remain necessary

in an uncertain world.
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CHAPTER 9

TECHNICAL PLATFORMS

The second major category of collection platforms includes those that
acquire information through technical collection systems rather than
directly from humans. Russian technical collection comes in three primary
forms: SIGINT, geospatial intelligence (GEOINT), and computer-based
collection (often called cyber). These collection capabilities support all intel-
ligence operational areas: political, economic/S&T, military, and covert
operations. They are also connected to and cooperative with HUMINT,
sometimes through the recruitment of foreign personnel who have access to
code and cipher material, which facilitates SIGINT collection, or through
intelligence officers’ clandestine travel to locations around the world to con-
duct close access technical operations.

Russian SIGINT collection can be divided into six main platform types:

®  Ground-based in Russia or in Russian-controlled territory
= Embassy-based

m  Close access

m  Sea-based

= Airborne

»  Satellite-based
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The GRU exclusively runs several of those platforms (sea-based, airborne,
and satellite-based), and they focus predominantly on military intelligence
and combat support. The GRU also controls Russia’s space-based GEOINT
system that provides optical and radar imagery, cartographic imagery, and
infrared early warning capabilities; GEOINT is derived from analysis of
images and data associated with a particular geographic location. Global
media have publicized numerous Russian-sponsored computer-based col-
lection operations. Much information about that collection capability can
be derived from the vast number of attributed cases.

SIGINT

During the Cold War, several Soviet officers who had SIGINT experience
defected to the West and shared their critical knowledge about Soviet
SIGINT capabilities and targets (see Figure 25). Although post-Soviet
Russian SIGINT has gone through several organizational changes (sce
Chapter 2), the basic forms of Russian SIGINT collection remain similar
to those of the Cold War Soviet era.

Ground-based SIGINT

The Soviet Union established an extensive ground-based SIGINT collec-
tion and direction-finding capability. Most of that capability, and the larg-
est element of the Soviet Union’s SIGINT establishment overall, was inside
the former Soviet Union. The GRU’s Sixth Directorate operated some of
these facilities, and various KGB elements ran others. The KGB conducted
civilian intelligence collection and counterintelligence operations, includ-
ing electronic penetrations of foreign embassies and monitoring of Soviet
citizens' communications for dissent and foreign connections. Foreign
intelligence communications intercepts and communications security were
both managed by the KGB Eighth Chief Directorate until 1972, when the
KGB created a new directorate, the Sixteenth, called Paduossexmponnas
paseedxa (Radio-clectronic Intelligence), which took responsibility for
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Figure 25. Cold War-era SIGINT Defectors

Yuriy Rastvorov worked in a Japanese decryption unit in the Soviet Far
East in 1943-44. He defected in 1954.

Yevdokiya Kartseva (aka Petrova) worked as a Russian SIGINT transla-
tor from the 1930s to 1942. She was assigned to the Japanese section
in an NKVD unit responsible for decrypting the codes used by foreign
diplomatic missions in Moscow. Kartseva defected in 1954 in Australia.

Ivan Ovchinnikov was a junior officer in the Group of Soviet Forces
Germany (GSFG). He provided useful information on the Soviet military
and GRU intercept operations and activities, as well as the mission of
the KGB signal battalion in Stanhnsdorf, East Germany, which moni-
tored official radio traffic of the Allied military and foreign diplomatic
transmissions. Ovchinnikov defected in 1955 but re-defected to East
Germany in October 1958; he published a book in 2000.

Yuriy Pyatakov jumped from the Soviet intelligence collection ship
Deflektor in 1966 off the west coast of the United States. He reset-
tled in the United States; however, he was contacted by the KGB
and recruited as a source. Pyatakov later worked at Radio Liberty in
Munich, Germany, and redefected in 1973.

Viktor Sheymov was a SIGINT operator at KGB headquarters in Mos-
cow until he defected in 1980. He published a book, Tower of Secrets,
about Soviet SIGINT in 1993.

Sources: Figure created by author from multiple sources, including U.S. Army, G2, U.S. Forces Far
East, “RASTVOROQV, Yurii Alexandrovitch,” March 25, 1954, National Archives and Records Adminis-
tration, RG 319, Entry A1 314B, Box 627; “Mrs. Petrov’s Statement Concerning Her Past Intelligence
History,” May 15, 1954, National Archives of Australia, A6283, folder 14, item number 4104675,
37-41; Frank J. Rafalko, ed., Cl Reader: American Revolution Into the New Millennium, vol 3. (Wash-
ington, DC: Office of the National Counterintelligence Executive, 2004), 67-68; Ivan Vasilyevich
Ovchinnikov, Yicnoseab Kynaukoro CbeiHa (Confession of a Kulak’s Son) (Moscow: Desnitsa, 2000);
Richard Cummings, Cold War Radio: The Dangerous History of American Broadcasting in Europe,
1950-1989 (Jefferson, NC: McFarland and Co., 2009), 176-78; Victor Sheymov, Tower of Secrets:

A Real Life Spy Thriller (Annapolis, MD: Naval Institute Press, 1993); Matt Schudel, “Victor Sheymoyv,
KGB Officer Who Defected From Soviet Union, Dies at 73,” Washington Post, December 5, 2019,
https://www.washingtonpost.com/local/obituaries/victor-sheymov-kgb-officer-who-defected-from-so-
viet-union-dies-at-73/2019/12/05/e773a22¢c-16b5-11ea-a659-7d6964 1c6ff7_story.html.
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communications intercepts and left communications security and cryptog-
raphy to the Eighth Directorate. According to an assessment from the late
Cold War, the Sixteenth Directorate had about 2,000 personnel in 1989 and
was growing in personnel and importance within the KGB when the Soviet
Union dissolved.’"" During the Soviet era, the KGB’s collection of foreign
embassy communications was handled jointly by the Sixteenth Directorate
for intelligence purposes and the Second Chief Directorate for counterin-
telligence purposes.

Separate from the Sixteenth Directorate was Department Sixteen of the
First Chief Directorate, which targeted foreign communications personnel
and code clerks specifically. The recruitment of a foreign code clerk is always
a high priority HUMINT effort, and the KGB’s HUMINT directorate
had an element dedicated to that specifically.'* If an intelligence service can
recruit a code clerk or communicator, that person may provide the keys to
decrypt and decode his or her own country’s communications, which would
facilitate the intelligence service’s SIGINT operations.

The Soviet Union had considerable success recruiting foreign person-
nel with access to codes and ciphers. The Ministry of State Security (MGB)
recruited James MacMillan, a cipher clerk at the U.S. Embassy in Moscow in
1948. He defected and provided details of the code room where he worked.
Others subsequently recruited by the KGB and Eastern Bloc intelligence ser-
vices include John Walker, a Navy warrant officer, who provided the Soviet
Union with U.S. Navy cryptographic materials for 18 years until his arrest
in 1985. His materials, which covered much of the Vietnam War period,
allowed the Soviets to warn the North Vietnamese about U.S. military activ-
ities, probably leading to the deaths of US. personnel fighting in Vietnam.>*?
US. Air Force airman Jeffrey Carney defected to East Germany in 1985 and
subsequently worked for the East German intelligence service, translating
English-language materials. For him, the fall of the Berlin Wall was a cri-
sis, as it suddenly meant he was accessible to Western counterintelligence
agencies. When East German Stasi files were opened, Carney’s internal file
showed the value of his work for the Stasi and the KGB, earning praise from
General Mikhail Zaitsev of the Group of Soviet Forces in East Germany and
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KGB Director Viktor Chebrikov. Carney was arrested in Germany in 1991
and prosecuted for espionage and desertion.>™*

After the dissolution of the Soviet Union, the Russian government cre-
ated the Federal Agency for Government Communications and Informa-
tion (FAPSI), combining the Eighth Main Directorate and the Sixteenth
Directorate into a single organization from 1993 to 2003 (see Chapter 2).>"
During that decade, Russia had a separate, dedicated SIGINT organization
for the only time in its history; at all other times SIGINT has been subordi-
nated to other intelligence or security agencies, such as the KGB or FSB. In
2003, FAPSI was dissolved as an independent agency, and most of what were
previously the Eighth and Sixteenth KGB directorates were transferred into
the FSB, which has assumed the KGB’s eatlier responsibility for electroni-
cally penetrating foreign embassy communications and global SIGINT col-
lection. The responsibility for the security of government communications,
a remnant of the old Eighth Chief Directorate, was folded into the Federal
Protective Service (FSO).>'¢

The GRU is responsible for military SIGINT. The GRU Sixth Direc-
torate, or paduomexnuuecxas passedxa (Radio-Technical Intelligence Direc-
torate), collects military- and political-related communications intelligence
(COMINT) and electronic intelligence (ELINT). During the Cold War,
the Sixth Directorate ran a series of ground-based collection facilities across
the Soviet Union and in other countries, some of which continue to exist
today. These sites collect various types of signals, and massive high frequency
direction finding sites direct the collectors toward desired signals.

The GRU also maintains vehicle-mounted mobile SIGINT sensors for
tactical environments. A 2019 advertisement from a Russian high-tech com-
pany, Rostec, touts the importance of SIGINT:

Currently, when military forces cannot function without using
radio-electronic systems, SIGINT has taken on greater significance.
In fact, radio-electronic emanations are the unique “handwriting”
of military technology, and the analysis of them allows for a precise
determination of the type of emanating entity and the nature of its
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activity. SIGINT data allows for timely warning to a commander of

security threats to counter them in time.”"”

Because the company is trying to sell its product, this advertisement
contains an element of salesmanship. Nevertheless, the GRU does have a
tactical SIGINT mission using ground-based platforms such as the one Ros-
tec sells, and thus is a ready buyer.

The end of the Cold War significantly limited Russia’s ground-based
SIGINT capability. The Soviet Union had SIGINT sites spread throughout
the Warsaw Pact, especially in East Germany, to which the Russian Feder-
ation lost access when the Soviet Union dissolved. Advantageously for the
West, two Cold War defectors from those units had shared their insights
into Soviet SIGINT activities: one in 1948 from Soviet occupation forces
in Hungary and one in 1955 from the Group of Soviet Forces in East Ger-
many. The latter defector, Ivan Ovchinnikov, provided significant informa-
tion about the organization and targets of both GRU and KGB SIGINT in
East Germany. The Soviet Union had other ground-based SIGINT facilities
in Soviet-allied countries around the world, including in Vietnam, South
Yemen, Burma, Mongolia, and Nicaragua, as well as in Afghanistan where
Soviet troops were stationed from 1979 to 1989.

The largest Soviet SIGINT facility outside the Soviet Union was at
Lourdes, Cuba. The Lourdes site initially opened in the early 1960s after
the Cuban missile crisis and became a point of contention in U.S.-Soviet
relations. In 1983, U.S. President Ronald Reagan complained:

This Soviet intelligence collection facility less than 100 miles from
our coast is the largest of its kind in the world. The acres and acres
of antennae fields and intelligence monitors are targeted on key
U.S. military installations and sensitive activities. The installation in
Lourdes, Cuba, is manned by 1,500 Soviet technicians [it later grew
to over 2,000], and the satellite ground station allows instant com-
munications with Moscow. This 28-square mile facility has grown by

more than 50 percent in size and capability during the past decade.”*®
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A joint State-Defense Department statement in 1985 assessed: “From
this key listening post, the Soviets monitor US. commercial satellites, U.S.
military and merchant shipping communications, and NASA space program
activities at Cape Canaveral. Lourdes also enables the Soviets to eavesdrop on
telephone conversations in the United States.”'” According to Russian author
Aleksandr Kolpakidi, in 1985, approximately 70 percent of the Soviet Union’s
intelligence about the United States came from Lourdes.* Lourdes closed
in 2001 when Russia was unable to continue to fund it; however, since 2014
Russian commentators have made tangential statements that the site should
be reopened. The Russian government has made no formal announcement,
although it has offered to return military support to Cuba, as well as to Viet-
nam, as provided during the Cold War.5*!

The Soviet Union also operated a series of ground-based early warning
radar sites—long-distance airspace monitoring radars for ballistic missile
and air defense warning—across the Soviet Union. A current system is also
spread across Russia and in three foreign sites: one each in Armenia, Belarus,
and Russian-occupied Crimea.’”* Russia has lost several similar radars since
the dissolution of the Soviet Union, one in Latvia in 1998 and one in Azer-
baijan in 2012.5%

The GRU continues to benefit from another Cold War-era facility in
Tajikistan that conducts space surveillance and monitoring of foreign satellites.
The facility is called Okno, which means “window” The Okno Outer-Space
Control System (Russian acronym SKKP) was upgraded in 2014 to give it
the capability to detect objects in space to a distance of 50,000 kilometers.
Okno is part of a complex of radiolocation and electro-optical sensors located
around Russia for space surveillance, which the Russian Ministry of Defense
claims offers a capability to catalogue and monitor space-based objects and

maintain constant visibility on activities in space.>?*

The FSB also conducts SIGINT inside Russia, directed at foreign diplo-
matic facilities for both intelligence and counterintelligence purposes, similar
to earlier KGB activities. The FSB has access to communications through-
out Russia via the Cucmema onepamusno-pasvicknoix meponpusmuii (System
for Operational Investigative Measures), or SORM in its Russian acronym.
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Through that access, the FSB can collect counterintelligence and security infor-
mation, including information for counterterrorism and anti-dissident opera-
tions and for positive intelligence purposes. SORM allows access to Internet
communications activity throughout Russia, and numerous oppositionists
have been apprehended based on the collection of their internal communica-
tions. The FSB also has an organization called Center 16 (also called “Military
Unit 71330”) that collects signals for positive intelligence purposes. Accord-
ing to an Estonian study, Center 16 can collect radio, satellite, mobile phone,
and data communications.’” Like the KGB before it, the FSB controls Russia’s

information environment, and signals collection is a major part of that control.

Figure 26. SIGINT Collection Room in the Hotel Viru in Tallinn, Estonia

Source: Photo by author.

Note: The Hotel Viru was built to Western quality standards and was thus quite different from
most hotels in the Soviet Union. Numerous foreign dignitaries stayed at the hotel, and the KGB
wired it for SIGINT collection, both through telephone intercept and recording the personal con-
versations of residents. In this room, on the top floor of the hotel, KGB personnel would record
the communications. This room is now a museum.
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Collection from Diplomatic Establishments

A portion of Russia’s ground-based SIGINT collection capability is housed in
Russian embassies and other official establishments abroad. At the end of the
Cold War, Russia had SIGINT facilities in over 60 countries, with multiple
sites in many countries, bringing the total number of SIGINT collection plat-
forms to about 100. These platforms were used, and in many cases continue to
be used, for political, economic, and S&T collection, as well as for counterin-
telligence and operational security monitoring in support of Russian human
operations. A late Cold War estimate counted over 1,000 Soviet SIGINT per-
sonnel working at these facilities.’*® The number of embassy-based SIGINT
facilities probably dropped after the dissolution of the Soviet Union but, judg-
ing from other Russian intelligence activities, SIGINT facilities have proba-
bly returned to or exceeded their Cold War level during the Putin era. These
sites house GRU and SVR SIGINT collection capabilities.

Materials from KGB defector Vasiliy Mitrokhin indicate that the KGB
installed the first embassy-based SIGINT platform in Mexico City in 1963,
targeted primarily at the U.S. Embassy and CIA Station in the city. Although
Mitrokhin claimed that the platform was not particularly successful at that
point,’”” the effectiveness of embassy-based SIGINT platforms apparently
improved over time. As Oleg Kalugin, a KGB officer who worked in Wash-
ington, DC, from 1965 to 1970, wrote:

In 1967, we placed antennas on the roof of our embassy and sud-
denly we were able to overhear the communications of the Pentagon,
the FBI, the State Department, the White House, the local police,
and a host of other agencies... Transcripts of the conversations, when
compared with classified sources of information at our disposal,
enabled us to piece together everything from the secretary of state’s
travel schedule to the latest crimes being investigated by the FBI.5*®

Until 2016, at least four such facilities were operating inside the United
States. The US. Government had a rare opportunity to get an inside look
at a SIGINT collection facility in 2016, when the United States ordered
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Russia to close its San Francisco Consulate and Russian-government owned
recreation facilities in New York and Maryland. The San Francisco Consul-
ate was well-positioned for line-of-sight SIGINT collection of much of the
San Francisco Bay area, and it housed an assortment of antennas on the roof.
A 2017 article by journalist Zach Dorfman quoted a U.S. official as saying,
“It was almost like everyone they had there was a technical guy.”>* Russian
diplomatic compounds in Maryland and New York had a similar purpose.
Arkadiy Shevchenko, a Soviet diplomat who defected in New York City in
1978, claimed that the top floors of the Soviet embassy residential compound
in the Bronx, New York were “full of sophisticate equipment... to intercept
all the conversations on anything which was going on. Atleast 15 to 17 tech-
nicians were working to do all this job [sic].”>*° An equivalent compound on
Maryland’s Eastern Shore, closed in 2016, was also used for intelligence pur-
poses. According to a US. official, the New York and Maryland compounds
were “basically being used as signals intelligence facilities.”" In addition to
those compounds, the new Russian embassy compound, situated on one of
the highest points in Washington, DC, has line-of-sight access to much of
the DC area, including about five-mile, line-of-site visibility directly onto
the Pentagon. Completed in 1985, its roof is also covered with antennas,>*
similar to Kalugin’s description above of the earlier Soviet embassy.

Kalugin asserted that the KGB used these facilities for political collec-
tion. A Canadian documentary produced in 1981 also indicated their use
for economic collection. The documentary claimed that conversations inter-
cepted from the Soviet embassy’s SIGINT platform in Washington, DC,
gave the Soviet government the upper hand when the United States and the
Soviet Union were negotiating a grain sale in 1972.5%

SIGINT facilities such as these require the ability to both intercept and
interpret the signals. Kalugin noted that the Washington KGB rezidentura
had the in-house capability to fuse HUMINT and SIGINT to improve tar-
geting and provide a complete intelligence picture.”** That capability may
not be at every facility—Australian defense expert Desmond Ball wrote in

1989 that SIGINT facilities in Washington and New York sent materials

to Lourdes, Cuba, for processing, while most facilities sent materials to
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Moscow to be interpreted and reported.” The advent of large-volume dig-
ital communications has probably made the fusion of different intelligence
streams faster and easier.

Another focus of this SIGINT collection is the signals of U.S. coun-
terintelligence surveillance teams. Special technicians in SVR Line OT
perform this function, which intelligence writer Nigel West has referred to
by the Russian code names Impuls and Zenit>* Mitrokhin reported that
the KGB rezidenturas in Washington, New York, and San Francisco all had
SIGINT posts, for which he used the code name Rakeza, whose respon-
sibility was to provide “a picture of the operational environment and the
FBI’s conduct of operations... if necessary an operations officer can be given
a danger signal prior to his going out to the site when an operation is to be
conducted, [or told] to back off from an operation if he has been detected
by surveillance.”” KGB defector Sergey Tretyakov described using what he
called the Impulse signaling system to avoid surveillance during his time in
New York.53*

In 2019, US. journalists revealed a Russian program that targeted FBI
surveillance communication, which provided Russian intelligence officers
forewarning of FBI counterintelligence activities and identified potential
gaps in surveillance coverage. An SVR rezidentura could use this informa-
tion to operate with less risk of compromise. As a U.S. intelligence official
was quoted in 2019: “When we found out about this, the light bulb went
on—that this could be why we haven’t seen [certain types of ] activity” from
known Russian officers in the United States.>*

Close Access Technical Operations

Some signals are not easily accessible remotely but can be collected more
readily through direct, close access to a network. In that vein, Russia sends
officers around the world, as TDY travelers or based at embassies, to get
closer to the signals that Russia is trying to collect. Sometimes these oper-
ations involve emplacing, inside a building, listening devices that transmit

to a receiver outside, and sometimes the operations collect emanations, like
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cell phone or wi-fi signals. Close access technical operations, therefore, are
another example of the crossover between human and technical platforms,
as Russia applies clandestine tradecraft typically used in HUMINT opera-
tions, whether for international travel or by diplomatically-covered intelli-
gence officers, to support technical collection.

As noted in Chapter 4, Russian embassy officer Stanislav Gusev was
arrested in December 1999 while sitting in a vehicle outside the US.
Department of State building in Washington, DC. He was receiving the sig-
nals from a listening device installed in the U.S. State Department Oceans
and International Environmental Scientific Affairs (OES) conference room.
After Washington, DC, police observed Gusev sitting in a vehicle out-
side the State Department multiple times, they informed the FBI, which
approached him and discovered his activity.

Several examples of close access technical collection operations have been
reported during the Putin era. Four Russians arrived in the Netherlands in
April 2018, and police caught them with signal intercept equipment at a hotel
located next to the Organization for the Prohibition of Chemical Weapons
(OPCW) headquarters in The Hague. At the time, the OPCW was testing
the substance used the previous month in the attempted assassination of Ser-
gei Skripal and his daughter Julia in the United Kingdom. The OPCW was
also analyzing a chemical used in an attack in Douma, Syria, just a few days
previously. The four Russians subsequently planned to travel to a laboratory
in Spiez, Switzerland, that the OPCW uses to analyze chemical weapons sam-
ples.>® The laptop of one of the officers showed that it had recently been in
Brazil, Switzerland, and Malaysia. The Malaysia trip was related to the inves-
tigation of the MH17 flight; the Switzerland travel was linked to the hacking
of a laptop belonging to the World Anti-Doping Agency.’*!

In September 2018, Norwegian police arrested Russian Mikhail Boch-
karev for a close access SIGINT operation while attending a conference at
Norway’s Parliament building. Bochkarev was later released, although prob-
ably because of the sensitivity of the investigation, not because of the absence
of nefarious activity, as the Russian government claimed (see Chapter 4).>*

Bochkarev was probably conducting a survey of signals in the facility and
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among other attendees at the event to facilitate future SIGINT collection.
Then, in August 2019, Swiss police arrested two Russian men, one of whom
was posing as a plumber; Swiss police and federal officials suspected the two
Russians were intelligence operatives preparing to conduct electronic sur-
veillance. The men claimed diplomatic immunity but had never ofhcially
registered as diplomats. Their travel coincided with the annual World Eco-
nomic Forum, where political leaders from around the world meet to discuss
major international economic and political issues.’*> These recent incidents
in the Netherlands, Norway, and Switzerland all involved officers from
GRU Unit 26165, dedicated to SIGINT collection, and all appeared to be
for political intelligence purposes.

Additionally, as noted in Chapter 6, US. officials have observed Rus-
sian intelligence oflicers traveling to remote locations with packages in their
hands or wearing backpacks, pushing strollers, or driving by in vehicles. U.S.
ofhicials have concluded that these activities are probably related to collect-
ing intelligence on critical infrastructure sites, possibly mapping them or

% If their analysis is cor-

characterizing the signals that emanate from them.
rect, this would be related to contingency military intelligence collection in

preparation for future war, in which Russia would target critical infrastruc-

ture sites as part of SODCIT.

Sea-based SIGINT

For Russia, sea-based SIGINT has primarily a military intelligence mission,
monitoring foreign threat forces and supporting Russian military warning,
planning, and operations. Russia maintains a fleet of as many as 60 sea-
based intelligence collection platforms known as auxiliary general intelli-
gence ships (AGIs). At least one GRU officer deployed aboard a Soviet AGI
defected to the United States during the Cold War: Yuriy Pyatakov (also
known as Yuri Marin) was a linguist aboard the Soviet intelligence collec-
tion ship Deflektor until February 18, 1966, when he jumped overboard and
was picked from the water by a US. Navy vessel. Pyatakov was debriefed
about his duties on board the SIGINT collection ship.>*
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According to Desmond Ball, Soviet-era AGIs fulfilled a series of rou-

tine missions, several of which have been observed publicly during the

Putin era:

546

Patrol near U.S. nuclear missile submarine bases. Ball has noted
that Soviet AGIs regularly patrolled off the coast of Rota, Spain;
Kings Bay, Georgia; Apra Harbor, Guam; and Holy Loch, Scot-
land—all of which were US. submarine bases. Russia has reinvig-
orated this patrol operation since at least 2014. In December 2019,
the U.S. Coast Guard issued a warning to ships navigating off the
coast of South Carolina and Georgia due to what it called unsafe
practices of the Russian AGI Viktor Leonov. The Russian ship was
operating without lights and ignoring calls from passing ships that
were trying to steer clear of it. The same ship had also been observed
near Kings Bay in 2018, and probably as far back as 2014.>*
Monitor naval exercises. Soviet AGIs routinely loitered in the area
of US. naval exercises, probably to collect command and control sig-
nals that could be used to recognize those signals during wartime,
as well as to monitor U.S. naval doctrine and capabilities. More
recently, in 2015 and 2016, Russian ships, including an AGI, mon-
itored NATO exercise BALTOPS in the Baltic Sea. Russian ships
had previously been invited to be overt participants in BALTOPS
until the 2014 annexation of Crimea; since then, they have loitered
on the margins of the exercise.”* A Russian AGI was reported off the
coast of Hawaii monitoring exercise RIMPAC 2016, although none
was detected in 2020.>¥ The Russian news service TASS reported
that Russian intelligence collection ships deployed in reaction to
NATO’s Sea Shield-2019 exercise in the Black Sea.>

Monitor maritime chokepoints. Soviet AGIs regularly patrolled in
maritime chokepoints around the world looking for the passage of
military vessels. Russian AGIs similarly patrol in chokepoints, such
as the Sea of Japan, the Greenland-Iceland-UK Gap, and the Medi-

terranean Sea.
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» Shadow naval vessels during normal operations. In 2017, the
AGI Viktor Leonov was spotted 70 miles off the coast of Delaware, a
major shipping lane for U.S. ships coming from Norfolk Navy Base.
The AGI sailed on to the Connecticut coast, near the U.S. subma-

rine base at New London.>!

Other Soviet-era AGI missions included monitoring U.S. naval ship and
missile trials to collect telemetry and communications wherever the AGI
was operating. Since 2015, Russian AGIs have also rotated into the eastern
Mediterranean Sea on a regular basis as part of Russian military operations
in Syria. AGIs even participated in a Russian Navy Day celebration off the
coast of Tartus, Syria, in 2017. That year, the Russian AGI Liman collided
with a cargo ship in the Black Sea, as the AGI was on its way to Syria. The
Liman was built in 1970 and was in use from then until it sank after the
2017 encounter.>>* The same ship sat in the Adriatic Sea during the NATO
bombing of Yugoslavia in 1999 and monitored NATO air activity, probably
to relay information to the Serbian forces. Soviet/Russian AGIs also report-
edly supported North Vietnam during the Vietnam War and now support
Syria in the Syria civil war.

In more modern times, Russian ships have been observed reconnoiter-
ing undersea communications cables. The Russian undersea ship Yanzar has
loitered off the coast of Florida and in the North Atlantic Ocean in areas
where undersea cables are present (see Chapter 6). That technical collection,
combined with human collection on the shoreline, gives Russia an accurate
picture of the potential targeting locations of undersea communications
infrastructures and is another example of the collaborative relationship
between Russian HUMINT and technical collection platforms.>s

Airborne SIGINT
Russia’s SIGINT aircraft are mostly focused on ELINT, ISR targeting,

and jamming missions in direct support to military operations. They have

operated in several Russian military campaigns since 2014, particularly
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in Ukraine and Syria. For example, in 2015, Russia deployed its IL-20
SIGINT aircraft—the Russian air force’s primary reconnaissance aircraft—
to Syria. The IL-20 is an ELINT platform that is equipped with a wide array
of antennas, infrared and optical sensors, a side-looking airborne radar, and
satellite communication equipment for real-time data sharing.>*

The Russian Tu-214R SIGINT collection and targeting aircraft also
deployed to Syria in 2016. The Tu-214R is Russia’s most modern ISR air-
craft, equipped with sensors to perform ELINT and COMINT missions,
and with all-weather radar systems and electro-optical GEOINT sensors.
The aircraft usually loiters in uncontested airspace at high altitude and a
safe distance from the targets of interest, rather than entering combat areas,
and its sensors can intercept and analyze signals emitted by targeted systems
(e.g., radars, aircraft, radios, combat vehicles, mobile phones, etc.) while col-
lecting imagery that can identify and pinpoint enemy forces, even if they
are camouflaged or hidden. The Tu-214R can build an electronic order of
battle, which is an inventory of an adversary’s electronic emitters, and com-
municate that information to targeters for kinetic attack.”> One military
journalist has surmised that the presence of the Tu-214R in Syria might be
serving not only in support to combat operations, but also for gathering
information for Russia about U.S. aircraft signals in the theater.”>

In 2017, Russia reportedly deployed a third SIGINT aircraft—the
IL-22PP SIGINT/electronic warfare platform—to Syria. The IL-22PP is
an airborne electronic jammer that can detect and block all types of signals,
particularly digital ones used by Western warplanes and radars like those
used by AWACS aircraft.’ In 2020, the IL-22PP was involved in an inci-
dent between a Turkish and Syrian aircraft. Reportedly, an IL-22PP jammed
the targeting signals of a Turkish F-16 that was trying to engage a Syrian
Air Force jet; when the Turkish aircraft fired missiles guided by an AWACS
aircraft, the missiles missed their target.’>®

Syria has become a testing ground for Russian military equipment,
including SIGINT and jamming aircraft. While the Tu-214R had previ-
ously seen action in the Ukraine conflict, both it and the IL-22PP are being
heavily tested in Syrian operations as Russia increases its electronic warfare
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and ISR targeting capabilities. These capabilities support what Russia calls
the “reconnaissance-strike complex,” which feeds high-precision, long-range
weapons with real-time intelligence data and accurate targeting information
to increase the accuracy and throughput of airstrikes.>® Combat situations,
however, can be tragically unpredictable. An IL-20 was shot down over Syria
in September 2018 by what was believed to be Syrian air defense forces. As
the Syrian forces were shooting at Israeli aircraft that were striking a facility
in Syria linked to Syria’s chemical weapons program, the IL-20 mistakenly
crossed the path of the Syrian air defense missiles and was destroyed.>®

Outside Syria, Russian maritime reconnaissance and anti-submarine
warfare (ASW) aircraft from Russias Northern Fleet were reported in
carly 2020 to be flying much further south into the so-called Greenland-
Iceland-UK (GIUK) gap than normal. The GIUK gap forms a chokepoint
in the northern Atlantic that is critical for the Russian navy in case of a con-
flict, and Russian Tu-142 maritime reconnaissance and ASW planes con-
ducted at least three flights into the gap in February and March 2020. The
main mission of these planes is to identify NATO submarines and conduct
ELINT collection.>!

During the Cold War, the Soviet Union reportedly used non-military
aircraft, such as Aeroflot airliners and airliners from other Warsaw Pact
countries, to collect SIGINT as they overflew European countries and pos-
sibly the United States. The airliners would collect SIGINT from facilities
along their flight path and would occasionally veer from their planned flight
path to overfly specific facilities.*® There has been no public reporting of
this activity since the end of the Cold War, although the intensity of Rus-
sian intelligence collection operations and the resurrection of Cold War-
era methods under the Putin presidency suggest the possibility that Russia

could consider doing it again.

Satellite-Based ELINT
In the 1960s, the Soviet Union launched its first ELINT satellite under the

Tselina program. The Tselina collectors were capable of geolocating and
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characterizing electronic emitters, such as radars and communications sys-
tems, particularly those used in anti-missile, anti-aircraft, and air force and
navy electronic systems. This information can be used to target those emit-
ters in case of war, especially to remove threats to Russian military forces,
and to identify the specific characteristics of radars in order to develop
radar countermeasures, such as jamming or blinding radars. This collec-
tion enables the development of an electronic order of battle, which allows
Russia’s military to develop countermeasures or to circumvent the foreign
military’s radars if necessary. Before Tselina, the Soviet Union had to use air-
borne platforms, like the IL-20, to collect information about U.S. air defense
and missile defense radars, but these airborne platforms could not overfly
US. territory and so could not see far into the U.S. mainland. The Soviet
Union needed a system that could cover a broader range.

Initially, the Soviet Union launched two versions of the Tselina, a broad
view satellite (Tselina-O) and a more detailed view collector (Tselina-D).
The early versions did not have real-time data downlinks, and they stored
data until a downlink could be established with a Soviet-based ground sta-
tion. A later version, the Tselina-2, first launched during the 1980s, was
capable of real-time data transmission via a series of relay satellites. In addi-
tion to collecting on radars, Tselina satellites were used as an alert system
to observe the intensity of communications—if military communications
became more frequent or concentrated, it could be an early warning indi-
cator of pending military activity. Tselina was never a COMINT system,
however, meaning it never collected voice communications—that was done
and is probably still done by ground-based systems. Thus, the Tselina system
was used almost exclusively for military purposes. Over 130 Tselina satel-
lites were launched throughout the history of the program, and they were
expected to operate for about six months. The last three Tselina-2 satellites
were launched in 2000, 2004, and 2007, and the program was phased out.>®

A complication of the Tselina system was that both the satellite and the
launch vehicle that put it into space were manufactured in Ukraine. Addi-
tionally, the satellites were launched from the Baykonur launch complex in
Kazakhstan. The dissolution of the Soviet Union slowed the program and
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forced Russia to recreate these capabilities internally. By the late 1990s, Rus-
sia was transitioning the system manufacturing and launching components
to Russian territory. Tselina was eventually phased out in favor of a fully
Russian program.>*

In the 1960s, the Soviet Union launched another series of ELINT sat-
ellites called US-P (Russian acronym for Passive Guided Satellite), which
was a passive ELINT satellite specifically focused on maritime targets.
Soviet/Russian forces used US-P satellites to locate and target ships at sea,
which a satellite, situated at the vantage point of hundreds of miles from the
Earth, can do more effectively than another ship on the Earth’s surface. Each
US-P satellite remained in orbit for one to two years, and the last one was
launched in 2010. Also part of that maritime program was an active radar
satellite, called US-A (Active Guided Satellite, later known as RLS). The
active radar made it possible to pinpoint large metal naval vessels at sea. An
active radar needed high amounts of electrical power to send out an active
radar pulse and receive the echoes, however, and the US-A active radar was
powered by a small nuclear reactor to generate enough electricity. The US-A
satellites lasted only three or four months before they ran out of fuel, and the
last US-A satellite was launched in the late 1980s. Both the US-A and the
US-P systems have been phased out.>®

In 2009, Russia launched the first of four ELINT satellites, called
Lotos-2, under the new Liana program. The program began in 1993, but
numerous funding and technical issues delayed the first satellite’s launch for
16 years. The first Lotos-2 satellite lasted about three years, and three addi-
tional satellites have since been added to the Lotos constellation—launched
in 2014, 2017, and 2018—leaving three currently in orbit. Liana is more
capable than the Tselina system, giving Russia increased visibility on elec-
tronic emitters, especially radars, which are a very important intelligence
target given Russia’s anxiety about theater missile defense. The Liana system
consolidates and replaces the formerly separate collection of both land and
maritime targets.”®

Russia’s ELINT satellites are run by the GRU Sixth Directorate, the

same directorate that manages Unit 26165, which conducted intrusions
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into the German Bundestag in 2015 and the US. Democratic National
Committee in 2016, as well as many other computer-based collection oper-
ations. All of the GRU’s SIGINT capabilities, whether space-based, ground-
based, sea-based, airborne, computer-based, or close access, are run from the
Sixth Directorate.

SATELLITE-BASED GEOINT

Russia maintains a varied set of GEOINT and early warningsatellites. These
satellites provide photographic and radar imagery, infrared warning, and
cartographic capabilities. For most of the Soviet era, the GRU ran the Zenit
program, which consisted of small imagery satellites that stayed in orbit for
an average of one to two weeks. Over 650 Zenit satellites were launched
from 1962 to 1994. The Zenit program was eventually supplemented in the
1970s by the Yantar program, which had a better camera and could remain
on station longer—over four weeks. The program continued to improve
over time until it was replaced by the Persona series in the 2000s.

Beginning in 1981, the Yantar series also included a cartographic capa-
bility that allowed the Military Topographic Division of the General Staff
to produce detailed maps of the Earth’s surface, including elevation data
developed from space. As a result, practically any area of the Earth’s sur-
face could be mapped, including countries that were out of reach of the
Soviet military. Yantar cartographic satellites, later known as Kometa, were
launched about one per year from 1981 to 1994.¢” The dissolution of the
Soviet Union slowed the production of these satellites; between 1995 and
2005 only three more were launched. The last Yantar cartographic satel-
lite was replaced by a new series, known as Bars-M1 and -M2, which was
launched in 2015 and 2016.5¢8

The Araks satellite (also called Arkon-1) reportedly carries panchro-
matic and near-infrared sensors with a one-meter resolution. Program
development began in 1984 but experienced long development delays; the
first satellite was launched in 1997 and the second in 2002. Only these two
satellites were launched, each with a lifespan of about four years. According
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to a RussianSpaceWeb report, the system was highly successful, and the
ground station could not keep up with all the high-quality imagery coming
from the Araks-2.5¢

The current Russian imagery satellite series is the Persona system. Three
Persona satellites were launched in 2008, 2013, and 2015, with a seven-year
life expectancy. The program was conceived in the 1970s as a long-life sat-
ellite to replace the short-lived Yantar. Many program delays occurred
and, even after initial launch in 2008, the first Persona satellite failed after
less than a year. The satellite flies in a sun-synchronous orbit, meaning it
moves around the Earth so it is always directed where the sun is shining.
Consequently, it is capable of imaging virtually any point on Earth. Persona
imagery was released publicly for the first time after the MH17 airliner
shootdown, with the Russian government claiming the images proved that
Ukraine was at fault.”

Russia also has a radar imaging satellite called the Kondor, first launched
in 2013. The Kondor program took about ten years from initiation to launch,
with technical difficulties and funding shortages slowing the system’s deliv-
ery. Only one satellite has been launched so far.’”

Additionally, the Soviet Union operated an infrared early warning
satellite, originally called the US-K (Russian acronym for Continental
Guided Satellite), to detect missile launches based on their heat signatures.
The US-K program, also known as the Oko system, ran from 1981 until
the last satellite in the series was launched in 201257 As with other sat-
ellite programs, the US-K series slowed in the late 1990s and early 2000s,
but was eventually replaced by the Edunas xocmunecxas cucmema (Unified
Space System; EKS Kupol) series, three of which were launched from 2015
to 2019. This satellite capability continues to operate in conjunction with
ground-based anti-aircraft radar systems that monitor the air approaches

to Russia®”?

and is important for Russian intelligence because it would give
warning of a U.S. missile attack.

Russian space-based technical collection programs are focused almost
entirely on military missions. While ground-based collection systems are

used for various missions, including political, economic, and military
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collection, the GRUs satellite programs are focused on locating and mon-
itoring military movements, characterizing radar and communications sys-

tems, and missile early warning.

COMPUTER-BASED COLLECTION

Previous chapters have discussed the use of computer intrusions (often
called cyber activities) in multiple Russian intelligence missions, including
political and military intelligence collection and covert operations. Russian
computer intrusion operations follow a typical pattern employed by what
are called advanced persistent threats (APTs), sophisticated network intru-
sion teams that can maintain their presence unnoticed for extended periods,
waiting for the right moment to act or the right information to collect.

The typical pattern for intruding into a system has several steps. The
specific tactics used in each step differ by each APT, just as one burglar uses
a different type of lock-picking method than another. Computer security
companies have identified specific intrusion teams based on the specific
tools and methods they use.

An APT follows a general pattern of activity when identifying and pen-

etrating a target system. The steps include:

= Reconnaissance/research: An APT team studies a targeted entity
in depth and finds the weak links in the network before attempting
to penetrate it. The weak links might come from an organization
not keeping patches up to date, from network users who are not suf-
ficiently trained to identify suspicious emails, or from thumb drives
that are used to move information from one computer to another.
The research phase identifies those vulnerabilities.

m  Preparation: An APT team might develop and test tools and tech-
niques specific to the targeted network. This may require writing or
acquiring new code to elude a specific security system.

= Incursion: The APT team finds a point of entry into the targeted
network. The entry point might be facilitated by a phishing email
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containing malware that embeds a back door into the system as soon
as someone clicks on it. Entry might also involve a password cap-
turing system that records passwords for later use, or when an APT
team uses newly developed software to take advantage of the specific
system’s vulnerabilities. Additionally, entry might involve exploit-
ing what is called a “zero-day” vulnerability, which is a flaw in the
system software that a manufacturer has not previously identified.
An APT will hide the tracks toward that entry point by penetrating
a string of compromised third-party computer systems, called hop-
points, along the path, making it look like the intrusion is coming
from somewhere else.

»  Establish presence: The software that the APT team installs will
“call home” to a command-and-control server when it is inserted
into the target computer system, reporting where it is in the system
architecture and opening the path for further instructions.

= Discovery: Once safely in the system, the APT team searches for
data and assets of value, exploiting insider accesses to a targeted
computer system either to collect data directly or as a stepping-stone
toward other accesses within the system.

= Capture: The APT team will remotely move through the network
collecting information. Usually, the ultimate goal of an intrusion is
to collect intelligence, and, once on the inside, a hacker can find the
desired information.

=  Exfiltration: To take advantage of the collected information, the
APT team needs to find a way to communicate it out of the targeted
network to headquarters. Exfiltration is the hardest part of an oper-
ation, because it involves moving sometimes large amounts of data

out of the system, which can be seen by system administrators.

What the Russian government does with the exfiltrated information
may vary, from applying it to other intelligence operations, such as using it
to identify potentiall HUMINT targets; using it for political or economic
decisionmaking; leaking it to facilitate a disinformation operation; or using
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it to sabotage the system itself. In Russia, the information is usually passed
from a collection organization to another element within the intelligence or
security service to execute the operation.””*

Russian computer-based intelligence activity has become much more
prevalent since around 2008, and it has especially increased in use to fulfill
internal security and political collection requirements. Although the United
States is prominent in Russia’s targeting, Russian intelligence activities
have shown a wide diversity of interests and target countries over the past
decade. Any country that is developing policy toward Russia is of interest to
Russian intelligence, especially if that policy involves NATO. Attribution
of computer-based collection is always difficult. But, as noted in previous
chapters, numerous reported Russian-sponsored computer intrusion events
since 2014 show that Russian computer-based operations are not always as
stealthy as they are professed to be. Computer security companies have suc-
cessfully attributed dozens of incidents directly to Russia’s intelligence ser-
vices—mostly the FSB and GRU, and more recently, with the SolarWinds
operation, the SVR. Some attacks have successfully penetrated the targeted
entity, while others have been caught and thwarted, and then publicly

announced so that other potential targets could close vulnerabilities.

CONCLUSION: TECHNICAL COLLECTION IN
COOPERATION WITH HUMAN PLATFORMS

Two general themes emerge from Russian technical collection systems and
provide insights into the threat they pose and the challenges they face. The
first theme relates to the impact that the dissolution of the Soviet Union has
had on technical systems. After the Russian Federation became an indepen-
dent country separate from the 14 other former Soviet republics, Russian
technical collection programs experienced a series of setbacks. The first was
that Russia’s economy suffered greatly, making high-cost programs like sat-
ellite reconnaissance systems difficult to afford. Consequently, research and
fielding of technical collection systems were significantly delayed through-
out the 1990s. However, Russia’s economic growth in the 2000s, fueled by
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oil sales, pushed these long-delayed systems to completion. Modernized
versions of satellite-based collection platforms began to appear around the
2010 timeframe, and several of the systems have begun operation since 2015.

Russia’s economic downturn was also accompanied by a brain drain,
which limited the number of highly trained specialists needed to conduct
research and manufacture highly technical intelligence collection systems.
Accordingto research done by the Russian Presidential Academy of National
Economy and Public Administration in 2018, an increasing number of edu-
cated Russians are leaving the country for economic and political reasons.””
The Russian government is attempting to combat this trend through patri-
otic messaging to its people.

The dissolution of the Soviet Union also deprived Russia of manufactur-
ing and launch sites for satellite-based systems and foreign sites for ground-
based systems that had previously been integrated into the Soviet-era
intelligence system. These included rocket engine and electronics manu-
facturers in Ukraine and a launch site in Kazakhstan, along with collection
sites in Soviet-allied countries around the world. These changes have forced
Russia to either negotiate agreements with new allies or relocate capabilities
to Russian soil. For example, although Russia still has access to the Baykonur
launch complex in Kazakhstan from which it has traditionally launched its
reconnaissance satellites, that site is now located in a foreign country. Since
2005 Russia has pursued a launch site in the Russian Far East to “confirm
Russia’s leading technological status;” the Vostochniy Launch Site in Rus-
sias Amur Region launched its first unmanned vehicle in 2015 and its first
manned vehicle in 2018.57¢ The situation in Ukraine is more complicated,
especially since Russia illegally annexed Crimea in 2014 and Ukraine cut off
commercial ties with Russia’s space development ventures. Russia has been
forced to replace Ukraine-based manufacturing capabilities.

The second theme relates to the integration of technical and human
collection capabilities. While Russian computer-based operations have
increased in quantity and aggressiveness in the past decade, Russian intel-
ligence incidents that have been revealed publicly show a continued mix
of HUMINT, close access technical operations, open-source intelligence,
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satellite-based collection, air- and sea-based collection, and computer intru-
sions. No tool is off the table, and the various platforms at Russia’s disposal are
often used in concert with each other. For example, code clerks are recruited
as human sources who can provide information to support SIGINT collec-
tion. SIGINT systems monitor local counterintelligence surveillance com-
munications to support HUMINT operations. HUMINT tradecraft is used
to deploy close access SIGINT collectors, and human sources are dispatched
abroad to collect information to use in computer-based covert operations.
The systems are often mutually supportive.
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CHAPTER 10

THE FUTURE OF RUSSIAN
INTELLIGENCE

In a monograph titled Putin’s Hydra, Russian state security expert Mark
Galeotti has presented a range of options for how a country’s intelligence
and security services manage their operations: either well or poorly, and in
a manner that is either aggressive and offensive or passive and defensive (see
Figure 27).5”7 While there is little question that Russia’s services are aggres-
sive, the evidence is less clear that they are well managed. An aggressive and
well-managed service would be a formidable instrument of statecraft, and
Russia’s aggressive covert operations in Ukraine have shown themselves to
be tools for Russia to achieve its strategic objectives. However, an aggressive
and poorly managed service would be a detriment to Russia and could even
be counterproductive. At times, Russian actions have appeared to exhibit
bad tradecraft and operational security that have revealed Russia’s involve-
ment in operations that the government probably intended to remain clan-
destine or covert.

Galeotti points out that Russian services have performed well at the tac-
tical level against targets within easy reach, especially in Ukraine. At the stra-
tegic level, however, Russian intelligence services either did not inform the

Russian leadership about the intensity of the Western reaction that Russia’s
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covert operations in Ukraine or Western Europe could face, or Russian lead-
ers did not pay attention to these intelligence assessments.>”® Russian intelli-
gence collection and covert operations have been revealed publicly time after
time since 2010, including foreign arrests of illegals, Russian arrests of officers
for fraud and robbery, the attribution of dozens of Russian computer-based
operations, the exposure of an unmistakably Russian hand behind assassi-
nations and government manipulation, the arrests and expulsions of large
numbers of officers under diplomatic cover, and continuing defections from
the ranks of Russian services.

Figure 27. Management of Security Services

Well Managed Poorly Managed

Aggressive Formidable instrument of Dangerously
statecraft counterproductive
Defensive Strong shield against Do little harm in times of
enemies peace but no protection in

hostile conditions

Source: Figure created by author from array of management approaches described in Mark
Galeotti, Putin’s Hydra: Inside Russia’s Intelligence Services (London: European Council on
Foreign Relations, 2016), 14-15, https://ecfr.eu/archive/page/-/ECFR_169_- _PUTINS_HYDRA_
INSIDE_THE_RUSSIAN_INTELLIGENCE_SERVICES_1513.pdf.

With that mix of well-managed and poorly managed forces, what will
drive Russian intelligence in the future? Russian services face both advan-
tages and challenges. Advantages include Russia’s ability to portray its intel-
ligence services as invulnerable and heroic. However, the challenges are
significant; some of which have been with Russia for a long time, while oth-
ers result from technological and demographic changes.

We can assess the threat of Russian intelligence by applying the threat
equation—threat=intent x capability x opportunity—and looking at how
cach factor might change over time. Intent is an agency’s will to perform an act;
itis based on the policies and strategies of the government that stands behind
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The Future of Russian Intelligence

the agency, as well as the mindset of the officers in the agency. Capability is
the agency’s physical means to perform an act, including its manpower and
technology assets. Opportunity is the spatial-temporal relationship between
the agency’s assets and the targets, including the reach and accesses that the
agency enjoys.””” This final chapter will apply these factors to Russian intelli-

gence and state security services and to the threat that Russian services pose.

THREAT EQUATION: INTENT

Russian intent is informed by its threat perceptions, which drive actions, and
by its perceptions of success, which remove inhibitions and create a sense of
invulnerability. In Russia’s threat perception, the country is under siege by a
Western system that is trying to prevent Russia from regaining its rightful
place in the world. In that perception, the United States is a destabilizing
factor in the world. When Russian leaders discuss intelligence and covert
activities, they invariably do so in terms of a threat to Russia, unless they are
heroizing a past oflicer or exploit. As Russia articulates threats to its national
security, it employs its national security tools—like intelligence and state
security services—to mitigate those threats. Russia views itself as being at
political war, as opposed to military war, with the West, especially with the
United States. Thus, it uses its intelligence, counterintelligence, and covert
action capabilities to their full extent to fight that political war.

Russia’s relationship of distrust with the West is not likely to change
soon. Some U.S. commentators assert that Russia has had preferred candi-
dates for President of the United States and has manipulated the U.S. public
to ensure the victory of its preferred candidate. Although Russia may dislike
one candidate more than it dislikes another, it is unlikely that any Russian
leader trusts any U.S. president. Putin has seen a steady stream of U.S. pres-
idents who began their presidency saying positive words about Russia but
subsequently made decisions contrary to Russian interests.

In the 1990s, U.S. President Bill Clinton developed a close personal rela-
tionship with Russian President Boris Yeltsin, and the leaders claimed to be

able to pick up the phone and discuss issues at any time. President Clinton,
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however, supported NATO enlargement into former Warsaw Pact coun-
tries and authorized the bombing of Russia’s ally Yugoslavia, directly against
Russia’s vocal opposition. In the early 2000s, when the United States faced
a severe terrorist threat, new Russian President Vladimir Putin was the first
world leader to express condolences and support for the United States. Sev-
eral months before that, US. President George W. Bush said, “I looked the
man in the eye. I found him very straightforward and trustworthy—I was able
to get a sense of his soul.”® Then, President Bush authorized the deployment
of theater missile defense systems, supported the membership processes for
Baltic republics to join NATO, and oversaw a U.S. Government that openly
criticized Russia’s brutal methods in Chechnya. When “color revolutions”
occurred in the former Soviet republics of Georgia, Ukraine, and Kyrgyzstan
during the Bush Administration, Russian suspicions that the United States
was trying to encircle Russia with anti-Russian regimes grew.

Later in the decade, President Barack Obama said positive things about
Putin during their first meeting and initiated a “reset,” promising to improve
relations that had frayed under the previous U.S. President. A few years later,
President Obama authorized NATO military action in Libya that forcibly
and humiliatingly removed Moammar Qadhafi from power. Secretary of
State Hillary Clinton, who had initiated the reset with Russia, spoke pos-
itively about Russian protesters who were demonstrating against Putin’s
return to the presidency in 2012—and later became a candidate for the U.S.
presidency. President Obama also authorized sanctions against Russia for
annexing Crimea. He expelled 35 Russian officers from the United States
in retaliation for meddling in the 2016 U.S. presidential election, after the
U.S. Intelligence Community issued a rare public analysis of Russian gov-
ernment interference in the U.S. election. Finally, President Donald Trump
promised to improve relations with Russia, claiming to be able to work well
with Putin. President Trump subsequently increased sanctions on Russia,
ordered a Russian consulate and recreational facilities to be closed, and then
expelled 60 more Russians after the assassination attempt on Sergey Skripal
in the United Kingdom. Former Russian Prime Minister Dmitriy Medvedev

called the Trump Administration a “period of disappointment.”>*!
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Putin has learned from these experiences. He has no illusions that any
US. president will support Russia or benefit Russian interests. Putin will
authorize clandestine collection operations and covert action to protect
Russia from what he views as an American-led Western political assault on
Russia, led by a series of U.S. presidents who, in the Russian leader’s view,
have betrayed Russia.

Russian intent is also informed by its perceptions of its own successes,
which embolden Russia and increase the likelihood that it will use its intelli-
gence and covert operations capabilities. Russia benefits when it can portray
its intelligence and covert operations as victorious, and it further benefits
when its adversaries perceive Russian operations in the same light. One of
the most significant successes of Russian intelligence is that it has manufac-
tured a mythos of an unstoppable, irreversible force that is futile to fight—a
mythos that serves Vladimir Putin well. As part of this mythos, Russian
intelligence leaders claim that Russian illegals are envied by Western intel-
ligence services. As long as Russia can maintain that mythos, both with its
own people and abroad, its intelligence services will continue to have success.

Russian leaders have heroized their intelligence officers to the point that
many in Russia now see them as a force for good—a significant change from
the early post-Soviet era. In January 2020, the SVR director declassified the
identities of seven retired KGB/SVR illegals, several of whom had operated
against the United States. In each case, the announcement claimed that the
named former illegal had done exceptional work in collecting highly sensi-
tive information in support of Russia’s interests.’® Since 2012, the Russian
government has minted postage stamps honoring 18 MVD ofhcers, 11 FSB
officers, 5 military intelligence and special operations officers, 2 military coun-
terintelligence officers, and a former SVR director, along with commemorative
stamps for Soviet-era illegals, and the founding of the SVR, GRU, FSB, Border
Guards, and SIGINT collection.”® The Russian government has also awarded
numerous FSB and GRU officers the title Hero of the Russian Federation
during that time. These types of announcements are intended to make the
Russian population proud of their intelligence officers, while also giving the

Russian government an opportunity to portray itself as invariably successful >**
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The life of a state security worker is popular among some Russians for a
variety of reasons: reputedly beinga good payingjob with solid job security and
offering the feeling of being in a position of power. Government propaganda
unceasingly trumpets patriotic messaging that portrays state security officers as
honorable, the cream of society, self-sacrificing, and thinking only of interests
of the state. On the other hand, these efforts may occasionally fall short due to
Russians’ perceptions of corruption within the state security services, a con-
tinuing fear of state security, and disagreements with agencies’ methods, like
assassinations and Internet monitoring,

Polls inside Russia are mixed regarding the popularity of Russia’s intelli-
gence services and the success of these public relations efforts. A 2018 survey
found that 45 percent of parents and grandparents wanted their children to
work for security services, reportedly up from 29 percent in 2001. The survey
also claimed that 50 percent of young Russians (up to 30 years old) wanted
to work for security services.”*> However, a different survey in October 2019
claimed that only 20 percent of parents or grandparents would welcome
their children or grandchildren joining an intelligence organization.’%

Despite the positive image that the Russian government portrays of the
life of security service workers, those workers’ lives are far from glamorous.
Although security service workers enjoy some privileges, such as long vaca-
tions and free passes for public transport, in the words of one Russian jour-
nalist, “The FSB, GRU, FSO and the SVR... are not gods.” Security service
workers’ travel is restricted: they can only take vacations within the borders
of the Russian Federation and cannot leave the country for ten years after
they leave the service. Their salaries are not high—35,000 to 80,000 rubles
($400-1,000) per month—making it difficult for some officers to meet
economic needs. Rank-and-file workers live in normal, rundown Russian
housing, while senior leaders enjoy huge riches. With reportedly little com-
radeship, mistrust is rife among staff. Post-traumatic stress is a reality for
security staff personnel who have served in special operations units, with
little psychological support offered.>®”

Targets of Russian operations need to be careful not to exaggerate the

success of Russian operations, thereby feeding into Russian intelligence
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services’ own narrative of being all-powerful and unstoppable. Disinforma-
tion operations have created room for Russian maneuvering of external per-
ceptions; for example, Russia has gained a reputation for causing discord
and deepening divides in its adversaries’ political systems. Thomas Rid, in
his 2020 book Active Measures, assesses to the contrary that Russia’s elec-
tion manipulation activities in the United States have not been particularly
successful, despite the media attention they have received. Reports often
use social media “impressions” as a measure of Russian success; however,
“impressions” may grossly exaggerate real impact. As Rid concludes: “Online
metrics, in short, created a powerful illusion, an appealing image—the met-
rics created an opportunity for more, and more convincing, disinformation
about disinformation. Willfully exaggerating the effects of disinformation
means exaggerating the impact of disinformation.”* The resulting effect
could make Russia’s narrative a self-fulfilling prophecy.

Russian intelligence and security services’ track record is far from perfect,
despite their positive self-portrayal. Russian intelligence and covert activities
have experienced some successes but also many failures. Covert operations
have been regularly revealed publicly, including disinformation operations
(c.g., those that followed the athlete doping scandal, MH17 shootdown, U.S.
election interference, Skripal attack), foreign government manipulation (e.g.,
United States, France, United Kingdom, Spain, Montenegro, North Mace-
donia), undeclared military operations (e.g., Ukraine, Libya, Central Afri-
can Republic, Mozambique), and attempted and successful assassinations
(Navalny and Skripal among the former and multiple Chechen militants in
the latter). Russia has experienced a number of intelligence setbacks, such as
diplomatically covered officers expelled in large numbers; illegals operations
compromised in multiple countries (e.g., Canada, United States, Germany,
Spain), reportedly leading some Russians to question the value of illegals;*®
and computer-based collection and sabotage operations regularly attributed
to Russia publicly, despite Russian intelligence services” attempts to conceal
their involvement. These revelations damage Russia’s credibility in the world.

The perception of Russia among Americans and Europeans is at its low-

est since the dissolution of the Soviet Union, to a large extent due to Russia’s
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own aggressive intelligence and covert operations. The downward trend
began about the time that Edward Snowden appeared in Moscow and was
granted political asylum. Subsequent events, like the Russian annexation
of Crimea, revelations of election meddling, and the Skripal assassination
attempt, have pushed Russia’s reputation among Americans further down.>
Since 2015, Russia has been perceived as first or second on the list of the
United States’ greatest enemies, according to a Gallup poll. Russia has either
led the pack or trailed behind only North Korea since 20155 A similarly
negative trend has occurred across Europe.>”

This downturn damages Russia’s ability to conduct intelligence opera-
tions, making it harder for Russian ofhicers to find people willing to coop-
erate and develop relationships. Because many Americans and Europeans
suspect the veracity of any messages coming from Russia, Russian disinfor-
mation messages may resonate less with them. Western targets need to keep
a balanced perspective about Russian intelligence activities. While Russia’s
operations should not be underestimated, they should also not be exagger-
ated, because expanding them beyond reality plays into Russia’s narrative of

an unstoppable intelligence force.

THREAT EQUATION: CAPABILITY

Capability is a mix of manpower and technology. Russia has experienced
some disadvantages in the area of manpower, while technology has been
both a blessing and a curse.

Russia’s overall demographic decline is trending toward fewer young
people being trained in technological fields, and some of those are choos-
ing to emigrate due to a lack of both economic and political opportunities,
leaving fewer young people to take the new positions. In addition, the FSB
has experienced several waves of disparaging news that make FSB officers
look like corrupt egotists. In 2015, for example, a group of graduates of the
FSB academy paraded through the streets of Moscow in dozens of expen-
sive Mercedes SUVs, honking their horns, cheering, and posing for a group
photo. A video of this behavior elicited a highly negative reaction from the
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public and from Russian officers, who considered it a gross violation of pro-
fessionalism.>” The stunt—a possible indicator of the caliber of available
recruits—did not sit well with the FSB leadership. The FSB announced a
few weeks later: “Principled personnel decisions have been taken toward
the guilty individuals, changing the condition of their service. Severe dis-
ciplinary measures against the leadership of the Academy, including the
demotion of several leaders [and] their firing, will be taken.”s*

The FSB has also been the target of several high-profile corruption
investigations in the past several years, further tarnishing the agency’s public
image and damaging the FSB’s ability to perform its mission. An officer in
an FSB counter-corruption unit was arrested in May 2019 with $185 mil-
lion cash in his apartment. His arrest was probably the result of infighting
within the FSB, but it painted a picture of the FSB as part of the corrup-
tion problem rather than the solution.””® In July 2019, seven FSB ofhcers
were arrested for armed robbery, possibly targeting corrupt government offi-
cials; the FSB officers had reportedly been tipped off that a corrupt official
was planning to deposit a large amount of cash, and they robbed him as he
entered the bank.>

Demographic factors also impede Russia’s ability to find appropriately
skilled individuals for specialized roles in its intelligence and security ser-
vices. Russia struggles to identify reliable, loyal people to work as illegals
abroad, and the heroizing of its illegals program is at least in part designed to
attract the most patriotic and motivated people to become illegals. Individu-
als with special skills are also needed to drive improvements in remote sens-
ing technology and satellites. Russia has encountered difficulties in training
enough people in the highly technical fields that support satellite-based
intelligence operations.

Technology itself is another part of the capability factor. In some ways,
technological improvements have increased Russian intelligence and coun-
terintelligence capabilities. Biometrics technology facilitates counterintelli-
gence and internal security operations. Increased installation of cameras in
public places, accompanied by facial recognition technology, improves Rus-

sian counterintelligence capabilities. The Russian government has used the
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COVID-19 pandemic to increase the monitoring of its own people using a
variety of tracking technologies. Russia is also implementing improvements
in Internet and communications tracking. Technology can also support
intelligence and covert operations by allowing remote access to some com-
puter systems and making bulk exfiltration of data more possible.

Modern technology, however, can also make intelligence operations
less capable. Biometrics technology, originally invented to inhibit terrorist
travel, makes Russian clandestine operations more challenging when the
technology is applied abroad. Sharing databases across borders enables the
identification of false travelers, making it more difficult to travel clandes-
tinely. As former CIA officer Robert Grenier and others have noted, clan-
destine operations cannot be conducted today as they used to be.”” Russia
has probably responded to this challenge by changing who it selects to be
illegals, selecting some people who operate openly as Russians, albeit with-

out overt connections to thC Russian government.

THREAT EQUATION: OPPORTUNITY

Several factors increase the opportunities and reach of Russian intelligence
and covert activities. However, the factors that provide Russia with greater
opportunities each have corresponding measures that can reduce those
opportunities.

Russia’s placement of officers in various types of covers—diplomatic,
nonofficial, and illegal —offers opportunities for Russia to access a variety of
people and data. Each has advantages that allow Russian intelligence services
to operate in different social circles, opening the possibility for placement
and access to a wide spectrum of information. The very purpose for those
options is that each offers different advantages for access. However, mass
expulsions and public arrests of Russian intelligence officers at least tempo-
rarily reduce opportunities to engage with sources or to operate embassy-
based SIGINT collection platforms. When the United States closed the
Russian consulate in San Francisco and Russian diplomatic resorts in Mary-
land and New York in 2016, the threat equation element of opportunity
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was reduced; the facility closures both reduced the number of officers in
the country and removed accesses to electronic signals that Russian services
cannot otherwise reach. Additionally, the United States pulled out of the
Open Skies Treaty in 2020 presumably, at least in part, to reduce Russian
collection opportunities.

Global computer connectivity also provides opportunities for Rus-
sian intelligence activities, although those opportunities can be thwarted.
Russia can use the accessibility that computer networks provide to collect
intelligence in some places where it cannot easily or securely send collec-
tors in person. However, as intrusions are discovered, defensive efforts, like
patches and threat awareness, reduce Russian collection opportunities and
make remote intrusions more difficult. Additionally, not all information
can be accessed remotely via the Internet, and sometimes a human insider
is required to provide access to internal data. At other times Russia needs to
dispatch close access SIGINT collectors and computer intrusion specialists
to gain access to signals that cannot be reached remotely, which is riskier.
Efforts to reduce Russian collection opportunities can force Russia to use
riskier and more expensive measures.

Combining and collaborating across intelligence disciplines offer
increased opportunities to access sources that might otherwise be inaccessi-
ble. As Russian intelligence services use one intelligence discipline to tip and
cue another, they extend the reach of the intelligence system overall. This
collaboration might include, for example, tasking a HUMINT source to
gather information that facilitates SIGINT or computer-based operations,
or collecting signals that warn of counterintelligence operations targeting
HUMINT operations. Russian intelligence services are notorious, however,
for interagency battles and rivalries. Clashes between intelligence and coun-
terintelligence organizations, or between civilian and military intelligence
organizations, reduce both capabilities and opportunities.

At a more strategic level, anti-U.S. sentiment around the world creates
opportunities for Russian intelligence. As long as there are populations in
the world that oppose the United States, whether politically, militarily, or

economically, Russian intelligence and covert information operations will
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have fertile ground in which to operate. People who already are willing to
act against US. and Western interests are easier to persuade to cooperate
with Russian intelligence operations than those who favor the West. The
Soviet Union and Russia have relied on anti-U.S. sentiments for intelligence
activities since the Cold War. Counteracting that Russian opportunity
extends far beyond the intelligence or counterintelligence realm, requiring
the United States and the West to develop effective international relations
and to increase positive views of democratic ideals around the world.
Finally, an open, democratic society offers opportunities for exploita-
tion by an aggressive Russia—covert disinformation operations are hard to
stop in an open society. Christopher Walker of the National Endowment
for Democracy describes the advantage that Russia potentially enjoys in the
information realm, defining Russia’s use of what he calls “sharp power” as:

An approach to international affairs that typically involves efforts at
censorship or the use of manipulation to sap the integrity of inde-
pendent institutions. This approach takes advantage of the asymme-
try between free and unfree systems, allowing authoritarian regimes
both to limit free expression and to distort political environments
in democracies while simultaneously shielding their own domestic

public spaces from democratic appeals coming from abroad.””®

Using these methods simultaneously, Russia can protect itself from for-
eign infiltration, as envisioned in the mythical Dulles Plan, by taking advan-
tage of the freedom of expression afforded by democratic systems. Russia’s
approach has changed little since the Cold War, when Soviet services rou-
tinely disseminated falsified information and counterfeit documents and
cast Western society in a negative light to prevent the Soviet population
from viewing it as attractive. However, the opportunity that open societ-
ies provide for access is also the very characteristic that strengthens them.
It would be to the West’s detriment to diminish its openness just to reduce
Russian or other countries’ intelligence or covert operations opportunities.
A democratic society needs to recognize and play to its strengths, allowing
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freedom of all positions to be voiced, including positions that highlight
injustices elsewhere, not just in its own society.

FINAL ANALYSIS

While it would be wrong to dismiss Russian intelligence as a threat, it would
also be wrong to view Russian intelligence as “10 feet tall and bullet proof”
Russian intelligence and state security services look in many ways like they
did during the Andropov era: still run by leaders raised in the chekist mind-
set, who view the West as an eternal and unchanging threat and who con-
nect that external threat to manifestations of popular dissatisfaction inside
Russia. That dynamic sets the foundation for the “intent” factor of the threat
equation. Russia retains highly proficient collection and covert action capa-
bilities, both human and technical. Russian intelligence platforms are located
worldwide, inside computer networks, and in space, giving Russia global
intelligence reach and opportunities. Nevertheless, Russian intelligence has
weaknesses that can be exploited. Probably among the worst of those weak-
nesses is its own hubris—a sense that it is invulnerable. If Russia can portray
its successes as being the result of a well-managed, powerful, patriotic system,
and simplistically explain away its failures as nothing but “Russophobia,” it
can weather failures and capitalize on successes. Similarly, if the victims of
Russian intelligence activities and covert activities focus only on Russia’s
strengths and ignore its weaknesses, the victim itself grants those activities
greater potency and effectiveness. However, publicly revealing Russian opera-
tions as aggressive, antagonistic, and in some cases inept can diminish Russia’s
self-manufactured lustrous intelligence reputation.

The purpose of this book is to provide the analytic tools with which to
assess that threat in a balanced way, to break the threat down to its compo-
nent parts of who, why, and how, and to view each component within its
own context, along with its strengths and weaknesses. Russian intelligence is
a formidable adversary, but it is not invulnerable. Targets of Russian intelli-
gence activities need experts who see those activities in a balanced way. This
book is designed to begin the process of building that expertise.
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