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Foreword

The Defence Intelligence and Security Service
 has released its annual report for the year 2002. The Annual Report includes the activities and areas of interest for the year under review as well as the focus areas for the MIVD in 2003.

MIVD activities in 2002 were primarily focussed on the national and international fight against terrorism. Non-Article 5 Crisis Response Operations in the Balkans and the developments in and around Afghanistan also received a great deal of attention throughout the year. In the second half of 2002, the service concentrated on the developments in Iraq. MIVD involvement in these matters is outlined in the Annual Report.

The tasks and responsibilities of the MIVD are defined clearly in the new Intelligence and Security Act (Wiv 2002), which entered into force on 29 May 2002. The implementation of the Act required the MIVD to modify both its information system and its operating procedures, particularly those related to monitoring and the use of special authority. This has increased the transparency in regard to the activities of the MIVD.

The Minister of Defence

H.G.J. Kamp
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I
Tasks of the Defence Intelligence and Security Service

The goal of the Defence Intelligence and Security Service is to support the Defence organisation in accordance with its requirements in the areas of intelligence and security. To carry out its tasks, the service focuses on both the politico-military decision-making level within the Defence organisation and on the armed forces (preparation and implementation of military tasks). An important aspect of the service’s activities concerns support in carrying out Non-Article 5 Crisis Response Operations (NA5CRO).

Statutory tasks

The new Intelligence and Security Services Act entered into force on 29 May 2002. This resulted in a change to the name of the Military Intelligence Service into Defence Intelligence and Security Service and to changes to the MIVD task description in a number of areas. A new element in the task description is investigation into factors of (potential) influence on the maintenance and promotion of the international rule of law, to the degree that the armed forces are or could become involved. This supplement to the MIVD’s tasks is a result of the changed missions of the armed forces since the end of the Cold War. The changed task assignment is aimed at carrying out Non-Article 5 Crisis Response Operations in addition to its general defence mission. As a result, the MIVD gathers intelligence concerning the security situation in countries where the Netherlands carries out or could carry out NA5CROs. As was the case in the intelligence task defined in the previous Wiv, conducting investigations into the potential and the armed forces of foreign powers to ensure the adequate build-up and effective use of the Netherlands armed forces, this task is concentrated outside the Netherlands.

A second change to the task description is the addition of the authority to “conduct investigations concerning other countries in relation to subjects of a military nature at the instruction of Our Prime Minister-cum-Minister of General Affairs, in concordance with Our Ministers concerned.” The principle responsibility for designating subjects rests with the Prime Minister. As regards the implementation of this task, the Minister of Defence is also responsible. For this MIVD task, an instruction decree has been drawn up describing specific study subjects. The instruction decree will be published in the Government Gazette (Staatscourant) in the course of 2003.

The tasks of the MIVD are described as follows in the Wiv 2002:

a. Conduct investigations:

· concerning the potential and the armed forces of foreign powers to ensure the adequate build-up and effective use of the Netherlands armed forces;

· into factors that (potentially) influence the maintenance and promotion of the international rule of law, to the degree that the armed forces are or could be expected to become involved.

b. Conduct vetting procedures in accordance with the Vetting Procedures Act (Wvo).

c. Conduct investigations needed for taking measures:

· to prevent activities aimed at harming the security or combat readiness of the armed forces;

· to promote a proper process of mobilisation and concentration of the armed forces;

· to promote the undisturbed preparation and deployment of the armed forces as referred to in sub a, second dash.

d. Promote measures for the protection of the interests referred to in sub c, including measures to protect the secrecy of classified military information.

e. Conduct investigations on foreign countries concerning military-relevant subjects as defined, in concordance with Our relevant ministers, by Our Prime Minister-cum-Minister of General Affairs.

Organisation

The MIVD consists of two departments, Production and Management. Operational activities are carried out in the Production department. The Management department creates the conditions for the production process within the MIVD. The production side of the MIVD is organised into divisions that gather information and divisions that process the information into (counter-)intelligence products in the form of reports, risk analyses and baseline data that serve as the basis for planning and support of military NA5CRO and other operations.

The Production department includes the Signals Intelligence division (AVI) and the Human Intelligence division (AHM). These information-gathering divisions provide the information they have collected to the Analysis and Reports division (ARD) and the Counter-intelligence and Security division (ACIV) who process the information into (counter-)intelligence and security products. The modus operandi followed consists, sequentially, of gathering, selecting, analysing, processing, and utilising information.

Planning

The Minister of Defence sets out the annual (secret) Defence Intelligence and Security Requirement (IVD). The requirement specifies the MIVD focus areas and the products that the Defence organisation require from the MIVD. The focus areas range from countries and regions to specific themes and subjects. The focus areas are divided into categories. The categories are assigned priorities that determine the intensity and the depth with which the MIVD monitors developments in the various areas. Areas with a permanent Dutch military presence and where Dutch troops participate in military operations obviously have top priority. The categories are:

f. category I: areas where Dutch armed forces are stationed permanently or as part of a NA5CRO +++++ (including focus areas that can have a direct influence on units’ tasks)

g. category II: areas where Dutch armed forces could be deployed for NA5CRO, areas which, considering their position, (could) influence NA5CRO and countries which have a specific interest for Dutch security policy;

h. category III: focus areas that are relevant for Dutch security and defence policy and for which timely notification of developments is important (Indicator and Warning function).

Due to Dutch military involvement in NA5CRO in the Balkans and Afghanistan, the MIVD concentrated primarily on those areas. Beginning in mid-2002, the situation concerning Iraq was monitored intensely. The intensification of the fight against terrorism against Defence organisation interests, which began in 2001, continued unabated in 2002. In addition, the proliferation of weapons of mass destruction was monitored closely.

Cooperation

(International) cooperation is essential for the MIVD to develop an optimal knowledge base. In addition to the MIVD’s own resources for information gathering—Open Source Intelligence (OSINT), Imagery Intelligence (IMINT), Human Intelligence (HUMINT) and Signals Intelligence (SIGINT)—the MIVD also works with national and international services and agencies. In addition to working closely with the General Intelligence and Security Service (AIVD), information-sharing with that agency also takes place. Internationally, the MIVD also works intelligence and security services within a NATO context and in multilateral and bilateral arrangements outside a NATO context. The multilateral and bilateral contacts consist of arrangements with partner and sister services from NATO countries and with non-NATO countries. The management of international contacts and their associated agreements and Memoranda of Understanding, and of information sharing, is centralised within the MIVD in the Relations Management Office.

II
Developments in intelligence and security 

Developments in the area of anti-terrorism have influenced the activities of the MIVD in the past year. After the attacks on New York and Washington on 11 September 2001, the government decided to intensify anti-terrorism efforts. To that end, the MIVD was granted an increase in personnel and materiel.

Anti-terrorism activities

On 7 October 2001, the United States and the United Kingdom began Operation Enduring Freedom, aimed against Al-Qaida and the Taliban in Afghanistan. Those efforts led to the collapse of the Taliban regime.

On 9 November 2001, the Dutch government decided to make a military contribution to Operation Enduring Freedom. The contribution consisted of units from all four armed forces Services, the navy, army, air force and the Dutch provost corps, the Royal Netherlands Marechausee. The MIVD provided support for the deployment of these units.

Since 21 December 2001, the Netherlands has participated in the International Security Assistance Force (ISAF). ISAF is a UN-mandated mission to support the Afghan (transition) government and the UN agencies in Afghanistan by maintaining security in Kabul. In November 2002, the Netherlands’ Council of Ministers decided to take over the command of ISAF from Turkey, commencing in February 2003, and to extend Dutch participation for a period of six months. As was the case in the past year, participation in ISAF will require a substantial exertion on the part of the MIVD in 2003.

Operational intelligence

Cooperation between the MIVD and the Chief of the Netherlands Defence Staff (who is responsible for carrying out NA5CRO ) has been further improved. Since 1 October 2002, the Deputy Director of the MIVD-cum-Head of the Production division has been charged officially to provide operational intelligence to support the Chief of the Defence Staff.

The national provision of intelligence from operation areas to the Netherlands during NA5CROs is formalised in a cooperative arrangement between the MIVD and the Chief of the Defence Staff. For larger operations, a National Intelligence Cell (NIC) staffed by MIVD personnel is established in the operation area. For smaller operations, a comparable arrangement is made, with a representative of the armed forces Service concerned acting as Point of Contact (National Intelligence Point of Contact/NIPOC). NICs and NIPOCs are in constant, secure communication with the Current Intelligence Unit of the MIVD. That makes it possible to monitor all relevant developments in the operation area up to the minute and to report quickly on those developments.

Implementation of Wiv 2002

The Intelligence and Security Services Act (Wiv) 2002 entered into force last year. The motivation for the change to the previous Act was the desire to align it fully with Articles 8 and 13 of the European Convention for the Protection of Human Rights and Fundamental Freedoms and with jurisprudence from the European Court of Human Rights. The requirements of Wiv 2002 have been implemented in the administrative procedures of the MIVD. Authorising Regulations and Task Decrees have been revised. Requests for permission to employ special authorities are submitted to the Minister or, occasionally, to the Director of the MIVD.

Srebrenica

On 10 April 2002, the Netherlands State Institute for War Documentation (NIOD) presented its report entitled Srebrenica, a ‘safe’ area. The NIOD determined that there was a collective “intelligence failure” concerning Srebrenica.

In its conclusions, the Parliamentary Commission of Inquiry on Srebrenica, which presented its report on 27 January 2003, subscribes to the view that intelligence-gathering by UNPROFOR
 was inadequate. The Commission found that “intelligence-gathering is an essential part of military operations”. The Commission further found that the implementation of the restrictive UN policy at UNPROFOR in relation to intelligence-gathering put Dutchbat at an unnecessary disadvantage. The Commission believes that the Netherlands, as a provider of forces, also bore its own responsibility in the area of intelligence-gathering. That means that all possibilities to gather intelligence should be used even where there are limited risks associated with it.

Soon after the fall of Srebrenica, and anticipating the reports of the NIOD and the Parliamentary Commission of Inquiry on Srebrenica, it was determined that lessons should be drawn from experiences in former Yugoslavia. The MIVD was radically reorganised in recent years. The importance of good intelligence-gathering during NA5CRO is now generally accepted. The involvement of the MIVD in planning, preparations and carrying out NA5CRO has been greatly improved. More than was the case in the past, intelligence analyses play a part in decision-making concerning the deployment of military units abroad as well as during the management of operations. A national military intelligence and security structure is now part and parcel of participation in NA5CRO. That provides the military and civil service leadership and the cabinet members affected with an up-to-date and integrated intelligence picture.

III
Intelligence task

The Balkans, Central and South-east Europe

For the greater part of 2002, the Netherlands has been in command of the Multi-national Division South-West (MND-SW) of the Stablisation Force (SFOR) in Bosnia-Herzegovina. For that reason, the MIVD gave priority to strengthening the information position in that country. In the second half of 2002, the focus was also concentrated on Macedonia where a larger operational deployment took place as a result of the Lead Nation status of the Netherlands in the NATO operation Task Force Fox (TFF).
In all of the Balkan countries, including the areas that the MIVD is interested in, corruption and organised crime are the biggest problems facing the authorities. In many cases, criminal organisations are better organised than the state authorities and are a threat to the internal stability in the region. The national governments of Bosnia-Herzegovina and Macedonia, in close cooperation with the international community have made combating economic crime the spearhead of the peace process. Given the ongoing involvement of the armed forces in the peace process in the Balkans, the region will undoubtedly continue to demand the attention of the MIVD in 2003.

Bosnia-Herzegovina

The Netherlands has been contributing militarily to the recovery and restoration of peace and stability in Bosnia-Herzegovina for a decade. Since 1996, that contribution has been under the umbrella of SFOR, mandated by the General Framework for an Agreement on Peace (the Dayton Accords) and the associated UN resolution. Inasmuch as the contribution to SFOR by large countries, primarily NATO Member States, has been reduced in recent years, the relative importance of the Netherlands has increased. During the period September 2001-September 2002, the Netherlands was Commanding Country in the MND(SW), as was. Extra MIVD personnel have been deployed to support the Dutch commander of MND(SW).

Political developments in Bosnia-Herzegovina in 2002 were dominated by the general elections of 5 October of that year, the first that were organised entirely under Bosnian auspices. Internal divisions in the “Alliance for Change” government (formed at the initiative of the international community), which had governed until the elections, had been unable to find solutions for the socio-economic crisis in the country. For that reason, but probably also in protest against the influence of the international community in Bosnian politics, the majority of the Bosnian electorate again gave preference to the traditional ethnic-based parties on 5 October. Although those parties had changed since the war and no longer encouraged ethnic conflict, they continued to promote the interests of their own ethnic groups. The breakthrough in ethnic relations desired by the international community was not brought any closer by the ethnic parties’ electoral gains. It is virtually impossible to keep those parties out of the various governments. The international community will therefore have to take a fresh look at the new political situation in Bosnia-Herzegovina.

The return of refugees to their original places of residence proceeds apace. Related to that development, attempts are being made to embed the constitutional equality of the three population groups in all parts of Bosnia-Herzegovina in such a way that the population groups can participate in public administration everywhere. The international community is also working to strengthen the central agencies of the country. An example is the State Border Service which not only operates on an inter-ethnic basis, but is also generating new income. Attempts are also being made to achieve inter-ethnic cooperation militarily with the ultimate goal of merging the Bosnia-Serbian (VRS) and Muslim-Croat (VF) armed forces. The merger continues to encounter a great deal of resistance from the different population groups and, furthermore, is at odds with the Dayton Accords, which expressly do not provide for that eventuality. It has furthermore become apparent from a number of sources that even within the Muslim-Croat VF, no actual fusion of the ethnic components is taking place. That negatively influences the chances for integration between the VF and the VRS.

In other aspects, too, some of the provisions of Dayton seem to have been superseded by reality. The implicit assumption in the treaty that the cooperation of members of different population groups would of itself lead to inter-ethnic cooperation has proven to have been incorrect, for example. It may be that some passages of the peace accords will (in the future) have to be reformulated to promote inter-ethnic cooperation.

The continuation of the socio-economic crisis in Bosnia-Herzegovina is not due to the impotence of the government alone, but also to the economic abuses, such as corruption and organised and other crime. The lack of transparency in the investment climate also plays a negative role here.

The situation in Bosnia-Herzegovina is not expected to change very much, if at all, in 2003. The peace process is proceeding slowly. The traditional ethnic parties are still the dominant factor in Bosnian politics. Against that background, a further reduction in SFOR strength would have to be accompanied by the establishment of a Dutch information post to carry out an early-warning function. The international community will continue to be the decisive factor in stimulating and managing the peace process.

MIVD activities in support of the Dutch armed forces in Bosnia-Herzegovina consist of the deployment of counter-intelligence and security (CIV) teams and a National Intelligence Cell (NIC). The CIV teams are used to investigate possible activities of terrorist and criminal groups and foreign intelligence services. Commanders in the deployment area are briefed by the MIVD on potential security risks and advised on security measures to take. For the intelligence-sharing between the Netherlands and the deployed units in Bosnia-Herzegovina, an NIC staffed by the MIVD has been established. In addition, intelligence and security reports and analyses are prepared for the deployed units, the military leadership in the Defence organisation and the Minister of Defence and the State Secretary for Defence.

Macedonia (FYROM)

NATO’s involvement in Macedonia is based on the Framework Agreement (the Ohrid accords) and is conducted at the invitation of the Macedonian government. The Netherlands made a substantial contribution to the stabilisation process in Macedonia in 2002. In military terms, the contribution included Lead Nation status in Task Force Fox (TFF), the NATO operation for providing security for the international observers in the country. In support of that objective, the MIVD delivered intelligence products both in support of political and civil service decision-making and in preparation for and during the deployment of the Dutch units. MIVD personnel have been active in Skopje in support of the commander of TFF. The emphasis of the MIVD activities lay in the area of Force Protection, concentrating in identifying security risks for the international observers who were deployed during the parliamentary elections in September 2002.

The situation in Macedonia stabilised following the ethnic conflict in 2001. The factors that led to that conflict (socio-economic abuses in combination with ethnic discrimination) have not disappeared, however. The elections of 15 September 2002, which were conducted successfully—partly due to the presence of representatives of the international community—were the most important milestone in internal developments.

Nevertheless, inter-ethnic divisions, the general corruption and the drive for self-enrichment will restrict the new government’s freedom of movement. Chances for a rapid improvement of the standard of living are negligible. These factors are expected to continue to determine the political agenda of the country in 2003. The international community is to be expected to have to remain engaged with the situation in Macedonia for a long while to prevent the resurgence of the ethnic conflict and to keep the peace process on track.

Federal Republic of Yugoslavia (FRY)

The situation in the former Yugoslavian federation was dominated in 2002 by the question of the future of the federative relationship between Serbia and Montenegro. Under intense pressure from the European Union (EU) both of the constituent republics have agreeed to a union of Serbia and Montenegro. Following the fatal attack on Zoran Djindjic in the beginning of 2003, the political relationships must be re-established. The Charter of changes in the mutual relationships appears to favour the Montenegran leadership primarily.
 This is because Montenegro, based on the Charter, is able to set an autonomous course, primarily in the economic sphere, and over time can still declare independence.

Developments in and around Kosovo remained a source of tensions throughout 2002 with a potential for cross-border destabilisation. This was primarily the result of a call for independence by the current ethnic Albanian leaders in Kosovo and the failure of inter-ethnic reintegration.  The ethnic Albanian leaders are not only caught up in an internal power struggle, but also appear unable to find a solution to the social and economic problems in the province. It is not inconceivable that this issue will have consequences for the international community in Kosovo. Despite the absence of Dutch troops in Kosovo, the MIVD is still interested in the province. The reason for that interest is that destabilisation in Kosovo can have consequences for other Balkan countries with an ethnic Albanian population component and is therefore an influence on NA5CRO in the region that the Netherlands is involved in.

Partly due to the relations maintained from FRY with the Bosnian Serbians and the probable presence in Serbia and Montenegro of Bosnian war criminals sought by the Yugoslavia Tribunal (ICTY), the MIVD will continue to monitor developments in the FRY closely in the future.

Albania

The situation in Albania is important primarily due to its relationship to and involvement with the situation in Macedonia and Kosovo. So far, successive governments have distanced themselves from territorial claims outside their own borders. The limited authority of the central government, however, has made it possible for ethnic Albanian armed groups and criminal organisations to use the border area with Kosovo and Macedonia for subversive activities. Additionally, the limited socio-political stability of Albania is a cause for concern. That could lead to further destabilisation of the country and the region. Control over the internal situation by the state authorities in Albania is still insufficiently stabilised. Due to the cross-border relationships among the various ethnic Albanian groups in the Balkans, the situation in Albania will continue to be monitored closely in the next few years.

Croatia

Croatia is developing still further in the direction of membership in Western political, economic and security structures. The country remains in the clutches of poor socio-economic conditions, however, which could be exploited by nationalist groups within the Croatian political system. Furthermore, a personal power struggle developed in the Croatian governing coalition in 2002, which made formulating a coherent government policy (particularly in the socio-economic sphere) virtually impossible.

Influences emanating from Croatia on events in Bosnia-Herzegovina were reduced significantly in 2002. The ties between the most important nationalist party, the HDZ and its Bosnian counterpart still exist, but they appear to have almost no importance for internal Bosnian political developments.

Asia

Following the terrorist attacks on the World Trade Center and the Pentagon on 11 September 2001, the United States launched the campaign against international terrorism. That campaign took on the form, in part, of a large-scale offensive against the Taliban and Al Qaida in Afghanistan. With the help of the opposition in Afghanistan, the Northern Alliance, the Taliban were defeated in November 2001 and the Northern Alliance was able to capture Kabul. On 2 December 2001, under the auspices of the UN, talks took place in Bonn with a large number of Afghan partners represented.

Afghanistan

The Bonn conference had two important results. In the first place, agreement was reached on an interim government under the leadership of Hamid Karzai. In the second place, a decision was taken to deploy an international security force, the International Security Assistance Force (ISAF), to Kabul. In conjunction with the Afghan authorities, ISAF was given the task of ensuring a safe and stable Kabul and environs so the interim government could carry out its work. The UN Security Council ratified the results of the Bonn Agreement with UN Resolution 1383. The most important task for the interim government appointed in December 2001 was the preparation of the Emergency Loya Jirga,
 which took place in June 2002. Another task was beginning the reconstruction of the state apparatus and the country (in particular, Kabul).

The Loya Jirga resulted in the (re-)election of Karzai as president.
 The appointment of the other ministers took place outside the meeting. The Loya Jirga did not succeed in creating a parliament. The newly formed transition government had (and has) to deal with the same problems as the interim-government. There remains little authority over the areas outside Kabul. The reconstruction of the country is still in its infancy. Different government officials work more at cross purposes than cooperatively and the first negative tones were heard among the population. Certainly in Kabul, immediately after the fall of the Taliban, much changed in a short time. In the months that followed, however, little progress was observed by the population.

The transition government faces three great challenges. First, the cumbersome bureaucratic government apparatus must be reorganised. Responsibilities must be shared among the central authority, the provincial and the local governments. Free elections will be held by no later than mid-2004. Second, an Afghan National Army must be established in which the different military structures (the ‘armies’ of the various warlords) are incorporated. Fighters who cannot be included in the national army must be reintegrated in society. The third priority is economic reconstruction. In order to manage the billions of dollars of promised support, a number of structures must be created: structures for a good banking system, a good national accounting system and agencies to oversee expenditures. Furthermore, a climate must be created in which investments are possible.

The situation in Afghanistan will remain uncertain and unstable in the near future. The presence of ISAF in Afghanistan is expect to last at least until 2004. The presentation of the new constitution, which has yet to be written, and the progress of the elections will be important milestones to determine whether there is any further need for the international community to remain in Afghanistan.

Dutch military activities in Afghanistan

The Netherlands has been participating in the ISAF security force since the end of 2001. Since the beginning, the MIVD has deployed assets for the build-up of a so-called ‘normative picture’. The focus of the MIVD was changed several times during 2002. Initially the emphasis lay on monitoring the daily security situation in Kabul and the relationship between the interim government and the military power structure present in Kabul. Subsequently, the MIVD concentrated more attention on the Emergency Loya Jirga that was to be held. Finally, the MIVD began preparing for the joint command of Germany and the Netherlands over ISAF.

In the past year, the MIVD has been actively interested in the terrorist threat, in Afghanistan and elsewhere. In Afghanistan, that threat was expressed by a number of rocket attacks on parts of Kabul, a heavy bomb attack at the Ministry of Information (15 August 2002) and the assassinations of the Minister of Transportation and Tourism, Abdul Rahman (14 February) and Vice President Haji Abdul Qadir (6 July). The attacks seemed to concentrate more on the ISAF security force towards the end of the year. That was underscored by the apparently coordinated attack on the headquarters of the Kabul Multinational Brigade (KMNB), Camp Warehouse, on 25 November. For the time being, based on how the attacks were carried out, they appeared to be intended primarily as warnings and not to cause casualties.

Pakistan

The deterioration of the internal security situation and the political breakthrough of the religious alliance party in Pakistan can directly influence the security of the Dutch troops in the region, making them a subject of interest for the MIVD. Pakistani policy in regard to Afghanistan was monitored closely. The sharp political, religious and ethnic divisions in Pakistani society resulted in violence in several cities. Concurrently, relatively many attacks against Western targets were carried out in Pakistan, giving expression to the dissatisfaction over the actions of the international coalition in Afghanistan and Pakistan support of those activities.

The limited power shifts in Pakistan did not lead to drastic changes in crucial policy areas (such as foreign and defence policy). The Pakistani government formally carried out a reserved policy in regard to neighbouring Afghanistan. Nevertheless, various radical extremist groups were able to operate in Afghanistan from Pakistan. It was not clear how strongly sections of the Pakistani government were fighting against the subversive activities of these groups.

India

The Indian state of Jammu and Kashmir was also the scene of attacks by radical extremists and was the cause of a bitter conflict between Pakistan and India. For several months, both countries had troops concentrated along the internationally recognised line of control in the disputed area. The risk of escalation of limited military actions in the Kashmir region into a larger-scale war existed for a large part of the year. The aspirations of both countries in the area of the development and possession of weapons of mass destruction meant that the conflict could have had far-reaching consequences. Despite the tense situation, it did not come to an actual military confrontation. In October 2002, India announced that it was withdrawing the bulk of its forces, followed a day later by Pakistan. Towards the end of the year, the imminent risk of a large-scale war breaking out was reduced by the troop withdrawals. Despite the steps taken towards détente, formal diplomatic contacts between the two countries were not restored.

In internal political developments and Indian policy in regard to Kashmir, the state elections in September and October played a central role this year. The pro-Delhi governing party was defeated by a coalition of the Congress Party and a local political party. The new government is not expected to provide a solution for the problems in the state over the near term either. Inasmuch as a structural solution for the Kashmir question is not likely in the near future, the tensions between Indian and Pakistan will continue.

North Korea

Over the past thirty years, the North Korean regime has developed a weapons of mass destruction and a ballistic missile programme that has been expanded steadily. In 1994, the United States and North Korea reached an Agreed Framework, under the terms of which North Korea would desist from further development of a heavy-water nuclear reactor then under construction in exchange for deliveries of oil and the construction of two, less proliferation-sensitive light-water reactors for civilian purposes. North Korea would furthermore permit regular inspections. In reaction to the violation of the Agreed Framework by North Korea in 2002, the United States decided to suspend oil deliveries. That led to the North Korean decision at the end of December 2002 to re-start the nuclear reactor at Yongbyon, which had been partially dismantled. Observation equipment from the International Atomic Energy Agency (IAEA) was subsequently removed. IAEA observers were compelled to leave North Korea at the end of December 2002 and the land withdrew from the Non-Proliferation Treaty (NPT).

North Korea possesses an extensive ballistic missile industry that produces ballistic missiles based on SCUD technology. North Korea’s missile arsenal covers a broad range of ballistic missiles with a range varying from 300 to 1,300 km. With the launch of the Taepo Dong-1 in 1998, North Korean showed that it possesses ICBM technology (missiles with a range of 2,000 km or more). Some doubt remains as to the operational readiness of these ICBMs. The majority of the ICBM production is destined for export. That is one of the few possibilities for North Korea to acquire hard currency. Given the developments in North Korea in the area of the proliferation of weapons of mass destruction, ballistic missiles and missile technology, and the spillover effects that that could have in the region, the MIVD will continue to monitor developments in North Korea in 2003.

People’s Republic of China

A power shift in 2002 brought a new generation of Chinese leaders to the fore. The effects of the power shift on policy must still become apparent. In contrast to the previous generation of Chinese leaders, the new leaders are university educated in such subjects as law and economics, with an age range from late 40s to 60 years old. In general, the new leaders did not climb up through the party system, but earned their stripes through management of important provinces or cities where reforms were implemented. It is as yet difficult to determine the political course of the new leaders on internal and foreign policy.

Indonesia

As part of the process of mapping terrorist networks, in 2002, the MIVD actively monitored the rise of radical Islam in Indonesia. The Indonesian government came under increasing pressure to act against the fundamentalist Jemaah Islamiah movement. Arrests in Malaysia and Singapore turned up new evidence for possible links between the Al Qaida network and the Jemaah Islamiah movement. That movement is led by the Indonesian cleric Abu Bakar Ba’asyir. The Indonesian government’s reluctance to act was motivated by the complicated political relationships and the fear of internal disorder. An escalation of the differences between secular and Islamic coalition partners in Parliament meant that, for President Megawati Sukarnoputri and her allies, there were great risks associated with strong actions against Islamic groups such as Jemaah Islamiah and Laskar Jihad.

The bombing in Bali, however, forced the government of President Sukarnoputri to face facts. There was and is terrorist activity in Indonesia. In the current complex political constellation, President Sukarnoputri is under international and internal military pressure to act against terrorism. At the same time, she is responsible for maintaining calm among the largely Islamic, anti-American population of Indonesia.

The MIVD will continue to monitor developments in Indonesia in 2003, with the attitudes and deployment of the Indonesian armed forces of great interest.

Middle East and North Africa

Most of the countries in the Middle East and North Africa continue to face great political, social and ethnic tensions. In 2002, religiously inspired resistance among some parts of the population increased throughout the region. That resistance is overwhelmingly moderate and peaceful. The increased militant positions of radical Islamic groups is the primary cause of instability in the region.

The most important causes for the situation in the region are the lack of opportunities for the population to express itself politically and the poor economic situation. The consequences of globalisation are also significant for the traditional societies. For many people, the West is a symbol of ‘threatening’ modernism. Primarily due to the chronic nature of the economic stagnation, instability in the region will continue. In addition to the socio-political circumstances, increasing problems in regard to the natural resources are a matter of concern. The most important of these are the still considerable but, in some countries, diminishing oil reserves and the limited availability of water. Both issues could lead to the intensification of existing controversies. That could have negative repercussions for regional stability. The availability of the oil from the region in the world market is of great strategic importance for the West.

Several rogue states have ambitious military, including non-conventional programmes. These programmes must be seen in the context of old regional rivalries. The rivalries regularly lead to armed conflict, which could spill over into the NATO treaty area. The MIVD has determined that potential threats are primarily based on increased capability in the area of weapons of mass destruction and ballistic missile systems. It is characteristic for this regional problem that no weapons-control consultation takes place. To the contrary, it is precisely because of the rivalries in the area and also because Israel has refused to discuss its military nuclear potential that several Arab countries and Iran have continued their own programmes.

Iraq

The situation in and around Iraq in 2002 was the subject of great interest to the MIVD. The aggression against  Kuwait in 1990 and the allied military reaction that followed led to the international isolation of Iraq and the UN sanctions.

Considering the geo-political position and the nature of the Iraqi regime, Iraq actively sought a prominent role in the region. The Iraqi armed forces played a central part in that policy. The Gulf War of 1991 and its consequences in no way diminished this ambition of the Iraqi regime. To compensate for the superiority in conventional arms of Israel, Iran, the United States and the United Kingdom, Iraq sought to rebuild its military capabilities. The emphasis in these efforts was probably on weapons of mass destruction and ballistic missile systems. Strong interest from the international community—but primarily from the United States—in the non-proliferation of weapons of mass destruction after the events of 11 September 2001 in the United States resulted in heavy political and military pressure on Iraq to again permit weapon inspections.

After the Gulf War, the dismantling of the Iraqi nuclear programme was left to the International Atomic Energy Agency (IAEA). The IAEA did not present a final judgement as to the completeness of the dismantling of the nuclear programme because Iraq did not satisfy all the conditions that had been set and had not provided a complete picture of its nuclear activities and suppliers. The Iraqi nuclear programme was almost completely focused on producing nuclear weapons based on enriched uranium. Despite the dismantling by the IAEA, there were indications that Iraq had hidden parts of its nuclear programme, both material and immaterial. The greatest threat arose from Iraqi nuclear expertise. It is assumed that Iraq was not capable of possessing nuclear weapons in the short term. Without a sanction regime in place, estimates are that Iraq would have needed five to seven years to develop a simple nuclear weapon independently.

It is possible that Iraq still possesses a small quantity of weapons. Iraq was considered capable of resuming production of biological weapons (such as ricine, anthrax and botulism) within a couple of months and to produce strategic quantities. These agents could be produced in existing facilities using existing raw materials and equipment.

Halfway through the 1990s, the UNSCOM inspectors supervised the destruction of a substantial quantity of chemical weapons, including the nerve gas Sarin, the nerve agent Tabun and several blister agents. In addition, thousands of aircraft bombs, artillery rockets and chemical warheads for ballistic missiles were destroyed. It is possible that Iraq was able to conceal considerable quantities of chemical weapons. One assumes that Iraq would have access to hundreds of tonnes of chemical weapons. Iraq has the expertise to mount a simple chemical warhead on a ballistic missile. The greatest threat, however, was Iraqi expertise in equipping artillery grenades and rockets with chemical agents.

After the previous Gulf War, UNSCOM inspectors supervised the destruction of ballistic missiles with a range greater than 150 km that had not been destroyed in combat. It is probable that Iraq concealed an unknown number of (mid-range) missiles from the UNSCOM inspectors.

In accordance with UN resolutions, Iraq was permitted to have short-range missiles. In that regard, Iraq developed two missile systems with a reach of 150 km. One for solid fuel (Al-Samoud) and one for liquid fuel (Ababil). Test flights showed that both systems had a range grater than permitted. Iraq was then compelled to dismantle those systems. The primary goal of those programmes, however, seemed to be the retention of expertise in the field of ballistic missiles. Iraq would be capable to developing a ballistic missile with a range of 1000 km or more only with considerable foreign assistance.

The above represents the situation in Iraq to 1 December 2002.

In March 2003, a coalition led by the United States entered Iraq. In contrast to the situation at the time of the Gulf War of 1991, the neighbouring countries adopted a cautious stance in regard to the American military intervention. Reasons for that posture are the ongoing conflict between Israel and the Palestinian Authority, the economic repercussions, fear for internal unrest and the uncertainty about the future of Iraq and the Middle East. Especially the chaotic situation that could arise after the fall of Saddam Hussein as a result of any separatist aspirations of ethic or religious communities (Kurds, Shi’ites) was a cause of concern for the immediate surroundings.

The MIVD is monitoring the progress of this conflict, concentrating on the possible spill-over effects into Afghanistan.

Israel-Palestinian issue

The Palestinian issue has, as main factor of Arabic dissatisfaction, again played an important part in the regional relationships in the Middle East. All the more so because in the last, violent year of the first Sharon government, the peace process with the Palestinian Authority has come to a standstill. Due to the stagnation, support for the radical Palestinian groups Hamas and the Palestinian Islamic Jihad has increased sharply. That means support for terrorism, which, given the regional effects, is a cause for concern. There has been no change in the situation around the suspended negotiations between Israel and Syria concerning the return of the Golan Heights.

Iran

Among the rogue states in the Middle East, it remains necessary from a security perspective to monitor the situation in Iran due to the potential military threat emanating from the ambitious military programme of the country. Iran’s foreign policy and military doctrine are based on strategic deterrence with weapons of mass destruction and ballistic missiles. The MIVD has increasingly focused its efforts on evaluating the developments of Iranian conventional and, especially, non-conventional weapons programmes. It has been determined that the south-eastern part of NATO territory is already within the range of Iranian ballistic missile systems. There is some concern that Iran could also direct its deterrent potential against the Western military units in the Gulf region. In addition, it appears that Iran has increased military capabilities that could threaten the movement of oil through the Persian Gulf.

Due to the Dutch military presence in Afghanistan, the interest of the MIVD is focused on Iranian policy in regard to Afghanistan. The conservative forces in the establishment could lead Iran to take an anti-Western position in regard to Afghanistan over time. So far, the conclusion is that Iran is conducting a pragmatic foreign policy with the goal of promoting stability in regional relations. Nevertheless, Iran remains in contact with radical Islamic groups in the region. 

Syria

The situation in Syria and its position in regard to various international issues has been monitored over the past year. A central issue here was the dominant role of Syria in Lebanon and its influence on the Lebanese Hezbollah movement. Furthermore, the MIVD has focused on the antagonistic posture of Syria towards Israel, Syrian programmes for developing chemical weapons and ballistic missiles, the posture in the fight against international terrorism and the standpoint in regard to the question of Iraq. For the Dutch armed forces, the question of the Golan Heights is also important. The Netherlands contributes to the UN observer force in the Golan Heights (UNTSO). The twelve Dutch military personnel who are involved operate from their respective UN quarters in Syria, Israel and Lebanon. That, and Syria’s role in development in the peace process of the Middle East and the regional power relationships, will also be reasons for interest in Syria on the part of the MIVD in the future.

Syria possesses offensive chemical weapons—which are tested regularly—and has a research programme working on developing offensive biological weapons. Syrian does not possess nuclear weapons. At this moment there are no indications that Syria has nuclear ambitions or that they have sufficient expertise and resources to develop those ambitions over the short term. Syria is a signatory of the International Atomic Energy Agency (IAEA) and the Non-proliferation Treaty. Syria’s arsenal includes several hundred SCUD-B ballistic missiles with a range of 300 km and dozens of SCUD-C ballistic missiles with a range of 500 km. Syria is considered capable of producing SCUD-C missiles with its own production capacity. The current operational missile systems are able to strike all of Israel, for example.

Gulf States

The strategic position of the six countries that make up the Gulf Cooperation Council—Sa’udi Arabia, Kuwait, Qatar, Bahrain, the United Arab Emirates and Oman—merits special attention. Reports on the security situation in the Gulf States, in regard to visiting units of the Dutch armed forces, were made several times in 2002. In addition, the MIVD has investigated the position of the Gulf States in regard to the Iraq issue and the fight against international terrorism, as it is currently expressed in Operation Enduring Freedom.

The Russian Federation

Despite the end of the Cold War and the creation of new partnership relations with the West, the Russian Federation will continue to be an area of interest for the MIVD for the future. The Russian Federation will continue to be the number two nuclear power in the world for a long time to come and is very important to the stability of the Eurasian continent, especially the territory of the former Soviet Union.
The Russian Federation is not capable of initiating a large-scale conventional military conflict in the short term. Even carrying out a limited strategic offensive would require a long lead time. The Federation relies primarily on the strategic and tactical nuclear weapons arsenal to ensure its national security. The slight growth in the economy may make it possible for the Russian Federation to modernise its armed forces modestly. The centralist course of President Vladimir Putin will be largely concentrated on national interest, international prestige and independence from others. The Russian Federation will, furthermore, attempt to play a leading role in the eastern OSCE territory and in the Commonwealth of Independent States (CIS). A complete return to the status quo ante is out of the question for all intents and purposes. A return to an authoritarian regime, however, under pressure of a serious economic backlash and political failure, may be possible. An additional factor that justifies specific attention to the Russian Federation is the fact that the role of the Federation as an energy supplier to the West is expected to increase in the future.

The policy and conduct of the Russian Federation in regard to proliferation and export controls have been the subject of interest. The Federation remains a source of concern in the area of proliferation. The progress of the military reform process is being monitored due to the interest of the MIVD in the ongoing discussion in Russia concerning the strength of the armed forces, the realisation of personnel reductions, the plans in relation to reducing national service time, the intention to transition over time to a professional army and the introduction of alternative national service. The status of Russian troops abroad, especially in Georgian and Moldova, is also a subject of interest to the MIVD.

Continuing Russian assurances to the contrary notwithstanding, the situation in Chechnya has worsened rather than stabilised. With spectacular attacks, Chechen rebels have succeeded on a number of occasions in demonstrating that they are anything but defeated. The most important examples include the hostage-taking in a theatre in Moscow at the end of October 2002 and the bombing of the heavily guarded seat of the Chechen government in Grozny at the end of December 2002. The Russian armed forces in Chechnya suffered significant losses of personnel and materiel, primarily helicopters, in 2002. The most conspicuous example was the shooting down of a too heavily laden MI-26 HALO helicopter in August near Grozny.

In May 2002, the presidents of the Russian Federation and the United States signed a treaty
 to reduce their mutual strategic nuclear weapons arsenals further. The MIVD monitors the state of affairs and prospects in relation to strategic arms control actively.

Other countries of the former Soviet Union

In addition to developments in the Russian Federation, the MIVD considers developments in a number of the former Soviet republics important for stability in the region. These are primarily Moldova, Georgia, Armenia, Azerbaijan and Kyrgyzstan. Dutch participation in an OSCE observer mission is an extra reason to monitor developments in Moldova.

Moldova

The situation in Moldova is largely determined by economic problems. In addition, the presence of the self-proclaimed republic of Transnistria within the borders of Moldova is a constant source of instability. A Russian military force that should have withdrawn in 2001 is still stationed in the country. It is expected to remain for some time to come. A certain degree of status quo has been achieved in regard to Transnistria and little change is expected. The presence of a Dutch military OSCE observer in Moldova justifies monitoring the situation there, albeit to a limited degree.

Transcaucasus

From a security policy perspective, the situation in the Transcaucasus countries did not improve in 2002. The conflict around the Nagorno Karabach enclave dominated the relations between the nominally Christian country of Armenia and Muslim Azerbaijan, but did not lead to significant developments.

Nor was any progress made in resolving the internal conflicts in Georgia (Abkhazia, South Ossetia). The tensions between the Georgian president Edward Shevardnadze and the Russian president Putin increased in the second half of 2002 due to the presence of Chechen rebels in the Georgian Pankisi Gorge. The valley, which lies in the border region of Georgia and Chechenya, served as a base of operations for Chechen actions and as a transit route for weapons shipments into Chechenya. Moscow demanded stronger measures from Tbilisi in combating the rebels in the valley and put pressure on the Georgian government by means of cross-border air attacks and threats of military ground operations. Shevardnadze ultimately decided to give in and to begin actively combating the Chechen rebels with Georgian troops. The problem of the Chechen presence in the Pankisi Gorge has not been resolved, however.

Another issue that arose during 2002 was Russian-Georgian disagreement over Abkhazia. The tension between the Russian Federation and Georgia increased at the end of 2002 when the Russian put a railway line between Sochi (Russia) and Sukhumi (Abkhazia, Georgia), both of which are located on the Black Sea, back into service. In addition, the Russians had issued passports to residents of Abkhazia on a large scale.

The two issues led President Shevardnadze to be difficult when it came to extending the mandate of the (Russian) CIS peacekeeping force in Abkhazia.

In 2003, the issues of Chechenya, internal conflicts in Georgia, and Nagorno Karabach will continue to set the tone in the Transcaucasus. The fragile balance is expected to continue. The Dutch chairmanship of the OSCE will lead to more interest on the Dutch side for this unstable Europe region on the periphery of Alliance territory. The MIVD will reserve a limited (analysis) capability to support that interest.

Kyrgyzstan

Considering the presence of Dutch military personnel in Kyrgyzstan (at the Bisjkek/Manas airfield), as part of Operation Enduring Freedom, regular reports on the situation in the country were made. Key elements included the political instability, the danger of escalation, possible consequences for the foreign military presence as the risks and (potential) threats that Dutch military personnel face from radical Islamic movements such as the Islamic Movement of Uzbekistan and Hizb-ut Tahrir. As long as the Dutch military presence in Kyrgyzstan continues, intensive monitoring of the situation in the country and the surrounding region will continue.

The Caribbean and Latin America

Based on the Charter for the Kingdom of the Netherlands,
 the defence of the Kingdom is a Kingdom responsibility. For that reason, units of the Marine Corps are permanently stationed on Curaçao and Aruba and ships of the Royal Netherlands Navy and aircraft of the Naval Air Arm are stationed at Curaçao. The MIVD supports that task by evaluating the external security situation of the overseas territories and of the security situation of the units of the Dutch armed forces stationed there.

The islands of Aruba, Bonaire and Curaçao lie close to the coast of Venezuela and in the direct vicinity of Colombia. The political, economic and military developments in those countries could therefore potentially pose a threat to the security and stability of the Netherlands Antilles and Aruba and for the Dutch units operating in the region. Developments in the Caribbean and adjoining parts of Latin America again gave reason for the MIVD to monitor developments in the region in the year under review.

Although the region is considered to be one of the most stable in the world, some problems remain in regard to the definition of borders between different countries. These problems did not lead to armed conflict in 2002. Such territorial problems are usually resolved peacefully. Any tensions that do exist between states are usually related to economic problems, politically motivated asylum requests, cross-border crime and terrorism. The internal developments within a number of countries in the region and the role of organised crime form a potential threat to the interests of the Kingdom.

The Caribbean has developed into an important transit area for drugs from South America into the United States and Europe. For that reason, the navy units in Curaçao have been tasked with anti-drug efforts in the region. Following the Al Qaida attacks on 11 September 2001, American ships and aircraft were withdrawn from the Caribbean for national defence tasks and deployed against terrorism. Related to that, and at the request of the United States, the Netherlands reinforced its fleet and aircraft strength in Curaçao, partially taking over some of the American contribution to anti-drugs operations in the Caribbean. Those units work together with the Netherlands Antilles and Aruba Coast Guard. The Flag Officer (Caribbean) is charged with leading bilateral Dutch-American anti-drug operations in the region. Cooperation also takes place with the United Kingdom, France and other states in the region. In connection with that task, there is an increased requirement for strategic information on drug trafficking in the region. The MIVD will, where possible, contribute to providing that information.

Venezuela

The most important political development in Venezuela in 2002 was the increasing criticism of president Hugo Chávez, which matched his sharply diminishing popularity. The president’s style of governing and his radical reform plans led to increasing resistance. The resistance reached its peak in a coup attempt in April. At the end of 2002, a national general protest strike was held with the intent of forcing Chávez to step down. Those developments and the lack of a significant improvement of the economic situation led to Chávez’s position being put under increasing pressure and the political and social tensions increased. In Venezuela, there was talk of a political, economic and even a constitutional crisis. Against that background, there was a substantial exodus of capital to the Netherlands Antilles, Aruba and elsewhere.

The increased internal tensions and Chávez’s international political ambitions are a potential source of instability in the region. That could have an unfavourable spillover, in a political security and a economic sense, to the surrounding countries, including the Netherlands Antilles and Aruba. The MIVD will therefore, continue to monitor developments in Venezuela.

Colombia

In February 2002, the peace process between the government and the largest guerrilla movement in the country, the Fuerzas Armadas Revolucionarias de Colombia
 (FARC), came to an end. The peace process should have led to an end of the guerrilla war that has been going on for 40 years. Alvaro Uribe Vélez was elected president in the presidential elections in May on the basis of a programme of political, economic and social reforms and a strong approach towards the guerrilla movement and the para-military Autodefensas,
 which were making the country unsafe. Based on the so-called Colombia Plan, and with the help of the United States, the armed forces and the police gained strength and became more effective. The guerrilla movement appears to have lost ground. They have increased their operations against the economic infrastructure, however, and expanded them to include urban areas. The paramilitary Autodefensas have observed a unilateral cease-fire since the end of 2002 in an attempt to come to negotiations with the government. Despite the forceful posture of the new president Uribe in regard to the guerrillas, he is trying to jump-start negotiations from a position of strength, so far without result. The new relationship between the drug cartels and the guerrilla movement means that the eventual success of the peace process could lead to a reduction in drug trafficking and weapons smuggling in the Caribbean. Given the situation at the end of 2002, however, a peace deal is not expected within the near future. That means that Colombia will remain one of the most unsafe countries in the region for the time being.

Surinam

Following the restoration of relations with Surinam after the election of the second cabinet of Ronald Venetiaan, the Netherlands decided in 2002 to advise Surinam in the creation of a coast guard. The coast guard is expected to cooperate with the coast guards of the Netherlands Antilles and Aruba. The decision was also taken to resume jungle training for Dutch military personnel in Surinam.

The lack of real improvement in the economic situation in Surinam could lead to increased social tensions in 2003. In 2002, former army leader Desi Bouterse appeared to be sensitive to the possible outcome of the investigation into the December murders
 and the possible role of the Netherlands in the investigation. Under certain circumstances, that could present a threat to Dutch interests in Surinam. Although Bouterse can still count on a certain degree of support and sympathy from the armed forces, and there is some dissatisfaction regarding the situation in the army, the National Army is generally loyal to the democratically elected authority. Venetiaan’s foreign policy continues to focus on regional integration and improving relations with Surinam’s traditional partners, especially the cooperative relationship with the Netherlands. Nevertheless, President Venetiaan also tries to maintain some distance, based on nationalistic motives.

Sub-Saharan Africa

The majority of African states continue to fail in forming governments that are considered to be legitimate by broad layers of the population. Political elites choose instead to build their power bases on regional and/or ethnic identification. The polarisation of those identities during stagnating economic conditions results in a large number of internal conflicts afflicting the continent. Economic development trails the high rate of population growth and the states are usually not successful in providing sufficient education, health and social services. 
Increasing pressure on the productive capabilities of the natural environment (arable soil, firewood, water) means that the crisis and conflicts in the region will continue. High rates of HIV infection add a worrying element to that mix.

The risk of large-scale military conflicts between states in the region is limited. There are cross-border conflicts in which the exploitation of natural resources and other economic motives play key roles. Most African conflicts are limited in extent, but often have extreme consequences for the civilian population.

Few countries in the region possess sufficient economic strength to maintain a domestic military production establishment of well-armed and well-trained armed forces. Weapons of mass destruction are so far not available in these countries. Over time, the development or acquisition of simple chemical weapons by a single country is possible.

Dutch policy towards Africa may on occasion lead to short-term involvement (emergency assistance) of Dutch military personnel in (dealing with the humanitarian consequences of) conflicts and natural disasters (drought, flooding). For that reason, the MIVD was interested in the region on an incidental basis. Additionally, in a case involving the Sudan, the MIVD contributed to the military-political consideration of a request to provide military and/or civilian observers.

Ethiopia-Eritrea

In the Horn of Africa, the so-called ‘boundary commission’ made a finding concerning the border between Ethiopia and Eritrea. The demarcation of the new border is to be made in 2003, after which the mandate of the United Nations Mission to Eritrea and Ethiopia (UNMEE) expires. There is a possibility that the presence of UNMEE will be required until 2004.

Somalia

The former Somalia
 made little progress in its attempt to restore the unified state. Despite repeated negotiations, the clans and warlords with their vested interests continued to resist. No change is expected in this situation for the coming period. As part of Operation Enduring Freedom, the Somali coastal waters were intensively monitored to prevent Somalia being used as a bolt hole by terrorist groups. The MIVD will continue to monitor the situation in Somalia in 2003 in the context of Operation Enduring Freedom. 

Zimbabwe

In addition to the acute food shortages and the world’s highest percentages of HIV infection, the situation in southern Africa was dominated by developments in Zimbabwe. In March, President Robert Mugabe managed to get re-elected in a process characterised by large-scale violence and fraud. Land reforms were then pursued by means of a number of hastily passed laws. Towards the end of 2002, only a few hundred of the once approximately 4,500 large-scale agricultural companies were operating. It became increasingly clear that Mugabe’s favourites were the primary beneficiaries of the land expropriations. Approximately half of the expropriated land was put into some degree of production by the ‘new farmers’. Mugabe’s mismanagement led, further, to an accelerated decline in the Zimbabwean economy, including the development of shortages of most staples and fuel. Foreign pressure appeared unable to achieve any change in Mugabe’s policy. Changes from within the country may be accompanied by significant levels of violence.

Ivory Coast

Despite the unrest that characterised this country, too, in recent years, the Ivory Coast was also considered a model of stability in the region. In September 2002, however, a rebellion broke out, splitting the country in two. The intervention of France, under the name Operation Unicorn,
 seems to have prevented a further deterioration of the situation. One of the principal causes of the current crisis lay in the concentration of political and economic power in the hands of southern population groups. That domination was accompanied with a conscious marginalisation of northern groups and the immigrants on whom the country’s economic relies to a great extent. A peaceful short-term resolution to the Ivorian crisis is not likely. The efforts of both French and West-African troops will probably be required for some time. In addition to its regional spillover potential, the MIVD’s interest in this issue is based to an important degree on the presence of Dutch citizens in the Ivory Coast.

Weapons proliferation and military technology

The development of weapons of mass destruction, delivery systems and advanced weapons systems in a steadily increasing number of countries, has led to an increased threat from those weapons since the beginning of the 1990s. The proliferation of those weapons continues despite various international treaties, such as the Non-proliferation Treaty, the Biological Weapons Treaty and the Chemical Weapons Treaty, which are intended to limit the spread of these weapons.
Proliferation of weapons of mass destruction

It is conceivable that some parts of NATO territory may be confronted with the consequences of the use of weapons of mass destruction. In addition, Dutch troops are increasingly deployed outside NATO territory. It is therefore important to map the developments of these weapons world-wide and to warn for the potential consequences of the (further) dissemination of weapons of mass destruction. Until recently, it was assumed that nuclear, radiological, biological and chemical weapons (NRBC) could be used if states or regimes felt their continued existence to be threatened. Within the new world view that has developed, however, a new form of conflict has arisen, involving terrorist groups with strong extremist/fundamentalist views. Some of those groups have indicated a willingness/that they will not hesitate to use NRBC weapons under specific circumstances. That has also been demonstrated in the recent past (such as in the Tokyo underground).

Proliferating countries

In terms of the dissemination of weapons of mass destruction and associated technology, the Russian Federation, China and North Korea are among the most important proliferators. That applies equally to the proliferation of delivery systems (ballistic missiles) for weapons of mass destruction. The Russian Federation exports on a large scale expertise and materials that could be applied for the development of weapons of mass destruction to so-called rogue states. An example is the transfer of nuclear expertise and material to Iran and Libya. In addition, Russia exports nuclear fuel to India.

China is a supplier of nuclear technology to Iran and Pakistan. Countries such as Algeria and Syria have also received Chinese nuclear technology and expertise. Chinese ballistic missiles and associated technology are exported to countries such as Iran, North Korea, Pakistan and Sa’udi Arabia. China delivers chemical dual-use technology to Iran, Pakistan, Algeria and Syria.

North Korea is a supplier of ballistic missiles and missile technology. In the past, North Korea has exported the SCUD-B and SCUD-C ballistic missiles and associated technology to Iran, Syria and Egypt. North Korean has also exported SCUD production lines to Syria and Iran. As a result of these exports, Syria assembles SCUD-C missiles and is now able (in cooperation with North Korea) to produce a limited number of SCUD-C missiles itself. The North Korean No Dong-1 missile has also become an export article. The No Dong-1 missile is a ballistic missile with a range of approximately 1,300 km. The North Koreans have sold the No Dong-1 with associated technology to Iran and Pakistan. Based on these export activities, Iran and Pakistan have developed their Shahab-3 (Iran) and Ghauri (Pakistan) missiles further. North Korea is not prepared to cease its lucrative export of missiles and missile technologies, as witness the delivery of SCUD missiles to Yemen.

The MIVD has actively supported the ministries of Foreign Affairs and Economic Affairs in international meetings of the Nuclear Suppliers Group in Prague and of the Missile Technology Control Regime in Warsaw. Both organisations are so-called export control regimes that try to limit the proliferation of nuclear and ballistic missile material and technology. The NATO-Russia Council, set up in 2001, required efforts to be made in the discussions of a common approach to the issue of weapons of mass destruction.

Military technology

In 2002, results of the advances in technology were again visible. A number of developments were driven by civilian demand, and military applications benefited from them. The main developments concerned the increased speed of electronic integration components such as (digital signal) processors, greater electronic storage capacity and the miniaturisation of electronic components used for example in communications equipment. Examples of this development included new, powerful and very flexible radar systems, electro-optic sensor technology and algorithms for passive sensors that make powerful signal analysis and image processing possible.

In the area of propulsion and missile technology, intensive research was done into increasing flight speeds. Until now, only a few countries possessed the very advanced testing capability required for this research. There are developments in the area of autonomous, unmanned platforms. On the one hand, this concerns very powerful unmanned aircraft with a long flight range (Global Hawk). On the other hand, progress has been made in the area of unmanned helicopters, as well as in sensor miniaturisation and energy storage which makes it possible to develop very small unmanned aircraft. In that way, ‘swarms’ of sensors can be brought very close to their targets.

The developments go even further. In the future, missiles will be equipped with new engines that make hypersonic speeds possible. Structurally, these missiles will be increasingly equipped with metal constructions and ceramics that can be produced using very advanced production methods. This will make it possible to achieve high thermic and structural load capacities in the engine and the construction. Timely detection of these projectiles will be made more difficult by the application of stealth principles.

The operational application of ‘directed energy’ (radio frequency, lasers) is expected to come even closer. Great strides are being made in laser technology in particular. Very powerful laser systems are expected to be deployed operationally within several years to combat tactical ballistic missiles.

Detection equipment to observe radars will become so powerful that it will become possible to identify and locate a radar installation within an extremely short time. With precision munition in the form of smart bombs, it will be possible to attack a target with surgical precision.

The increased possibility of purchasing advanced commercial components will lead to using them in (pseudo-) military systems and command and control systems. Examples include world-wide communications equipment, miniature image sensors and access to high quality information through the Internet. Weapons systems will increasingly be integrated into an information network that will couple flexible, deployable weapons systems world-wide with command and control nodes and sensor anlysis centres. The location of these nodes will be irrelevant.

The MIVD has an office dedicated to analysing military technology developments that could be important to/for the deployment of the Dutch armed forces.

IV  Counter-intelligence and Security Task

To fulfil its statutory security mandate, the MIVD develops activities to promote the security and the state of readiness of the armed forces. These activities consist of carrying out vetting procedures, collecting information needed to prevent harm to the security and the state of readiness of the armed forces. Additionally, it consists of gathering information needed for the undisturbed preparations and deployment of the armed forces and advising the departmental and military leadership and commanders on security measures.

Military security

The MIVD also carries out these activities for Dutch units stationed in other NATO countries and for units deployed on international NA5CRO. Counter-intelligence and security teams (CIV teams) carry out analyses of activities of regional intelligence services and of terrorist and criminal groups in the deployment area for the protection of deployed units. These analyses lead to recommendations for protective measures to be taken. Prior to a mission abroad, personnel are instructed concerning potential security risks and are debriefed at the conclusion of the mission abroad.

Within the MIVD, the counter-intelligence and security tasks are embedded in the Counter-intelligence Office (BCI), the Materiel and Data Security Office (BBMG) and the Personnel Security Office (BPV). The MIVD has a field organisation consisting of several counter-intelligence and security detachments stationed across the country to carry out investigations and to maintain direct contact with the armed forces units. 

The counter-intelligence task concentrates on persons and organisations who conduct espionage, sabotage, subversive and terrorist activities directed against the armed forces. In teams and in cooperation with domestic and international partners and sister services, the threats in these sub-areas are monitored continuously. When indicated, investigation within the armed forces is also initiated. An annual advice is prepared for the Defence organisation leadership in regard to the security of personnel, materiel and data on the basis of the threat picture that results from the monitoring of those activities.

Within the Defence organisation, the MIVD carries out investigations into security incidents and occurrences that could harm the Defence organisation. These include occurrences of an extremist nature and occurrences with potentially a terrorist background. In addition, the MIVD contributes to the security of large events, such as Open Days, change of command ceremonies and provides support to large-scale exercises and operations. The contributions consist of providing threat analyses and normative pictures concerning the areas of attention that are relevant to the armed forces.

Information security

Information security is becoming an increasingly important part of the MIVD’s security task. The vulnerability of the armed forces to intrusions into (classified) IT systems has increased with the farther-reaching application of IT in the armed forces. The technology offers enemies increasing possibilities to disrupt the operations of the armed forces, or to obtain information electronically. This presents risks to the Defence organisation. The MIVD conducts technical studies into IT vulnerability in the Defence organisation. Furthermore, a capability is being developed to actively alert the Defence organisation to intruders into information systems.

The MIVD carries out investigations into the presence of bugging devices in work areas where classified discussions take place. The technical possibilities for bugging spoken communication or intercepting data transmissions are increasingly rapidly. The application of fibre optics, laser and other technology makes new bugging and interception methods possible and makes detection increasingly difficult. In 2002, electronic security investigations were carried out at Defence organisation locations in the Netherlands, the Netherlands Antilles, and at locations in deployment areas. Electronic security investigations were carried out at other government agencies on request. In a number of cases, the presence of bugging devices in telecommunications equipment was confirmed. The organisations concerned were informed as to the presence of bugging devices and were able to take appropriate measures. The demand for electronic security investigations is still increasing. In 2003, cooperation with partner services in the area of electronic security investigations will be intensified. A start is being made with common planning and carrying out these investigations.

Aerial photography

Taking aerial photographs in the Netherlands is prohibited without obtaining advance permission from the MIVD. The MIVD will determine how much sensitive military and other vital objects will be visible on the aerial photographs to be taken. Technical developments in the area of photography, film, video and other data sources will make it increasingly difficult in the future to monitor the prohibition of and the dissemination of unauthorised aerial photography. Investigations are now underway to determine how to deal with this issue. 

Foreign intelligence services

The MIVD investigates threats to Defence organisation interests by foreign intelligence services and organisations or individuals who are involved with espionage, sabotage, subversion and terrorism. Extremism, fundamentalism and activism are included in these efforts. It again became apparent in 2002 that foreign intelligence services continue to pose a risk for Dutch Defence organisation interests. These services gather information on the armed forces, its potential and the deployment of the armed forces. In close cooperation with partner and sister services, the threat is identified and, where necessary, counter-measures are taken.

Terrorism directed against the armed forces

After 11 September 2001, reports were received that could indicate occurrences related to terrorism. The number of reports decreased in the course of 2002. Several of these reports were so serious that closer investigation was conducted. No concrete indications were found in 2002 for attacks that posed a threat to military facilities in the Netherlands. The deployment in the context of Operation Enduring Freedom does mandate extra caution. Extremist and militant organisation in the region are capable of preparing and carrying out attacks against the units there. Afghanistan, and especially Kabul, was repeatedly startled by attacks on members of the Afghan government, with Afghan citizens being the main victims. Two members of the Afghan government were killed in attacks in February and July 2002. In both cases, it was not irrefutably clear who was responsible for the attacks. Attempts have been made to kill President Karzai and Minister of Defence Fahim Khan. On 5 September 2002, virtually simultaneously, an attempt was made on the life of President Karzai in Kandahar and a heavy bomb exploded in downtown Kabul, killing more than 20 Afghan civilians.

ISAF locations, especially Camp Warehouse, were bombarded several times with rockets. It is not possible to say with certainty that the locations were the intended targets or who was responsible. Two Afghans were killed during an incident at Camp Warehouse on 19 December 2002 when a man exploded a grenade in the queue of people waiting at the main gate. The motive for the act has not been ascertained. For the time being, it is assumed that it was an isolated incident with no direct connection with terrorist organisations.

The security situation in Afghanistan is not expected to improve in 2003. We note the constant possibility of violent actions against individuals and agencies of the Afghan government. Nor can the possibility of actions against foreign military personnel present in Afghanistan as part of Operation Enduring Freedom and ISAF, and representatives of international organisations and Western countries be discounted. A complex array of factors in the area of political and military processes, such as a new constitution, preparations for elections, build-up of the Afghan army, not to mention the conflict among warlords, the drugs issues and other socio-economic developments, form the basis for these threats to the peaceful order. There are elements among the groups who are against the Afghan government and the presence of foreign military personnel who cannot make their peace with the current situation. Regardless of the outcome of the developments noted above, they will continue to make their presence felt with the help of tools of violence.

Islamic radicalism and the armed forces

Radical Islamic individuals and groups have been a subject of interest for the MIVD for some time, especially groups in crisis areas who could pose a threat to the security of the Dutch military personnel deployed there. The worry about that threat for the deployed personnel is primarily directed at a threat from outside. Within the context of its statutory tasks, however, the MIVD is also constantly alert to potential threats from within the armed forces itself. Depending on the situation, the behaviour of Defence organisation personnel with an right-wing or left-wing extremist orientation or with ultra-nationalistic or radical Islamic leanings will be investigated more thoroughly.

Given the developments in the area of Islamic terrorism, the potential vulnerability of Muslim youth who have grown up in the Netherlands to radical Islamic views and the fact that the Defence organisation structurally recruits among immigrant/minority youth require the MIVD to be alert to the presence of Islamic radicalism within the armed forces. The influence of radical Islamic groups can negatively influence the behaviour of the military personnel concerned and the reliability of the armed forces as a whole, such as when a military contribution must be made to fighting Islamic terrorism.

Investigations into Islamic radicalism concentrate on identifying individuals in the service of the Defence organisation who hold and express a political Islamic worldview. ‘Political Islamic worldview’ means a political agenda to organise society in accordance with the precepts of one’s own Islamic belief. The MIVD’s interest is specifically directed at those individuals within the armed forces who pursue these goals using undemocratic or violent means. The MIVD works closely with the General Intelligence and Security Service (AIVD) in these investigations. There are no concrete indications that Islamic radicalism currently poses a threat to the security and state of readiness of the armed forces.

The activities that the MIVD develops fit in with the policy of the Defence organisation. That policy is intended to prevent undesirable phenomena in the armed forces and to promote the integrity and loyalty of the personnel. In that context, one can refer to the guidelines on integrity, handling Defence organisation assets and confidential information and combating undesirable conduct that were recently made public.

Anti-militarism

The MIVD monitors anti-militaristic activities that have the potential to disrupt the operations of the Defence organisation or endanger the progress of the operations and the management of the organisation. A total of 102 actions against Defence facilities was recorded in 2002. That number has been almost constant for the past several years. These actions normally take the form of fence-cutting actions, graffiti, vandalism and occupation campaigns. Volkel Air Base is the usual target of the majority of the actions due to the supposed presence of nuclear weapons on the base.

A surprising change has taken place in the character of the demonstrations. Under the influence of the American campaign in Afghanistan and the possible campaign against Iraq, a new tendency has been observed. Demonstrations and actions are no longer directed solely against the classical targets—the possible presence of nuclear weapons and military presence in general—but more and more against the so-called ‘new war’. Examples include the actions against American warships in Eemshaven and against the naval barracks in Amsterdam. In addition, the recruiting activities of the Defence organisation have been an important target for anti-militarists. Campaigners try to persuade the visiting public against working with the Defence organisation by spray-painting graffiti slogans, posting stickers or handing out pamphlets at recruiting centres or during Open Days. Support in Dutch society for classic anti-militarist campaigns was negligible in the year under review. Campaigns against the ‘new war’ elicited more sympathy.

Right-wing extremism

The MIVD conducts investigations into right-wing extremist groups and individuals. The central issue for the MIVD is whether the security and state of readiness of the armed forces is endangered. Incidents of right-wing extremism have so far been minimal within the Defence organisation. It should be noted here that not all behaviour that is reported under the heading ‘right-wing extremism’ should be categorised as right-wing extremism is a political or ideological sense. It sometimes refers to undesirable behaviour, such as inappropriate humour, rough training methods, macho behaviour or other abuses. If an example of such behaviour, which the MIVD has identified as undesirable, results in punishable offences, the MIVD informs the Royal Netherlands Marechaussee or the Public Prosecutor’s Office.

There were 25 reports of right-wing extremist behaviour In 2002. Some of those related to spraying Defence organisation facilities with rune signs, Nazi symbols, discriminatory texts and slogans. Some related to individuals who were alleged to have been guilty of making right-wing extremist statements and carrying out right-wing extremist acts.

The involvement of (candidate) Defence personnel in (alleged) right-wing extremism is investigated by the MIVD in all cases. If sufficient hard facts can be determined, a negative advice in regard to appointment as military personnel is issued or the Declaration of No Objection for filling a position of trust is withdrawn. No growth in right-wing extremist statements or conduct was observed within the armed forces in 2002.

Industrial security

Another element of the MIVD’s security task is the security of classified and sensitive information provided to business enterprises in connection with defence contracts. Companies are advised on implementing security measures and checks are carried out on compliance with the measures. Three hundred seventy-four company visits were carried out in 2002 to check on the security of classified information. Virtually no security incidents were found during the checks. The number of companies contracted for defence contracts rose from 530 to 557. 

In 2002, The General Security Requirements relating to Defence Orders (ABDO), the regulations for business enterprises in relation to classified and sensitive information, were renewed to include regulations related to the security of classified information in an IT environment.

The MIVD participates in the security consultation as part of the Joint Strike Fighter (JSF) project. The consultation is primarily concerned with developing security regulations. A second objective is to review the implications of the new ABDO regulations to determine the consequences they will have for business enterprises who are going to participate in the production of the JSF.

On behalf of the Netherlands, the MIVD participates in the Multinational Industrial Security Working Group. This working group is concerned with the standardisation and harmonisation of international procedures for exchanging classified information within multinational cooperation programmes. In that context, the MIVD prepared a document concerning the security of classified information in IT systems. The document has been accepted internationally as the standard. The Defence organisation withdrew as an observer from the Organisation for Joint Armaments Cooperation (OCCAR 
) in November 2002, pending the disposition in the House of Representatives of a bill related to participation. That withdrawal also constituted the end of MIVD involvement with OCCAR.

Vetting procedures

The importance of the recruitment of Defence organisation personnel continues to have a high priority. Vetting procedures for candidates are therefore given precedence over other matters. Administrative investigations take approximately two weeks. To be able to continue to guarantee this short time frame, the efficiency of the processes has been improved by reorganising administrative procedures and the supporting automation system has been modified. The priority assigned to recruitment means that carrying out re-vetting investigations into incumbent personnel can take longer.

In 2002, the number of vetting procedures carried out increased by approximately 20% to 30,039 from 25,045 in 2001. The increase was caused by the Defence organisation’s recruiting activities, the results of intensifying security measures as a result of the terrorist attacks of 11 September 2001 and the increased participation of the armed forces in missions abroad. In order to process the recruiting activities adequately, additional agreements were made with the Defence Examination and Selection Institute in regard to an efficient and effective implementation of vetting procedures. Measures such as automated exchange of request and disposition data contributed to preventing stagnation in recruiting as a result of carrying out vetting procedures.

The intensification of security measures led to more investigations related to granting access to military facilities and to enable individuals to carry out work at (classified/restricted/) military installations. Approximately 40% more requests to issue security clearances and requests for visits were also received than was the case in the past (see table). 

Overview of vetting procedures

	Year
	1997
	1998
	1999
	2000
	2001
	2002

	Quantity
	17,817
	20,364
	22,324
	23,244
	25,045
	30,039


	Overview of Request for Visit & clearance requests

	
	2001
	2002
	Increase

	Number of RfV & Clearance requests
	7,497
	8,952
	< 19%

	Number of passes for officials concerned
	14,026
	19,782
	< 41%


Interpreters are regularly needed during armed forces deployments in NA5CRO. It sometimes happens that the interpreters, who are usually hired in the Netherlands, return to areas that they have fled as refugees. That situation can bring security risks for the interpreters, and for the armed forces as well. For that reason, intensive vetting procedures are carried out in respect of those interpreters, to identify any security risks and to minimise those risks.

The written decisions, the so-called Declarations of No Objection, which are taken in accordance with the Vetting Procedures Act, are designated as decisions in the sense of the General Administrative Law Act. That means that recourse to the legal avenues of objection and appeal is available in response to a denial or retraction of a Declaration of No Objection. In 2002, Declarations of No Objection were usually denied on grounds of legal background. An overview of denial/retractions of Declarations of No Objection follows:

	
	2000
	2001
	2002

	Proposed ‘Denial of issuance’/Retraction
	134
	167
	213

	Actual denials/retractions
	73
	136
	143


Seventeen individuals who filed objections to the denial of the Declaration of No Objection were heard by the objection commission, the Administrative Law Adjudication Board. In 16 cases, the Board found that the Declaration of No Objection was justified. In one case, the Declaration of No Objection was granted.

In one case, the individual filed an appeal with the Administrative Law Section of the District Court. The court found that the denial of the Declaration of No Objection was justified. The individual concerned has filed an appeal against that judgement. 

The case is ongoing.

Positions of confidentiality

All military positions are designated as positions of confidentiality. Approximately 80% of civilian positions in the Defence organisation are designated as positions of confidentiality. A project to re-evaluate positions of confidentiality in the Defence organisation has been started and is expected to be completed in 2003. All positions of confidentiality are formally established by means of administrative order.

V
Operational management

The main department Management is responsible for creating the conditions that make it possible to carry out the production process within the MIVD. The department carries out all support and facilitating tasks. These tasks include personnel management, information management, finance, organisation structure, purchasing and housing. 

Personnel and organisation

The MIVD personnel strength was 763.5 positions in 2002 (369 military personnel and 394.5 civilian personnel). As a result of the attacks in the United States on 11 September 2001, the personnel strength was structurally increased by 22 positions due to the intensification of security and the fight against terrorism. These additional positions were primarily use to increase the analysis capability and additional personnel for ‘force protection’ of units on missions abroad. The MIVD was at 91% strength in 2002, the same percentage as in 2001.

Based on the Anti-Terrorism and Security Action Plan, the National Audit Office began monitoring the MIVD more intently in December 2001. That programme of more intense monitoring was completed at the beginning of 2003. The monitoring showed that the MIVD has made great strides in recent years in improving the functioning of the organisation, both in set-up and in operations. The National Audit Office has decided not to launch a detailed audit of MIVD at this time.

In the Anti-terrorism and Security Action Plan, the government decided to increase satellite interception capabilities for the intelligence and security services. The MIVD’s existing satellite interception capability in Zoutkamp is being expanded with extra satellite antennas and equipment for the benefit of the MIVD and the AIVD. In addition, there are plans to establish a management organisation within the Defence organisation to facilitate the interception of wireless telecommunication by the MIVD and AIVD. The organisation is provisionally designated the National SIGINT Organisation (NSO). The intention is for the NSO to provide technical support to the services and so make them able to carry out the special authority activities in relation to the interception of wireless telecommunication, as laid out in the Wiv 2002, as efficiently as possible. Consultations are under way in respect of the administrative and organisational positioning of the NSO, the division of responsibilities and the operational alignment among the services involved.

Satellite surveillance

Ground observation has been identified as a strategic deficiency within NATO and the EU. Strengthening European satellite observation capability is therefore high on the agenda. During the NATO summit of 21-22 November 2002, the Netherlands committed itself to a phased approach to strengthening the processing capacity of satellite imagery beginning in 2004 and to participating in a military satellite surveillance programme beginning in 2006. A working group within the MIVD is investigating how that commitment should be realised.

Finance

MIVD expenditures in 2002 were as follows:

	(in millions of EUR):
	

	
	Salaries
	31.9

	
	Personnel costs
	5.0

	
	Materiel costs
	15.6 

	
	Investments
	5.2

	
	
	

	
	Total
	57.7

	
	


Materiel costs related to costs of operating systems and on continuing planned investments in systems that support the production process. The investments related to replacing existing systems, keeping existing systems up to date and use of new technology.

Document information systems is another area of interest where additional investments will be needed in the coming years. In regard to both the MIVD’s primary process and from the perspective of accountability, high demands are placed on the quality and the management of the document information systems.

In 2002, financial and materiel management were improved further. Strict application of the standard operating procedures established in 2001, the transparency of the integrated business management process increased further and the MIVD is able to justify its activities adequately. The improvement process will be continued in 2003.

A start has been made with process measurement, the quantification of business processes through the use of benchmarking. This is a continuous process and will be continued in 2003. This is intended to improve quality and result in optimal process control.

Information management and automation

In 2002, information management focused on the themes of implementing of Wiv 2002 in business processes, missions abroad and improvements in information planning and document information systems/archives. NA5CRO are supported more intensely with IT services and planning information services for missions abroad has been improved. For the Dutch contingent in ISAF, for example, a plan has been drawn up for a secure intelligence network. A requirement has also been formulated for an intelligence component in the future information system that will support the Chief of the Defence Staff in carrying out NA5CRO.
The implementation of Wiv 2002 in the MIVD has had consequences for the MIVD’s information systems and business processes, especially in respect of the special authority. The statutory consequences for information systems and business processes were identified. In 2002, existing systems were modified to fulfil the statutory requirements and a number of new information systems were implemented. The process of implementing the implications of Wiv 2002 were hereby completed. In 2003, an evaluation will be made to determine whether the modifications made meet the requirements.

MIVD archives

Based on recommendations from the Public Records Inspectorate in 2002, a start was made on transferring the current records to the Defence Organisation Central Archives. The transfer was completed early in 2003. The storage and management of these archives is hereby properly taken care of. The Central Archives Selection Service (CAS) has completed the global inventory of the MIVD archives up to 1996. In 2003, the archives from 1996-2000 will be processed, i.e. the contents will be described. The agreement for this has already been signed.

Processing the filmed archives of the Security Office of the now-defunct military intelligence service of the of the Royal Netherlands Army
 is proceeding steadily. Approximately 400 of the archive’s total of 760 films have already been described. It is expected that the processing will be completed in 2004. A draft selection list for the complete work area of the MIVD and its predecessors was sent to the National Archives in December 2002. The draft selection list will be brought into the so-called triangle consultations that will include representatives from the National Archives, the MIVD and the Institute of Netherlands History. The purpose of the selection list is to create rules for storing and destroying archive documents.

On 9 April 2003, the MIVD will transfer the New Guinea archive to the National Archives. That archive will then be open to the public to a great extent.

MIVD organisation

The recommendations from the report “Balance Regained”
 (September 2001) have been implemented. They concern improvements to the organisation of the business processes within the MIVD. The administrative processes have been modified to meet the demands posed by Wiv 2002. Furthermore, to improve client relations, regular consultations take place in respect of areas of interest, quality, quantity and priority of the products delivered by the MIVD. The intention is to include the recommendations concerning signals intelligence in the establishment of the National SIGINT Organisation (NSO). 2003 will be largely dominated by the optimisation of the planning and control process within the MIVD.

Employee participation

Within the MIVD, the director, in his function as head of the service, consults with the employee participation committee (MC).  The committee consists of both civilian and military personnel and reflects the structure of the organisation. Consultations in 2002 were dominated by changes in the establishment of changes that resulted from intensification in various areas implemented in 2002. Other important elements included the implementation of new work rosters in parts of the MIVD, the preparation of a training plan and the structure and modus operandi within the signals intelligence division. In addition, consultation took place across a broad range of subjects related to the structure and modus operandi of the service, personnel matters and working conditions. The MC participated in a number of projects, including the Risk Inventory and Evaluation (RI&E). In 2003, MC attention will be dominated by the implications of intensification in the area of satellite interception.

Elections for the new MC took place on 10 December 2002. Sixty per cent of the personnel voted. The new MC was installed on 17 January 2003 for a term of four years. The MC consists of 12 members. Seven members are members of one of the public sector employee associations. Both parties found the contacts between the MC and the management to have been constructive.

Requests for information and complaints handling

In 2002, the MIVD received a number of requests from individuals to view their MIVD files. The requests received up to 29 May 2002 (the date at which Wiv 2002 entered into force) were handled on the basis of the Government Information (Public Access) Act (Wob). Wiv 2002 applies to requests received after that date. A number of matters related to public access are regulated differently in Wiv 2002 than they were in Wob. In the Wob, the importance of public access to documents held by the government was primary. In principle, information processed by or for the benefit of the MIVD is governed by the importance of secrecy. The new regulations are characterised by a closed system of individuals who are authorised to view files. A new element is that survivors of individuals who are subjects of MIVD files may also submit a request to view the files. In the new regulations, the term  for dealing with a request is three months rather than two weeks.

When a request for viewing has been approved, no documents or passages of documents may be provided that can reveal sources, the modus operandi and the current level of information of the MIVD. Making such information public could interfere with the proper functioning of the service and thereby harm the security of the State.

In 2002, objections to an initial decision related to viewing a file were filed on six occasions. These objections are now being dealt with by the Objection Advice Commission of the Directorate of Legal Affairs of the Ministry of Defence. In 2002, the Commission dealt with old objections. The parties concerned did not appeal against the decisions taken in those cases. In 2002, one complaint was filed on the basis of the General Administrative Law Act in relation to alleged carelessness by the MIVD. It related to the incorrect dissemination of a form containing personal information. The complaint was found to have been justified. In addition, a complaint that had been submitted in 2001 in relation to alleged abuses by the MIVD was dealt with in 2002. The complaint was found to be unfounded. The complainant then filed his complaint with the National Ombudsman who has taken it up.

VI 
Monitoring and control

The Minister of Defence is responsible for the activities of the Defence Intelligence and Security Service. The Minister sets the Defence Organisation Intelligence and Security Requirement and is informed by the director of the Defence Intelligence and Security Service as to how the MIVD carries out its tasks.

Intelligence and Security Services Board (RIV)

At ministerial level, the policy of the MIVD and of the General Intelligence and Security Service is discussed in the Intelligence and Security Services Board (RIV) a sub-group of the Council of Ministers. The RIV continues the work of the Ministerial Commission for the Intelligence and Security Services and is the result of a new structure for ministerial sub-groups. The RIV is chaired by the Prime Minister. Other ministers on the Board are the Vice Premier(s), the Ministers of Defence, Interior Affairs and Kingdom Relations, Foreign Affairs, and Justice. Other ministers may be invited to be present during the deliberations. In addition, the chairman and the members of the Netherlands Intelligence Services Committee (CVIN, see below) are also part of the RIV as are, if required, the Secretaries-General of the ministries concerned. The coordinator of the intelligence and security services has an important part to play in the RIV consultations.

Netherlands Intelligence Services Committee (CVIN)

The preparations for the deliberations of the RIV take place in the Netherlands Intelligence Services Committee (CVIN). The committee acts as the civil service antechamber of the RIV. The director of the MIVD, the head of the AIVD and representatives of the ministries of Interior Affairs and Kingdom Relations, Foreign Affairs and Justice all sit on the CVIN, which is chaired by the coordinator of the intelligence and security services. Other ministries may be invited to the deliberations if their interests are affected. Coordination of highly classified operational matters are usually discussed between the coordinator and the heads of the services.

House of Representatives Intelligence and Security Services Committee

The House of Representatives exercises parliamentary monitoring of the work of the MIVD. In classified matters, confidential consultation takes place with the Intelligence and Security Services Committee. That committee consists of the leaders in the House of Representatives of the largest political parties. The committee gathers several times per year with the Minister of Defence. The director of the MIVD is also present during those meetings. The committee reports to the House of Representatives on its activities. That written report is in the public domain.

Monitoring Commission

To oversee the legitimacy of the services’ activities, Wiv 2002 has provided for the creation of an independent monitoring commission. The commission consists of three members appointed by Royal Decree. The commission is charged with ex post facto monitoring of the legitimate (not the functional) exercise of the provisions of the Wiv 2002 and the Vetting Procedure Act (Wvo) by the services. The commission may provided solicited and unsolicited information and advice to ministers concerned in regard to its findings. Complaints concerning the conduct of the intelligence and security services are dealt with by the National Ombudsman. The Monitoring Commission will act as independent external advisor to the ministers involved during the handling and evaluation of complaints filed against the intelligence and security services.

The Monitoring Commission has a number of powers to enable it to carry out its tasks. Ministers concerned, the heads of the services, the coordinator of intelligence and security services and everyone who is concerned with the implementation of the Wiv 2002 and Wvo have an intelligence and a cooperation obligation. The commission can call witnesses and assign activities to experts. To the degree that it is necessary to carry out its task, the Monitoring Commission is authorised to enter all premises (with the exception of residential dwellings if the occupant has not granted permission).

Annual report

Annually, before 1 May, the MIVD sends a public annual report to parliament. The annual report is intended to give account of the activities carried out over the year under review and, as far as possible, to give a preliminary preview of the subjects that the MIVD will be concentrating on in the coming year.

In addition, the MIVD has for several years prepared a classified Top Secret annual report. That report is presented to the House of Representatives Intelligence and Security Services Committee. The classified annual report is discussed orally in consultations between the committee and the Minister of Defence.







� Abbreviated to MIVD in Dutch. In this document, Dutch organisations are referred to using Dutch abbreviations or acronyms. International organisations are referred to using standard English-language abbreviations and acronyms. (trans.)


� United Nations Protection Force (trans.)


� Constitutional Charter of the State Community of Serbia and Montenegro” adopted on 4 February 2003. (trans.)


� Loya Jirga is a Pashto (the language of one of the major ethnic groups of Afghanistan) phrase meaning “Grand Council”. It is essentially a meeting of tribal rulers. (trans.) 


� Of the transition government. (trans.)


� Treaty on Strategic Offensive Reductions 


� Essentially the ‘constitution’ governing relations and responsibilities among the three countries that make up the Kingdom: the Netherlands, the Netherlands Antilles and Aruba. (Trans.)


� Revolutionary Armed Forces of Colombia (trans.)


� Self-defence forces/militia


� In 1982, 15 journalists, academics and labour leaders were extrajudicially executed at Fort Zeelandia, an army centre near the Surinamese Cabinet Office, in Paramaribo. (Trans.)


� Since its breakup into Somaliland, Puntland State of Somalia and areas controlled by local warlords.


� Opération Licorne


� Organisation Conjointe de Coopération en Matière d'Armement


� Incorporated into the MIVD.


� Hernomen Evenwicht





iv

