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THE PROBABILITY OF SOVIET EMPLOYMENT OF

BW AND CW

IN THE

EVENT OF

ATTACKS UPON THE us

1. THE

PROBLEM

1.1 At the request of NSRE, to e.sl!.imsit,e for the period 1951-1954;
1.11 The capahility of the USSR for biological warfare (BW) and chemical warfare

(CW) attacks upon the US, and

1.12 The probability that the USSR will employ BW or CW in the event of an attack upon

the TS,

2. CAPABILITIES FOR BW ATTACK ON THE US

2.1 BW AcenTs AvatcasLE To USSR ror ATTACK
on THE US.

211

It is highly probable that the Soviets
are ¢aITYing on an extensive program

on the characteristics of the
agents and possible targets are
also included in App. A

2.2 SABOTAGE ATTACK.

to develop BW agents and equipment, 221 BW is well suited for sabotage em-
and they appear to have given some ployment against personnel, live-
attention to the possible use of BEW stock, and eraps,
agents for sabotage activities, 2211 Sabotage does not mecessarily
0On the basls of available information reguire the technlgues and
on Soviet interest and activities in equipment  prerequisite  to
BW, Soviet scientific and technleal large-scale milltary dissemina-
potential, and US experience in de- tion. ’
velopment of BW, it is estimated 2.212 Some biological agents can re-
that: produce  themselves, The
2121 At present, the Soviets are ca- equipment necessary for culti-
pable of producing a variety of vating many bacteria is usually
agents in sufficient quantities available In any small labora-
for gabotage or small-scale em- tory ot can be improvised read-
ployment. ily In the average Kitchen.
2.122 By 1952 &t the latest, the So- Therefore, certain blological
viets probably will be capable agents need not be intreduced
of mass production of BW into the United States continu-
agents for large-scele employ- ally. Detection of the minute
ment. Initlal quantity required ls im-
2,123 The Soviets would most likely possible,
develop and produce for em- 2.21% A trained bacteriologist could
ployment against the United procure and culture effective
States one or more of the BW BW agents locally. Hence, it
apents listed in App. A, Data would not be necessary to in-
iR R —— 1
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troduce biological materials
into the United States.

2.214 Sabotage employment of bio-
logical weapons during periods
of nominal peace is facilitated
by the resemblance of the re-
sults of such sabotage to na-
tural gccurrences.

The USSR s considered to -be ca-
pable of sabotage employment of bio-
logical weapons against personnel,
plants, and animals. The technical
qualifications requlred for a sabateur
are not great, and it must be assumed
that the Soviets have personnel who
are technically qualified for BW sabo-
fage.

Possible methods of introducing and

dizsseminating bislogical weapons are

almost limitless. The following are
examples:

2.231 BW agents that withstand dry-

ing could be smeared on cloth,

leather, etc., or perhaps under
the postage stamp of & letter,

Agents which cannot persist in

this form could be preserved in

tubes small enough to be comn-
cealed In eclothing, letters, or

a cigarette,

The Initlal material need not

be in the form of a culture. In-

fected animals, birds, or in-
sects might be released to
spread the disease.

BW agents may be disguised as

cosmetics in personal baggage.

Contaminated letters may be

sent directly to the intended

victims, without risk of detee-
tion,

2232

2231

2234

2.235 The eontents of a quart ther-
mas botlle introduced into the
air-conditioning system of a
large office building could pro-
duce infection in the majority
of the personnel, within 4 hours
to 30 days, depending on the
agent.

2.3 MiLiTARY ATTACK. -

231

Two of the principal a.spechs which
govern the capability of the Soviel
Union for military attack with BW
agents are delivery to the target and
dissemination on the target.

2.32 During the period 1951-1954, the So-

2.33

viet Union will be capable of deliver-
ing BW agents to the United States
by long range aircraflt or submarines.
(The detailed discussion of the meth-
ods of delivery in App. C in connec-
tion with CW is generally applicable
alsa to BW.) However, it is esti-
mated that the quantities of BW
agents required to support military
attack on a large scale will not be
available to the Soviets before 1952
{see par. 2.122 above).

There are Indications that the Soviets
are experimenting with various de-
vices for disseminating BW agents.
Although it is difficult to devise weap-
ons that produce optimum dispersal,
a device that effectively spreads at
least a small portion of the BW filler
can prove adequate. Therefore, it
Is estimated that the Boviels can
have adequate weapons for dissemi-
nating the BW agents available to
them. These can include cluster
bombs, sercsol deviees, and projee-
tiles.

3. CAPABILTIES FOR CW ATTACK OM THE U5

AgerTs AvAlLABLE To USSR ror CW

ATTack on THE US.
3.11 The term CW agents as used herein

refers to those toxie chemical agents
sultable for employment in mass
guantities for conventional chemical
warfare. These agents are to be con-

trasted with the almost countless
number of poisonous chemical com-
pounds which are readily available
from commercial sources in  the
United States for employment by Se-
viet agents for coentaminating food
and wakter supplies and for poison-
ing key individuals,

—Fer—asanaEr—
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3.13

3.14

3115

1T

It is known that the Soviets have
large stockpiles of standard CW
agents as well as the necessary pro-
ductlon facilitles. However, it is con-
sidered improbable that these agents
would be employed in an attack on
the US., If the Sovielts employ CW
against the US, it is believed that
nerve gases will be used. The nerve

Fases are considerably more toxic

than standard CW agents and the

guantity required for comparable ef-
fectiveness Is many times Jess.

At the close of the war, the Soviets

obtained a guantity of German GaA

nerve gas. In addition, the Soviets
abtained the only German fuli-scale
plant for the production of GA.  This

plant had a rated capacity of 1000

tons per month. They also oblained

the German pilot plant for the pro-
duction of GB nerve gas and a full-
scale plant. The latter was partially
completed and was to have a rated
capacity of 500 fons per month.

These production facilities and a

number of the German specialized

personnel were removed to the Soviet

Union. The available intelligence

suggests that the Soviels have been

producing at least one of the nerve
gases since 1948, Hence, it is esti-
mated that:

3.131 At present, the Soviets probably
have available sufficient nerve
gas for 8 mass lethal attack on
a number of U8 cities.

3,132 By 1952, the Soviets will have
available sufficient nerve gas
for suslained exiensive em-
ployment.

Data on the characteristics of GA and

OB nerve gases and passible targets

are indicated in App. B,

There is insufficient information con-

cerning Soviet CW research and de-

velopment to permit a definite esti-
mate of additional agents which may
become available by 1954, However,
the avallable intelligence pertaining
to sclentific competence and to the

(= T v o e

potential of the chemical industry in
the Soviet Union necessitates the as-
sumption that the Soviets have ade-
quate technicat skill and capacity for
developing and producing CW agents.
Therefore, by 1854 the Soviets may
have available new agents in sufici-
ent quantity for limited mass lethal
attack on selected-military or indus-
trial targetsin the US. These agents
could be several times more toxie
than the present nerve gases and sub-
stantially less quantity would be re-
quired for comparable effectiveness.

3.2 SABOTAGE ATTACK.

321

3.22

In wiew of the small quantities re-
quired, G-serles norve gases are well
suited for sabolage attack against
personnel in key installations where

‘immediate incapacitation of a high

percentage of the personnel is de-
gired, However, the characteristic
physiological effects of the nerve
gases make thelr detection and iden-
tification as enemy action relatively
easy. Therefore, the necve gases are
not suited for sabotage atfack prior
to D-Day.

The Soviet Union is capable of at-

tempting to smuggle nerve gas into

the United States in the relatively
small quantlties required for sabo-
tage attack,

3.221 Since the agents are odorless,
colorless liguids, they can be
transported in glass or suitably
lined containers. Hence, the
agent could be shipped in any
desired quantity disguised as
innocuous liguids, such as
champagne of perfume.

3.222 As indicated in App. B, nerve
gas becomes an effective por-
zonnel weapon when dispersed
as a fog or &n invisible vapor.
For sabotage attack, this is best
accomplished by an aerosol
bomb, such as those used for
insecticides. Therefore, as &n
alternative to shipment of
agents disguised as harmless

B o e



3.3

4.

-

4.2

R = = - o

liquids, the Sovlets might
choose to ship completed aero-
5ol bombs. This could be done
under the cover of diplomatic
immunily or as aerosol bombs
labeled as insecticides.

MILITARY ATTACH,
3.31 During the period 1951-1954, the So-
viet Union will be capable of deliver-

ing CW agents to the United States
by long range aireraft or submarines,
This capability is diseussed in detall
in App. C.

3,32 Tt is considered that the Boviet Union
has reasonably efficient means for ac-
complishing the dissemination of
avallable CW agents, N

4. PROBABILITY THAT THE USSR WILL USE BW AND CW AGENTS IN
THE EVENT OF AN ATTACK ON THE UNITED STATES

in the event the Soviels attack the United
States, they may well strike with maxi-
mum surprise and effectiveness in order
to eripple our retaliatory forees, our prin-
cipal mobilization and communications
centers, and specific critical industries.
To this end, they will undoubtedly con-
sider employment of all the atomie, bio-
logical, and chemical weapons available to
them.*

Baoth sabotage and surprise military attack
with atomle, biclagical and chemical weap-
ens offer a high potential of effectiveness,
particularly when employed concurrently
with or just prior to the initiation of a
full-scale war, Many methods of delivery
ecould be used prior to D-day. However,
detection and identification as enemy ac-
tion of such pre-D-day dellvery would cost
the Soviets complete loss of strategic sur-
prise. On the other hand, detection of ¢tan-
destine introduction of atomic weapons
into key harbors is extremely difficult, as
is the identification of certain types of
biglogical warfare. Nevertheless, it can
be assumed thet any attack with weapons
of mass destruetion upon the US would

* The USSR has the basle facllities avallable for

the

production of radislogieal warfare (RWr ma-

terlals, Large scale production of these materials
will serbously compete with produstlon of fisslonable
material for atomic bombs. It Is most improbable
that the Soviet effort will be diverted from produc-
tlon of atomic bombs. By comperisen with BW and
CW agents, the employment of RW agents for sabo-
tage mttack Is very disadvantageous, and thelr use
in this connectlon is therefore improbable.

4.3

4.4

be synchronized with Soviet over-all war
plans and, with the possible exception of
sabatage attack with BW agents, would
be undertaken only after the Soivels had
decided they were prepared to become in-
volved in full-scale war against the United
Btates.
In an attack on the US, it is likely that
the Soviets will employ their atomic bomb
stockpile Lo the fullest extent consistent
with the over-all sirategie situztion.
Eased on present estimates of BW and CW
potential, the problems of effective dis-
semnination and the fact that BW and the
nerve gases are untried weapons, it is esti-
mated that the Soviets would probably
employ & large scale military attack with
BW or OW only as a supplement to thelr
atomic capabilities, However, scientific
and technological developments during
the nmext few years may further increase
the decisive potential of these weapons.
The Soviet decislon to employ BW or CW
against the United States may be influ-
enced to some extent by their fear of effec-
tive retaliation in kind by the United
Stales and by their appraisal of our de-
fensive capabilities against both sabotage
and military attack. Without attempting
to evaluate the operational significance of
our retaliatory and defensive capabilities,
and in the absence of definite indications
of Soviet intentions to employ BW or CW,
it is estimated that:
441 HSabotage attacks with BW agents
may be employed by the Soviets at

— PP EoR-Ea—
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any time, even well in advance of D-

“day, as part of an over-all plan to

4.42

4.43

444

deter the military effectiveness of the
US. This includes attacks against
crops and livestock over a relatively
long period of time with the objec-
tive of producing significant economie
losses,

Subzequent to D-day, widespread
sabotage attacks with BW agents
may well be employed against per-
sonnel, crops, and livestock. )

It is unlikely that the Soviets will at-
tempt sabotage employment of COW
agents prior to D-day due to the ease
of identification of such employment
and the consequent loss of strategic
surprise,

Coincident with oyert military at-
tack, as well as subsequently, sabo-
tage employment of CW agents may

4.45

4.46

447

possibly be employed agalnst person-
nel In key installations.

As BW agents become available to the
Soviets in sufflelent quantities, mili-
tary attack with BW may be em-
ployed to supplement AW and CW at-
tacks against population centers
Military attack against erops and
livestock Is likely to be limited to
amall-scale, isolated attacks with
self-propagating agents which may
have widespread effects,

Military attack with CW agents may
be employed by the Soviats o supple-
ment their atomic capabilities,
Unless there is significant increase
in the decisiveness of BW and CW
military employment of these weap-
ons is more llkely during that period
when the Soviet atomic bomb stock-
pile is relatively limitad,



APPENDIX A

BW AGENTS

1. CHARACTERISTICS.

1.1 It iz estimated that the Sovlets would
mast likely develop and produce for em-
ployment against the US one or more
of the BW agents listed in Table I
These agents have been selected on the
basis of the following considerations:
1.11 The known characteristies of dis-

ease-producing  miero-organisms

and their toxle products in the
light of probable military require-
ments,

US experience in selection and

development of BW agents.

Ease of production, stockpiling, de-

livery and dissemination.

Susceptibility of US personnel,

crops, and livestock and resulting

probabllity of effectiveness.

Evldence of Soviet knowledge and
interest.

1.2 Among the micro-organisms and toxing
that meet the broad requirements of &
BW agent, effects vary widely. Some
act rapidiy, while others have a long
incubation period. The results include
temporary Incapacitation, prolonged
disability or a high percentage of fa-
tality. 1f the BW agent and method
af dizsemination are carefully chosen,
naturally occurring disease may be
simulated so closely that deliberate em-
ployment of BW cannot be proved.

1.3 1f sabotage attack is employed prior to
the outbreak of open hostllities, the So-
viets would mest lkely use BW agents
that produce diseases normally ex-
pected to occur in the US. For ex-
ample, US llvestock is notoriously vul-
nerable to foot and mouth disease and
rinderpest. However, alter open hos-
tilitles, the Soviets might use agents
that would produce new or unusual dis-
eases. Detectlon and  identlfication

1.13

1.14

1.15

might be difficult and time-consuming
and the problem of defense may not be
solved with the identification of the
agent.

2. BW TamzETS.

.1

22

23

PrasokiEL TARGETS.

2.11 BW attacks upan population cen-
ters would probably be undertaken
by large-scale contamination of
the alr or by contamination of the
water supply. In addition to cas-
ualtles, the objective would be the
psychological effect and the con-
fusion resulting from overtaxing
the medical facilities.

BW is well suited for sabotage at-
tack against key personnel. The
Pentagon has been proved vulner-
ghle to such attack in tests with
simulated agents. Other critical
installations, such as Strategic Air
Command bases, are also vulner-
able to BW agents introduced inta
alr, water, or food supplies. In-
dustries employing chiefly un-
skilled labor would be less suitable
targets than industries requiring
a jonger period of training to de-
velop special skills.  Altacks upon
key communications and trans-
portation facilities would be par-
ticularly injurlous,

Aninarl Tarcers. BW attack on ani-
mals would be directed primarily at the
food supply. Cattle could be attacked
In shipping ecenters, stockyards, and
other concentration areas. Hogs also
are an important target; sheep and
poultry would be somewhat less sig-
nificant.

Prant Tarsers. Food crops would be a
primary target, but attack might also
be directed agalnst crops that are the
source of important industrial oils or

212
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textile fibres. Chemical growth regu-
lators being persistent for several
months could be used to render the soil
unsuitable for eertain types of crops.
If eereal rusts are employed, local winds
would be utilized to spread the infec-
tion.

3. Rerenences. Additional data of possible
value for civil defense planning is con-
tained in the following:

3.1 Biological Warfare. Presentation to
the Secretary of Defense's Ad Hoe Com-
mittes on CEBAR by Office of the Chief,
Chermieal Corps, 24 February 1950,

Tante I

3.2

33

Report of the Secretary of Defense's Ad
Hoc Committee on Chemical, Biclogical
and Radiological Warfare, 30 June 1950,
Heports on the vulnerability of the
Pentagon to attack by BW agents, pre-
pared by the Biological Department,
Chemical Corps, Camp Debrick, Fred-
erick, Maryland:

331 Special Report No. 117, 12 Oe¢-

tober 1950.

3.32 Special Report No. 131, 6 March
1850,

333 Special Report No. 132, 18 April
1850,

BW ACENTS LIKELY TO BE USED AGAINST THE UNITED STATES BY THE USSk*
A, ANTLPERSONNEL AGENTS

FERCENT FERIGD OF

AGENT DISEASE PRODUCED I:il'.rl‘;:_r?x FATALITT* i ——— CrARACTEmLSTICR **
Baeillus anthrocs Anthrax 1-7 days 10-100 1-5 daws in fatsl | Low isfestivity; per.
CRRES sistant; oot Ltransmg-
sible man o man
Toxin aof Closkredium | Botulism Usually under | 1550 3-T days inm fatal | Three types toxmic to
baduliaum 24 hours cases; 2-4 man; nol Lransmsl-
months fon-fa- ble; st powerful
tal taxin known
Brucells species Bruesliosis 10460 daye -6 Up to 2-3 months | Moderatsly pamistent;
mnob transmissible man
ta men .
Cocoidioides somilip Caccidiormysoals Bafd deyn Variable | 36 weeksinacute | Probably  highly per-
eases; longer in sistent
chronie chses
Staphylococcus torio Faod poisoning 1-4 hours None Seldom  wver 24 | Toxin not destroyed by
hours eonking; sebotage ush
indicated
Molleompoer malied Glanders 1-20 days S0-100 T-10 days in fatal | Moderately persistont
enses; months or
yuard in chronle
]
Puitlacosis ¥irus Parrat fever 1-2 weeks Severnl weeks Highly contagious
FPosleurelln peatia Plague 2-10 days 2575 3-7 days in fatel | Moderately persistent;
cazes preamonic bype high-
ly eontagious
Coarietla burnetii Q fevar Not more | None T-24 days
than 1hdays
Pastrurelle fwlarensis Tularemis 1-10 days 511 250 woeks Parsistent for several
days; nob transmisal-
Ble to men

* Mo priority is indicated by order of mention. Other diseases whose agents are leas Hkely to be used aro: dysentery
{backilary and amebic) and other enteric discases, including cholecs, typhoid, snd paratyphoid; influenza; vinus encephs

alitides; typhues,

#+ &1 dain rofer to natersl cases of these disssses; presumably the eharactorslic of diseasea induced by BW would be

eich the same.
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B. ANTI-ANIMAL AGENTE®

AGENT DIAEASE FRIMCIPAL AMIMAL [INEURATIOR| PERCENT FATAL- CILARACTERIETICH
FROBUCER HOSTS TEDE ITT, ETC.

Bocillus antbrocls | Anthrax Cattle, ghoep (almost | 1=2 days | 70-80; ususlly in | Applied wet, in food or wa
sl mammals sus- 1-5 days dried spore dust; extromo-
coptible) 1y persistent

A virug Faot and | Cloven-hoofed ani- | 2-14 deys | 2-70; recoversd | Highly resistant wirus, per-

mouth mals {catile, hogs, animaln show | sisting several days, pea-

disense sheep) lass of weight #bly longer; disease highly
and milk pro- coritagious; several sero-
duction logical Lypes

A virus Fowl plagae | Chickens, turkeys | 3-7 doys =100 Fairly resiatent virus; dis-
and other birds esse highly contagious

A wirus Minderpest | Cattle, shesp; and | 2-0 days 15=100; usoally in | Highly contagious; persisis
goats less oflen 10-11 diys ot least 5 daya

* Other diseases, whose sgents are less likely to be used, are: hog cholers; Neweasile disesse; disease produced by the
Loxin of Stochybolrye alternany; Veneziselan eguine encephalomyeiitis.

O, ANTLCROP AGENTE®

AGENT

FOTENTIAL EFFECTS

CHAHACTERIETICE

Puceinia graminis and other
species  causing  eereal
rusta

Chemical growth segulators

Fungus dissase abtaeking all small
grains {wheat, rye, barley, cats). A
severs epiphytotic may reducs both
winter and epring whest crops by at
least GOF5

Complets or partial destruction af the
grop depending an quantity of agent
used and degree of covernge,  Flant
reaclion to apent is ususlly slow eo-
quiring daye of waeks for total de-
atruetion.

Dried spore disd, resistant to eavironmenisl
conditions.  Efective dimeminntion requires
only 110 gram per acre.

Synthetic organle compounds of considerable se-
lectivity in relation to effects on cropa. One
group of compounds (pheaoxy) primasily effee-
tive on broad leaf plants (potatoes, sugar boots,
cotton, etc.); another group (carbamate) pri-
marily efcctive on amall grein coreals (wheat,
rye, Larley, osts). Broad leal plants ean be
destrayed with 1/10 Ib. of agent per scre, while
cerenl destrection would requirs 1 1o § 1bs, per
RCTE.

» (thor dissases, whose agenis are less likely to be wsed, arn: Inte blight of potatoes, golden nematods Infestation of

potatoes.



APPENDIX B

GA AND GB MERVE GASES

1. Geweral. GA and GBE are colorless, edor-
less, low viscosify liguids, somewhat more
volatile than kerosene. They become ef-

* fective anti-personnel agents when dis-
persed as a vapor or invisible fog. GB Is
approximately 2% times more toxie than
GA. .

2, QuanTiTies REquinep FoR EFFECTIVE Ema-
PLOYMENT,
2.1 MILITARY ATTACK.

2.11 Approximately § tons of GB used
in present munitions would be re-
quired to obtain a concentration
for 509 lethality, in an open area
of one square mile, under favorable
weather conditions as deseribed in
paragraph 2.14 below. Theoret-
ically, some 2% times more GA
would be required for comparable
effectiveness. However, dissemina-
tion of GA by munitions to date
does not approach this ideal and
15 to 20 times more GA than GB
may be needed for 509% lethality.

215

2141 Low or medium wind veloc-
ity.

2,142 Shallow layer of cool air be-
low & warm layer.

2,143 Openings in the buildings
through which outside air
can penetrate, such as win-
dows or air conditioning in-
let ducts (openings can be
obtained by employing high
explosive munitions concur-
rently with CW agentz).

The atmospheric conditions usual-
ly present on many cloudy days
and at times when inversion is
prezent are suitable for a gas at-
tack. Night conditions in times
of falr weather are generally more
favorable for a CW attack than
day conditlons. Sunny, hot days
in summer time with little or no
wind are unsuitable and the use
of toxie agent clouds at these
times would be inefficient.

2,12 The gquantities of GA and GE de- 2.2 SABOTAGE ATTACK.

livered on the target in a military
attack may well be sub-lethal
However, even with as litfle as
1/10 of the lethal quantity, effec-
tive incapacitation and demorali-
zation can be obtained.

2.13 Inasmuch as the nerve gases are
anti-personnel weapons they would
be employed against population
ceriters and military and indus-
frial installations where the ob-
jective is primarily incapacitation
of personnel as conlrasied with
physical destruetion. However,
CW may also be employed to sup-
plement AW and high explosives.

2.14 Effective dissemination of GA and
GE against the foregoing targets
reguires the following conditions.

221

When effectively disseminated
throughout a confined space of
100,000 cuble feet, about one ounce
of GA or about one-half ounce of
GBE are sofficlent io incapacitate
or kill substantially all of the
people in the area. The maost like-
Iy method of dissemination would
be by means of an asrosol bomb
lype container similar to those
usad for Insecticldes. These bombs
operate with an auxiliary volatile
liquid, which together with the
weight of the container would
make the weight of the dispenser
about five times the weight of the
agent, that is, for 100,000 cubic
feet the dispenser would weigh
about ¥ pound.

TOP—G5 G RBfe— o1n
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