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(U: NRO GROUND COMMUNICATIONS INFRASTRUCTURE AND SERVICES

(U} PROGRAM PERSPECTIVE _ (CAOTS) telecommunications technologies and correlates these with user-
' focused requirements 1o ensure an integrated development and to identify
q g p 1d
National Reconnaissance Program - interdependencies. Actual integration of these new technologies into the
Information Services ’ NRO telecommunications nétwork will be governed by user requirements
Funds by Expenditure Center and Base/Ongoing/New and the use of sound business and engineering practices. (Note; COMM 0C
FY 1996-2003 . dates generally precede system IOC dates found elsewhere in this CBIB.)
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(U) Ground communicaiicns plays a pivotal role in the consolidated and
integrated space-based collec ion architectures of the NRO, by managing the
assured flow of intelligence aad data through ground-based assets. This role
is accomplished through the design, acquisition, operation, maintenance,
and management of the grour d communications portion of the overall NRO
Information Systems Infrast ucture, which includes both telecommunica-
tions and Management Inforriation Systems (MIS).

( The Information Technology Group (ITG) within the Communica-
tio irectorate (COMM) provides the critical ground communications link
in the end-to-end systems eng.ineering effectiveness of the NRO. ITG’s tele-
communications network sipports mission tasking to NRO satellite
operations; transmission of time critical sateliite command and control, and
telemetry data; and disseminztion of wideband mission data supporting the
operations and maintenance of the NRO’s overhead IMINT, SIGINT, and
MASINT collection and processing systems. ITG also provides services in
direct support of NRO'’s miss.on (i.e., secure voice, secure video teleconfer-
encing, and data transfer services are provided to the NROIF
community to send, receive, store, display, and manipulate adminisiralive,
voice, facsimile, and video dzia). Our vision is “to be the premier NRQ cus-
tomer service provider <f unparalleled information systems and
telecommunications "capabilit es.” The overall sirategy for achieving this
vision is to integrate development and operations by defining a user-focused, " VIMS0398
standards-based, integrated a1d open systems architecture. Figure 74 pro-
vides a delineation of this straregy. Tt identifies new, commercial-off-the-shelf
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Structured for the first :ime in last year’s CBIB as seven logical cate-
gories of expenditure, in this CBJB we have added an eighth interrelated
category. Each of the eight ca:egories is explained in detail below. This bud-
get (summarized above) is designed to achieve the primary goal of enriching
the NRO’s mission data transport capabilitics as well as providing systems
and services to support overa'l improvement of the NRO mission as a “sys-
tem of systems.” A key eleme nt of this goal is the consolidation of alil NRO
communications facilities and improved connectivity between elements by
replacing parallel, incompatit le networks with integrated systems based on

S
{0

commercial and government -tandards. ITG is participating in the definition_

of an NRO open systems stendards profile to establish network standards
and policies for information and telecommunications services to all ' NRO
elements, consistent with In elligence Community and DoD information
architectures. The scope of th:: open systems standards and policies includes
engineering, software development, installation, testing, and operations and
maintenance support for a sin zle NRO network. ‘

At the same time, we must provide a reliable and secure infrastructure
in the most efficient and cos effective manner. Over the next decade, the
network security ITG provides to the NRO will evolve to account for new
and increasing threats and simultaneously take advantage of evolving secu-
rity technology. ITG will us: a “risk management™ approach to network
security policy, whereby risks are understood and protective countermea-
sures are incorporated to, at :, minimum, mitigate the risk to an accepiable
level. The costs of providing : ecurity protection will be balanced against the
cost of not providing protection (i.e., the risk, exposure, and potential harm
if the protections are not inccrporated), The NRO network system security
program is designed to enhat ce the security posture of ITG-provided net-
works and information processing capabilities by integrating managerial,
administrative, procedural, a1 technical security measures to attain an
acceptable level of protection,

‘ The NRO's integration of its ground communications network sup-
ports its family of Intelligeace Community, government, military, and
industrial organizations arourd the world. This common communications
system is key to assuring secu.re connectivity for launch, on-orbit command
and control, and timely proce:sing and dissemination of mission data. This
cohesive process from Tasking; through to Products is depicted as Figure 75.

A common communications system becomes even more critical as the

O continues to integrate th= operations and data from ifs mission ground

stations. Examples of this inte gration are reflected in the following ongoing
and planned architectures:
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Through effective management of -nission-essential bandwidth, we
calf achieve cost-effective sharing of securz communications requirements
such as voice, facsimile, video teleconfereacing, and MIS services across
the NRO. The overall system must remain -esponsive lo new requirements,
as well as continue to service and mair ain the existing infrastructure,
COMM Ground Communications is working closely with the collection
System Program Oftices (SPOs) as they migrate loward consolidated sys-
tems to evolve the communications infrastr cture to meet these efficiencies.

(T, /’ The warfighting components of the military services, the national
dec#ion makers, and the Intelligence Comnunity are the customers of the
NRO's products. Satisfaction of their requ rements necessitates collabora-
tion among these many Agencies and Departments. We are working through
the Intelligence Systems Board (ISB) to ircrease NRQ’s interconnectivity
with the Intelligence Community and the military. The NRO receives its
tasking from a variety of sources. ITG provides communications systems
and interfaces which support collection system tasking directly from
national and military users; preduct dissemination through the National
Imagery and Mapping Agency (NIMA) and NSA; and connectivity to the
DIA-managed Joint Worldwide Intelligcnce Communications System
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(JWICS). An example of how :his kind of interaction has resulted in opera-
tional advantage is the data relay support for the Defense Airborne
Reconnaissance Office (DAR()) Extended Tether Program now being pro-
vided by NRO. Our network is continually being optimized by incorporating
the most economical communi cations services through the use of commer-
cial providers, purchased com nunications lines through DISA, and shared
resources use with NSA or oth . IC Executive Agency communications ser-
vices. An excellent, and Jong-s anding example of this oplimization is NRO
and NSA su ige jointlv, ¢ serations at several

? Finally, ITG’s strategic ;:0als include expanding existing capabilities
to Allow increased support to US military actions. COMM places great
emphasis on enhancing exercis2 and contingency support and we are in fact
now striving to extend that support to our warfighters engaged in hostile
operations. Plans for expanded connectivity and interoperability with the
military user community will involve expanding ITG's communications
capabilities to enhance NRO st pport to military exercises and provide more
flexible contingency support, : nd consolidating and establishing processes
lo prioritize and more fuily use satellite communications (SATCOM) and
other resources during contingencies. All of these activities allow us 1o
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improve the flow of information and support new architectures that will
increase responsiveness (o “tactical’ users.

(U) §YSTEM DESCRIPTION AND OPERATIONS CONCEPT

) COMMY/ITG provides classified communications and related techni-
cal support to more than overnment and contractor facilities -which
directly support the NRO. Figure 78 provides a visual synopsis of the NRO
Integrated Ground Communications Network,

) This NRO enterprise-wide communications infrastructure supports all
aspects of the organization’s mission. Communications support is provided
to acquisition activities belween the NRO programs and their supporting
industrial base to include definition of requirements, detailed design, and
implementation of capabilities. Launch communication services encompass
not only the actual launch event, but also prelaunch planning and support to
mission needs such as pad-to-factory vehicle telemetry for remote testing
and video services for anomaly resolution. Connectivity is provided for sat-
ellite operations and mission data transmission worldwide by fixed and
mobile communications.

(U) Ongoing efforts to consolidate, streamline, and integrate communica-
tions-computer infrastructure services and support are directed at five areas:

— standardizing the requirements process;
— improving operational support;

— enhancing the interoperability, internally and externally, of NRO
communications and computer systems; -

— making maximum use of commercial services and products; and,
taking advantage of evolving technology.

As the NRO overhead architecture evolves, the ground communica-
tiofls " requirements demand increased capacity, interoperability, and
interconnectivity. ITG has developed an Integrated Road Map (IRM) 1o
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facilitate strategic planning of these changing requirements and to guide
{uture investment decisions. Long range planning is critical in implementa-
tion of the NRO strategic vision and the dramatic increase in interaction with
-agencies, both within the Intelligence Community and the DoD. lnteraction
with IMINT, SIGINT, Office of Systems Applications (OSA), Operational
Support Office (0S0), and Office of Space Launch (OSL), as well as other

Control N_

customers, requires us Lo plan and provide bandwidth needs which can han-
dle not only normal traffic, but meet Quick Reaction Capability (QRC)
requirements as well. The goal of this planning activity is to cultivate broad
architectural concepts, based on open systems standards and commercial
practices which support the integrated infrustructure to optimize NRO col-
lection services.

Handle viJJ - 7ALENT -KEQMOLE-COMINT
Channels Jointly




TS ET Control No
AN

(U) FUTURE INVESTMENT

! ITG is continuing its cfforts toward achieving a consolidated and inte-
grdied information systems and services infrastructure. The advantages of
employing common standards and processes, providing a seamless information
network not only within the NRO but also with external clements, are signifi-
cant. Ground communications challenges are increasing as the NRO integrated
collection systems and associated processing facilities are consolidated, render-
ing a significantly more communications-intense collection architecture.
Mission data requirements will increase by a factor of about fifty to support
remote downlinks and for transport of data between processing facilities. Sig- (U) Network Operations
nificant increases in mission data transfer requirements are expected to result in
large increases ini long haul communications speed and capacity for this ser-
vic

(# Funds network operations and maintenance support for 24 hours per
daff, 7 days per week operation of the NRO core communications services.
Contracts for operations support of servers, desktop terminals, peripheral
devices, LAN infrastructure equipment, warehouse support, help desk and
Future investments designed to enhance systems administration support, training support services, consolidated

operational support and achieve cost efficiencies are underway and are reflected maintenarnce contracts, contract maintenance support for over 10,000 net-
in the IRM, work devices, are funded
‘ here. The most s1 cant components are the communications and com-

(U) BUDGET ELEMENT puter support contract, equipment service contracts, engineering and support
(U) Leased Lines

services contracts, and consolidated maintenance contracts for launch com-
munications support. Network Operations & Support also funds the NRO-
CIA connectivity via the &current!y used for administrative
services to CIA employees in the NRO. The FY 98 decrease is attributed to
the redistribution of dollars within Ground Communications to more accu-
rately reflect program objectives and priorities. FY 97 and out funding has
been adjusted downward to .capture forward funding and CAAS
adjustments.

% The Integrated Network Management System (INMS) initiative that
prdvides reliable, responsive, and integrated network and information sys-
tem management capabilities across the NRO communications backbone is
another major activity. INMS provides an integrated, scalable system for
monitoring, measuring, and controlling the NRO enterprise network and its
services, and entails the migration from numerous disparate network man-
agement systems to a single, highly automated, standards-based, open-
systems architecture. FY 98 funds support the acquisition, installation, and
integration of pre-planned hardware and software upgrades commensurate
with technological advances and established and proven COTS products.
Cost efficicncies are realized by a reduction in administrative and opera-
tional costs through the consolidation and automation of redundant
management systems and processes. Additionally, INMS provides enhanced
nctwork and  data sccurity, facilitates network architecture changes,
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optimizes use of network and system resources, and reduces degradation and Additionally, FY 97 funding was adjusted downward to incorporate forward
disruption of network services. - funding adjustments. e
rware Support (U) In an environment aimefi at improving efficiency and lowering costs,
(U) Soft PP ITG has developed eight “business centers™ across the organization. These
( business centers undertake a “process owner” responsibility for standardiz-
p po

ing the architecture, cost, implementation, and life-cycle support for-
products under their purview. They are serving as models to be replicated
throughout ITG and the NRO, by establishing standardization, recapitaliza-
tion programs, ordering efficiency, and cost savings. lmprovements are
currently being realized through quicker delivery to the customer, reduced
acquisition costs, and systematic capital investment programs to replace
obsolete, unmaintainable equipment. '

(U) Major activities for FY 98 and beyond include the following efforts.

(U) Network Hardware

s
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MIS Modernization trensitions the NRO to a next generation Manage-
mefit Information System (M IS) in FY 97, with the goal of completing the
effort by the end of FY 98. [ uring FY 98, ITG will continue to recapitalize
its obsolete NeXT workstation inventory, and will replace it with a.main-
stream Intel Pentium-based workstation that supports a wide range of
hardware and software CO'"S products. The benefits are improved data
interchange with external ory anizations and reduced need to purchase more
expensive niche market procucts. The next generation MIS desktop work-
station will allow the NRO t select the most cost-effective solution for its
evolving MIS and external customer requirements. FY 98 costs to accom-
plish workstation recapitalization include hardware purchases, plus non-
recurring contract systems e gineering and installation support costs. The
NRQO’s MIS modernization : trategy will eliminate dependence on limited
solutions by investing in maistream COTS MIS products and technologies
that are more powerful, bette- integrated, less expensive, and more manage-
able. The new MIS will g ve the NRO the foundation of a MIS that
exemplifies the spirit of res|onsiveness and technological excellence that
will carry the NRO into the 2{st century. :

(U) System Engineering

(U) This line funds syster: engineering, configuration management, and
systems integration. A significant effort is currently underway to develop new
system concepts, options, and capabilities through ITG’s Laboratories. These
development, test and integra ion laboratories are its mainstay for developing
a robust, distributed, and int.grated architecture through use of innovative
systems engineering, life-cycl: planning, and pursuit of preeminent emerging
technologies. The ITG Syste:ns Engineering Staff (SES) is tasked with the
consolidation and integration of all ITG lab activities to improve efficiency.
This management provides ccntrolled focus on the development, integration,
testing, and checkout functior s involving new transmission/switching equip-
ment, networking equipmen: and services, and all applications software
required for the NRO networ:. The Advanced Engineering Analysis Center
(AEAC) is the most recently i icorporated lab. AEAC’s goal of enhancing the
operational efficiency of NO networks and communications systems
directly supports the COMM Strategic Plan for integrating all of the NRO's
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MIS and telecommunications requirements and services into the most effi-
cient network possible to meet customer needs. The AEAC lab will perform
development and integration on technologies related to advanced communi-
cation and information systems and services to include high speed
netwarking, multimedia services, and Intemnet technology.

) Significant compone 15 program. include the configuration
management and system integrator working with the various program
offices 1o ensure requirements are captured and tracked to a project and
schedule. Minor components include consulting engineering contracts, stud-

_ies and lab work, engineering services associated with record message

transport, and mail server engineering services. Systems Engineering Sup-
port also provides for the integration of evolving technologies into the NRO
communications system. )

(U) System Development

(U) Software Development funds network hardware and software support,
tools and test equipment, systems integration services, and service and con-
sulting contracts associated with the development and initial deployment of
new information systems. The increase from the FY 97 President’s Budget is
the result of a realignment of funds into System Development from within
Ground Communications.

(U) The following ongoing initiatives focus on consolidation of multiple
independent networks and leveraging new network bandwidth, messaging,
and nanagement technologies that produce savings over time.
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‘ Defense Message System (DMS) runds engineering and proof of
caicept activities to transition to DMS in response to the Defense Informa-
tion System Agency's (DISA) initiative to provide improved record
communications and E-mail for the DoD. Fer direction from the DCI, the
NRO and the rest of the Intelligence Ccmmunity will transition fro
SOCOMM, AUTODIN, and E-mail to DMS. This will include a#
level, DMS compliant messaging capabilitv with retrospective search an
profiling enhancements. The NRO Intellijence Demonstration Network
(TDN) testbed will enabie functional testing ind evaluation of DMS compo-

nents to determine DMS compaublllty witt the Intelligence Community’s
unique messaging and security requirements
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{U) Miscellaneous Support and Services

(U) Funds consumable supplies, publications, tools and test equipment,
cellular phone and pager support to the NRO customer base, vehicle pur-
chases, fuel, maintenance support to field units, fee-for-service expenses
pursuant to host- tenant agreements, base supply and imprest accounts, bench
stock, base transponanon management office expenses, and trave! and train-
ing expenses. Funding in FY 97 was adjusted downward to incorporate
forward fundmg adjustments.

(U) Information Systems Reinvesiment Reserve

(U) In summary, COMM/ITG continues to satisfy increased requirements
by efficient management and economies of scale through consolidation of
systems, networks, and applications. Initial fiscal investments have paid off
in terms of cost savings from the removal of no longer needed redundancies,
implementation of improved procurement practices, and centralized design,
implementation and operations efforts.

(U) The strategy to achieve our vision emphasizes maximum use of COTS
products and services, while maintaining a strong technology program and
constant innovation to ensure the most cost-effective and mission-responsive
support. ITG is moving vigorously to evolve an end-to-end (requirements
management to dissemination), integrated and interoperable communications
and information systems architecture, in partnership with other NRO pro-
grams. We believe the program is balanced, sustaining the most capable
support in a decreasing fiscal environment while retaining essential core
capabilities for a viable NRO ground communications infrastructure,
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(U) Management Services and Operations (U) The Management Services and Operations (MS&O)-function pro-
. Co : vides NRO Headquarters facilities and centralized support services for the

— — consolidated NRG and the funding for the Support Services, West-
:'“""" "%""F‘W {Doliars in Thousands) ficlds, Leased Facilities, and NRP Personnel lines in the above table, The
“"‘"l”‘_s“w""‘m e NRO o and maintaing

FY s

FY®% FY9T Frwm Cumge FY9®  FrMm

( : , . S
ﬂwResummPlln.lppmvedbytheSecDefmdﬂleDCl,pmvidedfor :
collocation of the majority of the NRO to the East Coast in 1993. The occu-
. pancy of the NRO Westfields facility was completed in 1996. Collocation is
an integral part of the overal! NRO strategy to work as one team to improve
- Support to otir customers as their requirements change and expand, and to
focus on building the space systems that will provide the United States with
global information superiority. The collocation activities have clearly
. improved the intemal conumunications and coordination processes for over-
all management and program development activities. We have also
~‘enhanced external interaction and communication with our customess by our
restructure and collocation activities,

(U) The NRO headquarters is located at'the Westfields development in i
Western Fairfax County, VA. Within a 68-acre parcel, the facility master
plan allows for a six-building compiex, structured parking, emergency gen-
erator building, conference facility, and cafeteria. This master plan allows
for total construction, by zoning right, of approximately 1.4 million gross
square feet. The current Headquartess facility provides for approximately - -

- one million gross square feet, to include four office buildings, general site
development, site security, and the basic infrastructurs support. Cost-to-date
status against the approved budget of $310 million is below:
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NRO Headguarters Estimated _ — agencies and military services that have supported the organization, the NRQ
Cost for Fo?:r Towers is continuing its migration towards internally providing more of the basic

- administrative infrastructure. Support Services funding provides for vehicle

Compared to Budget of $310 Million leases, configuration mﬁnageme[:}[tmsupport, organizatﬁii?al analysis studies,

Expenditure Estimated Total travel, automation of administrative services, and contractual support. Addi-

Through Cost to Estimated * tional requirements incliding consolidation costs
Complete Cost as well as inflation factors constitute the growth in support services funding.

(U)/lepresentational Funds
)

This budget contains a requirement fol-o meet teception and
refresentation needs by the DNRO. ' ‘

{U) Personnel

: Personnel Supporting
of

) The construction category includes f:cility construction costs, such as National Reconnaissance Program Activities
rough grading, site development, core and shell construction, and the
structural fit up. The suppont category includes other activation costs related
to the construction project such as design ard engineering services, construc-
tion management, security systems, ADP cquipment, furniture and support ¥ o6 FY 97 FY 98 E,,Y_‘j,:',“ FY 99
equipment. ' Posht

? The O&M category includes facili'y operations and maintenance,

secyrity services, custodial services, logistics support, and recurring supplies
and equipment for all assigned personnel. 't also includes utilities costs for
the NRO Headquarters facilities. Included z; a separate line item in this bud-
get submission are funds to mtmﬁtﬁmm its current primary use
as warehouse space to office space. This ini:iative will reduce, but not-elimi-
nate, our requirement for leased space to support headgquarters functions.

Funding requests through FY 98 are antificially low due to forward funding,
The FY 99 request more accuratély reflects 3&M requirements.

(U) Leased Facilities
(J@ The NRO has retained a lease or’ which is one of the six
intgriln leased facilities previously obtaincd for consolidation to the East

Coast. Elements of the Operational Suppor. Office will vacate space at the
uri - we will Jocal enis activities i

necessary to accomplish mission objectives. The costs displayed provide for U) Appmxirﬁately @ covernment personnel positions directly sup-
lease costs and utilities of the“aﬂility- port the NRO. The NRO relies on the CIA and the DoD civilian and
military employees for its personnel resources. Of these positions, Con-

(U) Support Services : gress authorized! irectly for the NRP. These full time positions and

(JAP The NRO has collocated most of its »lements to the Washington, D.C. funded part-time personnel have been used for infrastructure supporting the

argh and is establishing the infrastructure and support required to support the NRO reorganization. The NRP reimburses the CIA and the DoD for full

rebrganization. With downsizing and organizational changes occurring in and pant-time personnel filling these positions. The parent organizations
2
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infrastructure services. Examples of these services are facility and security
services, records management, FOIA, document regisiries, training adminis-
tration, and similar elements. In other functions such as Inspector General,
General Counsel, secretarial services, and Legislative Liaison these posi-
tions supplement stalf supporting & consolidated NRO, We realiocate these
NRP authorized positions, as wetl us the CIA and DoD positions, as

remain responsible for adm nistering the payroll, retirement, and career
development for these employees. In FY 98 the NRO will establish and
fund a performance award p-ogram that will ailow for the recognition of
employees who achieve excetional performance standards,

{(U) Through FY 96 we have used these NRP authorized positions,
combined with existing CIA and DoD positions, to establish basic core

TOP
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necessary Lo meet the needs of the organization. For example, we allocated
50 NRP authorized positions to the newly :reated Resource Oversight and
Management Office (ROM) in FY Y6 to enstance our overall financial man-
agement process. Beginning in FY 97 we designated up to 25 of these
positions at the Senior Intelligence Service, Senior Executive Service level.
CMS has approved the allocation of the intial 18 of these positions in the
FY 98 budget. This will allow us to further 2nhance overall management of
the organization by recruiting, promoting, znd relaining senior managers in
critical areas such as ROM, Contracts, Sec writy, MS&Q, General Counsel,
Plans and Analysis, and the Office of the Jirector. This is commensurate
with corresponding management positions :n other intelligence community
agencies.

We request 52 additional NRP positions (19 in FY 98, 21 in FY 99,
2l 12 in FY 00} to support NRO security -equirements. The positions are

equired to keep pace with initial investigrtive caseload due to increased
" requirements for NRO access, and to reduce our polygraph backlog to an
acceptable level. These positions are absoluely essential 1o the NRO main-
tainipg a viable personnel security program.

) In other personnel actions, the need to re-direct approximately 50
pffsitions to the Office of Resource Oversig.t and Management (ROM) last
year has left personinel gaps in other infrastn:cture areas. To redress that, this
CBIB funds 41 additional NRP positions fcr the Cost Group, the Office of
Contracts, the Acquisition Center of Excelleiice, the new Deputy Director of
National Support (DDNS), the new Director of Technology, Public Affairs,
the Deputy Director for Military Support, te Equal Employment Opportu-
nity Office, and Counterintelligence. Withcut these additional billets, we
would be unable (o provide NRO-wide indeyiendent cost analysis, enhanced

Control No. _

national customer support, contracting suppont for new programs, or timely
responses 1o FOIA and media reguests,

(U) Beginning in FY 97, the Director of Central Intelligence und the Secre-
tary of Defense have agreed to a functional transfer to the NRP of positions
and funding that have historically resided in the DoD, for salaries and bene-
fits of military members and civilian employees assigned to the NRO.

(U) Plans and Analysis

/The Office of Plans and Analysis (P&A) is the NRO component
responsible for cross-int (intemal NRO and Intelligence Community) and
cross-program (intermal NRO) planning and analysis, P&A provides corpo-
rate strategic planning, independent program assessments (cost, schedule,

_and performance), investment analyses, serves as the executive agent for .

NRO acquisition board management, and is responsible for the formulation

- of internal NRO policy and Intelligence Community policy relating to the

NRO. P&A also develops and maintains a unique assortment of management
and modeling/simulation tools critical to effective future system of systems
architecture planning for the NRO. P&A is the focal point for NRO inte-
grated systems management and routinely conducts system performance

~ analyses, cost-benefit trades, program requirement asséssmenis and new con-

cept studies with mission partners, where applicable. P&A is the key impetus

- for new NRO system concepts to meel future intelligence challenges.

(U) Corporate Planning

{U) P&A manages the strategic planning process for the DNRO. A major
upgrade of the strategic planning process is underway 1o incorporate perfor-
mance measurcs and benchmarks. This will provide the DNRQ with a
balanced score card to evaluate performance against the NRO’s mission,
vision, and goals. This strategic planning effort is vital to chart the future
course of the organization, ‘

(U} P&A also conducts preliminary cost analysis to provide the DNRO
insight into the timing and financial implications of proposed new slart acqui-
sition programs. The NRO's overarching acquisition management directive is
maintained by P&A. P&A is the catalyst for continuing reform in the current
NRO acquisition process. Activities over the last year include assessing the
potential for incorporating federal acquisition reform initiatives into the NROQ
process and supporting the development and implementation of improved
business and management practices in response to Jeremiah Panel recom-
mendations. Management of the acquisition process has made it possible to
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continue streamlined acquisiticn enabling the NRO to develop and acquire
systems relatively faster than o:her government entities.

) Over the past year, PXA has further developed the Integrated Road

ap (IRM) to more effectively and clearly ponray the integrated NRO archi-
tecture. The IRM is now avail-ble on the NRO world wide web to provide
insight into the increasingly ierdependent nature of the operational and
planned programs being under aken which address the requirements of the
ability to

NRO's mission partners and customers. P&A has extended this
an even wider segment of the uszr community by publishing

version of the IRM on Intelink. Without the IRM, the NRO's customers’ and
stakeholders’ planning processes would be deprived of a key source of infor-
mation on NRO planned progiams and capabilities. NRQ personnel would
also suffer from the loss of an enterprise-wide perspective in managing the
increasing interdependericies aong NRO programs. P&A will improve the
utility of the IRM by developiag a more portable version for systems and
platforms beyond the NRO's intzrmal work station network, as outside organi-

zations have expressed interest n developing road maps compatible with our
IRM.

’) Funding for year 2000 s-ftware impacts%s included in
th€ FY 98 P&A budget. Once the scope of this problerit has been deter-
mined, these funds will be al ocated to the specific programs in IMINT,

SIGINT, and COMM to directl / implement systern modifications necessary
to accommodate the year 2000 “ollover.

(U) Independent Program As:-essments

P&A regular]y perfornt s independent, cross-program, and cross-dis-
cipline assessments as part of the acquisition process, in support of strategic
planaing, or to aid in DNRO decisions.

. In order fir the D 0 and effechve
decisions, he requires assessine 1ts of alternatives and the alternatives® abil-
ity to address user needs and re juirements. Additionally, cross-program and
cross-discipline trades are nece: sary to select cost-effective solutions and to
steer strategic planning. Withoit these analyses the NRO would make less
effective decisions and have more difficulty defending the decisions inter-
nally, within the IC, and with Congressional Oversight Committees. We
anticipate the Integrated Overtead SIGINT Architecture Processing Seg-
ment and the Future Imagery sirchitecture (FIA) will require IPAs during
FY 98 as will a number of other program modifications.

T Control Nog

(U) External Agency Support

3{. P&A regularly pérforms independent, cross-program analysié as
of NRO decision support and in our role as NRO Systems Engineer.

p
Recent examples of this include the launch decision process study, the con-

tinuing mean mission duration analysis, and the deorbit policy analysis.
P&A also provides analysis and obtains community input for the actual
launch and deorbit decision. These studies are essential to the cost-cffective
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cxecution of the NRP. We nnticipaie that we will support up to four launch
decisions during FY 98 based on the current programmatic plans; ‘

(U) Concept Studies

"The NRO's participation in national and service wargaming activities
is increasing significantly. Wargames are useful 1o the NRO for two ressons.

>4 Fundamental to the strategic planning function is the investigation of First, they provide a unigue tool to explore the utility of future architectures,
v and altemative architectures to addrezs customers® noeds. To this end, technologies and concepts of operations. Second, wargames are an fnvajy.
P&A conducts architectural concept studics cither independently or joindy able vehicle for demonstrating to customers the capabitities of NRP systems,
ith other NRO organizations and extemal agencies. The Advanced Commu- Participating in the Naval War College's Global 95 and 96 wargames and the
ications and SIGINT Architecture Study (ACSAS) and Imagery - Amy's Army Afier Next wargame, P&A has been leading an effort to
Architecture Study (IAS) are the most recent examples. The ACSAS identi- achieve the integration of intelligence, surveillance, and reconnaissance
fed high payoff opportunities that are being investigated in more detail by the functions into wargames and campaign modeling. Adding this next level of
Communications Directorate in the NSCI: The results from IAS demon- realism to the wargames and campaign modeling brings these important
strated the opportunity: for improved performance and reduced coat froo " exercises closer to training-like-you-fight.
“tlean sheet of paper” approach to im ge-y collectors '

) The NRO plays an important role in implementing the DCI's
Environmental Intelligence and Applications Program (EIAP). It also sup-
potts’ several other programs and activities within Dol and the civil
agencies aimed at providing improved environmental information in support
of military and civil missions. Within the EIAP, NRO offices and director-
es are lixely (o provide INROVAIYE WRVET ; cxisting mission ales maintain working relationships with the cleared MEDEA scientists to

ore cost-effectively and potentially identify new capabilities to provide * better understand the scientific basis for environmental phenomenology
dconnaissance data from space assets. : ' o : Theseinsighucanleadtoimpmved sor_designs for collecting both

: ‘ _ envitonmental intelligence day
{ )_Exlu-ndlnterl‘mrwkeqnhmll':

..,/ {U) The NRO supports the identification and development of current and:
- future hltelligmmdmmninmmquiremubymeSmieqmdwelp-
0 syltun_pmpmofﬂees.mmohumdaminmvmindn

Pquirements Oversight Council process, including the Joimt Waifi

Cap ilityﬁmmu.ﬂlizeduchumprdcuumdmgnkimufd\emd- '
i 0-end inmlli;ﬂummon_mmdsylmmppmﬂmmlmqym
uystemdeveloplmntbelplmhminﬂnmqnirenmdevelﬁpnmum
Iity.nnduﬁsfndonmmuryinlmuceMmdmvhmm
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the NRO process of developing coilection systems that will continue to pro-
vide unique intelligence in the years ahead.

(U) Analysis

(U) P&A is the NRO arch'tectural engineer and analytical focal point.

Credible and timely decision analyses depend on establishing and nurturing
an analytical environment and a robust computer-based simulation and tool
capability. P&A builds and int:grates this capability of NRO ¢ross-progratm
and cross-discipline simulatorr, related analytical tools and skilled analysts,
to represent end-to-end airbornz and overhead inteiligence architectures.

(U) Apalysis Center

}.Thc objective of the F&A Analysis Center is to provide cost-effec-
tive simulation and analysic capability allowing analysts to quickly
understand the question, define the metrics, modify software, execute a
simulation case, analyze the d:ta, draw conclusions, and present the results
to decision makers. Analysts draw from a tool box of aids which include:
requirements databases, collec.ion and tasking simulators, end-to-end archi-
tecture analysis and simulation. visualization and display tools, and decision
support aids. '

(U) In summary, the P&A Analysis Center provides the analytical

environment for senior level decision makers to;

— Gain insight into the trade space of system architectures and options
in the context of user needs;

— Measure the value of advanced technology with an eye toward
improving cost/benefit ratios;

— Establish base line per’ormance and pay-off for additional research
investment; and

‘) Current funding provides core infrastructure, resources, and
management to conduct two tc three major studies each year, along with a
number of smaller advanced t :chnology or “out of the box” studies. The
Center provides the NRO with choices and consequences in system design
and architecture selection decis on processes.

) tegic Studies _
The P&A Analysis C:nter supports requirements transiation an

rchitectural definition for m: jor NIMA, DARO, DIA, NSA, and JCS
studies. These efforts include MINT and SIGINT aircraft and spacecraft

/ Evaluate impacts of alt:rnatives to current operationat concepts.

collection and architecture stud es. Customer utility and value-added contri--
bution is measured for future systems, emerging technologies of small
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satellites, commercial satellites, long dwell imaging systems, manned and
unmanned reconnaissance aircraft, and ground processing: and delivery
i m

(U) Decision Analysis

‘ The P&A Decision Analysis Division maintains a small cadre of
rid-class decision analysts that provides its services to analysts in the
Analysis Center, to other analysts in P&A, and to senior leaders in other
parts of the NRO on problems where substantial subjective judgment, group
consensus, and uncertainty play a major role. Equipped with the latest porta-
ble computer hardware, decision support software and a transportable Local
Area Network (LAN), the Decision Analysis Division takes its capabilities
wherever needed to provide quick response, credible and cost-effective -
study support. For example, the Decision Analysis Division teamed up with
ROM to establish a process for NRO-wide allocation of CAAS. 1t is also
currently supporting strategic planning for the A/DNRO and his senior man-
agers, and creation .of 2 unified planning and resource allocation processes
for the NRO Technical Enterprise. This service enables senior leaders in the
NRO to accomplish much more in their meetings and conferences and
improve the quality and robustnéss of NRO source selections. With the
recent decision of the NRO to migrate from the NeXT to Windows NT, the
Decision Analysis Division is in a position to implement an NROQ-wide
group collaborative analysis capability on the LAN. This workflow enhance-
ment can provide significant savings in meeting preparation and the conduct
of meetings across the entire NRO. :

Ly

ning and Exercise Environment

Handle vi*
Channels JoinHy




TOP
N

(U) Information Exchange

P& A is responsible for maintaining the NRO information space on the
INTELINK networks and INTERNET. This has become an essential mecha-
nism to reach out and communicate with our customer base by posting
information on the capabilities and uses of our systems; and by providing
customers a near-real-time capability to address product and service short-
falls. This activity was undertaken by P&A as a"mw requirement in FYf
with needs growing in FY 98 and FY 99 to 51.5 million.

(U} Policy

f In addition to operational requireménts, P&A is the DNRQ’s staff
elément for all actions related to space po icy. P&A/Policy represents the
NRO in interagency forums, tracks evolvit g US government policies and
provides recommendations to senior management regarding the impact on
the NRO, and develops NRO implementing directives. Major external coor-
dination issues worked throughout the year include: participation in the
development of the national space policy. the Intelligence and Defense
Working Group under the sponsorship of the Gore-Chemomyrdin Environ-
mental Working Group; CIO/NIMA deve opment of the DCI's Imagery
Derived Product Policy; CIO/NIMA develcpment of a proposal for Selec-
tive Declassification of Classified Electro-Optical Satellite Imagery
Products; CIO/NIMA development of an iriagery release policy to foreign
governments (lo support multinational acti- ities in and around Bosnia). In
response to DCI1 direction, the Policy Division led the NRO in conducting a
Baldridge-like quality control self-assessm:nt. The Policy Division main-
tains NRO’s records dating from the earl' 1960s to the late 1970s and
responds to FOIA inquiries and mandatory ceclassification requests.

{U) NRO History Program

(U) The NRO History Program was established in 1996 to help capture
and preserve the corporate memory of the NRO. It consists of a major
research and writing segment, an oral histo:y program, an educational and

k& -
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historical lecture serics, an exhibit function, and a records preservation and
reference service section.

(U) Interagency Activities

The Director, P& A also serves as a co-chair on the Nationat Security
Space Master Plan Senior Steering Group and coordinates intelligence com-
munity participation in that process. This plan will contain thematic
“Guidestars” for the future direction of intelligence and defense space pro-
grams into the next century and is scheduled to be delivered to Congress in
carly 1997,

E/ In addition, P&A will be the NRO focal point for the JSMB directed
IPT review of NRO and DoD space programs scheduled to commence dur-
ing the last quarter of 1996. The IPT will examine the best practices of both
the NRO and DoD with respect to policy formulation, acquisition proce-
dures, planning techniques, research, development, testing, and engineering
{RDT&E), operations, and. resource management. Principally, the IPT will
focus on the ability of the NRO and DoD to reliably meet critical require-
ments without interruption over the next ten years.

) Finally, P& A has been worked closely with the NRO Communica-
tighs Directorate to establish direct secure voice and desktop computer
connectivity with the offices of the DoD Space Architect and Deputy Under
Secretary of Defense (Space). Initial operational capability was December
1996. :

(U) P&A Future—Jeremiah Panel Recommendations

% The Jeremiah Panel provided recommendations that impact the orga-
nifation, operation, and function of P&A. The Panel suggested, among other
recommendations, that the NRO establish an NRO-level systems engineer
oriented to systems engineering work across programs with concern for the
system of systems. The systems engineer would be the NRO-level architec-
tural authority responsible for integrating NRO top-level systems,
establishing architectural standards or “building codes,” focusing on capa-
bilities across the entire space architecture and providing the interface for
coordinating with DUSD (Space) and the DoD Space Architect,
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(U) SUMMARY

P&A’s goal is to imple:nent an objective, rigorous approach to corpo-
rate planning, independent program assessment, extemnal interface for
requirements and analysis, axd NRO policy. The objective is to verify the
requirements and performance basis for program actions prior to the com-
mitment of resources anc directly support Intelligence  Community
deliberations and DNRO de:isions on critical programmatic and technical
issues.

(U) RESOJRCE MANAGEMENT

(U) Resource Oversight anc Management

(U) Established in Novemtier 1995 at the urging of Congress, the NRO’s
Office of Resource Oversigh: and Management (ROM)} is the single focal
point for all NRO financial, ‘»udgetary, programmatic, and legislative mat-
ters. To achieve this unified “ocal point, ROM contains NRO’s Legislative
Liaison Office, its Resource Management Office (Comptroller), and the
Office of Finance. The Associate Director of the NRO for Resource Over-
sight and Management repor's directly to the DNRO and also serves as the
Financial Management Execu tive (FME) for the NRO.

{U) ROM is structured to Jrovide the maximum amount of information
flow between ROM and the srogram offices, and between ROM and Con-
gress. Program Resource Lia'sons (PRLs), are ROM assets whose primary
job is ensuring timely and accurate reporting between NRO elements and
ROM, and that financial pol;:ies, procedures, and concerns are relayed to
the programs. PRLs provide t1e technical expertise to help finance and bud-
get personnel understand the impact budget actions will have on the
programs. The legislative liaii.on officers ensure the same degree of comnu-
nication exists between the N2O and Congress.

(U) ROM assumed the inlependent cost estimating role in July 1996
when it absorbed the SIGINT cost estimating staff. Now known as the NRO
Cost Group, this staff support. the entire NRO with 20 years of cost estimat-
ing heritage. Using state-of-t.ie-art estimating tools, the Cost Group offers
unbiased, independent cost capabilities over a broad range of acquisition
activities, including concept architecture decisions and source selection
evaluation. Rigorous, consistent cost analysis applied NRO-wide will pro-
vide an even tighter match jetween program content and future budget
requests. The Cost Group now is actively supporting major acquisitions in
each NRO Directorale—with :mphasis on emerging programs such as FIA,

' NSCP, and 10SA Phase I1—as well as source selections on several smaller

programs. The Cost Group contributes directly to NRO acquisition reform
through participation in the NRO Acquisition Center of Excellence (dis-
cussed below) and other initiatives, including Cost as an Independent
Variable. Cost Group staffing increased in FY 97 to accommodate the instant
workload expansions; it will require additional personnel in FY 98 to fulfill
its expanding, NRO-wide mission.

(U) In FY 97, to achieve the necessary staffing for its congressional con-
tact and financial missions, ROM hired a significant number of experienced
finance and accounting personnel. In addition, ROM assumed control of the
Financial Management Emprovement Project Office (FMIPO). This group
develops and implements NRO-wide financial management improvement
initiatives, providing comprehensive financial management practices, and
budgetary policies and procedures. As a long-term improvement to our
financial management, FMIPO is implementing the Federal Financial Sys-
tems Program Office Desktop (FFS POD), which we selected as the best of
several GSA-approved financial management systems, as the foundation for
our Integrated Financial Management System. This system complies with all
core financial systems requirements defined by Treasury and the Joint Finan-
cial Management Improvement Program. We will implement FFS POD in
two phases. Phase One will reach initial operating capability (IOC) on
1 October 1997 and includes funds coritrol, general ledger, disbursing, and
accounts payable functionality. Phase Two implementation will include per-
formance analyzer, contract management, and budget formulation and has
an 10C of 1 October 1998. The NRO full operating capability (FOC) for
automated financial activities is 1 October 1999. :

(U) In FY 98, with its new personnel and capabilities in place, ROM will
move ahead with the FMIPO program, thereby strengthening the internal
financial integrity of the NRO. With a strengthened Comptroller and Legis-
lative Liaison staff, ROM will also seek to establish an orderly, verifiable set
of financial systems to present extemnally to both the DCI and Congress. To
help the DNRO with future planning and a ensure a more efficient and
effective use of our financial and programmatic resources, ROM will begin
long-term strategic financial ptanning for the NRO.

(U) Acquisition Center of Excellence

(U) The Acquisition Center of Excellence (ACE) is an acquisition reform
initiative founded on the NRO’s vision of becoming the government’s smart-
est, most efficient, and responsive buyer of best value goods and services for
national, military, law enforcement, and counterintelligence customers,
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{U) Under the ACE concept, the NRO w'll formn a special organizational
activity to provide program directors the necessary facilities, tools, training,
and expertise to assist them in acquiring gonds and services in a high-qual-
ity, streamlined manner. Under the management of the Director, Office of
Contracts, and with funds provided by the program offices, the ACE will
collocate an experienced staff of acquisition professionals from the contract-
ing, cost and pricing, legal, and program/i=chnical disciplines. The ACE
staff will be dedicated to achieving the following objectives:

-~ Researching, evaluating and implementing acquisition best
practices;

— Establishing and operating a dedicated facility(s) for conducting
competitive source selections;

— Developing hardware/software tool: and capabilities for streamlin-
ing the acquisition process;

— Aggressively developing electronic commerce and on-line acquisi-
tion library capabilities;
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— Developing an array of training courses, seminars, and specialized
workshops designed to increase the knowledge-base of NRO personnel in
acquisition planning and execation;

— Providing timcly,—et‘fcciive decision analysis support to management
throughout the acquisition cycle; and

— Conducting forums, exchanges and conferences with industry in
order to ensure their participation in and feedback on the NRO's acquisi-
tion system.

(U) The ACE will significantly strengthen the NRO’s acquisition system
by ensuring that a common, efficient focus is applied to acquisition policies,
practices and capabilities. ACE will provide NRO program directors a
centralized acquisition “tool box™ of capabilities necessary for them to
responsively procure the goods and services necessary to meet their mission
requirements in the most cost-effective manner possible.
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