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CHAPTER ONE!
INTRODUCTION (U)

On March 9, 2007, the Department of Justice (Department or DOJ)
Office of the Inspector General (OIG) issued its first report on the Federal
Bureau of Investigation’s (FBI) use of national security letters (NSL). Issued
in response to the requirements in the USA PATRIOT Improvement and
Reauthorization Act of 2005 (Patriot Reauthorization Act), the first report
described the use and effectiveness of NSLs, including “any illegal and
improper use,” in calendar years 2003 through 2005.2 (U)

On March 13, 2008, the OIG issued its second report on NSLs, which
assessed the corrective actions the FBI and the Department had taken in
response to the OIG’s first NSL report. The second report also described
NSL usage in calendar year 2006.3 (U)

In this third report, we describe the results of our investigation of the
FBI’s use of exigent letters and other informal requests, instead of NSLs or
other legal process, to obtain the production of non-content telephone
records from employees of three communications service providers
(Companies A, B, and C).# The OIG conducted this investigation to examine
in greater detail the extent of the FBI’s use of exigent letters and other
informal requests for such information, as well as to assess the
accountability of FBI employees and supervisors who were responsible for
these practices. We examined the conduct of the FBI personnel who signed

! The Office of the Inspector General (OIG) has redacted {blacked out) from the
public version of this report information that the FBI and the Intelligence Community
considered to be classified. We have provided full versions of our classified reports — a
Secret version and a Top Secret/Secure Compartmented Information (SCI) version - to the
Department of Justice, the Intelligence Community, and Congressional committees. (U)

2 U.S. Department of Justice Office of the Inspector General, A Review of the
Federal Bureau of Investigation’s Use of National Security Letters {March 9, 2007) (NSL I),
available at www.usdoj.gov/oig. We refer to this report as the first NSL report, or NSL 1. All
references to this report are to the unclassified version that was publicly released. We
provided a separate classified version of the report to the Department and Congress. (U)

3 U.S. Department of Justice Office of the Inspector General, A Review of the FBI’s
Use of National Security Letters: Assessment of Corrective Actions and Examination of NSL
Usage in 2006 (March 13, 2008) (NSL II), available at www.usdoj.gov/oig. We refer to this
report as the second NSL report, or NSL II. (U)

4 In this report, we do not identify the specific companies because the identities of
the specific providers who were under contract with the FBI for specified services are
classified. (U)

SO CREL S TOTOR
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these letters or made these informal requests, their supervisors, and the
FBI’s senior leadership. (U)

I. Findings in the OIG’s Previous Reports (U)

In our first NSL report, we described how the FBI issued at least 739
so-called “exigent letters” between March 11, 2003, and December 16, 2005.
These letters were signed by personnel in the FBI Counterterrorism
Division’s (CTD) Communications Exploitation Section (CXS) who were not
authorized to sign NSLs, including two Assistant Section Chiefs, Unit Chiefs
assigned to the CXS’s Communications Analysis Unit (CAU), Supervisory
Special Agents (SSA), Intelligence Analysts, and an Intelligence Operations
Specialist. We determined that the 739 exigent letters requested

information relating to approximately 3,000 telephone numbers. The
overwhelming majority of the letters requested production of telephone
records, allegedly “due to exigent circumstances,” and also stated that
subpoenas requesting the information had been submitted to a U.S.
Attorney’s Office for processing and would be served formally as
expeditiously as possible. (U)

We concluded that by using exigent letters to acquire information
from three communications service providers prior to serving NSLs or other
legal process, the FBI circumvented the requirements of the Electronic
Communications Privacy Act (ECPA) NSL statute and violated the Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSI Guidelines), and internal FBI policy. We also
found that there were factual misstatements in the letters. While almost all
exigent letters stated that subpoenas requesting the information had been
submitted to a U.S. Attorney’s Office and would be served on the providers,
in fact subpoenas were not issued in many instances and in other instances
had not been requested. Moreover, we developed information that exigent
letters sometimes were used in non-exigent circumstances. We also found
that the FBI was unable to later establish that some of the exigent letter
requests were made in connection with the required open preliminary or full
investigations conducted pursuant to the Attorney General’s NSI Guidelines
or that the records requested were relevant to those investigations. (U)

In our first NSL report we also described the circumstances in which
attorneys in the FBI Office of General Counsel’s (FBI OGC) National Security
Law Branch (NSLB) became aware of the exigent letters practice in late 2004
and the efforts NSLB attorneys made to limit the practice, and the fact that
the FBI did not direct that the practice stop for over two years, until after
the OIG provided its first NSL report to the FBI in February 2007. (U)
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While we recognized the significant challenges the FBI faced during
the period covered by our first review, we concluded that these
circumstances did not excuse the FBI’s circumvention of the requirements
of the ECPA NSL statute, the inaccurate statements in the exigent letters,
and the violations of the Attorney General’s NSI Guidelines and internal FBI
policy governing the use of NSLs. (U)

In our second NSL report, we assessed the FBI’s response to the
findings on the misuse of NSLs in our first NSL report. In particular, we
examined the status of the FBI’s implementation of our recommendations
from our first NSL report and additional corrective actions by the FBI and
other Department components. We concluded that the FBI and the
Department had made significant progress in implementing our
recommendations and had taken other significant corrective actions in
response to the serious problems we identified in the use of NSLs. However,
we concluded that it was too early to definitively state whether the new
systems and controls developed by the FBI and the Department would
eliminate fully the problems identified with the FBI’s use of NSLs. (U)

As required by the Patriot Reauthorization Act, our second NSL report
also described the FBI’s use of NSLs in 2006. We found similar misuses of
NSLs to those we identified in our first NSL report and a continuation of the
upward trend in NSL usage. (U)

Finally, in our second NSL report we made 17 additional
recommendations designed to help the FBI further improve its oversight and
use of NSLs. (U]

Our first and second NSL reviews were limited to the FBI’s use of
NSLs and exigent letters and did not investigate other ways in which the FBI
initiated requests for records or other calling activity information from the

- three communications service providers, such as by e-mail, face-to-face, or

)

©

telephone requests. Our reviews also did not investigate other ways in
which the providers’ employees gave information to the FBI without legal
process, such as by providing calling activity information through what CAU

pe 1 and the three providers called “sneak peeks” or “gui eeks,” or
bywm personnel to calling activity information b ‘hot 1\ \
numbers.”> Similarly, our first and second NSL reviews did not investigate WIS

ways in which the resources available from the on-site communications

5 As discussed in more detail in Chapter Three of this report, a hot number is a

telephone number identified ompany A or Company C for purposes of
having the providers identify calling activity by that W
number. (S//NF) -

vl

3
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service providers were used in connection with other FBI or Department
activities, such as FBI administrative subpoenas, applications for electronic
surveillance orders filed with the Foreign Intelligence Surveillance Court
(FISA Court), or grand jury subpoenas in media leak investigations. (S//NF)

Moreover, in our previous NSL reviews we did not assess the
individual accountability of the signers of the exigent letters, their
supervisors, or attorneys in the FBI OGC. In addition, we did not address
the training, guidance, supervision, or legal oversight provided to the CAU
employees who signed the exigent letters, or the role of FBI supervisors and
senior FBI management in the use of exigent letters. (U)

In this investigation, as described in this report, we cover these and
related subjects. (U)

II. Methodology of the OIG Investigation (U)

The OIG team that conducted this investigation was composed of
attorneys, special agents, program analysts, auditors, and paralegals from
the OIG’s Oversight & Review, Investigations, and Audit Divisions. The OIG
team led this investigation and wrote this report. Personnel from the FBI’s
Inspection Division participated with the OIG team on parts of this
investigation.t (U)

In this investigation, we interviewed over 100 FBI employees and
former employees, as well as employees of Company A, Company B, and
Company C, each of which co-located employees in FBI offices beginning in
2003 and continuing through late 2007. We interviewed 31 of the 32
current or former FBI employees who signed the exigent letters. We also

6 After we issued our first NSL report, we initially referred our findings regarding
exigent letters to the FBI for it to conduct an investigation to determine whether
disciplinary action should be taken against any FBI employees involved in the exigent
letters practice. However, after further consideration and discussion with the FBI, we
determined that the OIG should lead the investigation. As a result, the OIG determined the
scope of the investigation, the witnesses to interview, and the content of this report.
Initially, FBI Inspection Division personnel assisted us in interviews of FBI employees and
employees of the communications service providers. However, we determined that they
should not participate in all aspects of the investigation. For example, the Inspection
Division did not participate in the review of CAU Unit Chief Bassem Youssef or his conduct.
In addition, after our first interview made clear the scope of the issue, the FBI was not
involved in further interviews relating to the leak investigations in which the FBI sought or
obtained toll billing records or other calling activity information of members of the news
media. Finally, no FBI personnel participated in the writing of this report, and this report
reflects the conclusions of the OIG only. (U)
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interviewed all 4 of the officials in the FBI Counterterrorism Division (CTD)
who signed a total of 11 after-the-fact “blanket” NSLs in 2006 that were
issued in an attempt to “cover” or “validate” records previously obtained in
response to exigent letters or other improper requests. (U)

We also interviewed FBI supervisory personnel who oversaw the CTD’s
CXS and one of its units, the CAU, from 2003 to the present; current and
former Deputy Assistant Directors (DAD) and Assistant Directors in the
CTD; the former Executive Assistant Director of the FBI’s National Security
Branch; the FBI’s Deputy General Counsel for the FBI OGC NSLB; an
Assistant General Counsel assigned to the NSLB and other NSLB attorneys;
several retired or former FBI officials; and the FBI General Counsel, Deputy
Director, and Director. (U)

In addition, we examined thousands of FBI documents and electronic
records from FBI Headquarters and field divisions, as well as additional
documents obtained through OIG administrative subpoenas served on the
three communications service providers. (U)

Our investigation also sought to determine whether any FBI personnel
who signed or had supervisory responsibility for those who signed the
exigent letters and made other informal requests violated any criminal laws
or engaged in administrative misconduct or improper performance of official
duties. To this end, we consulted with the Public Integrity Section of the
Department’s Criminal Division for a decision on whether the evidence
warranted criminal prosecution. We provided to the prosecutor the evidence
we gathered in our investigation, including transcripts of interviews,
relevant documents, and e-mails. The Public Integrity Section declined
prosecution of any individuals relating to the exigent letters matter. (U)

With the assistance of the Department’s National Security Division we
also examined applications for pen register/trap and trace orders or
electronic surveillance orders filed with the Foreign Intelligence Surveillance
Court (FISA Court) that referred to telephone numbers listed in exigent
letters or some of the blanket NSLs signed by CTD officials in 2006.7 We
examined these applications to determine if the supporting documents
accurately characterized the means by which the FBI had obtained the
subscriber or calling activity information it relied upon in seeking the
orders. (U)

7 A “pen register” is a device that records the numbers that a target telephone is
dialing. A “trap and trace” device captures the telephone numbers that dial a target
telephone. See 18 U.S.C. § 3127 (2000). (U)
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We also served OIG administrative subpoenas on the three
communications service providers to obtain copies of exigent letters, NSLs,
administrative subpoenas, and other documents relevant to our
investigation. (U)

III. Organization of this Report (U)

This report is divided into six chapters. Chapter Two describes in
detail the circumstances in which the FBI used exigent letters and other
informal requests to obtain telephone records from the three on-site
communications service providers. This chapter also contains our analysis
of each of these methods for obtaining telephone records and other calling
activity information. (U)

Chapter Three contains additional findings and analysis concerning
how the use of exigent letters and other informal requests led to additional
improper practices, including the acquisition of calling activity information
regarding “hot numbers” without legal process; improper searches and the
acquisition of reporters’ and news organizations’ telephone toll billing
records and other calling activity information; inaccurate statements to the
FISA Court about the source of subscriber and calling activity information
supporting applications for FISA Court pen register/trap and trace and
electronic surveillance orders; and the improper use of FBI administrative
subpoenas to cover records acquired from exigent letters or other informal
requests. (S//NF)

Chapter Four contains our findings and analysis regarding the
various corrective actions attempted by the FBI to address the use of exigent
letters, including the issuance of 11 improper blanket NSLs. This chapter
also describes steps taken by the FBI after the OIG’s first NSL report was
issued in March 2007 to address the use of exigent letters and other
informal requests for telephone records. This chapter also contains our
findings on the FBI’s analysis of whether it will retain telephone records it
acquired after issuing exigent letters or that were listed in the 11 blanket
NSLs. (U]

Chapter Five examines the FBI’s management failures that led to
these improper practices. It also evaluates the actions of individual FBI
employees, including the CAU personnel who signed exigent letters; the CAU
Unit Chiefs who supervised the unit; the senior CTD officials who signed 11
improper blanket NSLs; and attorneys in the FBI’s Office of the General
Counsel who provided legal advice relating to the exigent letters. In
addition, this chapter examines the conduct of FBI and Department
personnel who sought or acquired reporters’ telephone toll billing records or
other calling activity information without proper authority or approvals. (U)

6
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Chapter Six contains our conclusions and recommendations. (U)

The appendix to the report provides examples of exigent letters signed
by CAU personnel. (U)
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CHAPTER TWO
THE FBYI’S USE OF EXIGENT LETTERS AND OTHER
INFORMAL REQUESTS FOR TELEPHONE RECORDS (U)

This chapter details the FBI’s use of exigent letters and other types of
informal requests for telephone records. First, it provides background on
the FBI’s initial use of exigent letters in 2002 in connection with its criminal
investigations of the September 11 hijackers, the migration of the practice to
FBI Headquarters in 2003, and the FBI’s contracts with Company A,
Company B, and Company C to provide on-site support to FBI
investigations. It describes the FBI’s establishment of the Communications
Analysis Unit (CAU), and the FBI’s process for issuing exigent letters; the
CAU personnel who signed them; and how the requests were initiated,
drafted, approved, and documented. (U)

This chapter also describes other practices by which CAU personnel
requested and received telephone records from the on-site communications
service providers without prior issuance of legal process or even exigent
letters. These other informal methods included e-mail requests or oral
requests. These informal requests also included what CAU personnel called
“sneak peeks,” which were requests without legal process to obtain
information about whether calling activity existed for particular telephone
numbers or subscribers, to obtain details about the calling activities, or to
view records on the on-site providers’ computer screens without obtaining
the records themselves. (U)

In addition, this chapter describes how the telephone records were
analyzed by the FBI and uploaded into FBI databases. The chapter also
ity of interest” or “calling circle”

AN
w1t

I The Electronic Communications Privacy Act (ECPA) (U)

To protect the confidentiality of telephone and e-mail subscriber
information and telephone toll billing records information, the Electronic
Communications Privacy Act (ECPA) states that communications service
providers “shall not knowingly divulge a record or other information
pertaining to a subscriber or customer of such service . . . to any



government entity.”® The ECPA contains an exception to maintaining the
confidentiality of such records by imposing a “duty to provide” responsive
records if the Director of the FBI or his designee certifies in writing that the
records sought are (U)

relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by
the first amendment to the Constitution of the United

States.? (U)

During the period covered by our review, the ECPA and Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSI Guidelines) authorized the use of national
security letters (NSL) only during investigations of international terrorism or
espionage upon the written request of a Special Agent in Charge or other
specially delegated senior FBI official.10 In order to open such
investigations, the FBI must satisfy certain evidentiary thresholds, which
are documented in FBI case files and approved by supervisors. If case
agents want to issue NSLs, FBI policies require a 4-step approval process.
Case agents must secure the approval of the case agent’s supervisor, an
Assistant Special Agent in Charge, the field office’s Chief Division Counsel,
and the Special Agent in Charge (or equivalent supervisors and attorneys at
FBI Headquarters) who signs the NSL. FBI personnel authorized to sign
NSLs are all members of the Senior Executive Service. (U)

We concluded in our first NSL report that the CAU’s use of exigent
letters circumvented the ECPA NSL statute.l! We found that neither the
ECPA, the Attorney General’s NSI Guidelines, nor FBI policy authorize the

8 18 U.S.C. § 2702(a)(3) (2000). In this report we refer to entities that provide
electronic communication services to the public as “communications service providers” or
the “providers.” (U)

9 18 U.S.C. §§ 2709(a) and 2709(b)(2) (2000 & Supp. IV 2005). (U)

10 The Attorney General’s NSI Guidelines were consolidated with other Attorney
General Guidelines into a new set of Attorney General Guidelines, referred to as the
Attorney General’s Consolidated Guidelines, which became effective on December 1, 2008.
The new guidelines now govern the FBI’s criminal investigations, national security
investigations, and foreign intelligence investigations. However, these new guidelines did
not alter the requirements for NSLs issued in national security investigations, which
include investigations of international terrorism and espionage. (U)

11 QOIG, NSL1I, 95-98. (U)

10
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FBI to obtain ECPA-protected records by serving this type of informal letter
prior to getting the records, with “legal process to follow.” (U)

In our first report, we noted that in limited circumstances, a separate
provision of the ECPA authorizes the FBI to obtain non-content telephone
records from communications service providers. From April 2003 through
March 2006 — the period when most of the exigent letters were issued - the
ECPA provision authorized a provider to voluntarily release toll records
information to a governmental entity if the provider “reasonably believe[d]
that an emergency involving immediate danger of death or serious physical
injury to any person justifie[d] disclosure of the information.”!2 However, for
several reasons we did not agree with the FBI’s after-the-fact argument that
the exigent letters could be justified under this provision. In fact, senior
CAU officials and FBI attorneys told us they did not rely at the time on the
emergency voluntary disclosure provision to authorize the exigent letters,
and we also found that the letters were sometimes used in non-emergency
circumstances.13 (U)

II. Background on the FBI’s Use of Exigent Letters (U)

A. Origins of Exigent Letters in the FBI’'s New York Field
Division (U)

As described in our first NSL report, the FBI initiated a criminal
investigation, referred to as PENTTBOM, immediately after the
September 11, 2001, terrorist attacks. As a part of that investigation, the
FBI arranged to have a Company A fraud detection analyst located on-site at
the FBI’s New York Field Division to assist in providing and analyzing
telephone records associated with the September 11 hijackers and their
associates. (U)

12 18 U.S.C. § 2702(c)(4) (Supp. 2002). In March 2006, the provision was amended
by the USA PATRIOT Improvement and Reauthorization Act of 2005 (Patriot Reauthorization
Act) to allow voluntary disclosure “if the provider, in good faith, believes that an emergency
involving danger of death or serious physical injury to any person requires disclosure
without delay of information relating to the emergency.” USA PATRIOT Improvement and
Reauthorization Act of 2005, Pub. L. No. 109-177, § 119(a), 120 Stat. 192 (2006). (U)

13 OIG, NSL I, 96-97. (U)
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1. The FBI’s New York Field Division Contract with
Company A (U)

The analysis of telephone records associated with the September 11
hijackers and their associates became the primary responsibility of a newly
created squad in the FBI’s New York Field Division known as Domestic
Terrorism 6, or DT-6. DT-6 developed close working relationships with
several communications service providers due to the heavy volume of FBI
requests for telephone records. (U)

In early 2002, the New York Field Division, with the approval of FBI
Headquarters, entered into a contract with Company A that provided for a
Company A fraud detection analyst to be co-located with DT-6 to respond to
the FBI’s increased need for telephone records. To provide this support, the
Company A analyst accessed Company A’s telephone records databases
from a computer work station installed for his use at the New York Field
Division. The Company A analyst was able to respond immediately to FBI
telephone records requests and also was available to respond to requests
after normal business hours. According to an FBI Supervisory Special
Agent (SSA) who worked in the New York Field Division, this arrangement
proved to be highly beneficial to the FBI’s ability to investigate terrorist
threats and was soon used to support a wide variety of FBI counterterrorism
investigations. (U)

2. The New York Field Division’s First Use of
Exigent Letters (U) '

At first, the FBI obtained records from the on-site Company A analyst
solely through grand jury subpoenas issued in the PENTTBOM
investigation.1* An SSA assigned to the DT-6 squad said this process was
also facilitated by the co-location of several Assistant United States
Attorneys (AUSA) at the FBI’'s New York Field Division’s offices. As a result,
FBI agents were able to quickly obtain grand jury subpoenas from the
co-located AUSASs to serve on the Company A analyst prior to obtaining
responsive records. (U)

Eventually, the AUSA

14 Since the PENTTBOM investigation was a criminal investigation, grand jury
subpoenas were appropriate legal process by which to obtain non-content records from a
communications service provider. (U)

12
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FThe on-site Company A analyst told us that he 3\ £
erefore began to provide records in response to a letter from the FBI - 23]

called an “exigent letter” — which stated that exigent circumstances had
prompted the request and that (S//NF)

G

subpoenas requesting this information have been submitted to
the U.S. Attorney’s Office who will process and serve them
formally to Company A as expeditiously as possible. (U)

According to the SSA who signed the first of these exigent letters in
November 2002, the exigent letters were issued as “placeholders” to enable
the FBI to secure the records promptly. However, the letters still committed
the FBI to serve grand jury subpoenas on Company A after the records were
provided, which the FBI did. (U)

We identified a total of 37 exigent letters issued by the New York Field
Division between November 2002 and April 2003.15 The SSA who signed the
first exigent letter and 11 other exigent letters issued on New York Field
Division letterhead said that he signed these letters because he understood
that the concept had been approved by Company A attorneys and he never
thought about the legal authority for the letters. A Company A analyst told
us that the exigent letter was drafted by someone in the FBI, and that
Company A thereafter accepted the letters. However, we were not able to
determine who initially drafted or approved the New York Field Division’s
use of these first exigent letters. (U)

In 2002, the FBI reassigned several SSAs who had been working in
the New York Field Division to temporary duty assignments at FBI
Headquarters to help set up the CAU as a new unit in the FBI Headquarters’
Counterterrorism Division (CTD). In 2003, one of the Company A analysts
who had worked at the FBI's New York Field Division’s offices was also
reassigned to work in the CAU. The overlap in Company A personnel who
worked in the New York Field Division and later at FBI Headquarters
contributed to the migration of the exigent letter practice to FBI
Headquarters in 2003. (U)

15 New York Field Division personnel issued at least 20 additional exigent letters
from October 2004 to September 2006. Although an SSA assigned to work in the New York
Field Division estimated that he signed at least 50 to 60 exigent letters, the OIG identified
only 19 exigent letters signed by this SSA. Based on this statement and other information
developed in our investigation, we believe more exigent letters than the 798 we identified in
our investigation were issued by the FBI. However, because of the FBI's inadequate record
keeping practices, we could not determine how many more were issued. (U)

13
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B. The Work of the Communications Analysis Unit (CAU) and
the FBI's Contracts with the Three Communications
Service Providers (U)

As part of a reorganization of the CTD following the September 11
attacks, the FBI created the Communications Exploitation Section (CXS) in
2002. The mission of the CXS was to support the FBI’s investigative and
intelligence missions by analyzing terrorist communications. As noted in
Chart 2.1, one of the four units created within the CXS was the CAU. (U)

14
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In 2003, the FBI entered into a contract with Company A pursuant to
which a Company A analyst was located in the CAU'’s office space. The FBI
also entered into separate contracts in 2003 with Company C and in 2004
with Company B to locate one of their analysts in the CAU’s office
space. (U)

We determined that a CAU SSA issued the CAU'’s first exigent letter to
the Company A analyst, then still located at the New York Field Division, on
March 14, 2003. When the three communications service providers’
employees were located in the CAU, CAU personnel issued similar exigent
letters to these individuals. These exigent letters issued by CAU personnel
were for the most part identical to the exigent letters issued by the New York
Field Division in its criminal investigations after the September 11 attacks.
As described below, we determined that from March 14, 2003, through
November 13, 2006, CAU personnel issued a total of 722 exigent letters to
the 3 on-site communications service providers. (U)

1. The CAU’s Mission and Organizational Structure (U)

The CAU’s mission is to analyze telephone communications and
provide actionable intelligence to the appropriate operational units in the
FBI.16 The CAU was established as an “operational support unit” rather
than an operational unit. Under FBI internal policy, as operational support
components, neither the CXS nor CAU personnel could initiate national
security investigations or sign NSLs. (U)

From 2003 through 2006, the CAU was organized into teams, each of
which was led by an SSA and included other SSAs, Supervisory Intelligence
Analysts, Intelligence Analysts, and Technical Information Specialists. Each
team supported specific FBI field and Headquarters operational divisions,
legal attachés, and classified special projects. (U)

Following its establishment in late 2002, the CAU initially was
supervised by Acting Unit Chiefs. Two SSAs served as the Acting Unit
Chiefs from September 2002 to March 2003. In March 2003, Glenn Rogers
was appointed as the first permanent CAU Unit Chief. (U)

16 The CAU’s mission was described in a January 6, 2003, FBI Electronic
Communication (EC). This EC, which was drafted by the CAU’s Acting Unit Chief and sent
to all FBI divisions, described the CAU’s mission: (U)

CAU facilitates the prevention and prosecution of international and domestic
terrorism activities through the relevant collation, incisive analysis, and
timely dissemination of high-quality intelligence identified through telephone
calling activity. (U)

16
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In November 2004, Rogers was promoted to Assistant Section Chief
for the CXS.17 Bassem Youssef succeeded Rogers as the CAU Unit Chief
and remained the CAU’s ‘Unit Chief throughout the period covered by our
review. (U)

Chart 2.2 shows the personnel who held key positions in the FBI’s
senior leadership, the FBI Office of the General Counsel (FBI OGC), and the
Counterterrorism Division during the period covered by our review. (U)

17 Rogers retired from the FBI in November 2006. (U)

17
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We interviewed 15 SSAs and 10 Intelligence Analysts who were
assigned to the CAU beginning in March 2003. They stated that their duties
consisted chiefly of responding to requests from field divisions, legal
attachés, and operational Headquarters units. These requests included
asking the CAU to obtain and analyze telephone numbers related to ongoing
FBI investigations and to report back to the requester with telephone
records and analysis. (U)

CAU personnel analyzed the telephone numbers by obtaining
information from numerous databases and other resources, including
information from the three on-site communications service providers. One
SSA from a CTD operational unit who frequently requested CAU support
characterized the CAU’s role as having “a phone database on steroidS' to
identify ‘good’ versus ‘bad’ numbers; to provide link charts and analysis;
and to get numbers in a usable format for the field.” (S F) lA

Nearly all of the 15 SSAs we interviewed who worked in the CAU told
us that when they arrived at the CAU they had little or no experience in
national security investigations.!® In addition, all but 2 of the 29 FBI
employees we interviewed who were assigned to work in the CAU said they
had limited or no prior experience working with NSLs. None of the SSAs we
interviewed said that the FBI provided them training on the legal and
internal FBI requirements for issuing NSLs until after the OIG’s first NSL
report was issued in March 2007.19 (U)

2, Terminology Used in this Report for Non-Content
Telephone Transactional Records (U)

As described above, the ECPA generally prohibits communications
service providers from divulging “a record or other information pertaining to
a subscriber to or a customer of” their services.20 However, in authorized

18 Virtually all of these SSAs had extensive experience in conducting or supporting
criminal investigations, which were governed by a different set of Attorney General
Guidelines than the Attorney General’s Guidelines for FBI National Security Investigations
and Foreign Intelligence Collection (NSI Guidelines), which applied to the conduct of
national security investigations. (U)

19 In response to the OIG’s recommendations in our first NSL report, the FBI is now
providing mandatory NSL training to FBI employees involved in the use of NSLs. This
training, as well as the NSL guidance and other corrective actions implemented by the FBI
and the Department in response to our first NSL report, is described in Chapter Four of our
second NSL report. (U)

20 18 U.S.C. § 2702(2)(3). (U)

19
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international terrorism and espionage investigations, the ECPA created an
exception to this general prohibition, which allows the FBI to request “the
name, address, length of service, and local and long distance toll billing
records of a person or entity” upon written certification by the FBI Director
or his designee that the records sought are relevant to an authorized
international terrorism investigation, provided that any investigation of a
United States person “is not conducted solely on the basis of activities
protected by the first amendment.”2l (U}

In this report we generally use the term “toll records” to refer to the
non-content records of telephone calls that the three communications
service providers provided to the FBI in response to exigent letters and other
informal requests.?2 (U)

Toll records in this context are the date, time, duration, and the
originating and terminating numbers to a telephone call. These records are
also sometimes referred to as “transactional” records, as distinguished from
the content of telephone calls. The FBI is not authorized to collect the
content of any telephone calls through NSLs. (U}

3. FBI Contracts with the Three Communications
Service Providers (U)

In 2003 and 2004 the FBI entered into contracts with three
communications service providers requiring the communications service
providers to place their employees in the CAU'’s office space and to give
these employees access to their companies’ databases so they could
immediately service FBI requests for telephone records.?3 These employees
were also on call to the FBI after business hours. The contracts required

21 18 U.S.C. § 2709(b)(1). (U)

22 FBI personnel and employees of the on-site communications service providers
sometimes referred to these records by using other industry terms such as “call records,”
“call detail records,” “calling activity information,” or “tolls.” In addition, the terminology
used in the contract documents to describe records provided to the FBI by the
communications service providers varied, and there were some differences among the three
providers as to the types of records available to the FBI. Accordingly, while we generally
use the term “toll records,” we use other termmology when quoting from contract
documents or witness interviews. (U)

23 During the period covered by our review, Company B and Company C each
assigned one full-time employee to service their respective contracts with the FBI.
Company A rotated four analysts through two full-time positions. (U)

20
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the providers to deliver the toll records to the FBI in a specific electronic
format that was compatible with the FBI’s databases.2* (U]

CTD officials told us that the ability to have requests for toll records
serviced immediately by the communications service providers and to
receive the records in an electronic format that could be immediately
uploaded into FBI databases improved the CAU’s ability to support FBI
counterterrorism investigations in a timely fashion. A CTD memorandum
requesting approval to obligate funds for the contract with Company A
described the contract as providing for “near real-time servicing” of legal
process by Company A analysts. (U)

In 2003, the FBI enn i contract with Company A. Pursuant

B\
b€

(TS//S1//NF)

(TS//SI//NF)

In addition to providing toll records, the Company A analysts could
e telephone toll data for the FBI.2¢6 According to the Company A b\

&)

vt
24 A May 28, 2003, EC from the CAU described problematic delays with toll records

received through conventional channels that were “often via hard copy reports that had to
be retyped into FBI databases.” (U)

"
bIE

26 Company B and Company C did not perfo

f the records they
@ provided to the CAU. (S¥QF)
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@) employees the types O_that Company A analysts performed for the

FBI were:
ommunity of 1nterest ,described later in
chapter), when requested; ;

(é
alerting CAU requesters if the Company A analysts noticed that b\
the data reflected indic t make it a priority (such '07
as calls to or from (TS//S1//NF)

e evaluating telephone data to eliminate unnecessary follow-up
on telephone numbers that were of no investigative value;

and (U)
@) e preparing visual presentations such as.harts showing
. communicationﬁaetween telephone numbers of !
int st. - —~
1p ere (w DA€

The FBI’s contract with Company A significantly exceeded the scope of
the services that were provided to the FBI by Company B and Com C
From 2003 to March 2007, the FBI paid Company A more than&
under this contract. (S}(NF]

In 2003, the FBI entered into a contract with Company C under which
an on-site Company C employee assigned exclusively to service the CAU’s

requests provided toll records to the FBI on an expedited bagj 1|
2004 to September 2008 the FBI has paid Company C over, o\

he'Company Vo 1

addition, the on-site Company C employee told us that he could provide to
the FBI subscriber data, which consisted of names and addresses of
Company C customers. mpany C’s contract proposal stated that it would
maintainwﬁ telephone data storage.?” (TS//SkktINF) \
, - o\
In 2004, the FBI entered into a contract with Company B, under W ¢
which Company B agreed to provide the CAU with the same types of records

it would provide to the FBI in response to an NSL. These records included:
(1) subscriber and billing information, which included telephone numbers

27 The on-site Company C i t in some instances
Company C could provide record (S//NF)
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and subscriber names and addresses for both listed and non-published
numbers; and (2) calling records for numbers dialed long distance, collect,

or third party and, if available, local calls and calling card i i e
Company B contract provided for making records available o\
As of March 2007, the FBI had paid Company B mo \vwI<
nder this contract. (S4F)

In most instances, the toll records delivered by the three
communications service providers to the FBI consisted of the originating
and terminating telephone numbers and the date, time, and duration of the

i uld provide the

o\

—

v

Company A did not provide subscriber data as part of its services
under its contract with the CAU.28 Companies B and C were able to, and
sometimes did, provide the CAU with subscriber data for their customers.
However, the FBI typically did not obtain subscriber data from Companies B
and C. (U)

Glenn Rogers, the CAU’s Unit Chief from March 2003 to November
2004, told us that a significant reason for the three contracts was the speed
with which the on-site employees of the three communications service
providers could respond to the CAU’s requests. (U]

Documents associated with the Company A and Company C contracts
described additional resources and capabilities of the on-site providers,
some of which were relevant to our review. For example, Company A’s
description of its capabilities in a March 2004 contract proposal stated that
its database could “be customized specifically for the FBI based upon input

data such as hot target list, siggg etc.” This
roposal also referre
’ Community of Interest.” Company C’s t ssment pro PR

Vol e

I The FBI’s Electronic
ommunication (EC) seeking approval to obligate funds for the Company C

28 The on-site Company A employees told us that they referred FBI personnel
seeking subscriber information to a Company A subpoena management centers. (U)
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As described in Chapters Three, Four, and Five of this report, we
found that the only FBI attorneys who reviewed the three contracts prior to
late 2006 were FBI OGC attorneys who specialized in procurement law.
Marion Bowman, who served as Deputy General Counsel for the FBI OGC
National Security Law Branch (NSLB) when the contracts were executed,
told us that he was unaware of and never reviewed the contracts. Julie
Thomas, who was the NSLB Deputy General Counsel from October 2004
until December 2008, told us that she first reviewed the contracts in late
2006 after she reviewed a draft of the OIG’s first NSL report. (U)

4. Location of the Three Communications Service
Providers (U)

From April 2003 through January 2008, employees of one or more of
the three communications service providers were located in the CAU’s office
space. The CAU’s office space was arranged in an open manner, with no
walls or partitions to set these employees apart from CAU personnel. The
work stations for the providers’ employees consisted of a desk, at which the
employee had access to an FBI computer, an FBI telephone, and a
separately networked computer that provided access to the records of the
communications service provider. These work stations were located nearest
the entry door to the CAU and were immediately adjacent to the CAU Unit
Chief’s office. The work stations of CAU’s SSAs and Intelligence Analysts
were located further inside the CAU’s suite. All of the work stations in the
CAU’s suite, including the work stations for the three communications
service providers, were integrated in one common area. (U)

The FBI issued FBI e-mail accounts to employees of the three
communications service providers for their use at the FBI. The providers’
employees also had access to the CAU computer share drive.30 The FBI
e-mail accounts enabled them to communicate with FBI employees inside

9 As described later in this chapter, we believe that the FBI’'s community of interest
@) ractices were inappropriate under the ECPA and FBI policy. Further, as described
ter Three of this report, we found that, pursuant to the FBI's contracts with

Company A and Company C, the FBI imprg btained ECPA-protected calling activity \ -—
information through the use of hot numbe S//NF) >3 [«

%0 Employees from Company A and Company B told us that they accessed the
CAU’s share drive to review the exigent letter template because they were often asked about
the template by FBI personnel who wanted to request records. (U)
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escribed below, many requests for telephone records were conveyed to the

communications sepvice providers through e-mails sent on the FBI e-mail
accounts. ?(7 NF) C‘

Relationship between CAU Personnel and the
Providers’ Employees (U)

We found that the on-site providers’ employees regularly attended
CAU unit meetings and were treated by CAU personnel as “team” members.
This team identification also was evidenced by the on-site employees’ e-mail
communications. When the FBI established FBI e-mail accounts for the
providers’ employees, one of the Company A analysts created a folder
entitled “TEAM USA,” and many of his outgoing e-mails began with a
greeting to “Team,” or “Team CAU.”31 CAU personnel and the on-site
providers also socialized outside the office such as at “happy hour”
celebrations for CAU SSAs who were transferring out of the unit. (U)

To some degree, the collegial relationship between the providers’
employees and CAU personnel fostered a productive working relationship. If
the FBI had properly trained its personnel on the lawful methods for
obtaining telephone récords from the on-site providers and if the
interactions between CAU personnel and the providers’ employees were
properly supervised, our observations about the team identity and informal
social interactions would not be remarkable. However, we found that the
proximity of the on-site providers’ employees to CAU personnel, combined
with the lack of guidance, supervision, and oversight of their interactions
with FBI employees (which we discuss in Chapters Three and Four of this
report), contributed to some of the serious abuses identified in this
review. (U)

III. Exigent Letters Issued by CAU Personnel (U)

We determined that CAU personnel issued at least 722 exigent letters
to the 3 on-site communications service providers from March 14, 2003,

31 One on-site Company A analyst signed his e-mails with the following signature
block: [Name], CTD/FBIHQ, Communications Analysis Unit. (U)
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through November 13, 2006, the date of the last exigent letter that we

found.3z (U)

Table 2.1 shows the number of exigent letters we identified as issued
by the CAU from 2003 through 2006. (U}

TABLE 2.1

Exigent Letters Issued by CAU Personnel by Calendar Year
(2003 through 2006) (U)
[Table Below is UNCLASSIFIED]

CALENDAR |  NUMBEROF
YEAR - EXIGENT LETTERS
2003 70
2004 323
2005 294
2006 35

TOTAL 722

Source: Company A, Company B, and Company C

Most of these letters were identical to the exigent letters that were first
issued by the New York Field Division beginning in November 2002,
discussed above. (U)

Table 2.2 shows the number of exigent letters CAU personnel issued
to each of the three communications service providers during the 4-yea
period. (U) '

TABLE 2.2
Exigent Letters Issued by CAU Personnel to the
Three On-Site Communications Service Providers
(2003 through 2006) (U)
[Table Below is UNCLASSIFIED]

COMMUNICATIORS NUMBER OF
PROVIDER ' | EXIGENT LETTERS
Company A 514
Company B 146
Company C 62

TOTAL 722

Source: Company A, Company B, and Company C

32 As described below, the use of exigent letters that promised future legal process
was formally barred (in a directive issued by the FBI’s Deputy Director) in March 2007,
when the OIG issued our first NSL report. (U)
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In addition to the CAU personnel who signed these 722 exigent
letters, from 2002 to 2006, 76 other exigent letters were signed by FBI
personnel not assigned to the CAU. Fifty-eight of these exigent letters were
signed by FBI personnel assigned to the FBI’s New York Field Division. The
remaining 18 exigent letters were signed by FBI personnel in FBI
Headquarters and field divisions who told us they learned about CAU’s
resources either through briefings, previous assignment in the CAU, or their
own initiative. Because exigent letters were primarily issued by the CAU,
however, our review focused on the CAU’s use of the 722 exigent letters and
other informal methods of obtaining non-content telephone records from the
on-site providers, rather than the use of exigent letters by other FBI
offices. (U)

A. Text of the CAU Exigent Letters (U)

The 722 CAU exigent letters were all drafted on official FBI letterhead.
All but 17 of the 722 exigent letters signed by CAU personnel contained the
following two sentences: (U)

Due to exigent circumstances, it is requested that records for
the attached list of telephone numbers be provided. Subpoenas
requesting this information have been submitted to the U.S.
Attorney’s Office who will process and serve them formally to
[the communications service provider] as expeditiously as
possible. (U)

Of the 17 exigent letters that did not contain this language, 11 promised a
follow-up NSL rather than a subpoena, 2 promised to follow up with either a
subpoena or an NSL, and 4 did not mention any follow-up legal process.
The appendix to this report includes examples of two exigent letters issued
by CAU personnel during the period covered by our review. (U)

Of the 722 exigent letters, 75 specified in either the body of the letter
or in an attachment to the letter the types of records sought — either toll
billing or subscriber records, or both. Most of the other exigent letter
requests included only the generic request for “records” quoted above. (U)

Some of the 722 exigent letters also instructed the recipient to
v

—
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(2)

. Some of the 722 exigent letters also had an attachment listing var
ategories of records requested, such as subscriber informationw
W1

@l

B3 (TS//SI//NF)

ata, and community of interest reports. However, we found that,
the case with NSLs that had similar attachments, the FBI did not
consistently obtain all records listed on the attachments to the exigent

letters. (’1‘%1/ / NF]@A,)

Of the 722 exigent letters issued by the 1
range for the request, which range \0\
Several CAU SSAs and intelligence analysts told us that they \0-";

sometimes requested whatever records the communications service provider
had on a particular telephone number, regardless of the time
period. (S//NF)

In addition, employees of the on-site communications service
providers told us that CAU requesters would often come to their work
stations and tell them the specific records they needed and the date -
parameters for their requests. When they did so, CAU personnel sometimes
provided exigent letters to cover the request at that time or at a later time if
responsive records were located. For example, we reviewed entriegg
on-site Company C employee’s log in which he noted references to“
requested. However, the log also noted that the Company C employee only ~ \o) ~

needed an exigent letter for those instances in which he located responsive \o 1C
records, not for al-me- (S//NF)

B. Counterterrorism Division’s and CAU’s Recognition of the
Use of Exigent Letters (U)

The first document we identified relating to the FBI’s ability to obtain
telephone records from the three on-site communications service providers
without first serving legal process was a January 6, 2003, EC from the
Acting Unit Chief of the CAU that was distributed to all FBI divisions.3% It

described the CAU’s mission and processes, and stated that the CAU could

obtain telephone records in “exigent circumstances” and that “[a]ppropriate
legal authority (Grand Jury subpoena or NSL) must follow these requests.”

33 We describe community of interest requests in more detail below. (U)

3¢ This EC predated the contracts between the FBI and the three communications
service providers. (U)
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This EC was approved by the CXS’s Section Chief, the CTD’s Deputy
Assistant Director, and the CTD’s Assistant Director. The EC made no
explicit reference to exigent letters. (U)

The first EC we identified that mentioned exigent letters was an EC to
CAU personnel dated November 18, 2003, approved by CAU Unit Chief
Glenn Rogers. The EC described how CAU personnel processed records

received from the on-site Company A analyst in response to exigent letters.
The EC stated: (U)

Neither the CTD nor the CAU EC provided guidance regarding the
circumstances in which these exigent letters were appropriate. (U)

C. CAU’s Exigent Letters Practice (U)

This section provides further details on the exigent letters used by
CAU personnel and their explanations for issuing these letters. (U)

Of the 722 exigent letters issued by CAU personnel from March 14,
2003, through November 13, 2006, 1 was signed by an Assistant Section
Chief, 12 were signed by 2 CAU Unit Chiefs, 706 were signed by 15 SSAs,
and 3 were signed by 3 Intelligence Analysts. (U)
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CHART 2.3
Exigent Letters Issued by CAU Personnel to the Three On-Site Communications Service Providers

(2003 through 2006) (U)
[Chart Below is UNCLASSIFIED]

Nov
Sep
Jul
May
Mar
Jan
Nov
Sep
Jul
May
Mar
Jan
Nov
Sep
Jul
May
Mar
Jan
Nov
Sep
Jul
May
Mar

Jan

| 2006 (35)

| 2005 (294)

| 2004 (323)

| 2003 (70)
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Rogers, the CAU’s first permanent Unit Chief, acknowledged to us
that he was aware of and approved the use of exigent letters. He said that
before he became the CAU Unit Chief in March 2003 he did not know about
exigent letters. He said he first learned about exigent letters from an on-site
Company A analyst on May 27, 2003, while the CAU was working on an
investigation of a bomb threat.35 Rogers said that the Company A analyst
told him that exigent letters had been previously approved by Company A
and government attorneys for use in the New York Field Division for
emergency situations. Rogers said he was not sure whether the attorneys
referred to by the Company A analyst were from the FBI’s New York Field
Division or possibly from the U.S. Attorney’s Office. Rogers said he did not
seek any further details about the identity of any FBI attorneys who may
have approved the use of exigent letters. (U)

Rogers said that based on what the Company A analyst told him
about the prior use of exigent letters by the New York Field Division, he
signed the exigent letter that requested records for four telephone numbers
in the bomb threat matter. We determined that Rogers personally signed 10
more exigent letters while serving as the CAU’s Unit Chief and 1 exigent
letter after he was promoted to Assistant Section Chief for the CXS in
November 2004. In addition, we identified a total of 355 other exigent
letters that were issued by CAU personnel, listing 1,375 telephone numbers,
while Rogers was the CAU Unit Chief.36 (U)

Rogers acknowledged that he was responsible for the use of exigent
letters at the CAU. He said that he never established any unit policy for the
use of exigent letters, and he provided only very general verbal guidance to
CAU employees. Rogers stated that he told CAU personnel that if requesters
“state that it’s exigent,” or “have circumstances they describe as ‘exigent’
and they promise the grand jury subpoena or NSL,” then the exigent letter
was authorized. Rogers said that incoming CAU employees usually learned
about exigent letters when they received on-the-job training from more
senior CAU employees. (U)

35 We determined that after Rogers became the Unit Chief in March 2003, CAU
personnel issued eight exigent letters, dated between May 14 and May 27, 2003, that had

Rogers’s name typed in the signature block. The first exigent letter Rogers signed was
dated May 27, 2003. (U)

36 The 1,375 total includes some duplicate telephone numbers. We identified 15
telephone numbers that were listed on exigent letters sent to more than one of the on-site
providers. (U)
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Rogers distinguished exigent letters from the FBI’s so-called “Patriot
Act” letters requesting voluntary disclosure pursuant to the ECPA
emergency voluntary disclosure provision.37 Rogers told the OIG that he
had used “Patriot Act letters” to obtain voluntary disclosures in other
circumstances, and that the exigent letters used by the CAU were not
Patriot Act letters. He said that exigent letters were used for “something
that was not routine and needed immediate attention. When asked whether
he was referring to instances in which there was an emergency that involved
a threat of immediate death or serious injury, he responded, “No, no it just
meant . . . that these were rapidly moving events . . . that required
immediate attention.” (U)

Rogers told us that he was aware from the time he first learned about
exigent letters from the on-site Company A analyst that follow-up legal
process would be required whenever exigent letters were used. Rogers told
us that he regularly reminded CAU personnel who issued exigent letters to
stay current on securing the after-the-fact legal process owed to the
providers. He also said he sometimes spoke with personnel assigned to CTD
operational units and at least one field division about the importance of
issuing after-the-fact legal process. Rogers asserted that he regularly
checked with CAU personnel and with the on-site providers’ employees to
ensure that the after-the-fact legal process was being provided. (U)

In November 2004, Rogers was promoted to be Assistant Section Chief
of the CTD’s Communications Exploitation Section (CXS), and Bassem
Youssef was appointed as the CAU Unit Chief replacing Rogers. Youssef
signed 1 exigent letter, and, while he was the CAU Unit Chief, 367 exigent
letters listing 2,046 telephone numbers were issued under his name.38 (U)

37 “Patriot Act letters” was the name FBI personnel used to refer to letters
requesting emergency disclosure pursuant to the ECPA. As noted previously, from
April 20, 2003, to March 8, 2006, 18 U.S.C. § 2702(c)(4) authorized a provider to
voluntarily release customers’ records to a governmental entity if the provider “reasonably
believe[d] that an emergency involving immediate danger of death or serious physical injury
to any person justifie[d] disclosure of the information.” As discussed in Chapter Four, the
FBI issued detailed guidance in August 2005 concerning the FBI’s authority to request
emergency voluntary disclosures. (U) '

38 Company A records show that the CAU issued 11 exigent letters to Company A in
2006 and a total of 239 exigent letters to Company A during Youssef’s tenure as CAU Unit
Chief. We identified 367 exigent letters issued under Youssef’s name as CAU Unit Chief
and 1 signed by him. (U)

The total of 2,046 telephone numbers in the 367 exigent letters includes some
duplicate telephone numbers. We identified 97 telephone numbers that were listed on
exigent letters sent to more than one of the on-site providers. We also identified 224
(Cont’d.)
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Youssef told us that when he became the CAU Unit Chief he inherited
the exigent letter practice from Rogers and that since Rogers was still his
immediate supervisor as the Assistant Section Chief of CXS, Youssef felt he
was not in a position to change the exigent letters practices then in
place. (U)

We asked Youssef about the one exigent letter he personally signed in
November 2005. He stated that when he signed the letter he was unaware
that the exigent letter he signed referred to an after-the-fact grand jury
subpoena instead of an NSL, and he told us that it was not until April 2006
that he closely reviewed any exigent letter and learned of the reference to
subpoenas. (U)

CAU SSAs told us that most of the exigent letters signed by CAU
personnel related to international terrorism investigations.3? As discussed
in Chapter Four of this report, the FBI has determined that a majority of
these record requests were covered by NSLs, not by grand jury
subpoenas. (U)

The on-site providers’ employees told us they were concerned only
that the requests were followed up by some legal process — subpoenas or
NSLs - and did not care about what type of process the letter promised. (U}

The on-site providers’ employees also told us that they sometimes
generated the exigent letters themselves and gave them to CAU personnel to
sign and provide back to them. One of the Company A on-site analysts told
us that to facilitate his preparation of exigent letters for the FBI to use, he
established a short-cut in the form of an icon on his FBI-issued computer
desktop that enabled him to quickly generate exigent letters, which he gave
to the CAU employees to sign.40 (U)

additional telephone numbers that were submitted to the same provider on multiple exigent
letters. (U)

39 These statements by CAU SSAs were confirmed by the FBI's review team that
researched, under the direction of the FBI OGC, all of the telephone numbers in exigent
letters and 11 blanket NSLs in order to determine whether the FBI will retain records. As
described in detail in Chapter Four of this report, the review team determined that nearly
all of the 4,379 telephone numbers were relevant to national security investigations, while
266 were relevant to criminal or domestic terrorism investigations. (U)

40 None of the employees of the three on-site communications service providers or
any FBI employees we interviewed said they could estimate the total number of exigent
letters prepared by the three providers. (U)
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For much of the period when exigent letters were used, we found that
there was no written guidance for CAU personnel regarding the
circumstances under which exigent letters could be used. We found that
there was only a general understanding among CAU employees that there
had to be “exigent” or emergency circumstances for them to use an exigent
letter. We also found that there was no process whereby a supervisor
reviewed and approved the issuance of the exigent letters. Further, there
was no requirement to document the circumstances under which the
exigent letters were issued or the investigation to which the requested
telephone number was related. In fact, CAU personnel were not even
required to retain copies of the exigent letters and, as described below and
in Chapter Four, for the most part were not required to track or otherwise
account for the exigent letters issued to the on-site communications service
providers. (U)

1. Signers of Exigent Letters in the CAU (U)

We determined that three SSAs assigned to the CAU from 2003 to
2005 signed nearly 50 percent of the 722 exigent letters issued by CAU
personnel. One of these 3, an SSA who signed 139 exigent letters, told us
that the communications service providers’ employees often gave him
exigent letters to sign after he had already been given the requested records
— and he simply signed the letters. This SSA also said that while he realized
the exigent letters inaccurately stated that grand jury subpoenas had been
submitted, he signed the letters because he “thought it was all part of the
program coming from the phone companies themselves,” and he assumed
the letters were approved by the communications service providers’
attorneys. This SSA said that each time he issued an exigent letter, it was
in response to a request from a field division or headquarters unit for
records, and he believed that exigent circumstances were present. (U)

Another SSA, who signed 115 exigent letters, said he learned about
the letters from the same Company A analyst who initially had told Rogers
about the letters. This SSA said the Company A analyst told him that the
letter had been approved for use by both Company A and FBI OGC
attorneys. The SSA said he went to Rogers and asked about the exigent
letters, and Rogers told him that they were “standard operating procedure.”
This SSA also said that he knew that subpoenas had not been requested
but signed the exigent letters anyway, based on the assurances of the
Company A analyst and Rogers as well as his awareness that the letters
were a standard practice in the CAU when he began his assignment there in
September 2003. The SSA said that while most of the exigent letters he
signed related to counterterrorism investigations, some were related to
criminal and counterintelligence investigations. He also told us that in
some instances, due to the exigent nature of the request, he did not believe
there were open investigations when he issued an exigent letter. (U)
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A third SSA, who signed 98 exigent letters, said he learned of exigent
letters from the Company A analyst shortly after he arrived at the CAU in
September 2003. The SSA said he read the exigent letter but was not
concerned with the reference to a subpoena being requested from the
U.S. Attorney’s Office. He said he assumed that the letter was a legitimate
document because he saw other CAU personnel using exigent letters. The
SSA also said that at one point either Rogers or a Company A analyst told
him not to change the language in the exigent letter because attorneys for
both Company A and the FBI had already agreed to the wording. This SSA
told us that exigent letters were typically prepared by employees of the
on-site communications service providers, who would forward the exigent
letters to him by e-mail for his signature at the same time they furnished
him the requested telephone data.4! He said that on other occasions one of
the intelligence analysts on his team would prepare the exigent letters. The
SSA told us that he was not concerned with whether an incoming request
was made pursuant to an open FBI investigation, because a case would
eventually be opened even if it lagged behind the exigent letter process. (U)

This SSA also told us that he used exigent letters only under exigent
circumstances and that he would not sign his name to letters containing
false statements. When we asked him about the inaccurate statements in
the exigent letters that subpoenas had been submitted to the U.S.
Attorney’s Office, he said the language “did not make sense” since that
language did not reflect how the process to obtain records and to issue
after-the-fact legal process actually worked in the CAU. Yet, although he
said he thought at the time that the language in the exigent letters did not
make sense, he said he nevertheless signed the letters because he thought
the letter was accepted by the providers and was an established practice in
the CAU. He said his overriding concern was the fear that “something
would blow up in the U.S.” if he did not aggressively respond to requests for
telephone data in support of FBI terrorism investigations. (U)

While most SSAs told us they believed exigent circumstances were
present when they signed the letters, we found contrary evidence regarding
some of these letters. For example, an SSA who signed 34 exigent letters
told us that he was “pretty sure” that some of the exigent letters he signed
when he first joined the CAU “could be questionable” in terms of whether
there were exigent circumstances. Another SSA who signed 61 exigent
letters said that Intelligence Analysts on this team would sometimes
describe the situations prompting the requests, but if he was busy, “they’ll

41 Other CAU personnel, documents, and e-mails confirmed that telephone records
were often provided to the FBI before exigent letters were issued. (U)
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just hand me the letter, and . . . I'll sign it.” We also identified an e-mail
dated April 26, 2005, in which an FBI OGC National Security Law Branch
(NSLB) Assistant General Counsel (the Assistant General Counsel) who was
the NSLB point of contact for NSL-related policies and issues, expressed to
Youssef that “on occasion, CAU is presuming that someone who comes to
them [seeking records from the on-site providers| has an emergency.” (U)

The CAU SSAs who signed exigent letters gave us various descriptions
about the matters for which exigent letters were used. Some said an exigent
circumstance involved a life-threatening matter. Others described it as an
important, pressing, or high-priority matter. Others said it was a matter
related to an important case or one in which a high-level FBI official
demanded the information. (U}

Most of the CAU SSAs and Intelligence Analysts who signed exigent
letters also said they were unconcerned about the letters’ reference to
subpoenas. Some SSAs asserted that they broadly read the reference of
subpoenas in the exigent letters to include grand jury subpoenas,
administrative subpoenas, or NSLs. One SSA stated that “for me everything
was a subpoena.” Other SSAs stated that they were unaware of the type of
legal process that would follow because it was the responsibility of the FBI
requester, not CAU personnel, to follow up with appropriate process. A few
signers, including Youssef, told us that they did not closely read the exigent
letters when they signed them. (U]

Almost all of the SSAs who signed exigent letters told us that they did
not give much thought to the underlying legal authority for the exigent
letters. Rather, they said that they assumed the exigent letter was a legal
instrument that had been reviewed by the appropriate authorities, including
CTD management and attorneys from both the FBI and from the
communications service providers. They stated that they used the exigent
letters because they assumed that the letter was an authorized tool for
requesting records from the on-site communications service providers. For
example, one SSA stated that exigent letters were the “business process” in
place when he came to the CAU. (U)

CAU Unit Chief Glenn Rogers (who later served as Assistant Section
Chief of the Communications Exploitation Section (CXS), which supervised
the CAUJ told us that he signed exigent letters even though he recognized at
the time that subpoenas requesting the records had not been submitted to
the U.S. Attorney’s Office, as the letters stated. When we asked Rogers to
explain this statement in the exigent letters, Rogers said that the exigent
letter was “poorly worded” and should have been revised earlier to state that
NSLs would be the after-the-fact legal process to be served on the providers.
Rogers also stated that nothing was done “to hide the fact that we were
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getting stuff in advance of NSLs” and that “nobody ever told me to cease”
using exigent letters. (U)

We found that the practice of obtaining records and providing
after-the-fact legal process was so common in the FBI that it was mentioned
in a CTD training video created in 2004. In the video, a CAU SSA speaks
with a field agent by telephone and makes arrangements to provide
telephone records that the SSA had already received from a communications
service provider. The SSA says to the field agent, “I'll just need you to send
me an NSL to cover the books.” (U)

As discussed in Chapter Three of this report, we found other irregular
practices concerning the CAU’s interaction with the on-site providers. One
of our findings in that chapter has a bearing on the issue whether signers of
exigent letters knew that exigent circumstances were present. In one of
three instances involving subpoenas or other requests for the toll billing
records of news reporters, a CAU SSA signed an exigent letter seeking toll
billing records for reporters for the Washington Post and The New York
Times. Yet, the case agent told us he did not inform either the CAU SSA
who signed the exigent letter or anyone in his management chain that
exigent circumstances existed. Similarly, the CAU SSA said he did not
recall anyone informing him that exigent circumstances were present. (U)

None of the CAU SSAs or Intelligence Analysts who signed the exigent
letters received training on NSLs upon entering the CAU. In addition, these
SSAs did not have prior national security investigation experience. Many
told us that in their prior experience in criminal investigations field-based
SSAs were authorized to sign administrative subpoenas for telephone toll
billing records, and they therefore did not believe the exigent letter practice
to be extraordinary. (U)

Three of the SSAs who together signed 114 of the 722 exigent letters
issued by the CAU told us that they were concerned with the use of exigent
letters and separately brought their concerns to Rogers when he was the
CAU Unit Chief.42 Two of these SSAs said that Rogers assured them that
the exigent letters were proper and had been approved by “lawyers.” The
three SSAs told us they were directed by Rogers to continue using the
exigent letters. One SSA said he had also expressed concern to Rogers
about the reference in the exigent letters to follow-up subpoenas when he
became aware that after-the-fact process was more often NSLs than

42 These SSAs are not the same SSAs described above who together had signed
nearly 50 percent of the exigent letters signed by CAU personnel. (U)
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subpoenas. This SSA said Rogers told him not to change “a single word” in
the letter because it had previously been reviewed and approved.+3 (U)

Rogers told us that he did not recall any of the SSAs in the CAU
coming to him with concerns about the wording of the exigent letter. Rogers
also said that he never spoke to any attorneys from either the FBI or the
communications service providers about the use of exigent letters. Rogers
said that he accepted the validity of the exigent letter based on the briefing
he received from the Company A analyst who told him in May 2003 that the
letter had previously been approved for use in the New York Field Division
in 2002. Rogers, who signed 12 exigent letters, told us that he took “full
responsibility for that letter — that it wasn’t worded properly, [and] that it
took so long to change the wording” to refer to NSLs rather than
subpoenas. (U)

2, CTD Supervisors (U)

In addition to our interviews of CAU personnel and supervisors, we
also interviewed supervisors in the CTD who served during the 2003
through 2006 time period about the use of exigent letters. These officials
included FBI Assistant Section Chiefs, Section Chiefs, Deputy Assistant
Directors, and Assistant Directors who had responsibility either for
oversight of the CAU or the other CTD units whose frequent requests for
telephone records resulted in the CAU’s issuance of the exigent letters. All
but one of them told us they were unaware before the OIG’s first NSL
investigation that the CAU was using exigent letters to obtain telephone
records from the three on-site communications service providers. (U)

The one FBI official who told us that he knew about exigent letters at
the time they were used was John Chaddic, the Assistant Section Chief of
CXS from June 2003 to October 2004.44 Chaddic told us that in
approximately June 2003 Rogers briefed him about exigent letters and
described them as a “placeholder so that we could get the toll records and
analyze them while we waited on the NSL.” Chaddic said he never saw an
exigent letter but “wasn’t surprised” when he learned about the exigent
letter process because the FBI could not afford to wait for the appropriate
legal process in emergency situations when lives might be at risk. Chaddic
also told us that he had assumed the use of exigent letters was addressed in
the FBI’s contracts with the communications service providers. He also said

43 None of the other SSAs we interviewed who signed exigent letters said they
brought concerns about the use of exigent letters to either Rogers or Youssef. (U)

44 Chaddic is currently a Unit Chief in the FBI's Counterintelligence Division. (U)
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that the concept seemed consistent with at least one classified FBI program
ongoing at the time. Chaddic added that since Rogers and most of the SSAs
assigned to the CAU had previous experience with FBI drug investigations
for which SSAs were authorized to obtain telephone records by signing
administrative subpoenas, the exigent letter tool would not be a departure
from their prior FBI experience in securing telephone records. (U]

Other CTD officials told us they were not aware of the use of exigent
letters until the OIG’s investigation. For example, Laurie Bennett and
Jennifer Smith Love, two of the FBI officials who served as the Section Chief
of the CXS from 2004 through 2006, told us that they did not know about
the letters until the details of the practice emerged during the OIG’s first
NSL investigation in 2006.45 Bennett, who was the CXS Section Chief from
August 2004 to April 2006, told us that she expected that information from
the communications service providers was obtained legally and that the
CAU would have informed her if they could not obtain the information
legally. Love, who was the CXS Section Chief from April 2006 to December
2006, told us that she did not know about exigent letters, although she was
aware that the CAU had obtained records from the providers prior to issuing
legal process, and that the CAU had ongoing problems obtaining NSLs to
cover telephone records that the FBI had previously received from the
on-site providers. (U)

Similarly, former CTD Deputy Assistant Directors John Lewis,
Thomas Harrington, and Arthur Cummings III told us that they did not
know about the exigent letters practice.4¢ However, Lewis said he was “not
surprised that [the FBI] [was| dealing with the phone companies in as
aggressive a manner as possible.” Cummings told us that he believed the
use of the letters must have been approved by the FBI. (U)

Former Assistant Directors in charge of the CTD also told us they
were unaware of the exigent letter practice. Larry Mefford served as
Assistant Director of the CTD from July 2002 until July 2003 and as
Executive Assistant Director of the FBI National Security Branch from July
2003 until his retirement in October 2003. Mefford said that he was

45 The official who served as the first Section Chief of CXS from 2002 until April
2004 has retired from the FBI and declined our request for an interview. (U)

46 Lewis served as a Deputy Assistant Director in the CTD from April 2004 to June
2006, and retired from the FBI in February 2009. Harrington served as a Deputy Assistant
Director in the CTD from December 2002 until March 2008. Harrington currently serves as
the Executive Assistant Director of the FBI’s Cyber Division. Cummings, who served as a
Deputy Assistant Director in the CTD from August 2006 to November 2007, is currently the
FBI's Executive Assistant Director for the National Security Branch. (U)
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unaware of exigent letters until he read press accounts in 2007 about the
OIG’s first NSL report. Similarly, Willie Hulon, who served as Assistant
Director of the CTD from December 2004 to June 2006, and as Executive
Assistant Director for the FBI’s National Security Branch from June 2006 to
January 2008, told us that he did not know about exigent letters. Hulon
said he “assumed that we were using the NSL legal process.” Joseph Billy,
Jr., who served as one of the CTD’s Deputy Assistant Directors from April
2005 to October 2006, as its acting Assistant Director from June 2005 to
October 2006, and as its Assistant Director from October 2006 until his
retirement from the FBI in March 2008, also told us that he did not know
about the CAU’s use of exigent letters until the OIG’s first NSL investigation
discovered the practice in 2006. (U)

D. The FBI's Senior Leadership (U)

The FBI’s senior leadership also told us they were unaware of the
CAU'’s use of exigent letters until the OIG’s first NSL investigation. (U)

We determined that in July 2006, shortly after OIG investigators
conducted the first interviews in our first NSL review, FBI General Counsel
Valerie Caproni was informed by the Assistant General Counsel that in
emergency circumstances the CAU was using letters that promised future
legal process to obtain records from the on-site providers. The Assistant
General Counsel also advised Caproni that there had been problems with
identifying preliminary investigations to which after-the-fact NSLs could be
tied, but that NSLs were being issued within 2 or 3 days. However, Caproni
told us that she did not actually see an exigent letter until December 2006
when the OIG showed her some sample exigent letters during an interview
in connection with our first NSL report. (U)

FBI Deputy Director John Pistole served as Deputy Assistant Director
and then Assistant Director of the CTD from May 2002 to October 2004,
and as Executive Assistant Director of the National Security Branch from
December 2003 to October 2004. Pistole told us that he did not know
specifically about the use of exigent letters. He said he understood that if
something was “hot, you could get the information right away and then
follow up with paper,” which was the “normal course of business” in
counterterrorism investigations. (U)

FBI Director Mueller told us that he was unaware of the CAU’s use of
exigent letters until at or about the time the FBI received the draft of the
OIG’s first NSL report, which was in late 2006. Mueller stated that, until
then, he was unaware that the CAU was receiving telephone records without
the appropriate legal process. (U)
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E. Employees of On-site Communications Service
Providers (U)

We also interviewed employees of the communications service
providers who were assigned to the FBI about the use of exigent letters. (U)

The first Company A analyst who arrived at the CAU in April 2003
told us that he was acquainted with the use of exigent letters from his
previous experience as an on-site analyst at the FBI’s New York Field
Division, where, as noted above, exigent letters had been in use since 2002.
Rogers and other CAU personnel who signed exigent letters said that this
Company A analyst told them that exigent letters were a method for
requesting telephone records from Company A. This analyst defined exigent
circumstances as “needing of the records immediately.” The Company A
analyst confirmed that he often informally briefed CAU and other FBI
personnel on the use of exigent letters, and said he told them that they
could use an exigent letter when “they needed the records quicker.” (U)

The on-site Company C employee, who arrived at the CAU in April
2004, told us that neither his company supervisors nor FBI officials
described exigent letters to him before he began working at the CAU. He
said that he was first presented with an exigent letter soon after his arrival
at the CAU and that he accepted the legitimacy of the letter based on the
“credibility” of both the SSA who signed the exigent letter and “the whole
unit.”4? The Company C employee, who did not have prior experience in
subpoena or NSL compliance, told us that he accepted exigent letters at
“face value” as indicating that the FBI needed the data as soon as possible
and would subsequently provide legal process. The Company C employee
stated that he honored exigent letters without consulting his Company C
supervisors. (U)

The on-site Company B employee arrived at the CAU in early
September 2004. This employee had extensive prior experience with
subpoena compliance. He said he had not been told prior to his arrival
about the CAU’s use of exigent letters, and that on the second day of his
assignment, September 8, 2004, a CAU intelligence analyst presented him
with an exigent letter. The Company B employee said he initially declined to
honor the exigent letter, telling the CAU analyst that she would need to
provide an NSL before Company B would process the request. The
Company B employee stated that the analyst was “stunned” by his refusal

47 The first exigent letter we found that was issued to the on-site Company C
employee was dated April 14, 2004. (U)
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and took the matter to a CAU SSA. The Company B employee said the CAU
SSA then explained to him the concept of exigent letters and told him the
NSL was “not written or not going to be written right now or today.” The
Company B employee told us that he conferred with his Company B
supervisor, who told him to honor the requests but to be sure to get the
after-the-fact legal process. Thereafter, the Company B employee regularly
accepted exigent letters and provided responsive records to the CAU. The
Company B employee told us that “the majority of the time” he “did not
know what the [exigent] circumstance was.” He said he “pretty much
assumed . . . that it was an exigent circumstance” because he was
supporting counterterrorism investigations in the CAU. (U)

We determined that the providers’ on-site employees often received
exigent letters from CAU personnel ~ and responded to them ~ without
receiving any information about the FBI investigations for which the records
were needed. The providers’ employees told us that they accepted exigent
letters without question and assumed that the circumstances were exigent.
For example, the Company C employee told us, “most of the time I know
nothing about the case personally” and that he sometimes relied on CAU
personnel saying the matter was “hot.” The Company B employee said that
he only received case details related to exigent letter requests less than 25
percent of the time, but he reasoned each time that, “it is an emergency
situation and they need my assistance. I am taking their word.” A
Company A analyst told us that the CAU requesters “did not always tell me
the circumstances of why they needed the records” and said he accepted the
FBI’s representation in the exigent letters, observing, “personally, it wasn’t
my place to police the police.” (U)

The Company B employee told us that although he “assumed” CAU’s
requests were emergencies, he had concerns about whether the exigent
letter requests were truly emergencies, and these concerns led in part to
Company B’s decision to change its procedures. Beginning on October 10,
2006, the on-site Company B employee placed a stamp on the exigent
letters for which he provided responsive records. The stamped text stated,
“An emergency involving danger of death or serious physical injury to a
person requires disclosure without delay of information relating to the
emergency.”#® The Company B employee told us that he added the stamped
text to the exigent letters at the direction of Company B’s legal counsel and
he also required FBI requesters to certify by initialing and dating the
stamped declaration that the circumstances of the request comported with

46 The stamp appeared on the final 13 exigent letters served on the on-site
Company B employee between October 10, 2006, and November 6, 2006. (U)
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the legal standard for an emergency voluntary disclosure pursuant to 18
U.S.C. § 2702(¢)(4).%° The Company B employee stated that he did not
provide responsive records unless requesters signed or initialed this
certification. (U)

The Company B employee told us that he also followed his
supervisor’s instruction to be sure to get after-the-fact legal process, and he:
(1) created a spreadsheet to track the outstanding legal process; (2)
reminded CAU personnel and sometimes requesters in the field via either
face-to-face conversations, telephone calls, or e-mails that he was still
awaiting process; (3) brought the issue of exigent letters to the attention of
CAU Unit Chief Glenn Rogers and later Unit Chief Bassem Youssef; and (4)
provided a list of telephone numbers still awaiting process to a CAU SSA so
that the numbers could be incorporated into the Company B May 12, 2006,
“blanket NSL” described in Chapter Four. (U)

F. Types of Cases in which Exigent Letters were Used (U)

CAU agents, analysts, and Unit Chiefs told us that they used exigent
letters and other informal requests to the on-site communications service
providers to quickly obtain telephone records and analyze them in
connection with many urgent, high priority counterterrorism investigations.

They said that many of equests that came ipvolved
%) telephone numbers fro s} _
: LI

49 18 U.S.C. § 2702(c)(4) provides: (U)

Voluntary disclosure of customer communications or records. (U)
* k

(c) Exceptions for disclosure of customer records. ~ A provider described in
subsection (a) may divulge a record or other information pertaining to a
subscriber to or customer of such service [not including the contents of
communications covered by subsection (a){1) or (a)(2)) . ... (U)

* * *

(4) to a governmental entity, if the provider, in good faith, believes that an
emergency involving danger of death or serious physical injury to any person
requires disclosure without delay of information relating to the

emergency; . ... (U)

An earlier version of this provision that was in effect between 2003 and
March 8, 2006 - the period when most of the exigent letters were issued -
authorized a provider to voluntarily release toll records information to a
governmental entity if the provider “reasonably believes that an emergency involving
immediate danger of death or serious physical injury to any person justifies
disclosure of the information.” (U)
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telephone numbers were
moved quickly to exploi

possible terrorist activities (S/ /NF)
According to FBI officials, on some occasions the CAU sought
telephone records in connection with international terrorism investigations
involving terrorist plots that were believed to pose an i ipent threat to the
Unlted States or its citizens abroad. For example, in *ase that
spread media attentlo investigated a te i L)

this investigation, which we refer to as Operation Y in this report. CAU
personnel also said they used exigent letters to obtain calling information to
help the FBI address numerous bomb threats. FBI officials said that in
these and other cases the CAU enabled the FBI to quickly address serious
threats through its ready access to the on-site communications service
providers. S)(NFLS

The CAU also used the on-site communications service providers to
obtain telephone records in support of criminal investigations, such as 1€
orgamzed crlme and kldnappmg cases. For example, the Ce+s ¥R\

a U.S. citizen fr

I who was kidnappe
ES)

However, as described in Chapters Four and Six, FBI officials told us
that the investigations for which exigent letters were used, although urgent
and important, did not necessarily involve imminent threats or life-
threatening circumstances. For example, we discuss in Chapter Four a
high-profile FBI operation we call “Operation Z” for which CAU personnel
used exigent letters and other informal requests to request records for
hundreds of telephone numbers associated with a dead terrorist. According
to the FBI supervisors responsible for the operation, the circumstances in
which the records were obtained for exploitation were not exigent. In
addition, we found that exigent letters were issued in cases such as media
leak investigations, fugitive investigations, and other investigations that did
not include exigent or life-threatening circumstances. (U)
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IV. Other Informal Methods for Requesting Records without Prior
Service of Legal Process (U)

In addition to the use of exigent letters, we determined that CAU
personnel regularly requested and received from the three on-site

om providers toll records and other information related o\ _
’ ) elephone numbers without issuing any legal Lc
process ing exigent letters. We could not determine the full

scope of th1s practlce since the CAU had no systematic tracking system to
document the requests, and the telephone providers did not consistently
document these requests. However, based on our interviews of CAU
personnel and the providers’ employees, as well as our review of documents,
we concluded that CAU personnel requested searches for records of more
than 3,500 telephone numbers without prior service of legal process or even
exigent letters. /(S?-?Sﬁ?ﬁ‘] C U\\

A. E-mail, Face-to-Face or Telephone Requests, and Informal
Notes (U)

In most of the instances described in this section, CAU personnel
conveyed their record requests to the on-site providers by FBI e-mail.
However, employees of the providers also told us that CAU personnel
sometimes conveyed their search requests by giving target telephone
numbers to the providers’ employees verbally during telephone calls or visits
to the providers’ CAU work statlons or on pieces of paper, such as post-it
otes. CAU pers viders’

A CAU Intelligence Analyst told us that one of the Company A
analysts routinely provided toll records to him without first receiving legal
process or an exigent letter. The CAU Intelligence Analyst stated that this
was the process he used “close to 100 percent of the time.” The Intelligence
Analyst said he would usually fax an exigent letter to the Company A
analyst several days after he received responsive records pursuant to his
informal requests. We also found sev FBI documents indicating that {5\

5>on-site Company A employees‘ﬂnd in many cases provided Py E
telephone toll billing records to". without any prior legal process or

even exigent letters. (Q@F ) (M)

Exigent letters were never provided to Company A for many of these
requests, either before or after the fact. Indeed, as we describe in Chapter
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Four of this report, the FBI was able to locate exigent letters for only 235 of
the 700 telephone numbers listed on one of the so-called “blanket” NSLs

issued by the FBI to cover or validate records previously obtained by the
FBIL.50 (U)

We did not have similar data for Co C, but \
employees of both carriers told us they als and o
provided telephone records to the FBI in response to e-mails and verbal |5 ? C

requests and without legal process or exigent letters. The Company B and
Company C employees stated that they believed suc sually
related to major FBI counterterrorism investigations.

We also determined that in connection with at least three major FBI
counterterrorism investigations in 2005 and 2006, CAU personnel requested
telephone records for hundreds of telephone numbers from the three on-site
communications service providers. While we identified some exigent letters
associated with these operations, the majority of the requests in these
operations were initiated without legal process or exigent letters. In a
majority of these instances, even when records were turned over to the FBI,
exigent letters were not subsequently provided to cover the requests and
records provided for these major operations. Moreover, in most instances
the FBI issued legal process to cover these requests well after the records
had been provided to the FBI, from 20 days later to 6 months later. (U)

The on-site Company C employee also told us that apart from major
FBI operations, he occasionally provided records to CAU personnel prior to
receiving legal process or an exigent letter. We also reviewed an e-mail
message the Company C employee sent in January 2006 to Unit Chief
Youssef and a CAU Intelligence Analyst in which the Company C employee
stated that he would give priority to requests which did not have
accompanying legal process or an exigent letter if the CAU provided him a
reason to do so. In response to this e-mail, the CAU Intelligence Analyst
stated that “[w]e are working with hundreds of numbers and it’s not
practical to give the [exigent letter] for every number that comes in.” (U)

We also reviewed the on-site Company C employee’s log and identified
numerous instances apart from major FBI operations where telephone
records were provided to the CAU without legal process or exigent letters.5!

50 This was the Company A September 21, 2006, blanket NSL, described in Chapter
Four. (U)

51 The Company C on-site employee kept a contemporan equests made
by CAU personnel. He said he used the log to record requests {9 ncluding \O
requests pursuant to legal process, exigent letters, sneak peek re ) , in some

-~
(Cont’d.) \O—) C
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In some instances the FBI issued exigent letters after receiving the records.
In other instances, exigent letters were never provided or the FBI did not
issue any after-the-fact legal process for up to 20 months. (U)

The on-site Company B employee told us that he gave telephone
records to the FBI without legal process or exigent letters more often in
connection with major FBI operations than in other matters. However, we
reviewed e-mails from September 2005 to November 2005 indicating that on
at least three occasions the Company B employee provided records to CAU
personnel prior to receiving legal process or exigent letters, and none of
these three instances related to major operations. (U)

B. “Sneak Peeks” or “Quick Peeks” (U)

Many CAU SSAs and Intelligence Analysts we interviewed, and
employees of the three on-site communications service providers, also told
us about a practice that became known in the CAU as “sneak peeks” or

“quick pe ” est of CAU personnel, the providers’ employees
Cé) routinel f their databases to determine whether they
had any ithout receiving legal process or exigent o\ ~

letters. The providers’ employees would then describe for the CAU \,{7‘[:
personnel the information contained in the databases without providing the
records to CAU personnel. We reviewed documents showing that employees

of all of the on-site providers communicated this type of information to CAU
personnel either verbally, by e-mail, or telephonically. At times, the

providers’ employees even invited CAU personnel to view records on their
computer screens. If the providers’ databases contained requested records,

CAU personnel would then decide whether to issue exigent letters or obtain
legal process from the field division or Headquarters’ operating unit in order

to obtain the actual records. (S NF C‘

Glenn Rogers, the CAU'’s first permanent Unit Chief, acknowledged to
us that he knew about this practice of sneak peeks. He stated that he
believed the practice was first used in the FBI’s New York Field Division
before it was used by CAU personnel. He said he did not see any legal
problem with the practice and stated it was his understanding that there
was no expectation of privacy in telephone records because the “numbers
belong to the phone companies.” He said he therefore did not think there
was anything wrong with requesting sneak peeks, and he did not believe

1nstances post-it notes or a “sticky.” Neither Company A nor Company B maintained

logs. er, both Company A and Company B are able to retrieve records of the
y their on-site employees. [%(NF) C -\
o 1C
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that NSLs or other legal processes were required prior to such sneak peeks.
Bassem Youssef, who succeeded Rogers as the CAU Unit Chief, told us that
he had no “first-hand knowledge” of the sneak peek practice in the CAU
during his tenure. However, Youssef stated that the concept, as he came to
learn in 2007, was to indicate only whether the on-site providers had
responsive records on a telephone number.52 (U)

We also revie ompany C employee’s log and identified many v
entries of databas or which the employee noted that there was ~)‘ —
“no paper.” The lo CAU requests such as “any calls between Wit

these numbers in past month,” “anynaﬂs during Dec 22-25, 2005
[for three domestic telephone numbers], and “any [telephone calling|

activity [for three domestic telephone numbers].” The Company C employee
told us that “sometimes there was nothing said” by FBI personnel about the

reasons for sneak peek requests. The requesters sometimes just said, “here
is a sticky with numbers” and they would specify a date range. (SK{NF) [ 4
Y

E-mail records we examined from employees of the three on-site
communications service providers also showed that in response to sneak
peek requests, they confirmed whether the provider had records on an
identified telephone number. These e-mails also showed that the providers’
employees sometimes responded to these requests with additional
information about the calling activity by the identified telephone numbers.
For example, e-mail messages from the providers to CAU personnel often
included whether the telephone number belonged to a particular subscriber
or a synopsis of the call records, such as the number of calls to and from a
specific telephone number within certain date parameters, the area code

alled, and call duration.53 M] /NF) (,‘kj

The on-site Company C employee told us that he responded to
requests for sneak peeks “fairly frequently,” estimating that he responded to
such requests approximately 300 times (which represented nearly one-half
of all the requests he received from CAU personnel from April 2004 until
June 2007). The on-site Company B employee stated that sneak peeks

52 We asked Youssef about an August 8, 2006, entry in the Company C employee’s
log which listed Youssef as the CAU requester for a sneak peek involving four telephone
numbers. Youssef told us that he had no recollection of making such a request to the
Company C employee. (U)

53 As described in Chapter Three of this report, sneak peeks were the FBI
in connection with a media leak matter in which the three on-site provider heir

databases for calling activity of a reporter. %N F(u>
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“could have been 1, 2, or 3 times a week.” An on-site Company A analyst
told us that sneak peeks occurred daily. (U)

X We also reviewed e-mails from CAU nnel to employees of the
@)three on-site providers with requests toﬁmeir databases for specific
-“calling activity. For example, in September 5 an on-site Company A

analyst received an e-mail request from a CAU Intelligence Analyst that
listed four domestic telephone numbers and asked:
P W,

Could you take a look at these gumbers, below, and let me b’?C

é\ know if you have any calls toﬂr Oregon in the past six

\{2\{ months? If so, [FBI case age ndicated he will be able to
provide us with a subpoena. (W/ NF)

Similarly, in a March 2006 e-mail exchange between a CAU
Intelligence Analyst and the on-site Company B employee with the subject
line “quick peek,” the Intelligence Analyst r d a “quick peek to see if
[Company B has] any data” for a speciﬁﬁellular phone number.
The Co B employee responded to the request, “I ran the number for
the pas ays and picked up some calls. Stop by my desk if you’d like

to see th 1s.” (%NF] L _
Wit

We also reviewed a series of e-mails between CAU personnel and a
Company A analyst related to a major counterterrorism investigation that
was underway i 006. In one of the e-mails, Unit Chief Youssef

7 provided a lis eiephone numbers that were determined by a prior
Company o be in contact with a particular telephone number that
had been a umber in an NSL. In response, the Company A analyst
wrote to Youssef, a CAU Intelligence Analyst, and a CAU SSA that, based on
Youssef’s request, Company A took a “quick peek” at the calling activity of
the four telephone numbers identified in the earlier e-mail. The Company A
analyst wrote, “very interesting calling patterns and we strongly uggest that
these numbers are added to the NSL for exploitation.” (S NF)

The evidence indicates that the FBI OGC first learned about sneak
peeks in February 2007 when a CAU SSA, at Youssef’s direction, sent an
e-mail to FBI General Counsel Valerie Caproni, NSLB Deputy General
Counsel Julie Thomas, and the Assistant General Counsel in which the SSA
addressed various statistics related to the CAU’s use of exigent letters such
as the total number of exigent letters issued by the CAU, the total number
of telephone numbers included in the exigent letters, the number of
telephone numbers for which records had been obtained from the providers
without legal process or an exigent letter, and the number of telephone
numbers for which legal process was required. In this e-mail, the CAU SSA,
for no apparent reason, referred to the sneak peek practice. He described
the practice as “a process wherein the telecom provider would glance at the
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network to check if it was meritorious to draft a subpoena and/or NSL to
officially request the records.” The e-mail stated that if there were no
records, an NSL would not be drafted. (U)

Caproni told us that she did not recall the SSA’s e-mail. When we
asked her if she was aware that the FBI at times received more information
than just whether the provider had records on a particular number, she
said she was not. (U)

As discussed in the analysis section at the end of this chapter, we

concluded that the FBI’s use of these sneak peeks in many cases violated
the ECPA. (U)

V. Records Obtained in Response to Exigent Letters and Other
Informal Requests (U)

In this section, we describe the types of records obtained by the FBI
from the on-site communications service providers in response to exigent
letters and other informal requests. We also discuss how these records were
analyzed and uploaded into FBI database ition, we describe
“ itv of interest” or “calling circle’
ommunity of int “

A. Types of Records Collected by the Providers (U)

Each of the three on-site communications service providers had
different capabilities to respond to the CAU’s requests for telephone
records. (U)

The amount of information available to the FBI under its contract with

Company A was substantial. PowerPoint slides prepared by Company A
explaining its resources, which were incorporated into a CAU presentation
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local and long distance calls;

(S//NF) L
poc

(S//NF)
(S//NF)
(S//NF)

Of the three providers, Company A had the greatest volume of records
ava11ab1e to the FB ey features of Comp ort were

These features were not
S or Headquarters personnel who served NSLs on \O \

Company A through its more formal procedures. [’W /WNF) Cu i wY L

ecords of

B on-site employee could only provide L’)\
calling recor These were the same types of telephone 1 L_
records that FBI agents outside of the CAU obtained from Company B’s ~
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;;:\ subpoena compliancegpoffice records available to Company B’s on-site
ﬁp’) employee dated bac 4 Nevertheless, like the advantage offered 10\
' , : by the Company A an pany C on-site employees, the advantage offered ) C
2
A by the on-site Company B employee was the speed with which requests to -
Company B were processed and records provided to the CAU. T\S\WW NF){, (‘

Employees of the three on-site communications service providers told
us that they believed that they could release any information in their
databases to the FBI without regard to whether the request was
documented in exigent letters, NSLs, or grand jury subpoenas. (U)

B. How Records were Uploaded and Analyzed by the FBI (U)

CAU personnel told us that the three on-site communications service

providers delivered telephone records to the C i ic format \/)\
hat patible with FBI databases and
atabase used by the FBI primarily ifor analysis ephone toll \»") C

‘\ 1 ‘ccords. The records provided in electronic format could be directly
B uploaded without being re-formatted. The on-site communications service
providers’ employees told us that during normal business hours they
usually hand-delivered to CAU employees the requested electronic records
on a compact disk (CD). In many instances the on-site providers’ employees
would also contemporaneously forward an electronic copy of the records to
the CAU requesters as e-mail attachments. [%I NF)

We found that in

w)
@3 F WC
' Bciated with h1gh -value terrorists.55 (SX7NF) (\L«!
54 Although the FBI's requj the Company B contract stated that
Company B “would deliver at leas f historical records,” the on-site any B
loyee told us that in some ins was able to obtain records for up t ‘67\

(TS//S1//NF)

55 The OIG mformed the FBI Inspectlon D1v1s1on about this practice and raised 107 E
concerns abqutmossialalasaaclg = 2s well as security concerns

raised by thd { The Inspection Division
b) informed us tha P not contain any classified
(_, information and that the CTD ST C TRGIIIPO be a security issue, We

disagree, and believe thaj Hoes raise security
concerns. (Sb@F)
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3 We also determined th : 1V, e CAU
@}, ere routinely uploaded into atabase
without being compared to the FBI's original request. The CAU employee in

charge of the CAU team that uploaded the records told us that there was no
mechanism in place to verify that the records were for the target telephone b\
numbers and within the date ranges specified in the original request. He b"7C~(
also stated that his team did not receive a copy of the FBI’s original request.

The team therefore was not in position to check whether any information

had been mistakenly supplied to the FBI or had been mistakenly requested

due to FBI errors. Several CAU SSAs and Intelligence Analysts told us that

they sometimes informally checked the records to see whether the records

matched the requests, but none of these individuals said there was any

formal protocol requiring such a review.56 (S(/ SXJ /NF) (é,\

After the CAU team uploaded the records to th

database, a CAU employee would deliver the to the CA sl _
( lé> er, who was responsible for forwarding the CD to the FBI field or Ww1C
6{ Headquarters’ operating unit that had initiated the request. The CD g
- containing records was considered by the CAU to be the “original”
evidence. (§)<‘S'I' }(N F) :
Once the telephone data was uploaded, CAU Intelligence Analysts
examined the data in an attempt to establish terrorism links based on the
callin iy old us that the analysis occurred within the

atabase itself, apable of.

W\ _
1 C

The results CAU’s analysis are used to create documents called L\ _
@) “trace reports” orﬁeports” that were normally forwarded to requesters L IC
as attachments to an EC. However, field office requesters sometimes '
preferred to conduct their own analysis and would specify that the CAU not
perform any analytical work. In these instances, the CAU sent requesters a

56 In response to our first NSL report, the FBI OGC directed that FBI case agents
ensure that, in the future, the records obtained in response to NSLs match the NSL
requests. The CAU’s policy now requires CAU requesters to certify to the database manager
by e-mail that responsive records have been verified as accurately encompassing both the
target telephone numbers and date ranges specified in the NSLs. (U)
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summary report from the database of all the data related to a particular
telephone number. (S//NF)

C. Community of Interest/Calling Circleﬁ[s //NF)

e found that the FBI often asked Company A’s on-site
hat were termed “community of interest” or “calling

[1CSse requests were conveyed to Company A in NSLs, Vi
grand ] d e-mails. We determined that as = -
part of it ficontract with the FBI, on-site c

_ A’s community of interes
on records that were not identified 1n
. [ did not maintain documentation of how often
these community of interest requests were made, and we could not

ermjpge how often the FBI acquired records in response to these
(TS//S1//NF)

1. Community of Interest- (S//NF)
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Community of Interes J ffor the

Cé) 2 FBI _(MF) Q’\)

We found that FBlLre ts for records often included requests for \9\
@) community of interestﬁ We identified 52 exigent letters (of the 514, - <
signed by CAU personnel} served on the on-gite Company A analysts that b
Cé) included requests for community of interes 7 We also identified

more than 250 NSLs and over 350 grand jury subpoenas served on the 3
on-site providers that requested community of interes (S//NF)

Prior to mid-May 2006, the FBI issued to the 3 on-site providers 107
NSLs that included in the body of the letters community of interest
requests. After May 2006, the community of interest requests appeared in
“boilerplate” attachments appended to over 150 NSLs. The standard
attachment listed 18 types of records, including a “‘calling circle’. . . based

\
; Even though Company B and Company C did nomommunﬁy of interest E -
@) ¢ identified 25 exigent letters to Company B and nt letters to Company k)?C-
a

qugsted such! (S//NF)
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Assistant General Counsel had drafted this attachment for the CAU. It was

‘ 4 ;"'\7/3) on ﬂommumty of interest” that the attachment stated “may b\
K be considered by you to be toll billing records pursuant to § 2709.” The FBI b 7L

66“4)

retained on the CAU’s share drive and accessible by all CAU personnel and

the on-site providers.58 TMSI / /NF) Lu)
ﬂenerally were
ed w1 U personnel that

determined that community of interes
In addition, in some instances, prior to

hiter the Company A analyst confirm

ol _
.\o'lC

requests often were 1ncluded as boilerplate language in NSLs served
n-sit pany A sts, although Company A did not necessarily

ﬂuch each instance. %{‘S’ 1// NF) u J
fficials who signed NSLs that
contained community of interes equests were not even aware that
they were making such requests. For example, NSLB Deputy General |2}
Counsel Julie Thomas, who signed at least four NSLs dated from February \9)75/
2005 to Au 005 requesting in the body of the letters community of
_ interesﬁxold us that she was not aware of Company A’s
community ol interest capability until June 2006, when Company A

representatives briefed her and other FBI OGC attorneys on Company A’s
capabilities under its contract with the FBI. Thomas said that if she iad |

We found evidence that so

signed NSLs prior to June 2006 containing a community of interes
request, the request would “probably not” have meant anything to her

58 This NSL attachment was similar to a model standard NSL attachment the FBI's
National Security Law Branch (NSLB) in FBI OGC had previously circulated to FBI
personnel and posted on its Intranet website. The previous standard NSL attachment listed
all of the records identified in the post- May 2006 attachment except calling circle
records. (U)

59 We reviewed exigent letters and NSLs that contamed the following t
i rovide a ‘calling ci
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because she had not yet had the briefing from Company A.60 The approval

ECs we obtained that accompanied these NSLs did not mention community
of interes-ruecords. (TS//S1//NF)
' ol _

Similarly, two NSLs signed by then Acting CTD Deputy Assistant 129, C
Director Arthur Cummings III in October 2006 and an NSL signed by then
CTD Assistant Direct

Billy, Jr., in January 2006 contained
community of 1nteresﬂequests although the corresponding approval
@) m address th munity of int eswwere to be
r the predlcatlon for thesﬁr nder the ECPA.6!

v 5(
O

]

[*-@‘_/

3)

d us that there “appears t g potential” that other
FBI personnel made community of 1nteresﬁequests without
“understanding what it means” and that ¢ opriate relevance inquiry
is not being done.” W&Q@ )

We requested the approval ECs for 28 NSLs issued between July 28,
2004, and May 2, 2006, to the 3 on-site providers that included requests for
community of interest records in the body of the NSLs. The FBI located b\
* approval ECs for only 21 of these NSLs. Of these 21 approval ECs, only 4
stated that community of | ere being requested and only 2 \07‘:
described the relevance o ecords to the

investigation. (TS{/Sk//N ('j

We also requested the approval ECs for 25 NSLs issued between
May 22, 2006, and December 21, 2006, to the 3 on-site providers that
included standard attachments requesting community of interest records.
The FBI located approval ECs for only 17 of these NSLs. Of these 17

approval ECs, none stated that comm ds were being L)
requested or described the relevance o ecords to the \o7 a
investigation. This indicates that officials who signe s containing

" community of interest requests in the letters or attachments often were

¢)

)

unaware that they were making such requests. (Tg—y‘“/ Skt/ NF]{}_A)

Senior CTD offigjal
community of interes

interviewed said id not know how often
’ ad bee y Company A.
Although most CAU S ntelhgence said they knew about

60 In contrast, Thomas said she p
i NSLs that included community of interes
major FBI counterterrorism operation. (S

\

~

C

a relevancy analysis when she signed
equests in late 2006 in connection with a

61 Cummings tol t he did not understand the concept of Company A’s
community of intere ntil after release of the OIG’s first NSL re i
2007. Billy said that out Company A’s community of interest? »

by 2004 or 2005. (S//NF) (u J
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Company A’s ability tq ommunity of interesfq’rlo 1d
us that they had ever personally requested communlty of interes

from the on-site Company A employees. (S//NF) ; LA

The CAU Intelligence A

Analyst responsible for the team that uploaded \’-’ 7(.'_
toll billing records into th :

A '1n response to community of 1nteresf requests. He said he
would only be able to identify the records derived from the community of
interest requests by analyzing the information accompanying the original
request and other background information. This CAU Intelligence Analyst
told us that no one in the FBI had ever asked him to segregate records
obtained in response to community of interes equests or asked any \,\
. g _ _
questions about the practice. (TS NF) QU) L€

Based on our review, we believe that in most instagces when CAU
personn he on-site Company A analysts toﬁcommunity of
interesw: ially provided toll ecords for only
the target numbeérs frecords). We found some e-mails
showmg thatthe CA L O requesters reviewed these records and

owever, in responding to these requests for

ecords the on-site Company A analysts d
FB not provide separate legal process for them
records.%2 For example, we found e-mails showing that Company A analysts
inte ommunity of interest requests as authority to
Welephone numbers without requirin \O\

TOCESS. milarly, a CAU Intelligence Analyst told us that@ommunity of bjC
interest requests “could be used to obtain th [toll records]
without a new NSL or grand jury subpoena.” ) (u )

&

63 In a September 2006 e-mail to CAU personnel, an on-site Company A analyst

wrote that “the [community of interest] language in the [attachment] will allow [Company A]
to provide call detail records withou uthority.” (S,}@F) (u 7,
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Thus, while the NSLs containing the community of interes
request language were signed by FBI officials who were dg
authority to sign NSLs, the actual decisions about which;

~ records Wermere made by CAU Intelligence Analysts, SUp ry
; Special Agents ecial Agents who were not among those to whom the v\
{} \/ ) FBI Director delegated authority to sign NSLs.64 As a result, 1n cases where | .4 —

vilc

the NSL s1gner was unaware that the NSL or att

community of interest request, the decisions to,
ecords were made without the appro
eterimination required by the ECPA that th

telephone numbers were relevant to authorized nationa
investigations. (f}‘}/Q’SI/ /NF) a": ;)

As we describe in the analysis at the end of thi
was able to establish before issuing the NSL that the
telephone numbers were relevant to an authorj
mvestlgatlon we beheve a separate NSL for th elephone ™~

Ny initi greli auet:l SL to obtai
: ords violated the ECPA, the Attorney General’s | uldelines,
and FBI policy. (L3¢2Sl//NF) @ 4

NSLB attorneys told us that pribr to the FBI’s implementation of an
automated system to facilitate the issuance of NSLs and collection of data E

on NSL usage for required r Congress, the FBI had not determined \,_;7
{ﬁ/ whether it had acquired anmecords on U.S. persons that
{ : should have been reported to Congress. FBI’s automated NSL system

64 Prior to the Patriot Act, approximately 10 FBI Headquarters officials were
authorized to sign national security letters, including the FBI Director, Deputy Director,
and the Assistant Directors and Deputy Assistant Directors of the Counterterrorism and
Counterintelligence Divisions. However, the Patriot Act also authorized the heads of the
FBI’s 56 field offices (Assistant Directors in Charge or Special Agents in Charge) to issue
NSLs. Since enactment of the Patriot Act, approval to sign NSLs has been delegated to the
Deputy Director, Executive Assistant Director (EAD), and Assistant EAD for the National
Security Branch; Assistant Directors and all Deputy Assistant Directors for the
Counterterrorism, Counterintelligence, and Cyber Divisions; all Special Agents in Charge of
the New York, Washington, D.C., and Los Angeles field offices, which are headed by
Assistant Directors in Charge; the General Counsel; and the Deputy General Counsel for
the National Security Law Branch in the Office of the General Counsel. (U)

65 The FBI's new NSL “subsystemn” for creating NSLs is described in the OIG’s
second NSL report. OIG, NSLII, 21. (U)
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implemented in January 2008 requires the user to enter the total number of
telephone numbers fo thmh toll billing records are requested in each

NSL.56 (TS3¢S1//NF)(M

3. Com ‘ e of Community of Interes\_
(S//NF)

Based on information provided by the on-site Company A analysts W\
and other information from Company A, i

analysts used the community of interes
'ﬁewmes Company A provided to
ave used nity of interes
25 percent of thm: mCompany A recor
y A an s used its comm

4 to 20 1
“ ) o review records in its database for 10,070
elephont numbers. We believe that most of these numbers wer

by Company A analysts without community of interest requests from
&K\ /j FBI but did not generate records that were provided to the FBI. A Company

A attorney told us, based on jgformation provided to him, that the majority
of the community of interest%vy the on-site Company A
analysts did not result in disclosure y data to the FBI. However, we
found that Company A d'id not request and the FBI did not provide legal
process or exigent letter ection with Co {s use of its
community of interes s part of it support \9\

services. (T§;L7ESI / / N w! c

. ;‘t ﬁ/) 66 After reviewing a draft of this report, FBI officials tgl that expect
Gy f t @ /to add a feature to the automated system to capture data o ¥
\w © numbers. (TS/FSY/ /NF(M )

LN
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%)
4. FBI Guidance on Commmunity of Interest‘ b C
é) Requests (S}éNF) 6‘

Glenn Rogers, who was the CAU’s first permanent Unit Chief
beginning in March 2003, told us that the NSLB had approved the use of
community of interesmthough he said he could not recall the
name of the NSLB att ad approved their use. Bassem Youssef,
who succeeded Rogers as the CAU Unit Chief in November 2004, told us
that he was present at a June 2006 briefing by Company A representatives
for FBI OGC: attorneys and DOJ personnel on Company A’ abilities,
which included a reference to the community of interestﬁ oussef said \s\
that no ﬁFBI OGC raised any questions about Community of ‘0’7 cC
interes at the time and that he never heard from FBI OGC
attorneys e issue until it was raised during the OIG’s first NSL

review. ) (uj

We determined that in November 2004 and December 2004, the NSLB
Assistant General Counsel first exchanged e-mails with several CAU

emplo ding the use of language such as “a ‘calling circle’ based on
community of interest” in the body of NSLs or the
ying attachments to NSLs.67 After rev1ew1ng the language used in

the CAU’s community of interest requests, eral Counsel
expressed concern to a CAU SSA that th nformation o\
may be “running a little far a field.” The ASsistant General Counsel ol c

thereafter checked with then NSLB Senior Counsel for National Security
an about the CAU’s practice of obtaining

elephone records usin
ou acqulsmon of records on

e records “
ecords
ate arch 7, 2005, the A

Youssef that NSLB could “m
records are relevant, but that ecords would require
additional information s e position that the records were

upporting
relevant. (TSp¢ST//NF) E

lied that he
umbers was
elated” to an jpvestigation, but statéd that

1 Thereafter, by e-mail

67 Although the first e-mail exchan und on this topic were in November \Q\
2004, we found that community of interes equests were contained in exigent b’)s
letters, grand jury subpoenas, and NSLs as €arly as February 2003. (S)s@}?)ity
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While no formal legal review of community of interest(mrsras
undertaken by the FBI, the Assistant General Counsel state at, “we had
generally allowed the CAU to do it because, as we understood it, their cases
are often more serious and involve immediate threats.” However, she said
she believed the community of interest feature was used by the CAU only in
urgent circumstances “where you don’t have time to do an investigation \
kind of piece by piece.” The Assistant General Counsel stated, “The only o Y
reason you do Mn the very beginning is because you vilc
don’t really have the ime and you think the situation is serious enough that
you need to get that information right away.” She explained that NSLB had

- approved the community of interest attachment for NSLs served on the
on-site providers based on a relevancy analysis that took into account the
immediacy and seriousness of the underlying threats for which the CAU

rovi o) ional support, rather than on a relevancy analysis of the

elephone numbers that woul
I//NF)

FBI General Counsel Caproni and NSLB Deputy General Counsel
Thomas told us that while the FBI has not issued written guidance on
community of inter'eshr’equests, th ed b eirown |-\
legal analysis that community of interesm 5
records could satisfy the ECPA relevance standard. Caproni state at the \9’—’ E
CPA relevapce requirement does not necessarily mean that only

#records are relevant to investigation. Thomas also stated

at any relevance assessment of thmaephone numbers
wou “ ecific” and that, based on re of thﬁ.arget,

the ecords could be relevant under the

<)

April 2007, the Assistant Genera
Counsels (CDC] in FBI field divisions to contact NSLB if they saw any
community of interest requests.68 (S WF) (é.!

68 CDCs in all 56 FBI field divisions report to the Special Agents in Charge of the
field division and are responsible for reviewing all NSLs prepared for the signature of the
Special Agent in Charge. The Assistant General Counsel stated in her April 9, 2007, e-mail
to the CDCs that NSLB had “opined to CAU that in certain situations, they can ask for and b\

j m the embedded carriers i
!‘iitﬁi||||||||||||||iiiiiiiﬁiﬂllllllllllliiii‘ili =)
Cont'd, . b?S
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Beginning in May 2007, several draft policies on community of
interesﬁequests were circulated between the CTD and the FBI OGC.

The late dated November 23, 2007, addressed circumstances in \‘:,\
which community of interes \fi
‘subpoenas. The draft polic ‘0,75

On December 16, 2008, the FBI issued the FBI’s Domestic
. Investigations and Operations Guide (DIOG]), which provides specific
& guidance for requesting community of interest records. The DIOG requires \w\
” ) that NSLs requesting community of interest records must be approv w5
the NSLB Deputy General Counsel and served on the CAU, and tha 9Cc
telephone numbers for which information is obtained mu %

reported to the NSLB for congressional reporting purposes.®® (TS%..ST/ /NF) f b{,
. N.JT

The DIOG further provides that “if an NSL is seekin
ecords, the NSL [approval] EC must clearly state tha
rmation is being sought and must demonstrate the
information to the national security
investigation. € agree with this requirement and concluded that in
order to satisfy the ECPA this relevance assessment must be made before
issuance of NSLs seeking ecords. (TSw,{'T S/ /NF)‘{ L)
- s

VI. OIG Analysis (U)

A. Requests for Telephone Records through Exigent Letters
and Other Informal Requests (U)

To protect the confidentiality of telephone and e-mail subscriber
information and telephone toll billing records information, the ECPA states
that wire or electronic communications service providers “shall not

\@ MShe stated that such requests must be made in the NSL attachment (which lists v\ _E

r of information the provider “may consider to be ‘toll billing records’,” not the body \ 47)
\@ of the NSL, and that the attachment required legal sign-off on the relevancy of the -
~ information sought to the investigation. (TSQ’ S,D;t'f NF) it¢3
- P

69 Federal Bureau of Investigation, Domestic Investigations and Operations Guide
(FBI DIOG), §§ 11.9.3(E) & (E)(3). (U)

70 FBI DIOG, § 11.9.3(E}(3). (U)
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knowingly divulge a record or other information pertaining to a subscriber
or customer of such service . . . to any government entity.””! The ECPA NSL
statute contains an exception to the confidentiality of such records by
requiring communications service providers to provide covered records to
the FBI if the FBI Director or his designee certifies in writing that the
records sought are (U)

relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by
the first amendment to the constitution of the United

States.’2 (U)

During the period covered by our review, the Attorney General’s NSI
Guidelines authorized the use of NSLs only during investigations of
international terrorism or espionage, upon the signature of a Special Agent
in Charge or other designated senior FBI official.”® In order to open such
investigations, the FBI must satisfy certain evidentiary thresholds, which
must be documented in FBI case files and approved by supervisors.’+ If
case agents want to issue NSLs, FBI policies require a 4-step approval
process. Case agents must secure the approval of their supervisors, the
Chief Division Counsel, an Assistant Special Agent in Charge, and the
Special Agent in Charge (or equivalent supervisors and attorneys at FBI
Headquarters), who signs the NSL. (U)

We concluded in our first NSL report that the CAU’s use of exigent
letters was a circumvention of the ECPA NSL statute.”> We found that
neither the ECPA, the Attorney General’s NSI Guidelines, nor FBI policy
authorize the FBI to obtain ECPA-protected records by serving this type of
informal letter prior to obtaining the records, with “legal process to follow.”
In limited circumstances a separate provision of the ECPA authorizes the
FBI to obtain non-content telephone records from communications service

71 18 U.S.C. § 2702(2)(3). (U)
72 18 U.S.C. §§ 2709(a) and 2709(c). (U)

73 The Attorney General’s NSI Guidelines were replaced by a new set of Attorney
General Guidelines, the Attorney General Guidelines for Domestic Operations, which
became effective on December 1, 2008. The new guidelines do not alter the requirement for
NSLs issued in national security investigations. (U)

74 OIG, NSL1, 17-18. (U)
75 OIG, NSL 1, 95-98. (U)
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providers. During 2003 through March 8, 2006 - the period when most of
the exigent letters were issued — that provision authorized a provider to
voluntarily release toll records information to a governmental entity if the
provider “reasonably believe[d] that an emergency involving immediate
danger of death or serious physical injury to any person justifie[d]
disclosure of the information.””® However, we did not agree with the FBI’s
after-the-fact rationale that the letters could be justified under this
provision for several reasons, including that the letters were sometimes
used in non-emergency circumstances and that senior CAU officials and FBI
attorneys told us they did not rely on the emergency voluntary disclosure
provision .to authorize the exigent letters at the time.”” We discuss the
potential application of the emergency voluntary disclosure provision to

exigent letters and other informal requests in greater detail in Chapter
Six. (U)

In this review, we found that many FBI supervisors and employees
issued or approved these exigent letters even though the letters on their face
contained statements that were inaccurate, such as that a grand jury
subpoena had already been submitted to the U.S. Attorney’s Office and
would be served as expeditiously as possible. Yet, when we asked these FBI
supervisors and employees why they issued such letters stating that
subpoenas were forthcoming, no one could satisfactorily explain their
actions. Instead, they gave a variety of unpersuasive excuses, contending
either that they thought someone else had reviewed or approved the letters,
or that they had inherited the practice and were not in a position to change
it, or that the communications service provider accepted the letters. But
with few exceptions, no one objected to the inaccurate statements in the
letter. Moreover, we found instances in which the signers of exigent letters
did not know whether there were exigent circumstances. (U)

In Chapter Five of this report, we assess the accountability of
individual FBI supervisors and employees for these improper practices.
However, we believe it is important to note here the widespread failure to
object to letters that contained inaccurate statements on their face. For FBI
officials and employees to unquestioningly issue hundreds of these improper

76 18 U.S.C. § 2702(c](4) (Supp. 2002}. In March 2006, the provision was amended
by the PATRIOT Improvement and Reauthorization Act of 2005 to allow voluntary disclosure
“if the provider, in good faith, believes that an emergency involving danger of death or
serious physical injury to any person requires disclosure without delay of information
relating to the emergency.” USA PATRIOT Improvement and Reauthorization Act of 2005,
Pub. L. No. 109-177, § 119(a), 120 Stat. 192 (2006). (U)

77 OIG, NSL 1, 96-97. (U)
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and inaccurate letters over a 3-and-a-half-year period is both surprising and
troubling. (U)

Moreover, not only did the FBI issue exigent letters to obtain records
from the three on-site communications service providers, the FBI used even
less formal means to request or obtain telephone toll billing records or other
information. We found that the FBI obtained records or information from
each of the on-site communications service providers in response to e-mail,
face-to-face requests, requests on pieces of paper (including post-it notes),
and telephonic requests without first providing legal process or even exigent
letters. These informal requests were made in connection with major
operations as well as other international terrorism, domestic terrorism, and
criminal investigations. As described in Chapter Six, like exigent letters,
these other types of informal requests did not constitute legal process under
the ECPA and FBI policy. (U)

We noted in our first NSL report that FBI personnel were required by
FBI policy to document information demonstrating the FBI’s authority to
use NSLs in national security investigations. The predication for an NSL
request was supposed to be documented in NSL approval memoranda,
known as approval ECs. These approval ECs, which were routinely
uploaded into the FBI’'s Automated Case Support System, identified the
underlying national security investigation, summarized the facts
establishing the predication for the requests, and described the relevance of
the information requested to the investigation.”® The steps required to
complete these approval ECs and the chain of command required to approve
each NSL request were designed to ensure that the FBI satisfied statutory
and Attorney General Guidelines’ requirements for using NSLs. (U}

In contrast, when CAU personnel issued exigent letters or made other
types of informal requests for records and information from the on-site
providers, they did not document the authority for their requests or explain
the investigative reasons why the records were needed. The exigent letter
requests also were not subject to any supervisory or legal review.
Specifically, exigent letters and other informal requests were not: (1)
accompanied by approval ECs documenting the predication for the requests,
specifying the date range of the records requested, and certifying the
relevance of the information sought to pending national security
investigations; (2) reviewed and approved by FBI attorneys; (3) approved by
FBI supervisors; or (4) signed by one of the limited number of senior FBI

78 OIG, NSL I, 23-25. (U)
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personnel authorized to sign NSLs.”? Similarly, the exigent letters did not
meet the legal requirements in the Patriot Act and Patriot Reauthorization
Act that senior FBI officials certify in writing the relevance of the records
sought to authorized national security investigations and that any
investigations of U.S. persons are not based solely on activities protected by
the First Amendment. We illustrate in Diagram 2.2 (next page) the
differences between the 4-step approval process required for issuing NSLs
and the 1-step process used by CAU personnel to issue exigent letters to
obtain the same information: (U)

79 Prior to June 1, 2007, a legal review and approval by an FBI attorney was not
required. However, guidance issued by the FBI OGC in November 2001 recommended such
a review. Office of the General Counsel, Federal Bureau of Investigation, electronic
communication to All Field Offices, Counterterrorism, and National Security, November 28,
2001. (U)

68



=2 ORSECREL Skttt TN

DIAGRAM 2.2
Comparison of NSL Approval Process with Exigent Letters (U)
[Diagram below is UNCLASSIFIED]

1
1
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In fact, the procedure for preparing and issuing exigent letters was so lax
that employees of the on-site providers told us that they frequently prepared
the exigent letters themselves. Indeed, a Company A analyst told us that to
facilitate his preparation of exigent letters he created an icon on his computer
desktop so he could easily retrieve and generate the form letter. We believe this
is an egregious breakdown in the responsibility assigned to the FBI to obtain
ECPA-protected records, and it further illustrates the lack of appropriate
controls by the FBI on this important and intrusive investigative tool. (U)

Another result of the abbreviated, unsupervised procedures for issuing
exigent letters and other types of informal requests was that FBI requesters did
not document whether there was an open national security investigation to
which the request was relevant — a key certification required to issue an NSL
for toll billing records or subscriber information under Section 2709 of the
ECPA. Indeed, as the FBI’s analysis of whether it will retain records acquired
through exigent letters and other informal requests has shown (which we
describe in Chapter Four of this report), the FBI has concluded that records for
hundreds of telephone numbers must be purged from FBI databases because
there was no open national security investigation at the time of the request and
no open national security investigation to which the request could be tied when
the retention issue was analyzed years later. (U)

Also troubling was that most of the exigent letters and other informal
requests did not include date ranges for the records requested. Of the 722
exigent letters signed by CAU personnel from 2003 through 2006, only 77 (11
percent) specified a date range for the records requested. Similarly, the CAU’s
other informal requests to the on-site communications service providers (such
as those communicated by e-mail, in person, on pieces of paper, or by
telephone) frequently did not have date parameters. As further described in
Chapter Four of this report, the absence of date restrictions in many exigent
letters and other types of informal requests had significant consequences.
First, it meant that the FBI often obtained substantially more telephone
records, covering longer periods of time, than FBI agents typically obtain when
serving NSLs with date restrictions. Second, in cases where the date range
established the relevance of the information sought to the investigation, its
omission violated the ECPA’s relevance requirement.80 (U)

80 The ECPA NSL statute requires a certification that “the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities . . . .” See 18 U.S.C. § 2709(b)(1). Similarly, the emergency voluntary
disclosure provision requires, since March 2006, that the information disclosed be “relat[ed] to
the emergency.” 18 U.S.C. § 2702(c)(4). (U)
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Moreover, by not reviewing records obtained in response to exigent letters
and other types of informal requests, CAU personnel compounded problems
arising from the lax procedures at the front end of these requests. CAU
personnel told us, and documents we reviewed confirmed, that records

ﬁ obtained in response to exigent letter er informal requests were .
3 g / . . b \
i routinely uploaded into atabase when -
@“ received from the on-site iCations SErvice pro rs. However, this W 1C

uploading normally occurred without verification that the records obtained
matched the requests. Further, the original FBI requesters often did not have
access to this databage pr know that CAU personnel were uploading records
into the database. (S, L</ NF)

\\N

We found in our first NSL review that the FBI did not always examine
records obtained in response to NSLs prior to uploading the records into FBI
databases.®! However, in those instances where the communications service
providers responded to routine NSLs issued by FBI field offices, the case agents
or Intelligence Analysts who had initiated these requests would sometimes
review the records before they were uploaded into FBI databases. Because of
their familiarity with the underlying investigations, these case agents or
Intelligence Analysts could identify records the FBI did not request, or had
requested by mistake, and take corrective action before the records were
uploaded or placed in investigative case files. (U)

In contrast, CAU personnel routinely uploaded records obtained in

\ esponse to exigent letters and other informal processes into them v\ —
é{- \ atabase upon receipt, without any review. 1he CAU \» 1C
‘ ” ] s and Intelligence Analysts said they were for the most part unaware of the
vl
.

facts of the investigations and were acting merely as conduits between the
requesters and the on-site communications services providers. Indeed, CAU
personnel did not even retain copies of the exigent letters or documentation of
the other types of informal requests and therefore were unable to confirm that
they received responsive records. This meant that neither CAU personnel nor
anyone else in the FBI determined whether the FBI had received unauthorized
collections, handled the overcollected materials appropriately, and made

81 FBI personnel were not required until June 1, 2007, after the OIG’s first NSL report
was issued, to confirm that records obtained in response to NSLs matched the requests in the
NSLs before uploading them into FBI databases. We found in our first and second NSL reports
that the FBI obtained unauthorized collections in response to many NSLs, findings confirmed
by the FBI’s review of a statistical sample of NSLs issued from 2003 through 2006. The
unauthorized collections included records not requested in the NSLs. See OIG, NSL I, 73-84;
OIG, NSL II, 26-28, 82-99. (U) '
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required reports to the President’s Intelligence Oversight Board

(I0B).62 (S}@‘I//NF}@)
B. “Sneak Peeks” (U)

We also identified the FBI’s practice of obtaining “sneak peeks” for
telephone toll records in the providers’ databases, a practice that we concluded
violated the ECPA statute (18 U.S.C. § 2702(a}(3)). There is no provision in the
ECPA allowing the FBI to obtain information about these records without either
issuing legal process or making requests for voluntary disclosure in qualifying
emergencies, pursuant to 18 U.S.C. § 2702(c)(4). (U)

Because CAU personnel failed to keep records of sneak peek requests, we
were unable to determine how often such requests were made during the
period covered by our review, whether the requests were pertinent to FBI
investigations, in what circumstances they were made, and what, if anything,
the providers were told about the reasons for these requests. However, we
found that these requests were routine. One Company A analyst told us he
responded to these requests on a daily basis, a Company C employee told us
that these requests were approximately one-half of the requests he received
from the CAU, and a Company B employee told us that he responded to these
requests up to three times per week. The on-site Company C employee’s log
and e-mails of the employees of all three on-site providers also demonstrate
that such requests were routine. (U)

Although CAU Unit Chief Rogers was aware of and approved sneak peek
requests, we found that he issued no guidance and failed to require
supervisory review or establish internal controls regarding their use. Rogers
said he understood sneak peeks to be requests to see if the providers “even had

82 Executive Order 12863, which has since been modified, requires the Department to
report intelligence violations to the President’s Intelligence Oversight Board. According to
Executive Order 12863, possible intelligence violations include any activities that “may be
unlawful or contrary to Executive Order or Presidential Directive.” (U)

“Unauthorized collections” is a phrase used to describe several circumstances in which
the FBI receives information in response to NSLs that was not requested or was mistakenly
requested. For example, many unauthorized collections occur due to errors on the part of NSL
recipients when they provide more information than was requested (such as records for a
longer period of time or records on additional persons). The FBI refers to these matters as
“over collections” or “overproductions.” We refer to these as “initial third party errors” because,
while the NSL recipient may initially have provided more information than requested, the FBI
may or may not have compounded the initial error by using or uploading the information.
Other unauthorized collections can result from FBI errors, such as when a typographical error
in the telephone number or e-mail address results in the acquisition of data on the wrong
person. See NSLII at 141. (U)
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data at all” and whether it was worthwhile pursuing an NSL. Youssef said he
had no “first-hand knowledge” that CAU personnel requested sneak peeks from
the on-site providers and did “not know for a specific fact . . . that it actually
happened.” However, Youssef added that “maybe someone [in the CAU| has
used it.” (U)

We found that FBI supervisors in the CTD’s chain of command, above
the CAU Unit Chief, either did not know about the practice, did not have an
accurate understanding of the practice, or did not understand the legal
implications of providing responsive information without legal process. For
example, former CXS Assistant Section Chief John Chaddic believed,
incorrectly, that in response to sneak peek requests, the providers only
informed the FBI whether the number was or was not a valid telephone
number, but no further details. Former CTD Deputy Assistant Director John
Lewis said it was his understanding that the FBI could use sneak peeks to “get
records that would be of interest to us” without legal process, stating, “it’s also
why I think the phone company was there.” (U)

On August 28, 2007, the FBI OGC requested a legal opinion from the
Department’s Office of Legal Counsel (OLC) regarding three questions relating
to the FBI’s authority under the ECPA, including sneak peeks. One question
stated that, “on occasion, FBI employees may orally ask an electronic
communications provider if it has records regarding a particular facility (e.g., a
telephone number) or person.” The request asked whether under the ECPA the
FBI can lawfully “obtain information regarding the existence of an account in
connection with a given phone number or person,” by asking a
communications service provider, “Do you provide service to 555-555-5555?’
or Is John Doe your subscriber?” (U)

However, based on information we developed in our investigation, we
determined that the hypothetical example used by the FBI OGC in the question
it posed to the OLC did not accurately describe the type of information the FBI
often obtained in response to sneak peek requests. As described above the FBI
sometimes obtained more detailed information about calling activity by target
numbers, such as whether the telephone number belonged to a particular

subscriber, the number of calls to and from the teleph ber within
certain date parameters, the area codeﬂcalled, and call
duration. (S/¥81//NF) G\) :

On November 5, 2008, the OLC issued its legal opinion on the three
questions posed by the FBIL. In evaluating if a provider could tell the FBI
consistent with the ECPA “whether a provider serves a particular subscriber or
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a particular telephone number,” the OLC concluded that the ECPA “bars
providers from complying with such requests.”®3 In reaching its conclusion,
the OLC opined that the “phrase ‘record or other information pertaining to a
subscriber’ [in 18 U.S.C. § 2702(a)(3)] is broad” and that since the “information
[requested by the FBI] is associated with a particular subscriber, even if that
subscriber’s name is unknown” it cannot be disclosed under the ECPA unless
the disclosure falls within one of the ECPA exceptions. (U)

As described in Chapter Two, the information the on-site providers gave
to CAU personnel in response to their sneak peek requests often included more
detailed information about the subscribers or customers than simply whether
the provider had records regarding particular telephone numbers or persons.
Therefore, we concluded that this information also was information “associated
with a particular subscriber” within the meaning of 18 U.S.C. § 2702(a)(3). (U)

As described above, the ECPA prohibits the disclosure to the government
of toll records or information related to a subscriber except in certain limited
circumstances set forth in the statute. The relevant exceptions require
providers to disclose such information in response to compulsory legal process,
such as national security letters, and also permit voluntary disclosures based
upon the providers’ good faith belief of a qualifying emergency.8¢ We found
that the FBI did not serve legal process under the ECPA for the information it
received pursuant to sneak peeks. (U)

In addition, we do not believe that the FBI’s sneak peek practice
complied with the ECPA’s emergency voluntary disclosure provision for several
reasons. First, the practice was described to us as a routine occurrence in the
CAU, not limited to “exigent” circumstances. Second, some of the specific
instances where the sneak peek practice was used included media leak and
fugitive investigations, which clearly did not meet the emergency voluntary
disclosure provision. Third, the FBI’s lack of internal controls over the sneak
peek practice made it impossible for us — or the FBI - to reliably determine how
many or in what circumstances sneak peek requests were made, and what the
providers were told or believed about the reasons for these requests. Therefore,

83 The OLC identified a very narrow exception under 18 U.S.C. § 2702{a)(3] for
disclosure of whether a particular telephone number was among those assigned or belonging to
the provider but not “whether the provider has given [the number] to a subscriber.” (U)

8+ As described previously, prior to March 2006, this exception required the provider to
have a “reasonable belief” that a qualifying emergency existed. (U)
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we found that the FBI’s sneak peek practice violated the ECPA in many
cases.85 (U)

C. Calling Circle/Community of Interest_(s //NF) \0\ _/

o | m .\t
In addition, we believe that the community of 1nteres.)ractlces
@) used by the FBI were improper. (S¢7NF) (u\}

First, the FBI’s lack of documentation made it difficult to determine
under what circumstances and how often community of interesf

were provided to the FBI. Similarly, while Company A records show that from

/\_l) 2004 through 2007 the on- mpany A analysts used the Company A
" o review records for 10,070
- elﬁers Company A could not 1 i
ether these NUMbers wer: s part of Company A’m
service or in re e to FBI . Company A also could
whether thes ecords were actually provided to the

FBI.86 (T

Second when FBI personnel issued NSLs that included requests for

i they did not consistently assess the relevance l_’)\

s before making the request. Instead, ' \(,771:-
quests were often included in the boilerplate

attachments to NSLs. The FBI issued NSLs that requested community of
interes-)v_ithout conducting, or documenting in the approval ECs, any

85 In a draft of this report given to the FBI in April 2009, the OIG recommended that
the FBI issue guidance specifically prohibiting the use of sneak peeks. In June 2009, the FBI
posted guidance on its Corporate Policy Intranet prohibiting sneak peek practices. The
guidance referred to the OLC legal opinion and also stated that FBI employees “may not
informally seek statutorily protected information prior to the issuance of process.” The FBI told
us that this guidance will be incorporated into the next revision of its Domestic Investigations
and Operations Guide. (U)

. ed above, we believe that most of Company A’s communit jnterest; b\ -
Cé) ithout requests from t.he FBI as part of Company A’ ervice, \07 c
t provided to the FBI. ( F)(u )
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assessment of the possible relevance omtelephone numbers
to the underlying investigation. Absent such an assessment, we believe the

FBI did not satisfy the ECPA requirement to issue NSLs in national security b\

{,{ investigations only upon certification by those authorized to sign NSLs that the _
| ;}) records are relevant to authorized national security 1nvest1gat10ns 87 eover \=ST1 C
; & ’ “  although we identified instances in which some c
V<6! requ were limited to telephone numbers with
| mwe do not believe these lilnitations necessarily
S 1si1e € lcation requirement or corresponding provisions of the

Attorney General’s NSI Guidelines and FBI policy.88 (’J%{/ SL/YNF)
Third. FBI personnel who ns to request community of
intere ter rewemnmecords were not among the
ofﬁ01a1 the FBI Directo ority under the ECPA to sign b\
_ NSLs. CAU Intelligence Analysts and SSAs are subordinate to the FBI cials —
who are authorized to sign NSLs. Yet, after reviewing the“ Wl
f_’) records, these subordinate FBI loyees sometimes aske .
{ /. u‘/" / Company A analysts to prowdmrecords. We believe that if
Y<J . ers of the NSLs did not etermine that the
% 1 i ecords were r authorized counterterrorism
of the%ecords would violate the
ECPA, even 1f the COIT of interest reque s in¢luded in the NSL

attachment. (T8] [RE/ /NF)
Fourth when the FBI’ recelved digital r

; i database and the FBI d1d not separate
T e Ll 5 sted 1n legal procegs the recordsh
\\ ) and provided in response to community of interes equests. [

hat the records of thousands of ¢ d fro
. phone numbers were uploaded 1nto the_1
}- atabase without the required relevanc® assessinent

by an authorized oificial. Without additional research on these telephone

87 See 18 U.S.C. § 2709(b). (U)

nunity of interes equest to calls to or fro \O\ —
ég/ i necessarily wilC
&/é“ equests to th alls from a
\ the ECPA rele
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um t Blis unable to identify which records are associated with
numbers and whether those numbers were relevant to the
nderlying mvestgations for which they were requested. [MSWNF)&@ LQ\

Com ms community of interest 0 U")g
ne numbers as part of it ervices
. in the absence o equests from the FBI, the ompany A
) analysts sometime provi e FBI information pertaining to a subscriber
“4’ or a customer of its service. This also appears to violate the ECPA statute,
K\é which prohibits communications service providers from divulging “a record or
other information pertaining to a subscriber to or customer of such se
to any governmental entity.” See 18 U.S.C. § 2702(a)(3). (”I‘EV%S’ET/N}TTK1

ice .
iy

Finally, FBI e-mails indicate that in late 2004 m attorneys became

id pot object to community of interes equests for
elephone numbers. In May 2006, these attorneys also
approve “boilerplate attachment for NSLs served on the on-site

: f'j'\ providers. This attachment listed community of interest records and 17 other \\L;}’:
\\J ‘types of information that “may be considered by [the providers] to be toll billing ) —

records.” Although FBI General Counsel Caproni and NSLB Diputy General o 1¢

Counsel Thomas concluded that community of interes equests for
elephone numbers could satisfy the relevance

1 TeQUC were appropriate. In M 7 ' dvice of the FBI OGC,
th irected that such requests )
(TS//S1/ /NF)
generated draft guidance
L\
5 _
T

7 ! "guidance has not yet been finalized, current FBI policy as stateq
& / '\ Domestic Investigations and Operations Guide (DIOG) requires that the NSLB

Depu eral Counsel approve community of interest requests and that
\, elephone numbers for which information has been obtained
- ed 1o for congressional reporting purposes. In addition, the

DIO uires that the NSL approval EC demonstrate the relevance o
nformation to the national security investigation. (’LS(;\’? SIAT ¢
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We agree with the principles articulated in the N

€ requireme of the ECPA, relevance must be determined
before the request is made.89 We also agree that senior FBI officials and a
Department attorney should approve such requests and that the record of
telephone numbers searched pursuant to these requests should be created for
purposes of congressional reporting on NSL usage by the Department.
However, CTD’s guidance still has not been issued. (S%/NF) G’k‘)

In sum, we concluded that the FBI’'s community of interest \0\
practices were in inthe FBI obtaining an C
uploading into a atabase thousands of \0/7
telephone records tor elephone numbers without the
required certifications ol relevance to authorized international terrorism
1nvest1gat10n by an authonzed FBI official. In addition, we found that the FBI
is unable to idegnti today which records in the database are
associated wi umbers and whether those numbers were
relevant to the underlying mvestigations for which they were requested. We

also concluded that t}ﬁled to review the implications of Company A’s

community of interes apability when Company A first posted its
analysts on-site at the ; 1ailed to issue written guidance in coordination
with the FBI OGC about the circumstances in which such requests were
appropriate under the ECPA; failed to establish an approval process for such
requests or ensure that the predication for these requests was properly
documented in approvgl ECs: and failed to ensure that records sought in
community of interes equests were included in required reports to
Congress on NSL usa NF)

89 After reviewing a draft of this report, the FBI identified for us another draft policy,
dated February 2008, that did not require approval by a Department attorney. We believe that

the approach in the November 2007 draft guidance is superior. No final guidance has yet been
issued by the FBI. (U)
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CHAPTER THREE
ADDITIONAL USES OF EXIGENT LETTERS AND OTHER
INFORMAL REQUESTS FOR TELEPHONE RECORDS (U)

We found other irregularities in the way the FBI obtained telephone
records and used the on-site communications services providers located in the
Counterterrorism Division’s (CTD) Communications Analysis Unit (CAU). As
described in this chapter, we determined that the FBI obtained calling activity
information from Company A and Company C on pre-determined “hot
numbers” without legal process. In addition, in three media leak
investigations, the FBI requested searches and in two instances obtained
reporters’ toll billing records or calling activity information without prior
approval by the Attorney General, in violation of federal regulation and

Department policy. (MF) @)\

We also determined that FBI Supervisory Special Agents (SSA) made
inaccurate statements to the Foreign Intelligence Surveillance Court (FISA
Court) in characterizing the source of records that the Department of Justice
relied upon to support applications for electronic surveillance or pen register
and trap and trace orders. In addition, an SSA assigned to the CAU signed
administrative subpoenas to cover the FBI’s earlier acquisition of telephone toll
billing records through exigent letters or other informal requests in violation of
the ECPA and the statute authorizing the use of administrative subpoenas in

narcotics i ions (21 U.S.C. § 876). This CAU SSA and an SSA assigned
to the FBI’ ield Division together signed S5 administrative subpoenas We

for telephon rds that were dated from 7 to 44 days after the FBI had Pes F3)
obtained the records without legal process, in violation of the ECPA.90 (LES)

I. Obtaining Calling Activity Information on “Hot Numbers” (U)

From 2004 through 2006 the FBI used a service offered by Company A
and Company C referred to as “hot numbe'm When uSIng this \O\ ~
service, the FBI asked Company A or Comp ovide calling activity \ov’) c
information for telephone numbers that CAU or other FBI personnel had :
identified as “hot numbers.” As described below, the FBI sometimes included

specific parameters in its r
from a particular area cod

equests — such as whet re were calls to or
After th ere set on the hot
numbers, and without rece rders or of legal process

90 As described below, some of these problems occurred in combination with the use of
exigent letters or other informal requests. (U)
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authorizing release of this information, the on-site Compan Company C

CAU personnel when the hot numbers \0‘\
;,\ In addition, the providers someti e &
10T€ 1niormaton just the fact that calling activity existed, such as call \o

originating and terminating information. Based on records we examined from
Company A, Company C, and the FBI, we determined that the FBI requested
calling activity information on at least 152 telephone numbers and obtained
calling activity information for at least 42 hot numbers from 2004 through

2006.%1 (SK{SHRINF) C\,\)

A. Legal Authority for Obtaining Calling Activity
Information (U)

The Stored Communications Act, 18 U.S.C. § 2701 et.seq., a subtitle of the
ECPA which includes the ECPA NSL statute, authorizes the FBI to obtain
historical, stored data from communications service providers. However, the
case law is unsettled whether legal process issued under the Stored
Communications Act can also be used prospectively to obtain records that come
into existence after the issuance of the legal process.92 (U)

91 As described below, Company A told us that 87 telephone aced on a

“hot” list by Company A for the FBI, but only 42 telephone number b\ —
found entation indicating that Company C placed at least 65 )T
hst fo d we found evidence that at least some of these number

92 This issue has arisen in the context of government requests to obtain prospective cell
site locat10n information. Courts are divided on whether the government can obtain such
information through legal process issued pursuant to the Stored Communications Act (and the
Pen Register Act), or whether the government must obtain a warrant based on probable cause.
See, e.g., In the Matter of the Application, 534 F. Supp. 2d 585, 599-600 (W.D. Pa. 2008)(W.D.
Pennsylvania decision), aff’d, 2008 WL 4191511 (W.D. Pa. 2008). Several cases denying the
government’s requests for prospective cell cite location information pursuant to the Stored
Communications Act rely in part on the fact that the Act does not authorize collections of
prospective information. See, e.g., In re U.S. for Orders Authorizing Installation and Use of Pen
Registers and Caller Identification Devices on Telephone Numbers, 416 F. Supp. 2d 390, 395 (D
Md. 2006); In re Application of the U.S. for an Order (1) Authorizing the Use of Pen Register and a
Trap and Trace Device and (2) Authorizing Release of Subscriber Iriformation and/or Cell Site
Information, 396 F. Supp. 2d 294, 311-14 (E.D.N.Y. 2005); In re Application for Pen Register and
Trap/ Trace Device with Cell Site Location Authority, 396 F. Supp. 2d 747, 760-62 (S.D. Tex.
2005). But see, In re: Application of the United States for an Order for Prospective Cell Site
Location Information on a Certain Cellular Telephone, 460 F.Supp2d 448, 452-459 (S.D.N.Y.
2006)(holding that the Stored Communications Act contains no explicit limitation on the
disclosure of prospective data, while acknowledging that a majority of courts to have addressed
the government’s theory that the Pen Register Act, in combination with the Stored
Communications Act, supports disclosure of prospective cell site location information have

denied the government’s applications); and In re U.S. for an Order Authorizing the Use of Two
(Cont’d.)
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The Pen Register Act, which authorizes court-ordered electronic
monitoring of non-content telephone calling activity, can be used to obtain
prospective calling activity information.®® The Pen Register Act authorizes the
installation of pen register and trap and trace devices in both criminal
investigations and also in national security investigations pursuant to the
Foreign Intelligence Surveillance Act (FISA).94 Pen registers identify outgoing
dialed telephone numbers, while trap and trace devices identify incoming
telephone numbers. Pen registers and trap and trace devices require court
orders (pen/trap orders) and are issued for a fixed period of time, not to exceed
60 days. (U)

B. Hot Number-(S/ /NF)

10 d o/ ‘hot numbers’, h

numbers for Company C tw 1ot provide legal process to
Company A or Company C either belore or after it identified the numbers and
received calling activity information. (S}(NFQX

We describe below details about the FBI’s acquisition of this information,
what the CAU Unit Chiefs and attorneys in the FBI Office of the General

Pen Registér and Trap and Trace Devices, 632 F. Supp. 2d 202, 207 (E.D.N.Y. 2008) (granting
prospective cell site location information and stating the Stored. Communications Act does not
preclude the ongoing disclosure of records to the government once they are created. (U)

Recent cases have questioned whether any cell site location information - historical or
prospective - is available under the Stored Communications Act, or whether cell site location
information is excluded because the cell phone is then a “tracking device’ excluded under the
. Act. The W.D. Pa. decision has been appealed, and the 3rd Circuit’s ruling will be the first
appellate decision on the issue. Prior to the appeal to the 3rd Circuit, the Department of
Justice concluded that prospective cell site location information was encompassed within the
terms of the FISA pen register provision, as amended by the Patriot Reauthorization Act.
However, the Department is awaiting the 3rd Circuit’s decision before pursuing this position
with the FISA Court. (U) ’

93 The Pen Register Act, which is part of the ECPA, authorizes the FBI to obtain court
orders for the real-time interception of outgoing or incoming telephone numbers to a target
telephone. See Electronic Communications Privacy Act of 1986, Title 1l (“Pen Register Act”),
Pub. L. No. 99-508, codified as amended at 18 U.S.C. §§ 3121 — 27 (2000 & Supp. 2002). In
criminal cases, the courts are authorized to enter ex parte orders for pen registers or trap and
trace devices upon certification that the information likely to be obtained “is relevant to an
ongoing criminal investigation.” 18 U.S.C. § 3122(b}(2). (U)

94 See 18 U.S.C. 8§ 3121 -27; 50 U.S.C. § 1842(¢e). (U)
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Counsel (FBI OGC) knew about the practice, and our analysis of this
practice. (U)

1. Company C (U)

Company C’s hot numbem%ature was described in a
May 23, 2003, proposal of work a contract between the FBI and
Company C for the provision of Company C’s on-site services in the CAU. A
CTD Electromc Communlcatlon (EC) dated May 28, 2003, that requested \O‘

0 eve that the FBI did not establish any
C i e _oversight, or training for CAU personnel regarding the
use of hot numbmWe also found no evidence that NSLB attorneys

conducted any leg the proposed C

o ontract in 2003,
including the legal implications of hot numbe urther, we found no
ﬁtﬁl}at FBI attorneys evaluated the leg ns of hot number

ter Company C posted its on-site employee in the CAU in April
thereafter, until 2007.96 (S NF) 1\5

, A CAU SSA told us that to obtain information eted numbers he \0
Cb\ provided a list of telephone numbers to Company mCompany C 7 E
= ) would then notify him of calling activity by the targ ~'The on-site

Company C’s employee’s log indicates that in some instances the Company C
employee provided more information than just the fact of calling activity, such
as call originating and terminating information. (SNIF&)})

, A Company C representative confirmed for us that Co did not
1:5) receive legal process from the FBI to initiate any hot numbeﬂnd also B\
did not receive legal process after it had provided informatio BI about vt
the hot numbers. The Company C representative also gai
(5ﬁdetermine how often the feature was used om
| t the request of the FBI during the 4-year pert
- tlowever, based on information provided to us by a CAU SSA who used
the Company C service and our reg pany C documents, we estimated
(ﬁs that the FBI asked Company C tmor at least 65 telephone numbers

between May 2004 and Septembe / /NF)

95 The EC was initiated by the CAU and was approved by Thomas Harrington, the
Deputy Assistant Director of the CTD. (U)

9% As described below, we found that based on inaccurate information provided to her

April 2007 FBI General Counsel Caproni came to the erroneous conclusion that hot number . .
@\bad not been used by the CAU., (%F) u) \é'\) C/_
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» Company C records also show that the FBI was billed for and paid a \0\
-\ separate fee to Comp his hot numbe We found that the
@ ) FBI paid Company for hot numbe uring the period from b‘)C
2002 through 2006. U\)

2. Company A (U)

Documents that Company A provided to the FBI as part of Company A’s
2004 contract proposal for on-site services in the CAU described Company A’s
capab111ty to “ itives, terrorists.and other \
inals” o search for known fugitives (i.e. &
ated goals in the proposal was to e c
“to be customized specifically for the FBI based upon 1nput data.
such as hot target list, significant numbers, secure data, etc.”

An on-si ' alyst told us that C
capability wa ompany
could not rec ‘hot number

/ CAU.9 Use of this capability enabled the FBI to learn in b
‘ b}' there was calling activity by the ho' limbers. Additiona by the b

&b‘ FBI requesters, Company A woul e requesters only to calling acti
ertain parameters, such a S to or from a particular area codﬁ
“The on-site Company A analyst said that while he received det
g activity by the hot numbers - including the date, time, and duration
of the calls — he informed the FBI requesters only that there had been calling

activity. The Company A analyst told us that he typically notified the CAU or
other FBI requesters of the calling activity verbally. (S / NF)f u 1

The Company A analyst who set many of the Company A hot \9\

@) numbmd us that he did not discuss with anyone in the FBI or - A
Comp: er legal process would be served before he provided calling
activity information. He also said that he did not receive any type of legal

Company C’s schedule of payments pany C billed the FBI at a rate of
@) gper month in fiscal year (FY) 2006 fowor a maximum of 1,000 b \
- e numbers, A Company C representa t Company C also billed the FBI b‘)'
at a flat rate in FY 2002 and FY 2004. (Mp&,{ T2z
. - plc

rent}rom another Company A capablhty called
ermits CompanyA to colle l1toll b

- »or 12 hours, Wh11 rovide
( :’;) formation about calling act1v1ty on particular telep s. Com
o ceived information or records from Company A in connection with 1ts

F (e
“hot numbeﬁrwce and we found no contrary evidence. MF&B
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information. The attorney stated that in
) ﬁwas conveyed to the Company A
activity. A CAU SSA Who used th

(>

a

05 until December 2006, FBI personnel asked Company A t
r at least 87 telephone numbers. A Company A representatt

ROPSECREL L AT

process or exigent letters for the calling activity information that he provided to
the FBI (%NF\[Q)
Based on information we obtained from Company A, we found Oiﬁom

d us \/)\
el

e 87 telephone numbers, 42 telephone numbers

cation of ing activity generated on his
usually through an e-mail from the on-site

Uy

Unlike Company C, Company A provided its hot numbe
as part of its overall contract for services to the FBI, and Company
impose separate charges for setting hot numbe (SELNER )

Y

A CAU SSA told us that CA i ef Rogers told him to use Company
y C’s hot numbe*ervme in connection

gitive 1nvest1gat10n eing conducted by the FBI’ i
p with another fugitive investigatj i
by the FBI’ ield Division.?? Related to th
) led attending a “meet and gree

1e1d Division supemsor in the CAU that was also attended by CAU
ief Bassem Youssef. The SSA said that the purpose of the meeting was

CAU to describe its resources and how the CAU could support the
eeting, the FBI

typically he

ervice

not
ol
1€

ugitive investigation.190 Several months aftg
an identifying hot numbers associated with thd nvestigation and
g1v1ng them to the on-site Company A analys Jany A analyst

i and ield Division case agent

The CAU SSA told us that several other CAU personnel used the hot number

eature in other FBI investigations. We received independent information that \

ted the CAU SSA’s statement eéarding other CAU personnel using the hot number b
o

r other CAU cases. (SH¢NF
~
vt

00
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The CAU SSA said that if the case agent was interested in obtaining toll
billing records or subscriber information on the hot numbers, the FBI would
issue administrative subpoenas or exigent letters for those records.1! The

CAU SSA estimated that he gave Company A a total of 20 telephone numbers
in connection with both thei.nd the other fugitive
investigation.!92 (LES)

\
In our investigation, we found no evidence that the FBI established \0,7 E
procedures, guidance, oversight, or training to ensure that CAU personnel %
r \ sought appropriate legal authority when they asked Company A or Com C
to irowde calling activity information in response to the FBI’s request&

n hot numbers. (SHAF) Q._{_)

nd CAU’s Unit Chiefs’ Knowledge of Hot Number
S//NF)
In this section we g i at CAU Unit Chiefs and FBI OGC attorneys
knew about hot numbe S/ /NF)

CAU Unit Chiefs and
the use of hot numbe "

DGC attorneys told us they were unaware of

not certain what authority o

information. (SN F%

ould use to acquire the calling activity

101 The CAU SSA told us that before notifying FBI requesters of calling activity by the
/ hot numbers, Compa C ] erthe calling activity b\

was associated withif have investigative b")f\

/ ‘ value. After the Corll ; ¢ noulicd the FBI of calling -

\ \é activity by telephone numbers that m1ght be of investigative interest. (TS /NFY° Y ) \v 7¢
102 The CAU SSA said he recalled first learning about hot numbe a

meeting in 2004 he attended with CTD Section Chief Michael Fedarcyk, C ief Rogers,
and a female NSLB attomey whose name he could not recall. He stated that they discussed

warrants” that would request
e CAU SSA told us that the

certain whether the legal processes dlscussed at the meetmg were grand jury subpoenas or
NSLs, but that the NSLB attorney said that there was no legal problem with forward-looking

subpoenas. He al hat no FBI attorneys ever told him that they had legal reservations
about hot numbe e could not identify any NSLB attorney at this meetin the
FBI could not loc tation of any legal review by the NSLB of hot numbe

other features of the Company A contract from 2003 through 2007. (SP4N Ft”)
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3 Jl He said that },° 2
after making i 1nqu1r1es with an FBI field division in 20034 2V007, he believed
that the FBI had never used Company C’s hot numbeh
capabilities. (SHATFW) _

On September 12, 2006, a CTD Contracting Officer’s Technical
Representative (COTR) sent an e-mail asking him whether the CAU i\
still needed C’s hot numbmerwce for which the FBI was o 1
then payin L ponded that he no longer
needed the I *eature and, in the event it were needed in the
future, “we would ask fo n a month to month basis.” The COTR asked
Youssef to contact Company C and let it know that the FBI was cancelling the

service. [%&NF)(A\_!;‘ y

On September 18, 2006, Youssef informed the C on-site
employee by e-mail that “we no longer need the hot #Qmeature and we’ll \6’\
re-institute it in the future if we need it again.” The any C employee ') R,
rephed by e-mail any C was then using the feature for two FBI

esti atlons th gitive investigation being conducted by the FBI’s
a second fugitive investigation being conducted by
ield Division. The Company e asked Youssef to

co ted to terminate hot numbe or both
investigations, which Youssef confirmed. (SN

)

Marion Bowman, who was the National Security Law Branch (NSLB)
Deputy General Counsel when the contracts were executed, told us that he was

-unaware of and did not review the contracts with Company A, Company B, or

Company C to provide on-site services at the CAU and did not know the

specifications for the contracts. Bowman’s successor as NSLB Deputy General
Counsel, Julie Thomas, told us that she recalled reviewing the contracts with .
the on-site providers for the first time in late 2006, after receiving a draft of the o\ /
OIG’s first NSL report. She stated alled identifying the provision of \5MH_
the contract discussing hot numbemd concluding that the FBI

could obtain this type of information only through a pen register. She said that

103 Youssef had co-signed the Company C monthly invoices that included charges for
this feature for 12 consecutive months prior to the COTR asking him whether Company C’s hot
number feature was needed. However, the invoices only referenced a lump sum amount and
did not itemize the particular services provided for the charges. (U)
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she also recalled learning in April 2007 that Caproni had been informed at that
time that the service had never been used. Thomas said she did not learn until

shortly before her final OIG interview for thyj in August 2008 that the

FBI had paid Company C for hot numbe (S__[;I@F]Q%)“ \0.\
Caproni told us that based on information she " from FBI vl c

personnel in April 2007, she believed that hot numbe ad never been

used by the FBI. In an April 2007 e-mail to CTD Assis irector Joseph

Billy, Jr., and othe onnel, Caproni instructed that if the CTD sought
to use hot numbe TD must first contact the FBI OGC. She added
that the FBI OGC nderstand the technical aspects of the feature

before providing a legal opinion about its use. In 2008, Caproni told us that
her concern at the time was that the feature “might be an unlawful pen

register.”104 S}{NF]&)
D. OIG Analysis (U)

We found that the FBI sought calling activity information on 152 “hot”
telephone numbers from Company A and Company C and was provided
information on at least 42 of those numbers. Company A provided information
that there had been calls made to or from the numbers identified by the FBI, \/_)\
sometimes in response to specific inquiries fro out whether calling \,,’75
activity existed to or from a particular area comWe also found i
evidence that Company C also may have provid rmation than just
the existence of calling activity, such as call originating and termination

information. (SHST// NFQ,\)

_ We believe that the calling activity information requested by and
conveyed to the FBI about these hot numbers required legal process. Although
the information given to the FBI by Company A and Company C on these hot
numbers was less extensive than the type of information typically provided in
response to NSLs or pen register/trap and trace orders, it constituted “a record
or other information pertaining to a subscriber or a customer” under the
ECPA.105 (U)

As discussed in Chapter Two of this report in connection with our
analysis of “sneak peeks,” the Department’s Office of Legal Counsel concluded,

and we agree, that the ECPA ordinarily bars communications service providers

104 After reviewing a draft of this report, the FBI stated that uent to her OIG
interview, Caproni concluded that as a matter of law, hot numbe id not implicate \0\
the Pen Register Act. (MF)Q«( s C

105 18 U.S.C. § 2702(a)(3). (U)
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from telling the FBI, prior to service of legal process, whether a particular
account exists. We also concluded that if that type of information falls within
the ambit of “a record or other information pertaining to a subscriber to or
customer of such service” under 18 U.S.C. § 2702(a)(3), so does the existence of
calling activity by particular hot telephone numbers, absent a qualifying
emergency under 18 U.S.C. § 2702(c)(4). (U)

We found no evidence that the FBI requested or the providers gave the
FBI this information pursuant to the emergency voluntary disclosure provision
of the ECPA. Instead, it appears that the information was disclosed as part of
the contractual arrangement between the providers and the FBI, and was
primarily used in connection with fugitive matters that did not qualify as
emergency situations under 18 U.S.C. § 2702. Therefore, we believe that the
practice of obtaining calling activity information about hot numbers in these
matters without service of legal process violated the ECPA. (U)

We also found it both surprising and troubling that Rogers, as Unit Chief
of the CAU and the official responsible for knowing and assessing the tools
used by his subordinates to obtain information from t -Site providers, said
he was not certain whether Company A’s hot numbermeature was \O\ _
-ever utilized by the FBI. We likewise were troubled tha , Roger’s b’) C
successor as CAU Unit Chief, told us that he did not believe that hot number

-as used. (MF}(\S | "

In addition, from the inception of the FBI’s contractual relationship with
the three providers beginning in 2003, senior FBI officials knew that the CAU
would be handling telephone transactional records which the FBI could
lawfully obtain pursuant to the ECPA. However, the FBI failed to ensure that
responsible officials in the CTD and the FBI OGC’s NSLB reviewed the '
proposed and final contracts with the providers to ensure that the agreements
conformed to the requirements of the ECPA and other relevant laws and
policies. The General Counsel and the NSLB Deputy General Counsel did not
review the contracts or associated documents with the on-site providers until
late 2006 or early 2007. We believe that the absence of timely legal review was
a significant management failure by the FBI. In part because NSLB attorneys

did not review the contract proposals with the on-site providers, they w .
unaware of the specific services provided, including the hot numbe& 173
service. [WFM _ L1E

In Chapter Six of this report we provide recommendations to address our
findings from this portion of our review. We believe the FBI should carefully

review the circumstances in whic n-site
communications service provider hot numbers” to L\
enable the Department to determine 1f the 0 calllng activity Wit

information under circumstances that trigger discovery or other obligations in
any criminal investigations or prosecutions. Our recommendations also are
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designed to ensure that FBI personnel receive periodic training on the FBI’s
authorities to obtain telephone records from communications service providers
and that FBI OGC attorneys and program managers, including successor
officials serving in these positions, are fully familjar with any FBI contracts
with communications service providers. [3(/NF \X)

II. Seeking Reporters’ Telephone Records Without Required
Approvals (U)

We determined that in three media leak investigations the FBI requested,
and in two of these instances obtained from the on-site communications
service providers, telephone records or other calling activity information for
telephone numbers assigned to reporters. However, the FBI did not comply
with the federal regulation and Department policy that requires Attorney
General approval and a balancing of First Amendment interests and the
interests of law enforcement before issuing subpoenas for the production of
reporters’ telephone toll billing records.106 (U)

In the sections that follow, we describe the federal regulation and
Department policies governing the issuance of subpoenas for the telephone toll
billing records of members of the news media, the facts we found regarding
each of these three leak investigations, and our analysis of each of these three
cases. (U)

A. Federal Regulations and Department Policies (U)

Because of the First Amendment interests implicated by compulsory
process to obtain reporter’s testimony or their telephone records, 28 C.F.R.
§ 50.10 (2004) requires special approvals and other advance steps before
Department employees are permitted to issue subpoenas for reporters’
testimony or the production of their telephone records. (U)

Specifically, this regulation requires that before issuance of such
subpoenas, “all reasonable attempts should be made to obtain information
from alternative sources.”!97 This regulation also requires the Department to
attempt to negotiate the voluntary appearance of the news media personnel or
the voluntary acquisition of their records. If the records are needed for a
criminal investigation, the regulation requires “reasonable grounds to believe,
based on information obtained from non-media sources, that a crime has

106 See 28 C.F.R. § 50.10. (U)
107 28 C.F.R. § 50.10(b). (U)
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occurred, and that the information sought is essential to a successful
investigation . . . .”108 Any requests for such subpoenas must be approved by
the Attorney General in accordance with principles specified in the
regulations.10? (U)

The regulation also requires that if the telephone toll records of members
of the news media are subpoenaed without the required notice, the affected
member of the news media must be notified “as soon thereafter as it is
determined that such notification will no longer pose a . . . substantial threat to
the integrity of the investigation” and, in any event, within 45 days of any
return in response to the subpoena.ll9 Finally, the regulations state that
failure to obtain the prior approval of the Attorney General “may constitute
grounds for an administrative reprimand or other appropriate disciplinary
action.”111 (U)

Department policies supplement this regulation by specifying the
information required to be included in requests seeking Attorney General
approval for issuance of such subpoenas.112 (U)

At the time of the investigations at issue, the FBI’s media leak
investigations were governed by the Attorney General’s Guidelines on General
Crimes, Racketeering Enterprise and Terrorism Enterprise Investigations.!13 In
addition, at the time of these investigations, leak investigations involving

108 28 C.F.R. § 50.10(8(1). (U)
109 28 C.F.R. § 50.10(g). (U)
110 Section 50.10(g)(3) of 28 C.F.R. states: (U)

When the telephone toll records of a member of the news media have been
subpoenaed without the notice provided for in paragraph (e)(2} of this section,
notification of the subpoena shall be given to the member of the news media as
soon thereafter as it is determined that such notification will no longer pose a
clear and substantial threat to the integrity of the investigation. In any event,
such notification shall occur within 45 days of any return made pursuant to the
subpoena, except that the responsible Assistant Attorney General may authorize
delay of notification for no more than an additional 45 days. (U)

111 28 C.F.R. § 50.10(n)(2004). (U)

112 See United States Attorneys’ Manual § 9-13.400, “News Media Subpoenas;
Subpoenas for Telephone Toll Records of News Media; Interrogation, Arrest, or Criminal
Charging of Members of the News Media.” (U)

113 As noted previously, several sets of Attorney General Guidelines were revised and
consolidated into the Attorney General’s Consolidated Guidelines, which took effect in
December 2008. (U)
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classified information were categorized by the FBI as espionage investigations
because they potentially involved violations of the Espionage Act. (U)

B. First Matter (U)

1. . Background (U)

Vol
W
b1

FAn FBI1 squad
D opened a counterterrorism

qpelvisor told us that in response the
investigation intq J\(TS//S1//NF)

\the Washington Post and The New

f

Tmes nuklictod o rledl

washington Postarticle reterred toll
indicating tha

e Ne
TOTK 1T1mes article reterred to information from a fgiven to

FBI investigators about the
G

2. The Investigation of the Leak of Information to the
Media (U)

The FBI’s ield Office initiated a leak investigation ir.o o E’
determine whether U.S. government employees or others had violated criminal

laws prohibiting the release of classified information in connection with the

. Washington New York Times articles. The investigation was
assigned to %iﬂd Office counterintelligence squa
t was as o the matter. The U.S. Attorney’s office i%
ﬁssigned an Assistant United States Attorney (AUSA) to the inv on
about October 2004. (LES)

VA
wIE

TS/ /SI//NF)
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According to our interviews and review of FBI documents, in November
2004 the AUSA assigned to the investigation discussed with the FBI case agent
the possibility of seeking Department approval to subpoena the telephone toll
billing records of the reporters who wrote the two articles in the Post and the
Times. The case agent and the AUSA told us that they were both aware at that
time of the Department’s regulation that requires Attorney General approval for
obtaining reporters’ telephone toll records, and they recalled discussing the
possibility of seeking such approval. They both stated that before taking this

ey believed they should determine wh illing records of
alls made by the reporters and other ould be
ned from the on-site communications service pro ated in the

CAU. (TS¥/Sl//NF) @) wl\

bl
a. The ield Office Requests CAU
Assis )

On November case agent sent an e-mail asking another
Special Agent in them}‘ield Office to inquire, in the other agent’s
capacity as his squad’s liai o the CAU, whether the on-site
commumcatlons se i obtain telephone toll records of U.S.
persons The case agent’s November 5 e-mail
listed 1 s, 8 of which were identified in the
e-mail as o Washington Post reporters Ellen Nakashima and Alan
Sipress, and Washmgton Post researcher Natasha Tampubolon, and New York
Times reporters Raymond Bonner and Jane Perlez. The e-mail identified a
7-month time period — a few months before and a few months after the
published articles — as the time period of interest for the leak \0\

investigation. (TS##S1//NF) e

Three days later, the Special Agent who had received the e-mail from the
case agent forwarded the e-mail to a CAU SSA - also copying the case agent.
The Special Agen ed the CAU SSA in his forwarding e-mail whether, as a
general ma Is generated by the identified telephone numbers
originating would be captured by the on-site providers’
systems. ( “j

The CAU SSA replied by e-mail on November 10, 2004, asking whether
the Special Agent wanted him “to start pulling these tolls” and, if so, “what is
the source of the request . . . NSL or FGJ subpoena?” The CAU SSA’s e-mail
was copied to the case agent’s supervisor, but not to the case agent. (LES)

We found no e-mail response to the CAU SSA’s questions, either from the
Special Agent or anyone else. When we asked the Special Agent about this
e-mail, he told us that he did not recall it. (U)

92

~#OP SECRE PR SInIRy



AIRSEe NPT LI

In September and 04, a CAU SSA and other CAU personnel
provided briefings to th Field Office’s counterintelligence squads,
including the case agent a ned to the leak investigation (who attended one of

the briefings), about the resources available to support FBI investigations from
the on-site communications service providers. (LES)

Five days after the December 2004 briefing, the case agent on the leak
investigation sent an e-mail to a CAU Intelligence Analyst who had participated
in the briefing, asking the same questions that had been previously posed to
the CAU S the Special Agent _site providers obtain toll
Testel-bal elephone numbers
stated in his Decemb
ntelligence Analyst, “You suggested that we run this past
you before we send the subpoena.” The e-mail also stated, “We likely will

AN proceed with a federal grand jury subpoena, with the AUSA requesting DOJ
approval before issuing the subpoena.” The case agent also noted in the e-mail
that the Special Agent who had originally forwarded this request to the CAU
had already “touched base with [the CAU SSA] preliminarily on this

matter.” @S(CS),A{NF) u‘)

In response, on December 14, 2004, the CAU Intelligence Analyst sent
the case agent a sample NSL for toll billing records. The Intelligence Analyst
also stated in his e-mail that he would check with the CAU SSA “to make sure
he hasn’t already pulled the tolls.” We found no evidence indicating that the

CAU SSA received this e-mail or that he was informed about any planned
request for DOJ approval. (LES)

However, in the absence of any request from the case agent or anyone in
the FBI, the CAU SSA issued an exigent letter dated December 17, 2004, to
Company A for telephone records of the reporters and others listed in the case
agent’s November 5, 2004, e-mail. We determined that the SSA did this
without further discussion with the case agent or the Special Agent who had
asked only whether such records could be obtained through the on-site
providers, not that the records should be obtained.115 (LES)

The CAU SSA’s exigent letter sought records on nine telephone numbers,
seven of which were identified in the e-mail exchanges described above as

,‘S\belonging to Washington Post and New York Times reporters or their news
\\C) organizations’ bureaus i he other two numbers were associated
r

‘\'/\

115 We determined that this SSA had issued a total of 115 exigent letters, the second
highest number of exigent letters signed by any CAU personnel. (U)
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with persons suspected of leaking classified information to the
reporters. [TSMSI / /NF)

The ex%é)r}'t\etter did not specify the 7-month interval noted in the case
agent’s November 5 e-mail, or contain any date restrictions. The exigent letter
also stated that the request was made “due to exigent circumstances” and that
“subpoenas requesting this information have been submitted to the U.S.
 Attorney’s office who will process and serve them formally on [Company A| as
expeditiously as possible.” However, this statement was not accurate. A
subpoena request had not been sent to the U.S. Attorney’s Office at the time
the exigent letter was served, or at any time thereafter. (U)

The CAU SSA told us he could not recall why he sent this exigent letter
and acknowledged that the case agent had not asked him to do so. He also
acknowledged that he knew at the time he signed the letter, based on
information previously given to him, that the request included reporters’
numbers. He stated that he “had never even read the content of these [exigent]
letters,” but was “just using the standard forms . ...” The CAU SSA told us
that he used exigent letters based on the guidance he had received from a
Company A analyst who told him “explicitly that this was the approved process
between the attorneys for [Company A], as well as, you know, . . . the attorneys
for the Bureau.” He said that when he was assigned to the CAU, his prior
experience had been working on Columbian drug trafficking and money
laundering and Asian organized crime under the FBI’s criminal programs, and
he was not aware of any special policies or approval levels needed to obtain
reporters’ toll billing records. (U)

The CAU SSA also said he did not recall the case agent making any
representations about exigent circumstances underlying his inquiry about the
availability of the toll billing records. The CAU SSA told us that he could
imagine circumstances in which the leak of classified information could
present exigent circumstances.116 He also told us that the case agent’s squad
supervisor, who was on the initiating e-mail to the C is request, would
have known from CAU briefings she attended at thw ield Office \0 \
that the CAU would be obtaining telephone records be process in a \0,76
request of this type. However, the case agent told us that he did not tell the
CAU SSA who signed the exigent letter that there were any exigent
circumstances associated with his inquiry. Similarly, the squad supervisor

told us that no one had told her of any exigent circumstances being presented
to the CAU SSA in connection with this request. (LES)

“§ The SSA stated that he considered the leak of “national defense information” to be
the type of circumstance for which an exigent letter would be appropriate. (U)
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The CAU Intelligence Analyst who had sent the case agent a sample NSL
for toll billing records said he did not recall any conversations with the CAU
SSA about the exigent letter, but he speculated that he probably discussed it
with the CAU SSA. The Intelligence Analyst also told us that he was not aware
in December 2004 about any special approval requirements for obtaining
reporters’ toll billing records and that the case agent’s e-mail reference to
obtaining DOJ approval “went over my head.” The Intelligence Analyst said
that, in hindsight, he thought he and others in the CAU would have proceeded
differently had they noticed the case agent’s reference to getting DOJ approval.
He said he did not recall any discussions at the time about special
requirements for obtaining DOJ approval, although he said that he understood
that the case agent was working with the AUSA and a subpoena was “in the
works.” (LES) -

On December 20, 2004, the case agent, not aware that an exigent letter
had been issued by the CAU SSA and following up on his earlier question
whether Company A had the capacity to retrieve the records, sent an e-mail to
the CAU Intelligence Analyst asking if there was “any word on whether calling
activity for the below listed numbers is retrievable? I will advise you as soon as
I get the GJ subpoena from the AUSA on the case.” The “below-listed
numbers” was a reference to the 12 numbers contained in the agent’s
November 5, 2004, e-mail request to the analyst, which was included in the
December 20 e-mail chain. (LES)

b.  FBI Obtains Reporters’ Toll Billing Records (U)

On approximately December 22, 2004, the on-site Company A analyst
provided to the CAU the toll billing records requested in the December 17
exigent letter. The analyst provided records for seven of the eight telephone
numbers associated with reporters or their news organizations’ bureaus in

S (TSP7SL/ /NF)

We determined that the Company A analyst gave the FBI 22 months of
records for Washington Post reporter Nakashima‘s telephone number, of which
only 38 days fell within the 7-month period of interest initially identified by the
case agent as relevant to the leak investigation. In addition, 22 months of
records were provided to the FBI for the telephone number assigned to the
Washington Post’ bureau, of which only 20 days fell within the

117 The Company A analyst advised the CAU that Company A had no toll billing records
for the eighth of the

reporters’ one numbers identified in the e-mail, whi
believed to be used b
(.5 %ompany A produced records lor two other telephone numbers specified in the
e-m

that were not associated with reporters.

(W)ng)
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7-month period of interesf. For the remaining five numbers, none of the
retrieved records provided to the FBI fell within the 7-month period of
interest. (T3#/S1//NF)

(ELFA\ . , s

In total, Company A provided the FBI with toll billing records for 1,627
telephone calls. Of this total, only three calls (.2 percent} fell within the
7-month period of interest identified by the case agent as relevant to the

\\ investigation (two calls in Nakgshima’s records and one call in records of the
9 Washington Post’s bureau in (T [/ /NF)
) | '
' We determined that CAU personnel upl?aded all of the reporters’ and

., News organizations’ records for the 1,627 telephone calls provided by
!,» ) Company A into a tabase on o\

% ”;y December 22, 2004, where they were available for searching by authorized FBI V’j C/
ﬁ{;ﬁ 7 and other NN <onel 1 [$eEST/ /NP 1) :
We also determined that on January S5, 2005, the CAU Intelligence

Analyst replied to the case agent’s December 20, 2004, e-mail asking whether
,) the toll billing records of interest were retrievable. In his January S response,
A
¢

the Intelligence Analyst forwarded to the case agent two CAU “trace reports for

\ the calling activities associated with you get numbers.”119 One YA\
’/ 6& of the files attached to the e-mail was titled, “CAU3983FB]Itollsonly.xls.” The \aqu
i \ analyst also stated in the e-mail, “We didn't have any [Company A] data” for
S three of the target numbers. The January 5 e-mail also stated that the analyst
would send the “raw data” to the agent when he received the grand jury

subpoena. (TSHABT/ /NF)G:\:)

We found that both trace reports attached to the CAU analyst’s January
S e-mail contained all of the telephone data acquired by Company A concerning
seven telephone numbers the case agent had identified as belonging to
reporters or media organizations in his original e-mail request of November 5,

118 Qur investigation foaund that prior to June 2008 the only FBI personnel who queried

these records in thaﬁtabase were the CAU Intelligence Analyst and two FBI

employees who were assigned to the FBI OGC’s review team that in 2007 was charged, in \0\ -
? response to the OIG’s first NSL réport, with analyzing the FBI's basis for acquiring records \/)“)C
2o through exigent letters and blanket NSLs. As discussed below, the prosecutor, CTD -
}1 " * management, and the FBI OGC were not aware that the FBI had acquired reporters’ records
% until the OIG informed the FBI General Counsel in June 2008. The administrator of the

tabase also told us that there is no evidence that non-FBI personnel who have
CCess to ebtabase queried these records. (SLARE/NFI{ W s

119 “Trace reports” contain the results of CAU Intelligence Analysfs’ research on
telephone data. (U)
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2004, and three other numbers.120 The second trace report contained all of the

telephone data acquired on the 10 telephone numbers, as well as available o
information in theHdatabase related to 11 of \n)
the 12 telephone numbers listed in the case agent’s November 5, 2004, \0'75/
e-mail. (S BSdeTNF) (Ukj

We also found that no grand jury subpoena was issued for these
reporters’ records, either before or after the records were produced. In
addition, no Department personnel sought Attorney General approval for
subpoenaing these reporters’ records, as required by federal regulations and
Department policy. (U)

S AUSA and FBI Field Division Personnel Knowledge
that Reporters’ Records Were Obtained (U)

we interviewed the case agent, his squad supervisor, and the W\
ﬂield Office Assistant Special Agent in Charge who supervised the \;,.) &
squad co cting the leak investigation, they told us that they were unaware *
that CAU personnel had asked Company A to provide the reporters’ and news

bureaus’ telephone records or that anyone had sent an exigent letter to
Company A for these records. (LES)

We asked the case agent about the January 5 e-mail from the CAU
Intelligence Analyst to him forwarding the toll billing records from Company A
and the trace reports on the records. He said that he had not opened the
attachments to this e-mail and had not recognized from the e-mail that the
attachments might have included toll billing records.!?! He told us that he “did
not know exactly what trace reports meant,” and that he interpreted another
portion of the e-mail as meaning that the analyst had run the numbers against
previously established databases. (U)

The case agent also told us that he did not open the attachments,
because he “just wanted to make sure that we did not proceed until we had
sent the subpoena,” adding, “there is no exigency so [ was just content to wait
and see what my deliberations with [the AUSA| would yield.” The agent said
that if he had “perceived it at the time as violating DOJ regulations or the law,
[he] would have notified appropriate parties.” (U)

120 Nine of these 10 numbers also appeared on the December 17, 2004, exigent letter to
Company A. (LES)

121 The Intelligence Analyst said that the only difference between what he sent with his

January 5 e-mail and the raw data he received from Company A was the formatting of the data.
U) ' :
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> Intelligence Analyst had sent the records and his analysis to the case agent|
§[I¢®an e-mail, or that the reporters’ records had been uploaded into aﬂ Wl
lo

w subpoena, the AUSA wart

irmree SRR

The case agent also told us that he never told the CAU SSA or anyone in
his management chain that exigent circumstances existed regarding the need
to obtain the telephone records listed in his November 5 e-mail. He also said
that he had no idea where the CAU SSA obtained the language in the exigent
letter stating that requests for subpoenas had already been submitted to the
U.S. Attorney’s Office. He further stated that the only representations he made
to the CAU regarding a subpoena were contained in his e-mails, which stated
that a subpoena was contemplated and would be provided in the future. (U)

The AUSA who directed the leak investigation told us that he did not
know anything about the FBI having obtained any reporters’ records in the
investigation until the OIG identified this issue and interviewed him in 2008.
The AUSA also said he did not recall if the case agent had ever sent the
reporters’ telephone numbers to the CAU to determine if their records were
available. The AUSA said he did not know that the CAU SSA had sent an
exigent letter to Company A seeking the reporters’ and news organizations’ toll
billing records, that Company A had provided responsive records, that a CAU

database. W // NF{\:\) I
The final e-mail we found relating to the reporters’ telephone records was

sent by the case agent to the CAU Intelligence Analyst on March 24, 2005. The

subject line of the e-mail stated, “Important question.” The e-mail referenced

~ the CAU Intelligence Analyst’s January 5, 2005, e-mail and stated: (LES)

I am working closely with the United States Attorney’s Office . . .

and we are contemplating getti i subpoena for
certain telephone toll records telephone numbers) \/)\
that will require special appro TO € Department of Justice

before issuance. Before we undertake gettmg the approval for the o 75

telephone toll records for,

1aS1S 1n original.

QC estion Ior us going rorward.

(TSMST//NF

The Intelligence Analyst replied by e-mail on the same day, stating, “Back
in January I sent you two products which reflected [Company A] toll records on
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g;l, several of th numbers you had targeted, so we can get the data if \”\
[7& the calls were carried on [Company A] lines.” The e-mail also stated that one of \075

the two reports “was only the [Company A] tolls.”122 The Intelligence Analyst

added, “So, basically, you already have the records that we
have.” (TS)u8it/NF) (M

When we asked the case agent about this e-mail, he told us he did not
recall what his reaction to the e-mail was at the time. When we asked him at
the time of his OIG interview whether, looking at the e-mail, he understood
that the e-mail stated that the analyst had previously sent the agent two
products that reflected Company A toll records, as distinguished from
value-added analysis of existing databases, the agent acknowledged, “that is
what this e-mail says, yeah.” (U)

e case agent.

/) 122 The e-mail stated that “one of the reports was only [Company A] tolls, which you

' ;abf could use in court, an telligence product with [sic] encompassed
@ everything in | atabase]. (SPFSl//NF \'U\\ wl

\o’?(,
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Later in 2005, this media leak case was {r
case agent to another FBI Special Agent in
According to the U.S. Attorney’s Office i
investigation is still open. (LES)

om the original = _
ield Office.123 Yo 1
the leak

3. FBI Notifies the Reporters That Their Records Were
Obtained (U)

In April 2008, during our investigation of the use of exigent letters, we
discovered the e-mail exchanges described above concerning the reporters’ toll
billing records. The following month we determined that the FBI had acquired
the reporters’ and news bureaus’ toll billing records without any legal process
or Attorney General approval. (U)

In June 2008, the OIG informed the FBI General Counsel and the Acting
Assistant Attorney General in charge of the Department’s National Security
Division (NSD) that we had determined that the FBI had requested and
obtained the toll billing records of members of the news media in this leak
investigation without legal process or the required Attorney General approval.
As discussed above, federal regulations also require that the FBI notify
reporters if their toll billing records are subpoenaed without providing required
advance notice.124 (U)

In response to our notifications of these violations, on August 8, 2008,
FBI General Counsel Valerie Caproni wrote letters to the editors of the
Washington Post and The New York Times, and to the reporters whose records
were acquired, stating that the FBI, as part of an authorized FBI investigation,
had obtained the telephone records of reporters and of their bureaus in
Jakarta.l?5 The letters stated that the OIG had informed the FBI in the course
of its investigation that the FBI had acquired the telephone records in response
to an exigent letter. Additionally, the letter stated that, based on currently
available information, the FBI had made no investigative use of the reporters’
telephone records. The letter noted that while the exigent letter stated that

123 The case agent was later assigned to a second leak investigation described
below. (U)

12¢ See 28 C.F.R. § 50.10(g)(3). (U)

125 See Valerie Caproni, General Counsel, Federal Bureau of Investigation, letters to
Ellen Nakashima, Leonard Downie, Executive Editor, Washington Post, and Jane Perlez,
Raymond Bonner, Bill Keller, Executive Editor, The New York Times, August 8, 2008. (S//NF)

Because our investigation of this issue was on-going, the OIG asked the FBI to briefly
defer notification to the reporters and news organizations, from June until August 2008, until
all significant OIG interviews related to this matter had been completed. (U)
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subpoenas had been requested for the records and would be forthcoming, no
subpoena was ever issued for the reporters’ telephone toll billing records. The
letters also stated (and the FBI confirmed to us) that the FBI has purged these
records from FBI databases.26 (L8¢7SI/ /NFLL.;;‘)

However, the F id not disclose to the reporters or their editors that

e

wilE
\51A

4. OIG Analysis (U)

As discussed above, federal regulation and Department policy requires a
balancing of First Amendment interests and the interests of law enforcement
before issuance of subpoenas for the production of reporters’ telephone toll
billing records. The regulation also requires the Department to take reasonable
alternative steps to obtain the records, and if those efforts fail, to request
Attorney General approval before issuing any such subpoena.l2? (U)

We determined that the FBI did not comply with these legal
requirements. As detailed above, without any request from the FBI case agent
or anyone in his chain of command and without the knowledge of any
prosecutor, a CAU SSA issued an exigent letter to an on-site Company A
analyst for the telephone toll billing recor Washington Post and New York \p\
Times reporters and their bureaus i ompany A provj the o) iﬁ\d

a gy the FBI uploa ecords into C
5}/ atabase without complying with the rements.
49“ _ ords re that database for over 3 years, unbeknownst to the

(/\ prosecutor, CTD management, and FBI OGC attorneys, until OIG investigators
AN determined that the records had been acquired and notified the Fi! Gineral

Co uently purged the records from the
-matabases and notified the reporters & €Ir news
rganizations that their records had been acquired without following required
" procedures. (TS»&T7 /NF) (-95)

We believe that the actions of the FBI personnel involved in this matter
were negligent in various respects. Moreover, the manner in which the

126 In addition to the letter, Director Mueller called the editors of the two newspapers to
express regret that the FBI agents had not followed proper procedures when they sought the
reporters’ telephone records. See, e.g., Carrie Johnson, “FBI Apologizes to Post, Times,”
Washington Post, August 9, 2008. (WF)U,(

127 See 28 C.F.R. § 50.10 (2004). (U)

102

TSRO T OEEEY



L T

reporters’ telephone toll records were acquired by the FBI illustrated the
absence of internal controls in the CAU for requesting records from the on-site
communications service providers, the lack of training and guidelines at the
CAU as to what constituted an emergency request, and the use of exigent
letters that contained inaccurate statements. (U)

First, we found that for the purpose of obtaining reporters records, the
CAU SSA issued a factually inaccurate exigent letter without the knowledge or
approval of the case agent or the AUSA. This was a complete breakdown in the
required Department procedures for approving the issuance of grand jury
subpoenas for reporters’ toll billing records. Apparently on his own initiative,
the CAU SSA requested these records eﬁoug o asked to obtain o)
them — he was only asked to find out if alls

by the on-site communications providers™ systems.  (Lawc/ NF} I \f-’.l‘E'

Second, we were troubled by the two inaccurate statements in the
exigent letter, which stated that there were exigent circumstances and that a
request for a grand jury subpoena had been submitted to the U.S. Attorney’s
Office. Notwithstanding these assertions of fact, the CAU SSA told us he did
not recall the case agent making any representations about any exigent
circumstances underlying his inquiry about the availability of records, and the
case agent said he made no such representations. The CAU SSA speculated
that he could imagine circumstances in which the leak of classified information
could present exigent circumstances. Such speculation cannot justify
requesting telephone records protected by the ECPA without the required
Attorney General approval and compliance with federal regulation. (U}

- Third, we concluded that the case agent should have exercised greater
attention to detail when he received the e-mail from the CAU Intelligence
Analyst that included the toll records of the reporters and U.S. media
organizations. The January 5, 2005, e-mail sent by the CAU Intelligence
Analyst to the case a d to “two trace reports for the calling activities

ith you arget numbers.” These were references to the \o) -~
elephone e case agent had inquired about in his Llc
, 2004, e-mail. The attachments to the e-mail contained all of the

telephone data acquired by Company A concerning several of the telephone
numbers the case agent had identified as belonging to reporters or media
organizations in his original e-mail request of November 5, 2004.

(TS/ / NF)

The case agent told us that he did not open the attachments to the
January 5 e-mail or realize then that they contained reporters’ toll billing
records. He also stated that he interpreted the e-mail as meaning that the
analyst had run the numbers against pre-existing databases. However, the

CAU Intelligence Analyst sent another e-mail to the case agent on March 24,
2005, stating that the January 5 e-mail contained “two products which
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reflected [Company A] toll records on several of theQnumbers that Lo\ _
you have targeted.” The agent acknowledged to us'tnat tnis e-mail stated that 18
the analyst had sent him toll records, as opposed to a value-added analysis,

but he said he did not realize that at the time. We believe that had the agent
exercised more care at the time he received the March 24 e-mail, he would have
realized then that the analyst had sent him reporters’ toll records without a

subpoena and without obtaining the required Attorney General approval.

(TSER7 /NF )

Fourth, in addition to the individual FBI agents’ failings in this case, we
believe that this matter demonstrated how the CAU’s lax and sloppy practices
led to serious abuse of the FBI’s authority to obtain information from the
on-site communications service providers. For example, the exigent letter
issued by the CAU SSA failed to specify any time period for the records
requested. As a result; although the case agent had identified a 7-month
period as being relevant to the investigation, Company A provided the FBI 22
months of records for a Washington Post reporter, only 38 days of which fell
within the 7-month period. Similarly, Comp ided the FBI 22 months,
of records for the Washington Post’s bureau ?:mnly 20 days of o) _
which fell within the 7-month period. For ther ing five telephone LC
numbers, none of the records given to the FBI included calls made during the
7-month period. Yet, neither the CAU Intelligence Analyst who received the
records from Company A, the case agent who received the records by e-mail,
nor anyone else in the FBI recognized that the FBI had acquired and uploaded
records far outside the time period considered to be relevant to the
investigation. (T&@PSI/ /NF) {{f)

Furthermore, both the CAU Intelligence Analyst who received the records
and the CAU SSA who signed the exigent letter told us they did not know about
the federal regulation and special approval requirements for obtaining
reporters’ toll billing records. This suggests a lack of training and oversight of
the operational support personnel responsible for interacting directly with the
on-site communications service providers.128 (U)

C. Second Matter (U)
1. Background (U)

In connection with another media leak investigation a U.S. Attorney’s
Office issued grand jury subpoenas to one of the on-site providers for telephone

128 We discuss these training and oversight failures further in Chapter Five of this
report. (U)
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: CPOT . violation of federal \ €
regulation and Department policy. However, after service of the subpoenas,

and before looking at the records, the prosecutors realized the error and

impounded the records. Our investigation revealed that reporters’ records were

not included in the records that were produced in response to the

subpoenas. TS“QS%“/ NF) (\”‘9

) The foll i ircumstances surrounding the {
request for nd the actions taken by the o\ _
Department est may have resulted in the receipt b c

of telephone records of reporters. (TS#%SI//NF) r\ (,{ ;

2. The Leak Investigation (U)

Believing that someone may have illegally disclosed information to
reporters, the Department opened a media leak investigation into the matter.
It assigned two federal prosecutors (who we refer to as Prosecutor 1 and
Prosecutor 2] to lead the investigation. These attorneys were assisted by an
AUSA (who we refer to as the local AUSA) from the judicial district where a
grand jury was convened to pursue the investigation, and FBI agents and
Intelligence Analysts.129 (U)

After the leak investigation was opened, the investigative team sought to
obtain records related to various telephone numbers The FBI case agent

ass1gned to the 1nvest1gat10n told us that he spoke wi AU SSA out the
taining “to-and-fro C
r particular telephorie ber case \0 7

old us ad advised him to contact the on-site
employees of Company A and Company B to obtain the language for the
subpoenas necessary to obtain those calls. (S /%NF) L

)
The case agent went to the CAU and met one of the on-site Company A
analysts The case agent told us that n
4 5} that “we were focused on to-and- fro \J?C
;i or a single target.” The case age d he ieve
-

129 Pursuant to Rule 6(e) of the Federal Rules of Criminal Procedure, we have excluded
grand jury information, including any identifying details about the leak under investigation,
from this summary of the matter. (U)
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discussed the fact that there is a media leak cas az\zd that . . . we are not
getting at reporters’ numbers. . ..” (S /WNF(Q )

Following the meeting, the case agent sent an e-mail to the Company A
analyst seeking “boiler plate” language he could use in forthcoming subpoenas
related to the leak investigation. Specifically, the case agent’s e-mail asked for
“language you like to see in the subpoena to insure that it is as encompassing
as possible.” (U)

The case agent told us, and e-mail records confirm, that he received
suggested text for the subpoenas from an on-site st._The

%, SU er things, a V)\ —
ol The case agent to o1&
ybe a quick perusal” o ’s suggested language, but he said that '

there was “nothing about the specific language that [ would have remembered

reading.”130 (TS/ 8177 NF) (9

The case agent told us that he merely forwarded the suggested text to
Prosecutor 1 for his consideration and was not “prescribing that that text be
used.” However, Prosecutor 1 told us he used that text in typing attachments
to subpoenas to Company A seeking the target telephone numbers’ records.
The facsimile cover sheet the case agent used to transmit the suggested
language to Prosecutor 1 stated, “more boiler plate language per discussion
Friday.” (U) :

Our investigation determined that the case agent, his supervisor, and
Prosecutor 1 knew at the time the subpoenas were issued that the target
numbers had been in telephonic contact during the period specified in the
subpoenas with a reporter who had obtained the leaked information. (U)

Moreover, as described in Chapter Two of this report, the language

130 The case agent stressed that Prosecutors 1 and 2 made it clear to the investigative
team that they were the legal advisors on the investigative team. Therefore, he said, “we never
reviewed draft subpoenas” and “we were not asked to review any language for sufficiency or
adequacy from a legal or investigative perspective. We were merely advised when the subpoena
was ready to be served.” (U)
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contacted the target numbers.

(TS /8%+/ NF) \ug

Shortly after receiving the facsimile from the case agent w1th o\

WLl

Company A’s suggested language, Prosecutor 1 drafte

(T'S//S1//NF)

The subpoenas themselves were initialed by the local AUSA.132 The
subpoenas both stated, “please see attachment,” and Prosecutor 1 had notified
the local AUSA by e-mail that Prosecutor 1 would draft the “riders” and add
them after the subpoenas were drafted.!33 The local AUSA stated that these
were the first subpoenas he had signed in the investigation. He said at the
time, he did “not know anything” about the reasons for the subpoenas. He told
us that he did not draft the attachments to the subpoenas and that the
attachments were added without his knowledge (after he had initialed the
subpoenas). Prosecutor 1, who drafted the attachments, confirmed that he did
not think the local AUSA would have seen the attachments. (U)

The case agent served the subpoenas, with the attachments, on the
zﬂ n-site Company A analyst. The case agent told us that he had no discussion
)}' th the on-site --,n 3 boy

{}F Prosecutor 1 discussed the meaning of the -

131 As described in Chapter Tw

132 During this leak investigation, the local AUSA was not involved in the day-to-day
work of the investigative team other than being asked to initial grand jury subpoenas. (U)

133 We reviewed two e-mails that the local AUSA received from Prosecutor 1 concerning
procedures to be followed for grand jury subpoenas issued by the media leak investigative
team. Both e-mails stated that Prosecutor 1 would draft and add “riders” or attachments to
the subpoenas after the subpoenas were drafted. (U)
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. /{? anguage used in the attachment before
s ubpoenas were issued. (PSSl F{\u}

When we first interviewed Prosecutor 1, he told us that his only \0\
conversation with the case agent about the language in the subpoena
attachment was when he received from the case agent a “muddled” explanatmnlo 1C
f what the language meant. Prosecutor 1 told us that the case agent’s

‘u xplanatlon was unclear and that, as a result of this confusing e
/ £z ){?g “onl r realized that he did not accurately understand what
\ eant. 134 m

e In our second interview of Prosecutor 1, he told us that after he had been
interviewed by the OIG and reviewed relevant handwritten notes, he recalled
more details of his conversation with the case agent, and that this conversation
occurred before the subpoenas were issued. He said he recalled the case agent
informing him that use of the suggested language would obtain the “incoming
and outgoing calls to and from the target number.” Prosecutor 1 said he
specifically asked the case agent (U)

e

whether [Company A’s suggested language] would ge \0\

A i< Jang; b1
&{ \\L«" : S Just necessary to ge al i incoming and outgoing calls

A between the target number and anyone that they called .
(TS//S1//NF)

During this second interview, Prosecutor 1 also produced an undated
document, which Prosecutor 1 said was the subpoena attachment he had
typed based on the facsimile he had received from the case agent with the
(t‘g suggested language from the on-site Company A analyst 135 The document \
3" icontained hand s of Prosecutor 1 stating, “[Case agent] says — it \o
“ wouldn’t includmhone record.” Prosecutor 1 said he made these (p 7C
{7 \‘3 notes shortly afte rsation with the case agent before the subpoenas
\‘x,,. were issued and that these notes refreshed his recollection of the conversation
with the case agent. (T®&S1//NF)(UA )

134 The first interview of Prosecutor 1 was not recorded. (U)

135 Prosecutor 1 was only told in general terms the nature of the first interview and was
not asked to bring relevant documents to the interview. Prosecutor 1 volunteered the
document at the second interview, which was recorded. (U)
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Prosecutor 1’s notes seem to corroborate his assert1on that the case
< be subpoena referring to

' Lt)

The case agent told us that he did not recall any discussion with
Prosecutor 1 or Prosecutor 2 before the subpoenas were issued about the
meaning of the text suggested by the on-site analyst. He said that he never
told any of the prosecutors assigned to this case that the language in the
subpoenas or the attachments would not request telephone records of
reporters.136 The case agent also said he did not recall ever telling the
prosecutors that Company A told him it was necessary to add the suggested
language to ensure that the FBI obtained the local and long distance calling
activity. He stated that he had forwarded the language provided by an on-site
Company A analyst to Prosecutor 1 “merely for [the attorneys’] consideration”
and was “not prescribing that the text be used.” (U)

Prosecutor 1 said that, after the subpoenas had been served on
Company A, he had a conversation with an FBI Special Agent assigned to
another counterintelligence squad in the division who explained the resources
available from the CAU to support the servicing of subpoenas for telephone
records. Prosecutor 1 said that it was only during thlS conversatlon (not in the
earlier conversation Viietlaegas he req

DIOd el

of reporters
1 Pros

: gen O U 1m tha mii-lnmv
could provide thd
Prosecutor 1 said e

136 The case agent told us that he was unaware of any other member of the leak team
telling the prosecutors that the language in the subpoenas and accompanying attachments
would not request reporters’ records. He also said that he thought it was “very unlikely” that
such a conversation occurred. (U)
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-l y") was incorrect.”137 The Special Agent also told us that she recalled describing

-o Prosecutor 1 at about this same time.!38 (TS#SI//NF){ : § } \0}) _

Prosecutor 1 told us that subsequent to this conversation with the
Special Agent, he met with several DOJ attorneys and supervisors in the
Criminal Division to discuss what steps should be taken to address his concern
that reporters’ records may have been obtained by the subpoenas. Prosecutor
1 said that all participants agreed that any records obtained in response to the
grand jury subpoenas should be sealed and that the Criminal Division’s Office
of Enforcement Operations (OEO) should be consulted on the matter. (U)

Prosecutor 1 and another federal prosecutor spoke to the Criminal
'Division’s OEQ Director about the circumstances surrounding issuance of the
subpoenas. Prosecutor 1 said that the OEO Director concurred that they
should take certain actions (described below) to address the records obtained
in response to the subpoenas. (U)

Prosecutor 1 told us that he went to the case agent and directed the
agent to copy from his computer the telephone records obtained from the
subpoenas and save them to CDs, then delete from his computer’s in-box the
e-mail from the on-site Company A analyst to which the records were attached.
The case agent and Prosecutor 1 told us that the case agent deleted the records
from his computer in the presence of Prosecutor 1 and also deleted the items
from his “deleted items” folder. Prosecutor 1 placed the CDs in an envelope
and sealed it. Prosecutor 1 and the case agent each signed and dated the
envelope, and Prosecutor 1 then placed the envelope in a safe at the Criminal
Division. The case agent told us that he did not recall reviewing the records
before they were deleted from his computer. Prosecutor 1 said that the case
agent had assured him that no one had looked at the records. (U)

However, the case agent told us that neither he nor anyone else had
asked the Company A analyst who had sent the records to the case agent to
delete his “sent” e-mail (attaching the records), and they did not know what
CAU personnel had done with the records. They also said they did not inquire
whether the responsive records had been uploaded by CAU personnel into any
FBI or other databases to which FBI personnel had access, as typically occurs
when such records are received by the CAU. (U)

\

ing, the Special Agent sent Prosecutor 1 by facsimile the oo \
guage they had discussed at the meeting. (TSFF8T,/NF) { ”J b’7 C,

138 The Special Agent told us that she had learned about Company A’s special i
resources from an employee of ancther member of the Intelligence Community. (%‘N‘ F)LU)
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Based on advice from the OEO Director, the Criminal Division did not
notify the reporters about the subpoenas. According to Prosecutor 1, the OEO
Director told Prosecutor 1 and other Criminal Division attorneys that the
regulation requiring notification to the reporter was not triggered because any
possible collection of the reporters’ records was inadvertent and the records
received from Company A were sealed and not reviewed. The OEO Director
also opined that the Attorney General did not have to be notified about the
matter since the records had been impounded and would not be used unless
Attorney General approval was sought. (U)

~ Prosecutor

riefed members of the investigative team that
vere prohibited from being used in connection
e Assistant Special Agent in Charge of the

with the leak investigation.

f% Division’s counterintelligence squads also sent an e-mail to all FBI personnel

assigned to the investigation directing that the language suggested by the \/)\

on-site Company A analyst referring to W b 1€
._QO’C beused in the leak investigafion because it could capture records

of reporters.13? (TS}k81/ /NF) Cu J
3. OIG Investigation (U)

During our investigation of exigent letters, the O1G 1nterv1ewed

irosecutor 1 about another media leaky ) i v\
9@ ction, and we learned about th L E
rand subpoenas issued to Comp , LA o

We then informed Criminal Division officials that we believed that it
should be determined whether the records Company A had provided to the FBI
actually included any reporters’ records. However, Criminal Division officials
did not believe that any of the responsive records they had sequestered should
be unsealed or reviewed. (U)

We therefore suggested that, without examining the electronic or hard

determine whether Company A had provided

@ copy records that the Cr1m1nal Division had sequestered, the OIG and the

cords in response to the subpoenas \O\
ecords were provided, they would contain 4,7} C
the records of rep . NF) L;\)

139 Prosecutor 1 told us that he and others also reviewed all grand jury subpoenas

issued by the investigativ determined that they had issued no other subpoenas
requestin (TS//S1//NF)
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4) that the Department had issued subpoenas for
d ﬁcords for this time period that would have included reporters’ recoras,

Ra- e

We then determined that Company A gave CAU personnel responsive |
records within approximately 1 week of service of the subpoenas and that an

on-site Company A anal -mailed th c agent. We asked
the administrator of th atabase to identify
any records uploaded in enas. the database Vol

administrator’s assistance, we determined that toll b1111ng records on the target bf-' 6
numbers listed in the subpoenas were uploaded into the database However, _

we found no evidence that the FBI received or uplgaded ag i
telephone records |

We also found no €V : Were ever provided to tMewBl

in response to the Jpubpoenas.140 (TSkLSI/ /NF) (Ei/ !

ring the time period specified

bpoenas and

also raised with the Criminal Division and other Department officials
the question whether notification of the reporters was required under 28 C.F.R.
§ 50.10(g)(3). As described above, that regulation requires that if telephone toll
billing records of reporters are subpoenaed without the required advance
notice, the affected reporter must be notified “as soon thereafter as it is
determined that such notification will no longer pose a . . . substantial threat to
the integrity of the investigation” and, in any event, within 45 days of any
return in response to the subpoena.l4l (TSALSI/ /NF) Q{)

The Criminal Division and the OIG asked the Department’s Office of
Legal Counsel (OLC) to opine on the question when the notification provision in
the regulation would be triggered. OLC concluded in an informal written
opinion dated January 15, 2009, that the notification requirement would be
triggered if, using an “objective” standard and (U)

based on the totality of the circumstances, a reasonable
Department of Justice official responsible for reviewing and
approving such subpoenas would understand the language of the
subpoenas to call for the production of the reporters’ telephone toll

140 As described in Chapter Two af thie o ‘ ke \0\ p
v b’? C

- { (TS//S1//NF)
F.R. § 50.10(g)(3). (U)
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} If Company A had in fact produced theg

SRS hiilaRaT

numbers, the subpoenas would be subject to the notification
requirement of subsection (g)(3), regardless of the subjective intent
of the individuals who prepared them. (U)

The OLC opinion also concluded that the notification requirement would be
triggered even if reporters’ toll billing records were not in fact collected in
response to such a subpoena. (U)

Based on the OLC opinion, the Criminal Division concluded that it was
not required to notify the reporters because it believed that neither Prosecutor
1 nor the case agent understood at the time the subpoenas were issued that
the subpoenas called for reporters’ records. (U)

4. OIG Analysis (U)

ecords as requested in the grand jury subpo€l ’
have included reporters’ toll billing records. Because Company A d1d not
produce all records requested by the subpoenas, the reporters’ records were
not provided. However, we believe that the way in which the Department
drafted and issued the subpoenas was deficient and troubling for several

reasons. (TM / /NF) Q\J

First, the FBI agent provided, and Prosecutor 1 drafted and approved,
language in the subpoena attachments that nelther the FBI ‘agent nor
Prosecutor 1 correctly understood,

a1y prosecutor about what the language meant, and that he
d1d not tell any of the prosecutors that the language would not request
reporters’ telephone records. The case agent also said that he expected
Prosecutor 1 to perform any legal analysis of the language. (T$%/Sl// NF)x\ )

In addition, the local AUSA initialed the grand jury subpoenas without
reviewing the attachments, which were prepared by Prosecutor 1 and attached
after the local AUSA initialed the subpoenas. We believe the Department
should ensure that the reviews by prosecutors who are asked to approve grand
jury subpoenas are meaningful and complete. That did not happen with
respect to these grand jury subpoenas and their attachments. (U)

Second, our investigation found that but for the conversation about
Company A’s capabilities between a field division Special Agent assigned to a
counterintelligence squad and an Intelligence Community employee, FBI and
Criminal Division attorneys would likely not have learned about the problems

with the language in the grand jury s pecial Agent \0\ P
explained to Prosecutor 1 wha eant, Prosecutor 1 ,-) \,/
took several appropriate steps i supervisors to the v
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potential problem with the subpoenas. We believe that the actions
subsequently taken by the Criminal Division in consulting with the OEO
Director and sequestering the responsive records were reasonable corrective

measures. (T@SSI / /NF)

However, the Criminal Division did not evaluate what steps should be
taken to address the e-mail sent by the on-site Company A analyst to the
Intelligence Analyst or others, attaching the records. We believe that in
addition to the steps described above, the Criminal Division should have
ensured that all copies of the records were permanently deleted from FBI
e-mails, share drives, servers, or other electronic records. (U)

Our investigation did not find that FBI personnel or Department
attorneys intended to obtain reporters’ records. Nonetheless, had Company A’s
analyst provided all the records requested in the subpoenas, the records would
have included reporters’ toll billing records since there was telephonic contact
between the target telephone numbers and reporters during the period

. specified in the subpoenas. (U)

Applying the standard articulated by the OLC for when reporters must be
notified that their records were subpoenaed, we concluded that the Criminal
Division’s decision not to notify the reporters was reasonable. Given the
technical terms used in the subpoenas, we did not find that a reasonable
Department of Justice official would understand the language of the subpoenas
to call for the production of reporters’ toll billing records. We therefore agree,
based on the objective standard articulated by the OLC, that the Department
was not required to notify the reporters pursuant to 28 C.F.R. § 50.10(g)(3) that
they were not afforded advance notice of the subpoenas. We also note that the
Criminal Division informed the Court that had empanelled the grand jury of
the subpoenas and the corrective actions it had taken, which we believe was an
appropriate step to take. (U)

As discussed further in Chapter Six of this report, we recommend that
the FBI provide periodic guidance to FBI personnel on the special regulations
and policies governing subpoenas for reporter’s toll billing records. (U)

D. Third Matter (U)
1. Background (U)

In an investigation of a third media leak matter, a U.S. Attorney’s Office
issued a grand jury subpoena to Company A for telephone records. In addition

to providing records in response to the subpoena, an on-site Compan -

analyst, without any request from the FBI (or any legal process) r W\ _

records of telephone ¢ cellular phone used by a reporter, provided \g C
f the reporter’s records to the FBI in the absence

information about hi
of legal authority to d e Also, at the request of a CAU supervisor but
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without legal process, Company B and Company C employees!their
databases for the telephone records of the reporter’s cellular phone calling

activity.142 (S)HNF) (QJ

2. The Leak Investigation (U) b\
1€

An FBI Special Agent participated in an interview of a witness relating to
the potential leak of information to a reporter. Based on information that was

' provided by the witness, the Special Agent sought additional information from

the on-site analyst from Company A. (U)

a. The Subpoena for- (TS//S1//NF)

The Special Agent served a grand jury subpoena on an on-site
Company A analyst for the toll billing records of a target telephone number. To
generate the subpoena, the Special Agent had faxed a subpoena request form
to an administrative support employee in a U.S. Attorney’s Office who was
responsible for preparing subpoenas for a related investigation.!43 The Special
Agent’s subpoena request stated that a prosecutor assigned to the investigation
would draft the attachment to the subpoena. The Special Agent noted on the

facsimile cover sheet accompanying the subpoena request form, “We need \o} ~

est, the subpoena, on its face, requested-‘
E The subpoena contained no limitung

The Special Agent served the subpoena by facsimile on an on-site
Company A analyst. A cover letter addressed to Company A that accompanied
the subpoena was signed by a prosecutor in the U.S. Attorney’s Office, but the
subpoena itself did not bear his signature or initials. (U)

The Special Agent told us that he was “probably directed” to request the
subpoena by his supervisor or one of the prosecutors associated with the
related investigation. However, the prosecutors and the Special Agent’s
supervisor told us they did not recall approving the subpoena or discussing it
with the Special Agent. The prosecutors said they d1d not know how the
subpoena came to be issued. (U)

142 As with the second matter, pursuant to Rule 6(e) we have excluded grand jury

information, including any identifying details about the leak under investigation, from this
summary. (U)

143 The Special Agent who made the subpoena request was not assigned to the related
investigation. (U)
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The copy of the subpoena and related documents prov1ded to us by

t0 the subpoena was included in the material faxed to the Company A
employee. We noted that the subpoena, the cover letter, and the return of
service all included header information listing the date, time, and telephone
number from which they were faxed. The attachment did not include any
corresponding information indicating that it had been faxed. In addition, the
subpoena itself did not indicate it contained an attachment.!4¢ Further, copies
of the subpoena maintained in the files of the prosecutors and the U.S.
Attorney’s Office did not contain this attachment. (FS4/SI//NF ) U ]

When we showed the prosecutors the attachment that was in the on-site
provider’s files, they said they did not recall ever seeing this type of attachment
in their grand jury investigation or any other investigations. Moreover, the
Special Agent told us that he would not have prepared the attachment and that
he did not recall previously seeing the attachment. We believe that the
Company A employee may have obtained the attachment from CAU personnel
or from the CAU share drive. The CAU share drive, which was accessible by all
CAU personnel and the on-site providers, included a boilerplate attachment
that was nearly identical to the one Company A provided to us with the
subpoena. The attachment on the share drive had been approved by the FBI
OGC National Security Law Branch and included with numerous NSLs and
grand jury subpoenas. (U)

| b. Company Cellular Phone Calling \0\ e
Activity (S vt

After the subpoena was served, the Special Agent sent an e-mail to the
on-site Company A analyst that included the name and cellular phone number
of a reporter, facts explaining the relevance of calling activity by the reporter to
the investigation, and information indicating that the cellular phone number of
the reporter was in contact with the target number of the subpoena during a
particular period. (TS /);gr/ /NF) (4

The Special Agent told us that he provided the cellular phone number of
the reporter to the Company A analyst because the analyst “asked for” it and

144 The subpoena did not state “see attachment” and the box on the face of the
subpoena for “additional information” was not checked. (U)
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The Company A analyst reviewed the target telephone number’s records
and concluded that they did not include calling activity between the target
telephone number and the reporter’s cellular phone number. Before informing
the Special Agent of that conclusion, the Company A analyst asked the Special
Agent to provide the specific date that the Special Agent believed the reporter
had called the target number. The Special Agent responded with a date
range. (TS//Sl//NF)

Then, without, est from the FBI (or any legal process), the \o |

Company A analystmompany A’s database and downloaded records ) [,
for the reporter’s ce ne number and informed the Special Agent by
e-mail that there was no calling activity between the two telephone numbers
during the specified date range. The Company A analyst told us that he did

] not print out the downloaded records since he did not find the suspected
\ calling activity between the reporter and the target telephone number. We
/ 6 found no evidence that the analyst informed the Special Agent or others in the
\' FBI that he had) the Company A database for calling activity of the

reporter. (TM )

The Special Agent told us that he had not asked the Company A analyst

/"  t records of the reporter’s calling activity and was not told of the
.y ({32/ e also said he understood that grand jury subpoena,
( \7 ‘Teporter’s telephone records could not be d that “we were not

asking for [a reporter’s] records here.” Th Agent said that if the

Company A analyst had found records of calls between the reporter and the

/
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(5)

b

The Company A analyst e-mailed a!hart with the analyst’s calling
)circlﬂo the Special Agent. This chart was attached to an e-mail that

;54'

ynes TP CBESS

The Company A analyst Whophe at it was
helpful to have the reporter’s telepfione number prior tq he records

for the target telephone number listed in the subpoena so could “give \0\

[the case agent| an answer really quickli ii ti whether we had the data or not.” | 57 c

The analyst also told us that after he he target’s records and did not
discover telephone contact between arget and the reporter, he was
concerned that he had missed the telephone call. He said that he therefore
ﬁ\e provider’s database for calling activity by the reporter to
whether there was any activity between the reporter and the target
number.147 The analyst told us, “The only way to make sure that I did not
mess up was to take a look at the records for [the reporter’s] number . . ..”

(TS)XSI g/NF)
A

he Compény A analyst told us that if the Special Agent had not given
him the reporter’s telephone number, he would not havmthose

records. However, he also said he had no reason to believe that the Special

Agent knew he had he reporter’s telephone number. (S /Q[NF],’ g8
W .

b\ -
r7c_

inclu le e-mails between the Company A analyst and the Special
Agent in which the Special Agent had provided facts about suspected contact
between the reporter and the target number, the reporter’s cellular phone
number, the time frame of the suspected contact, and the Company A analyst’s
notification to the Special Agent that records were not located during the
specified period. The CAU Primary Relief Supervisor was copied on this

e-mail. (TS]#8#YNF) @

The Special Agent’s supervisor said he did not know the Special Agent
had provided the reporter’s cellular phone number to the Company A analyst.
The supervisor also said he did not recall learning from the Special Agent or
anyone else that the analyst had e records of the reporter’s cellular \0\

phone number. (S/)&-NF) Cu J Vo C

The CAU Primary Reli ervisor said he did not know that the
Company A analyst had

or telephone calls made by the report
Yet, the CAU Primary Re rvisor had received the e-mail with theh

chart described above that provided all these facts. The CAU Primary Relie

147 The Com an Aan t lained why reviewing the target’s calling activity records‘a\
using th ight not disclose calling activity between the reporter '76
and the t s reviewing calling activity records of the reporter’s b

telephone number, the Company A analyst said, he could be certain to capture telephonic
contact between the two numbers. (TS//SI//NF)
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with the Company C employee on this investigation,

- e

Supervisor also said he was not sure if a grand jury subpoena could be used
for such records and did not know what the process was to get a grand jury
subpoena for such records in conjunction with the U.S. Attorney’s

Office. (§//NF)

c. Company B and Company C Alsom\he \0\

Reporter’s Cellular Phone Calling Activity (S//NF) \07 C

We determined that the Company A analyst who hadFor
telephone calls made by a reporter sent an e-mail to the CAU Primary Relief
Supervisor with the subject line, “Requested Information.” The e-mail listed

the target number, the reporter’s cellular phone number, and a 3-day date
range. (TS//Sl//NF)

Company B records sh minutes after this e-mail was sent, the
on-site Company B employe Company B’s records for calling activity

by the reporter’s cellular pho r for a date range 1 day before and 1 day
minutes after tha

after the 3-day perigdidentified in the Company A analyst’s e-mail. Two
i ' the Company B employeaﬁiﬂompany B’s
records for calling activity by the target number for the same period. Based on

these e-mail records and other documents we reviewed, we believe that the
Primary Relief Superwsor asked Company B t Eits records for this

purpose. (T 7/ NFCU | n\ _

‘ : Wwlt
A Company B attorney told us that the Company B”of the

reporter’s calling activity found responsive records althoug on-site

Company B employee did not recall whether he provided any information about

the records to the FBI. However, in response to our to determine

whether records from Company B.responsive to thismere uploaded into

FBI databases, the FBI database administrator told e did not find any

evidence of such records. (Sp}+NF) (Li’}

According to an entry in the Company C employee’s log, 2 days later the
imary Relief Supervisor asked the on-site Company C employee to

or records of calls by both the reporter’s cellular phone number and the
€t number for the same 3-day period previously identified to the on-site
Company A analyst. The Company C employee’s log indicates that the CAU

CAU

Primary Relief Supervisor told hi hone numbers pertained to a leak

case. The Company C employee ompany C’s database for calling

activity by the target number an rter’s cellular phone number, but did \9\ -
not identify any responsive records. (TS/#8H//NF) { y / VA%

The CAU Primary Relief Supervisor told us he did not recall interacting
b

it was “possible”
e records shown
in the log. He added that he could not recall “when or e would have

he conveyed a request to the Company C employee to

119

— -



I R AR

made the request but he did not think the Company C employee would write
his name in the Company C log “without having some justification.” 3} (R/ &NF

The Special Agent told us that he did not ask the CAU Prim
Supervisor or the on-site Company B or Company C employees t for
(6 j the reporter’s calling activity in their databases, and we found no evidence that
employees of Company B or Company C, or anyone in the CAU, informed the
Special Agent that they had done so. (SY/NF)( Y ) \
) o

vl

3. OIG Analysis (U)

bpoena to

i
porter in response to the subpoena. This
subpoena was issued without the required Attorney General approval or
compliance with Department regu ?tlons governing the acquisition of reporters’

toll billing records. (T$//S1//NF) u)

We also determined that the grand jury subpoena to Company A was
issued without substantive review by a prosecutor. The subpoena cover letter
. was signed by an Assistant United States Attorney (AUSA), but the subpoena
w 1tse1f was not initialed by . ) and the AUSA said he

4 F o . i
&
&/ \- } the U.S. Attorney s Ofﬁce stated that a prosecutor assigned to
the investigation would draft the attachment, we do not believe any of the

prosecutors drafted, reviewed, or approved the attachment.!48 (TSSI// NF){(-Vf )

i In addition, we found that the on-site employee of Company \0‘ _
&L’\ ¥ iCompany A’s database for records of cellular phone calling activity b \0’7C

;/

148 As noted above wh11e the copy of the subpoena mamtamed in the prosecutors’ files
had no attaglanes o tha attachment that

‘ £} requested g However the
- 1["'}? attachment™]

Fnat it was faxed to
( j/ the provider along w1th t_he subpoena Further, the subpoena 1tse1f d1d not include the words
1 \\ “see attachment,” or otherwise indicate that there was an attachment. No one from the FBI or
- the Department could explain to us when or how the attachment was appended to the

subpoena. (TS/4SH/NF) be
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reporter.. The evidence indicates that the Company A analyst!he
~database on his own initiative after the FBI Special Agent provided detailed
. }information to him about the investigation and the dates of possible contacts

/5{( ;; between the reporter and the target telephone number listed in the grand jury
K\ subpoena. The Company A analyst then provided information about the

-o the FBI in the absence of legal authority to do so. (TS47Sl/ /NF\(@
. We determined that Company B and Company C als”their \0\ ~

respective databases for records of cellular phone calling activi the e
reporter’s cellular phone number. They did so after the Company A analyst
gave the CAU Primary Relief Supervisor the reporter’s cellular phone number,

thggf telephone number, and dates of suspected calling activity between

umbers. However, we did not find evidence to conclude that the
Agent or any of the prosecutors assigned to the r

A th
éﬁ% Spe elgted investigation
. l asked the on-site communications services providers to dmor
/\ 6[ that they knew that any of the providers’ emplo 0 . ,
\:\ according to the Company C employee’s log, hmhe Company C
databases for records related to the reporter’s ¢ ar phone number at the

direction of the CAU Primary Relief Supervisor. (TS{SI77 NF{EQ

We concluded that the CAU Primary Relief Supervisor either directly

as rompted the on-site employees of both Company B and Company C

tme calling activity of the reporter without legal process. The CAU
(5’) P elief Supervisor told us he was not sure if a grand jury subpoena

could be used to obtain such records and did not know what the process was

for getting such a grand jury subpoena. As noted above in our analysis of the

first leak investigation, we found that the FBI failed to properly train and

- provide guidance to CAU personnel about the lawful means to acquire toll
billing records, reporters’ toll billing records, and other information from the
on-site employees of Company A, Company B, and Company C. (S)S(}"NF)( w

In sum, we believe that thgf the reporter’s cellular phone \O\
calling activity at the prompting or direction of a CAU Supervisor in this case * -
(6) were a clear abuse of authority, in violation of the ECPA, federal regulation, wilc

and Department policy. We believe the FBI’s actions demonstrated inadequate
training for CAU employees, inadequate controls over the issuance of
subpoenas, and inadequate supervision of CAU personnel by the CAU and CTD
management. As discussed further in Chapter Six of this report, we
‘recommend that the FBI periodically train FBI personnel and issue periodic
guidance on the special approval requirements for subpoenaing the telephone
toll billing records of news reporters. (SK[‘NF)( U\J

We also recommend that the Department determine if, in addition to the

- grand jury subpoenas identified in this review, the Department has issued Wl -
, \57)5/ other grand jury subpoenas in media leak investigations that included a wvle
/\‘f)‘ request foruommunity of interest or calling circle-
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If so, the Department should determine whether at the time the subpoenas
were issued responsible Department personnel were aware of or suspected
contacts between the target numbers in the subpoenas and reporters and
whether the Department obtained the toll billing records of reporters in
compliance with Departmental regulations, including the notification

requirements. (TSY/SH7NF) (./9

II. Inaccurate Statements to the Foreign Intelligence Surveillance
Court (U)

As noted in our first NSL report, one of the uses of NSLs is to obtain
evidence to support DOJ applications to the Foreign Intelligence Surveillance
Court (FISA Court) for electronic surveillance, physical searches, or pen
register/trap and trace orders.149 For example, information obtained in
response to NSLs seeking subscriber information under the ECPA is routinely
used to help establish the required elements for Foreign Intelligence
Surveillance Act (FISA) applications seeking electronic surveillance or pen
register/trap and trace orders on a telephone number. (U)

Based on our concern that the FBI may have used records obtained from
exigent letters and other informal requests to seek such FISA Court orders, we
asked the Department’s National Security Division (NSD) to help us determine
whether the Department had sought orders from the FISA Court based on any
information obtained in response to exigent letters or other requests as
described in Chapter Two of this report. (U)

The NSD and the OIG determined that four FISA applications contained
a total of five inaccurate statements. As discussed below, in the small sample
of FISA applications that we reviewed, we found that FBI personnel filed
inaccurate sworn declarations with the FISA Court to the effect that subscriber
or calling activity information was obtained in response to NSLs or a grand jury

subpoena, when in fact the information was obtained by other means, such as
exigent letters. (U)

In our review, we identified a sample of 37 applications to the FISA
Court, which sought FISA electronic surveillance or pen register/trap and trace
orders for 35 unique telephone numbers which were examined by the NSD and
the FBI.150 Qur review attempted to determine on what basis the FBI had

149 See OIG, NSL 1, 48. (U)

150 These 37 applications were selected for review because they referred to telephone
numbers that either were listed in the 11 blanket NSLs that are described in Chapter Four or
were referred to in CAU e-mails as record requests associated with FISA applications. (U)
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stated it had acquired information pertaining to the subscribers or other calling
activity information for these telephone numbers. (U)

Specifically, the NSD and the OIG examined the sample of applications to
determine whether they inaccurately stated that NSLs were the source of the
subscriber or calling activity information presented to the FISA Court.15! In
these 37 applications, the NSD and the OIG identified 4 FBI declarations that
together contained 5 inaccurate statements as to the source of the subscriber
or calling activity information relied upon to support the declarations. The four
declarations containing these inaccurate statements were signed by four
different FBI SSAs.152 (U)

These four declarations stated that NSLs were the source of the
subscriber or calling activity information, when, in fact, NSLs were not the
source for the information contained in the FISA application. Rather, for two of
these inaccurate statements, exigent letters not NSLs were used to obtain
records that were the sources of the information in the FISA applications. In
another inaccurate statement, the records cited in an application to the FISA
Court were obtained in response to a letter referring to the FBI’s emergency
voluntary disclosure authority, not in response to an NSL as the application
stated. In another inaccurate statement, the FBI obtained the information
informally by a verbal request, not in response to an NSL as the application
stated. In another application, the NSD determined that a “trash cover” was
the source of the FBI’s information about the subscriber information, not an
NSL as the application stated.153 (U)

We discuss these four declarations below, describing in more detail the
five inaccurate statements we identified. (U)

151 Applications to the FISA Court for pen register/trap and trace or electronic
surveillance orders typically include declarations signed by FBI personnel stating the basis for
asserting that the telephone number referenced in the application belongs to a particular
subscriber. These declarations are signed under oath. (U)

152 The NSD identified 4 other misstatements in the previously mentioned 37 FISA
declarations. These declarations all misstated either the dates of the NSLs seeking subscriber
information or the dates when the FBI obtained responsive records from the providers.
However, in contrast to the five misstatements described in this section, in these four other
instances the statements that the subscriber information had been obtained through NSLs
were accurate. The NSD notified the FISA Court of these inaccuracies in August 2008, calling

the inaccurate dates “non-material” under Rule 10(b) of the FISA Court’s Rules of
Procedure. (U)

183 A trash cover ié the search by law enforcement personnel of trash outside the land
or yard adjoining a house left to be picked up by garbage collectors. (U)
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A. FISA Case No. 1 (U)

In this case, the Department applied to the FISA Court for a pen
register/trap and trace order in connection with an FBI counterterrorism
investigation. The declaration, signed by an Act1ng FBI SSA stated that the

FBI had obtained the subscriber information lication in
response to an NSL served on the carrier. O the FISA
Court approved the application and issued the€order ior a pen register/trap

and trace device on the subscriber’s telephone number. (LES) E; _
: c
However, working with the NSD and the FBI, we determined that the only
NSL served on the ier seekinog subscriber information for this telephone
number was date 6 weeks after the FISA Court order
was issued. Rathe™® at the subscriber information on which

the Depar . est relied was obtained in response to an exigent
letter date (LES)

In August 2008, as a result of our review, the NSD notified the FISA
Court of the inaccurate statement in the declaration, stating that the NSD

considered the statement to be “non-material” for purposes of Rule 10(b) of the
FISA Court Rules of Procedure.134 (U)

B. FISA Case No. 2 (U)

In this case, the Department filed with the E ergency
application for an electronic surveillance order o in
connection with a national security investigation.

The supporting declaration by an FBI SSA stated that the FBI had
criber information through information obtained on

in response to an NSL that day on a carrier. The FISA
er was entered on (LES)

o)
w

1E

However, working with the NSD and the FBI, we determined that the only
NSL to the carrier seeking records for this telephone number was dated
b 2 months after the FISA Court order was issued. We found

154 Rule 10(b) of the FISA Court requires the government to report misstatements or
omissions of “material” facts. Neither the FISA Court rules nor the FISA defines what \O\

constitutes a “matedal” fact, (U —
o R Wy I
155 On CAU SSA sent to all three on-site providers an e-mail with
this telephone number an d them to search for records. The telephone number was

subsequently includetin the Operation Y blanket NSLs, which we describe in Chapter Four of
this report. (STHF)
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that the only documentation of a request for these records sent to the carrier
i te of the application was an “exigent situation” letter dated

s signed by a Special Agent assigned to the FBI office
FI| The letter stated that the request was made

ant to an emergency situation apd that the FBI would provide “required

legal process by the end of : day.” 156 However, the \O\
subsequent NSL was dated over 2 months after the FISA o —
order had been issued. (L vic

In August 2008, as a result of this review, the NSD notified the FISA
Court of the inaccurate statement in the declaration, stating that the NSD and
the FBI considered the inaccurate statement to be “non-material” for purposes
of Rule 10(b) of the FISA Court Rules of Procedure.” (U)

C. FISA Case No. 3 (U)

In this cgse, the De ent filed an emergency application with the
FISA Court on for electronic surveillance in connection with a
counterterroris sugation. The supporting declaration by an FBI SSA

stated that the FBI had verified the subscriber information through information

obtained in re served on a carrier. The FISA Court’s order
was issued o (LES) o
v

However, working with the NSD and the FBI, we determined that the FBI
had obtained the subscriber information from the carrier, prior to the filing of
the FISA application for electronic surveillance, in response to an FBI field
agent’s oral request for telephone records, not in response to an NSL as was
asserted in the application to the FISA Court. FBI records showed that the

NSL geeki scriber information for the telephone n
unti and was served on the carrier o
2 wecKs aiter the maccurate FISA application was filed.

response to this NSL, the carrier gave the FBI the identical information that
had been described in the declaration supporting the application. (LES)

In August 2008, as a result of this review, the NSD notified the FISA
Court of the inaccurate statement in the declaration, stating that the NSD and
the FBI considered the statement to be “non-material” for purposes of Rule
10(b) of the FISA Court Rules of Procedure.” (U)

156 The letter was a form from the carrier that contained a recital tracking the standard
for emergency voluntary disclosure of non-content telephone records in 18 U.S.C. § 2702(c)(4).
We were unable to determine the identity of the employee who signed the letter. (U)
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D. FISA Case No. 4 (U)

In this case, the Department filed an emergency application with the
FISA Court for electronic surveillance on four telephone numbers in connection
with a counterterrorism investigation. (U)

First Inaccurate Statement: The supporting declaration by an FBI SSA _
stated that the FBI had obtained telephone calling activity information from b") e

records obtained in ¢ s served on a carrier. The FISA Court’s
order was issued o (LES)

However, working with the NSD and the FBI, we determined that the only
NSL served on the carrier seeking records on three telephone numbers

connegted to a of the investigation referenced in the application was
dated the day after the FISA Court had issued its order, and —_—
the ome carrier for a fourth telephone number also 1.0’7C
connected to the target was datem 2 months after the FISA
Court issued its order. We deternime at the cailing activity information on
which the Department relied in its FISA Court application was obtained in
response to an exigent letter to the carrier datec% (LES)
In November 2008, as a result of this review, the NSD notified the FISA
Court of the inaccurate statement in the declaration, noting that the NSD and

the FBI considered the statement to be “non-material for purposes of Rule 10(b)
of the FISA Court Rules of Procedure.” (U)

Second Inaccurate statement: The declaration in this application
inaccurately stated that pursuant to a grand jury subpoena the FBI had
received records from a communications carrier on an unspecified date

confirming subscriber information for two telephone numbers. In respoiii i

Iz

iry, the FBI located a grand jury subpoena to the carrier dated

for one of the telephone numbers, but said that neither the FBI'no

e pertinent U.S. Attorney’s Office could locate any grand jury subpoena for
the second telephone number.157 However, the declaration also stated that the

157 The declaration also stated that the FBI had received subscriber information on an
unspecified date for two of the four telephone numbers discussed in Case No. 4 above from a

carrier, but did not specify the legal process or other basi j tion. We found that 1’9\ -~
the FBI served an exigent letter on the carrier datedmeeking records for the \477 e
e e numbers discussed ab se No uest for a
ommumty of mteresﬁr a 24-month period. The only NSL or other
: entlﬁcd that was s the carrier for this information was an NSL dated
o 1ol billing records and s iber information, and included a
ommunity of mteresﬁ’r two of the four telephone

f cxigent let ere not able to determine how

L

numbers 11st o
(Cont'd.)
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FBI had obtained subscriber information for the second telephone number (the

one for which a grand jury subpoena could not be located) from a trash
cover. (LES) "

In November 2008, as a result of this review, the NSD notified the FISA
Court of the inaccurate statement in the declaration regarding the second
telephone number, stating that the NSD and the FBI considered the statement

to be “non-material” for purposes of Rule 10(b) of the FISA Court Rules of
Procedure.” (U)

E. OIG Analysis (U)

Based on our concern that the FBI may have used records obtained from
- exigent letters and other informal methods to seek FISA Court orders, we
examined a small sample of the FISA Court applications that referred to
telephone numbers for which records had been requested from the on-site
communications service providers. Our investigation showed that FBI
personnel had filed inaccurate sworn declarations with the FISA Court about
the source of subscriber or calling activity information referenced in
applications seeking electronic surveillance or pen register/trap and trace
orders. While the declarations signed by 4 FBI SSAs in the 37 applications the
NSD and the FBI reviewed stated that the information relied upon in seeking
Court orders had been obtained in response to NSLs or a grand jury subpoena,
in fact the information was obtained in response to exigent letters, an
emergency disclosure letter, and a verbal request to the communications
service providers.158 Moreover, as detailed above, several of the NSLs referred

to in the four applications were served at least 2 months after the FISA Court
issued the requested orders. (U)

The NSD asserted that the inaccurate statements made in these FBI
declarations were non-material because there is no exclusionary rule for
statutory violations of the ECPA.1%° (U)

many days or weeks after the date of the NSL that the NSL was served on the
carrier. (TS//SI//NF)

158 According to the NSD’s letter to the FISA Court, the FBI obtained the subscriber
information underlying the fifth misstatement through a trash cover. (U)

159 See 18 U.S.C. § 2708 (“the remedies and sanctions described in this chapter are the
only judicial remedies and sanctions for nonconstitutional violations of this chapter”); see also

United States v. Perrine, 518 F.3d 1196, 1202 (10th Cir. 2008); United States v. Steiger, 318
F.3d 1039, 1049 (11th Cir. 2003). (U)

127



LRl REEIE

After reviewing a draft of this report, NSD officials stated that in addition
to concluding that the ECPA did not provide for exclusion of evidence for
violations of the statute, the NSD also examined each of the applications
addressed in FISA Cases 1, 2, 3, and 4 and determined that the inaccurate
information was not substantive in nature but rather concerned only the
manner in which information was obtained. The NSD officials stated that they
concluded that the misstatements were non-material because the underlying
substantive information provided in the misstatements was correct and that
only the procedural manner in which it was obtained was misstated (e.g., in
FISA Case 1 the declaration stated that subscriber information was obtained
from an NSL rather than from an exigent letter). We agree with the NSD that

the inaccurate statements were non-material for purposes of Rule 10(b} of the
FISA Court Rules of Procedure. (U)

However, while the NSD deemed these statements “non-material” for
purposes of the FISA Court Rules of Procedure, we believe that inaccurate
statements to the FISA Court are serious matters. They also affect the
credibility of representations made by the government. (U)

It is also important to note that we reviewed only a small percentage of
the FISA Court applications that may have relied upon information derived
from exigent letters or other informal means. Based on our results in these
cases we believe there are likely to be other similar inaccurate statements in
other applications. Moreover, no one in the FBI and the NSD who reviewed
these applications prior to their submission to the Court had identified the
inaccurate statements. Thus, our review also concluded that the FBI and the
NSD failed to provide adequate supervision and oversight to ensure the

accuracy of the FBI’s declarations filed in support of applications seeking FISA
Court orders. (U)

After reviewing a draft of this report, NSD officials told us that they
believe that even non-material representations to the Court are very serious
matters. They also said that, to address these types of issues, the FBI
instituted procedures in February 2006 to verify the factual accuracy of
information contained in FISA applications. To ensure that these procedures
are being followed, the NSD conducts on-site reviews of FBI field offices. (U)

In Chapter Six of this report we provide recommendations to address the
issues identified in this portion of our review. (U)

We recommend that the FBI, in conjunction with the NSD, should
determine whether any FISA Court orders for electronic surveillance or pen
register/trap and trace devices currently in place relied upon declarations
containing FBI statements as to the source of subscriber information for

telephone numbers listed in exigent letters or the 11 blanket NSLs. If the FBI
and the NSD identify any such pending orders, we recommend that the FBI
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and the NSD determine if any of the statements characterizing the source of
subscriber information are inaccurate or incomplete. If any declarations are
identified as containing inaccurate or incomplete statements, we recommend
that the FBI and the NSD determine whether any of these matters should be
referred to the FBI Inspection Division or the Department’s Ofﬁce of
Professional Responsibility for further review. (U)

IV. Improper Adminiétrative Subpoenas Issued to the On-site
Providers (U)

Our investigation also uncovered abuses in the FBI’s use of
administrative subpoenas.l90 In some instances, the FBI received records in
response to exigent letters or other informal requests prior to service of
administrative subpoenas. In addition, we determined that some
administrative subpoenas served on the on-site communications service
providers were preceded by “sneak peek” requests through which the on-site
providers’ employees would first check their databases to determine if records
of interest were contained in the databases, and in some cases provided
information prior to the service of administrative subpoenas. (U)

We also found that in 2005 an FBI SSA in the CAU signed seven
administrative subpoenas pursuant to 21 U.S.C. § 876 for toll billing records 1 F\‘_
as part of the fugitiye jpvestigation conducted by the FBI’sﬂield \0'7 c
Division regardin& This statute authorizes the use of
administrative subpoenas in cohnection with an active narcotics investigation
to which the records souiht are relevant. However, some subpoenas were

issued when the FBI’s ield Division had no active narcotics

1nvest1gat10n to which ested records were relevant. Rather, thep
ision wanted these records because they were relevant to locati
Additionally, we determined that all seven of these administrative
subpoenas were signed by a CAU SSA who was not authorized to sign these
administrative subpoenas. Moreover, three of the seven subpoenas were

issued after the FBI already had obtained the records through exigent
letters. (U)

\x7A
We also found that two additional ad istrative subpoenas related to a V1 o
separate case were issued by the FBI’sﬁﬁeld Division after the FBI had

160 An administrative subpoena is a judicially enforceable demand for records issued by
a government authority. (U)
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obtained the records. The FBI received the records prior to issuing the
subpoenas, which violated the ECPA. (LES)

In the sections that follow, we describe these improper uses of the FBI's
administrative subpoena authority. (U)

A. The FBI’s Administrative Subpoena Authority (U)

The Attorney General is authorized to issue administrative subpoenas in
connection with the investigation of certain controlled substances (narcotics)
offenses and offenses involving sexual abuse or exploitation of children and
health care fraud.16! Title 21, Section 876(a), of the U.S.C. provides that “in
any investigation relating to his functions under this chapter with respect to
controlled substances . . . the Attorney General may . . . require the production

of any records . . . which the Attorney General finds relevant or material to the
investigation.”162 (U)

The Attorney General has delegated authority to issue Title 21
administrative subpoenas to the FBI Director, who in turn has delegated the
authority to FBI Special Agents in Charge, Assistant Special Agents in Charge,
Senior Supervisory Resident Agents, and “those FBI Special Agent Squad
Supervisors who have management responsibilities over Organized Crime/Drug
Program investigations.”163 This authority may not ordinarily be
re-delegated.164 (U)

Finally, the ECPA recognizes an exception to the prohibition against
divulging “a record or other information pertaining to a subscriber to or

customer of such service . . . when the governmental entity uses an
administrative subpoena authorized by a Federal or State
statute . . . .”165 (U)

161 See 21 U.S.C. § 876 (narcotics) and 18 U.S.C. § 3486 (sexual abuse or exploitation
of children and health care). (U)

162 21 U,S.C. § 876(a}. The FBI's Manual of Investigative Operations and Guidelines
(MIOG} has a corrésponding provision stating that any Title 21 subpoena for the production of
records must be relevant to a controlled substances investigation. MIOG, Pt. 1§ 281-7.1 (U)

163 See 28 C.F.R. § 0.85; see also Criminal Investigative Division, electronic
communication to all field divisions, Procedure and Operational Issuances, Criminal
Investigative Division; Administrative Subpoenas; Proposed Change in the Manual of
Investigative Operations and Guidelines, May 1, 2007. (U)

164 4. (U)
165 18 U.S.C. § 2703(c)(2). (U)

130 -

GRS I



e

B. Administrative Subpoenas Served on the On-Site Providers (U)

We found that the FBI served over 200 administrative subpoenas for
telephone records on the on-site communications service providers from 2003
to 2006. Most of these subpoenas were signed by FBI field division personnel,
but some were signed by a CAU SSA. As was the case with NSLs issued after
records were provided to the FBI (as described in Chapter Four), a CAU SSA
told us that in some instances the communications service providers’

employees gave records to the FBI in response to exigent letters prior to service
of administrative subpoenas. (U)

Documentation we reviewed from the FBI and the on-site providers *\,/)'—"A
showed that some of the*s‘ubpoenas served on the on-site \w» 1€
providers relating to the vestigation were preceded by “sneak
peek” requests through which the on-site providers’ employees would first
check their databases to determine if records of interest were contained in the
databases. In response to sneak peeks, the on-site providers in most instances
informed CAU personnel that records existed on the telephone numbers of
interest, and the FBI sometimes issued administrative subpoenas for any
records the FBI wanted. However, in some instances the on-site providers gave
the CAU specific information about calling activity, such as the date of the last

call, how many calls were found, and the date range of calls identified, before
any legal process was issued.166 (LES)

C. Improper Administrative Subpoenas Issued in Two FBI
Investigations (U)

In two FBI criminal investigations, we found that SSAs signed
administrative subpoenas that were issued to the on-site providers in
circumstances that violated 21 U.S.C. § 876 and the FBI regulation governing
the delegation of signature authority for Title 21 administrative subpoenas. In
these instances the ECPA prohibition against divulging “a record or other

information pertaining to a subscriber to or customer of such service” was also
violated. (U) ‘

1. Issuing FBI Administrative Subpoenas in the Absence of
an Active Narcotics Investigation (U)

From December 2003 to September 2006, the FBI served at least 54 \o 1 E.
administrative subpoenas related to th ield Division’s fugitive vl A

166 We describe our finding that sneak peeks violated the ECPA in Chapter Twe of this
report. (U)

131

s~



.

investigation omn the on-site communications service
providers located in the . at total a CAU SSA signed seven FBI

administrative subpoenas for telephone toll billing records between January

1A
2005 and June 2005. At the time, this SSA served as the manager of the ‘0.;’ e
CAU'’s operational support to the FBI’s nvestigation. (LES) o

The CAU SSA told us that no one on thmsk force told him that
any of the telephone numbers listed in the seven istrative subpoenas was

relevant to any drug investigation. Rather, he said he understood from the
sk force case agent and a task force Intelligence Analyst that the

coras were relevant to the FBI’s attempts to locate e SSA also said
that he knew that the iocation was classi FBI as a “drug
case” and told us “thatisw wanted for.” (LES)

In August 2008, the OIG asked FBI OGC attorneys responsible for
guidance on administrative subpoenas to describe if they believed it was
appropriate to issue Title 21 FBI administrative subpoenas in a fugitive
investigation where the underlying racketeering acts in the indictment included
narcotics offenses. Elaine N. Lammert, FBI Deputy General Counsel for the
Investigative Law Branch and Chief of Staff for the FBI OGC, told us that in
order to use Title 21 administrative subpoena authority, FBI agents must have
an active narcotics investigation at the time the subpoenas are issued and
believe in good faith that the records requested are relevant to that
investigation. (U)

FBI OGC attorneys asked the ield Division to provide v 1A

information indicating that it had an active narcotics investigation to whic ‘b"}E
telephone numbers listed in administrative subpoenas issued in the
n

investigation were relevant. On March 4, 2009, following review of in

provided by the?ield Division, the FBI OGC notified the OIG that “while
appropriate in certain aspects of the -case at certain times, widespread use of
administrative subpoenas in this investigation without a clear nexus to an

active investigation of violations of the Controlled Substances Act could not be
supported.” (LES)

2. Administrative Subpoenas were Signed by Unauthorized
Personnel (U)

. In addition, we determined t e CAU SSA who signed the seven L A
administrative subpoenas in thﬂase was not among the FBI officials to vl c
whom the Attorney General dele uthority to sign Title 21 administrative
subpoenas. The SSA told us he believed he was authorized to sign the

subpoenas because CAU Unit Chief Glenn Rogers esignated him

CAU program manager assigned to support thﬁield Division’

investigation. The SSA said he would not have Signe e administrative

subpoenas unless he belisved ho was authorized. He also said that he recalled
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w18
that the*sk force members agreed that he could sign them. However, \0'75
he said he did not recall any specific conversations with CAU Unit Chiefs

Rogers or Youssef, or any FBI attorneys in which he was told he was
authorized to sign the subpoenas. (LES)

The CAU SSA told us that he was _site Company A
analyst when there was cglli ivity elephone .
numbers associated wi amily, friends, or attorneys. lhe CAU SSA Wl _

O\ Loldu that he used Company A’s hot numbeg, pability in the e
_]XD ﬁnvestigation. Once the CAU SSA wa calling activity by those
/ u ele ne numbers, Company A typically performed a sneak peeﬁ
&\5 determine if the telephone number calli e call from

number” was a real telephone numberm If it was a relevant

telephone number, the Company A an notified the CAU SSA, who then
signed either an exigent letter or issued an administrative subpoena addressed
to Company A seeking records for those telephone numbers. The SSA
subsequently issued Title 21 administrative subpoenas to cover some of the

records obtained through exigent letters. (TSHLBT7 / NF){LE)

_ FBI records show that the data prom VA

A the exigent letters were uploaded into an = oL

é{ {4\'; database before the date of the gdministralive subpoenas i1ssued by o b e
cover the records. (S/ {7/ NF)(}Q

3. Two Additional After-the-Fact Administrative
Subpoenas (U)

We identified two additional after-the-fact administrative subpoenas in a
different investigation in which the subpoenas were provided from 1 to 6 weeks

after the records had already been obtained by the FBI through exigent letter or
an informal request. (U)

. an organized crime/narcotics investigation conducted by the FBI’s
eld Division, another CAU SSA signed 2 exigent letters addressed to  \:
(5 {/ ,59 ompany A dated August 9, 2004, seeking toll billing records f24 v c

esponsive records were uploaded i
- atabase on August 10, 2004.
mmistrative subpoena to Company A, dated August 1

records.167 (S¥8t// NF&U )

A issued an
, , to cover these

167 As an SSA assigned to the FBI's Criminal Enterprise Program, this SSA was
authorized to sign Title 21 administrative subpoenas. (U)
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In connection with the same investigation, on August 11, 2004, the CAU
SSA asked the on-site Company C employee whether Company C had
telephone records on the 24 telephone numbers listed on the 2 August 9, 2004,
exigent letters to Company A (and 46 additional numbers). In response to this
verbal request, the Company C employee delivered a CD with responsive
records to the FBI on August 17, 2004. The field-based SSA who had signed
the August 17, 2004, administrative subpoenas to Company A also signed an
administrative subpoena to Company C dated September 30, 2004, to cover
records for 4 of the 70 telephone numbers for which Company C had already
provided records in response to the informal request.168 (U)

4. Knbwledge of the Use of The Title 21 Administrative
Subpoenas (U)

We determined that the FBI OGC and CAU management were unaware of
these inappropriate uses of administrative subpoenas to cover records obtained
through exigent letters and other informal requests. FBI General Counsel
Caproni told us that she did not know that the FBI had issued administrative
subpoenas to cover records obtained in response to exigent letters. NSLB
Deputy General Counsel Julie Thomas also said she did not recall being
informed about administrative subpoenas in these cases. CAU Unit Chief
Bassem Youssef told us that he never discussed with the CAU SSA who signed
the seven administrative subpoenas, Assistant Section Chief Glenn Rogers, or
NSLB attorneys the SSA’s authority to sign administrative subpoenas to cover
records acquired from exigent letters. Moreover, he said he did not know that

administrative subpoenas were used to cover records acquired through exigent
letters. (U)

D. OIG Analysis (U)
After the O

; questions about the FBI’s use of administrative
subpoenas in the ield Division’ﬁnvestigation, the FBI OGC . A
responded that, in its view, in the absence o active narcotics investigation \C”7 J
to which the telephone numbers in the administrative subpoenas were relevant 7} €
the FBI is not authorized to issue Ti 1 administrative subpoenas. Further,
when the FBI OGC reviewed th ield Division’s basis for issuing Title
21 inistrative subpoenas in rase, the FBI OGC concluded that
th*ield Division did not de
inv on to which the records sought in all of the administrative

ate that it had an active narcotics
subpoenas were relevant. Accordingly, the FBI concluded that th-‘ield

168 We did not locate administrative subpoenas for the remaining telephone numbers
referenced in the informal request. (U)

134



BRSO il RS

Division had at times improperly issued administrative subpoenas in that

investigation. Following the FBI OGC’s review, in March 2009, the FBI General
Counsel ordered theﬁ‘ield Division to (LES) . A
0]

—
immediately conduct a comprehensive review of the use of each VeRi=
administrative subpoena issued in this case to determine whether

it was authorized pursuant to the above discussion, and if not, to

purge these records from FBI systems and the case file. (U)

We agree with the FBI OGC’s an

sis and conclusion regarding the issuance of
administrative subpoenas in th

nvestigation. (LES)

Duririg this investigation we also found that the FBI did not establish
sufficient internal controls of the use of administrative subpoenas in the CAU. \0-)\(\
h pd

A CAU SSA who was not authorized to issue Title 21 adminiiiiii've iubpoenas .

signed seven such subpoenas, and no one in the CAU or th leld o7&
Division recognized the improper use of this authority. Moreover, the FBI OGC

and CAU management were unaware that the CAU was using administrative
subpoenas to cover records acquired from exigent letters. (LES)

We found that the ECPA was violated when the FBI obtained
ECPA-protected telephone records in these matters without first issuing
appropriate legal process. The ECPA requires communications service
providers to disclose local and long distance non-content telephone records
“when [the FBI] uses an administrative subpoena authorized by a
Federal . .. statute....” 18 U.S.C. § 2703(c)(2). However, the ECPA does not
authorize the FBI to obtain ECPA-protected records and then serve an
administrative subpoena. Accordingly, we believe that the FBI’s receipt of

records obtained prior to issuance of administrative subpoenas violated the
ECPA1%9, (U) '

In Chapter Six of this report we provide recommendations designed to
ensure that all FBI personnel receive training and periodic guidance on the
FBI’s administrative subpoena authorities and the relationship between those
authorities and other federal statutes, including the ECPA, that govern the
FBI’s authority to seek telephone records. (U)

169 The FBI has not asserted, and we found no evidence to support, that these were
emergency voluntary disclosures pursuant to 18 U.S.C. § 2702(c)(4). (U)
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CHAPTER FOUR
THE FBI’'S ATTEMPTS AT CORRECTIVE ACTIONS
REGARDING EXIGENT LETTERS (U)

In this chapter we describe the FBI'’s efforts at corrective action to
address the use of exigent letters, including the FBI’s efforts to provide legal
process to cover records searched and often acquired in response to exigent
letters or other informal requests. The chapter is divided into two time
periods: (1) the initial efforts from 2003 through October 2006; and (2) the
efforts, beginning in November 2006, after attorneys in the FBI Office of the
General Counsel (FBI OGC) National Security Law Branch (NSLB) learned
about “blanket NSLs” that Communications Analysis Unit (CAU) personnel
had drafted and Counterterrorism Division (CTD) officials had signed to
cover previously acquired telephone records.170 [S}@F U

I. The FBI's Attempts at Corrective Actions From 2003 through
October 2006 (U)

We determined that CAU personnel who issued exigent letters to the
on-site communications service providers for records or calling activity
information, or used other informal means for requesting records without
legal process, sometimes obtained after-the-fact legal process, such as
NSLs, to “cover” the original requests. However, as described in Chapter
Three of this report, the Electronic Communications Privacy Act (ECPA) does
not authorize the FBI to obtain such records unless it first serves
compulsory legal process, such as an NSL, or the provider makes a
voluntary production pursuant to Section 2702’s emergency disclosure
provision.!7! There is no provision in the ECPA authorizing the issuance of

170 FBI personnel first used the term “blanket NSL” in August 2006 to describe
certain after-the-fact NSLs prepared by CAU personnel and signed by CTD officials. We
also use that term in this report. (U)

171 The ECPA NSL statute requires communications service providers to comply
with requests for telephone subscriber and toll billing records information if the Director or
his designee (U)

certifies in writing . . . that the name, address, length of service, and toll
billing records sought are relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence activities, provided
that such an investigation of a United States person is not conducted solely
on the basis of activities protected by the first amendment to the
Constitution of the United States. (U)

(Cont’d.)
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retroactive legal process.!72 Therefore, after-the-fact NSLs would not cure a
prior improper receipt of records under the ECPA. (U)

As described below, from 2003 through October 2006 CAU Unit Chief
Glenn Rogers and his successor Bassem Youssef took steps to request the
issuance of after-the-fact NSLs from FBI operating divisions to cover these
records. Because the CAU was an operational support unit, CAU personnel
did not conduct investigations. CAU personnel were not authorized to issue
NSLs. The unit therefore depended on field or Headquarters divisions to
prepare and issue the after-the-fact NSLs. However, the operating divisions
often did not respond quickly and sometimes did not respond at all to the
CAU'’s requests for after-the-fact NSLs. As a result, during Rogers’s tenure
as CAU Unit Chief, a backlog developed of requests for legal process for
records that had been provided by the on-site communications service
providers at the CAU’s request. We determined that Rogers did little to
address the backlog. After Rogers left and Youssef became the Unit Chief in
November 2004, Youssef began taking steps in approximately April 2005 to
address the backlog of legal process owed to one provider, but did not
recognize or begin to address the backlog for the other providers until
October 2005. (U)

The FBI OGC also became involved in addressing the exigent letters
practice during this time period. We found that in December 2004, NSLB
attorneys in the FBI OGC became aware of the CAU’s use of exigent letters
and its difficulty in obtaining prompt after-the-fact NSLs from the operating
divisions. However, NSLB attorneys failed to direct that the CAU end the
practice of issuing exigent letters with the promise of legal process until
March 2007, following release of the OIG’s first NSL report. (U)

Moreover, beginning in January 2005, NSLB attorneys themselves
became involved with the CAU in issuing after-the-fact NSLs to cover the
records acquired in response to exigent letters. The NSLB attorneys also
attempted to initiate a process that would ensure prompt issuance of
after-the-fact NSLs predicated on open national security investigations.
However, this effort was ineffective because the issuance of after-the-fact
legal process would not retroactively validate an improper disclosure of
records under the ECPA, even if the legal process was served a short time
after receipt of the records. In any event, the proposal was never

18 U.S.C. § 2709(b). (U)

172 See In re Application of U.S. for Nunc Pro Tunc Order, 353 F. Supp. 45, 46
(D. Mass. 2005). (U)
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implemented. While NSLB attorneys focused during this period on the
issuance of NSLs for ongoing CAU exigent letter requests, they did not
recognize and address in a timely manner the legal flaw with issuing
after-the-fact NSLs. (U)

We also describe the actions of the CAU Unit Chiefs and the NSLB
attorneys regarding the CAU’s use of exigent letters, the backlog of promised
legal process, and the actions taken to address the backlog. (U)

A, A Backlog First Develops During Rogers’s Tenure as CAU
Unit Chief (U)

Rogers told us that during his tenure as CAU Unit Chief from March
2003 to November 2004, he regularly reminded CAU personnel to stay
current on NSLs that were owed to the providers. He also said he
sometimes spoke with personnel assigned to CTD operational units about
the importance of issuing after-the-fact legal process for telephone records,
and on one occasion spoke with a field division about providing an
after-the-fact NSL to the CAU. However, Rogers did not require CAU
personnel to maintain lists of telephone numbers for which the CAU had
requested information from the on-site providers, or otherwise to keep track
of exigent letters to ensure that legal process followed the exigent letters.
Instead, CAU personnel relied on the three on-site communications service
providers to tell them whether legal process had been provided to cover the
records acquired in response to exigent letters. (U)

We determined that by November 2004, the CAU had made requests
for records to the on-site providers for hundreds of telephone numbers for
which legal process had not been provided. The on-site Company B
employee, who first came to the CAU in September 2004, told us that by
November 2004 he was concerned that Company B was not receiving
after-the-fact legal process for records he had provided to CAU personnel in
response to exigent letters. He said he spoke to Rogers about the backlog of
records requiring legal process before Rogers left the CAU in November 2004
to become the Assistant Section Chief for the CTD’s Communications
Exploitation Section (CXS) (the CTD Section that oversaw the CAU).
According to the Company B employee, Rogers told him “these take a little
time” and “you need to stay after the guys.” The Company B employee said
that he was surprised by Rogers’s response because he did not think he
should be responsible for following up with CAU personnel. (U)

Although a backlog of record requests requiring legal process
developed in the CAU, CAU personnel continued to sign and issue exigent
letters to satisfy the operational support requests from FBI headquarters,
the CTD’s operational units, and field divisions. A significant number of
these requests came from the International Terrorism Operations Section 1
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(ITOS-I), which was responsible for addressing many of the international
terrorism threats directed at the United States during this period. (U)

ITOS-I managers told us that they did not know about any CAU
backlog in obtaining follow-up legal process in 2004 and.2005. Several
ITOS managers told us that CAU personnel attended the daily ITOS
briefings at which major terrorism investigations were discussed. At the
conclusion of these briefings, the CAU was often directed to analyze
telephone numbers identified in the course of these investigations to
determine whether they had any U.S. connections. ITOS-I managers told us
they did not know the mechanics of how the CAU accomplished its work,

although most of these managers told us they were generally aware that the
CAU used the resources avallable from the

‘ | to respond to these \O\
s L€
ITOS-I witnesses also told us that while they were unfamiliar with the
procedures used by the CAU to analyze telephone numbers, they assumed
that CAU personnel followed appropriate legal requirements. For example,

Michael Heimbach, who was the CTD Assistant Section Chief over ITOS-I

from February 2003 to March 2004 and the ITOS-I Section Chief from
March 2005 to January 2007, told us: (U)

. it’s their lane. It’s the operational support’s lane, meaning
this is their job. This is their business. How, what
i relationships they had with Company A, Company C, an
65! I have no clue. Imeanl...wasn’t in the weeds with them on it
. . How they did it, what they were do1ng what the process .

. wasn’t my lane of traffic. (TS4fSI//NF) itk j

Shortly before Rogers left the CAU in November 2004 to become the
CXS Assistant Section Chief, he instructed a CAU Intelligence Analyst to
implement a tracking system for records requests so that the CAU would
not have to rely on the on-site providers to know whether after-the-fact legal
process had been served. As discussed below, the tracking system was
developed and later abandoned after Rogers left the CAU. (U)

A i i Two of this report, CAU personnel had access to a \67\ _

i tabase that CAU analysts regularly queried for records
\ole

6 and use . CAU personnel sometimes responded to requests for

assistance through data analysis in this database. At other times, CAU personnel obtained

data from the on-site providers, then analyzed the results once the records were uploaded
into this database. (S [YNF){ g

ol
1<
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Rogers told us that when he left the CAU he was not aware that there
were any record requests that still required legal process. By contrast, as
described above, the Company B employee told us that he discussed the
backlog with Rogers before Rogers’s departure from the CAU. In addition,
the Assistant General Counsel who was the NSLB point of contact for
NSL-related policies and issues told us that in late 2004 or early 2005,
Rogers told her that there were about 80 NSLs or telephone numbers for
which after-the-fact NSLs had not been served. The Assistant General
Counsel said that she was also informed at that time that the CAU was
implementing a new tracking system for exigent letters and she believed
that when the system was implemented the CAU would be better able to
track telephone numbers requiring NSLs. (U)

We also determined that the CAU Intelligence Analyst who was
responsible for implementing the tracking system requested and received
lists from Company B and Company C in January 2005 identifying a total of
188 telephone numbers requiring legal process that the providers had
previously searched in response to the CAU requests. These 188 telephone
numbers represented approximately two-thirds of the total number of
telephone numbers that CAU personnel had included in exigent letters or
other informal requests to Company B and Company C in 2004,174 (S);UT\IF]( LO

Thus, when Youssef succeeded Rogers as the CAU Unit Chief in
November 2004, there was a significant backlog of telephone records
requests for which legal process had been promised but not delivered. (U)

As we describe below, shortly after Rogers was promoted and Youssef
became CAU Unit Chief, the Assistant General Counsel alerted her
supervisors in the NSLB about the CAU’s practice of using exigent letters.
We determined that NSLB attempted to institute a process for issuing NSLs
quickly - albeit still after-the-fact — to cover future CAU requests for records
from the on-site providers in exigent circumstances. However, months
passed before Youssef and the NSLB attorneys recognized and addressed
e of the large backlog of requests for which the providers had
or provided the FBI records but were still awaiting legal
4 L\

wi€

process.

174 The Company C employee first arrived at the CAU in April 2004, and the
Company B employee arrived in September 2004. Company A did not give CAU personnel
a list of telephone numbers requiring legal process in January 2005; however, we have no
reason to believe that the CAU was any more successful in obtaining after-the-fact legal
process for Company A than for the other providers. (U)
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B. NSLB Knowledge of Exigent Letters and Involvement in
Issuing After-the-Fact NSLs (U)

We determined that although the CAU began using exigent letters in
March 2003, FBI attorneys were not alerted to the practice until July 2004.
On July 19, 2004, a CAU Intelligence Analyst sent an e-mail to the Assistant
General Counsel stating that the CAU had a Company A analyst on-site.

The e-mail described the services that Company A provided, noting that in
time-sensitive threat matters the CAU could obtain information from the
on-site Company A analyst by using “an exigent letter” and following up
later with an NSL. (U)

However, the Assistant General Counsel told us she believed she first
became aware of the use of exigent letters in December 2004. She said that
she must have overlooked the reference to exigent letters in the July 19
e-mail from the CAU analyst. (U)

The Assistant General Counsel said that she recalled learning about
exigent letters in December 2004 in connection with a specific request from
the CAU that NSLB prepare an after-the-fact NSL. FBI e-mails reflect that
in mid-December 2004, a CAU SSA asked the NSLB to prepare an NSL to
cover records for telephone numbers that had been previously obtained.
The CAU SSA told the Assistant General Counsel that the telephone
numbers included numbers that had been previously searched by Company
A pursuant to the CAU “form letter” requests that promised future legal

process. (SMF) Lﬁ

The Assistant General Counsel reported the CAU request to her
immediate supervisor and to NSLB Deputy General Counsel Julie Thomas,
in an e-mail dated December 17, 2004.175 In that e-mail, the Assistant
General Counsel informed them that in connection with the request, the
CAU SSA had told her the following: (U)

e The CAU was regularly obtaining records without legal process
from the on-site communications service providers. (U)

175 In this section of the report, we rely significantly on e-mails to and from the
Assistant General Counsel. She told us that because many of the issues we interviewed
her about happened more than 3 years earlier, she could not recall the events with
certainty. However, she stated that the e-mails accurately depicted her understanding of
events at the time. (U]}
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e The CAU often received emergency requests for records from
senior FBI officials and used a “form letter” to obtain these
records that promised after-the-fact legal process. (U)

e The CAU attempted to obtain after-the-fact legal process from
field divisions. (U)

o Field divisions often would not respond to the CAU’s requests
for follow-up legal process. (U)

e The CAU was starting a “tickler system” to track follow-up legal
process requests. (U)

However, at this time the Assistant General Counsel did not ask to
see a copy of the “form letter” promising future legal process that the CAU
SSA told her had been used to obtain records. However, she told us, and
her contemporaneous e-mails confirm, that from the time she was told
about the CAU obtaining records with exigent letters through late 2006 she
consistently told CAU personnel that the exigent letters practice should be
limited to emergency situations and that after-the-fact NSLs must follow
promptly. (U)

The Assistant General Counsel said she believed that in emergency
situations, after-the-fact NSLs were appropriate as long as they were issued
within 24 to 48 hours of the exigent letter request. She told us that she
recognized that there was “no specific provision” in the ECPA authorizing
issuance of after-the-fact NSLs, but she said she believed that the legislative
intent of the statute would permit prompt issuance of after-the-fact NSLs in
“real emergencies . . . where peoples’ lives are at issue.” She said that
during this period, she sought to ensure that the follow-up NSLs were
issued quickly, but assumed that the CAU was issuing exigent letters only
in true emergencies. She also told us that she understood that her
supervisors were in agreement with her analysis that after-the-fact NSLs
were appropriate in emergency situations. (U)

Although the Assistant General Counsel did not object to drafting the
after-the-fact NSL for the previously obtained records, in a follow-up e-mail
dated December 23, 2004, to her supervisor and Thomas, the Assistant
General Counsel stated that because the NSLB knew the records had
already been received she thought they should phrase the NSL to reflect
that fact. She also stated in the e-mail that she was “real uncomfortable
doing it any other way” and that she did not think she could issue the NSL
as if she were unaware the FBI already had the information. She also noted
that the CAU SSA was unhappy with her suggestion that the NSL state that
records had been previously provided and the SSA told her the provider was
expecting “a regular NSL.” (U)
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Thomas replied to the Assistant General Counsel’s e-mail, stating that
she would discuss the issue with NSLB supervisory attorneys. Thomas also-
asked the Assistant General Counsel for proposed language for the
after-the-fact NSL. However, Thomas also did not ask to see the exigent
letter that had been used to obtain the records, did not at that time (or at
any time until late 2006) review the contracts with the providers, and did
not ask anyone in NSLB to do so. (U)

Ultimately, Thomas signed an after-the-fact NSL dated January 18,
2005, addressed to Company A. We determined that this NSL included
some telephone numbers that were listed in exigent letters dated July 13,
14, and 15, 2004, that were given to an on-site Company A analyst. Despite
the misgivings expressed by the Assistant General Counsel to her
supervisors about signing NSLs that did not disclose that the FBI had
already received the records, the NSL and accompanying approval EC did

not state that Company A had previously provided the records to the
FBL (U)

We found that Thomas signed six additional after-the-fact NSLs over
the next 4 months in which the NSLs themselves and the accompanying
approval ECs did not disclose that these records had previously been
requested and received by the FBI. Thomas signed an NSL dated
February 2, 2005, addressed to Company A, which included a list of 63
telephone numbers related to Operation “W.”176 We determined that this

NSL included some telephone numbers that were listed jn exigent letters
given to the on-site Company A analysts as early as .
Thomas also signed an after-the-fact NSL dated February 2, \9‘76

>

addressed to Company B, which related to Operation W and listed one

telephone number. The FBI had previously requested records for this -

telephone number in an exigent letter dated_(S?ﬁt;NF]k}s\j\
Thomas signed two NSLs dated June 28, 2005, addressed to

Company A and Company C. These NSLs sought records from each

provider for 163 telephone numbers related to another major FBI operation.

All of these telephone numbers had previously been semcm w1 &

for many of them had been provided to the CAU as early a

On June 30, 2005, Thomas signed at least two more after-tffe-1ac s1in

connection with another counterterrorism investigation. These two NSLs

covered records for telephone numbers that the CAU had requested from the

providers in October 2004. E-mails show that the Assistant General
Counsel had informed Thomas prior to her signing the NSLs that these

176 The name of this operation is classified. (U)

144



o= =TT

records had been provided to the FBI 8 months earlier. Thomas told us that
she did not recall the e-mails or these two NSLs, but she characterized the
investigation to which the NSLs were related as “the greatest of

emergencies.” (SKNF) CL()

In an interview in August 2008, Thomas acknowledged that she
signed these seven after-the-fact NSLs, although she told us that she did
not have a specific recollection of any of the NSLs themselves. Thomas said
she has signed thousands of NSLs and therefore could not recall specific
NSLs. She said that the CAU was one of nearly 100 FBI units that NSLB
supported, and she noted that these NSLs were dated up to 3% years ago.
She also said she relied on the accompanying approval ECs, which are
reviewed by at least one and sometimes two NSLB attorneys, for the facts
relating to the NSLs she signed. (U)

Thomas also said she did not recall being told that the telephone
numbers listed in the NSLs had been previously searched and that records
already had been provided to the CAU. When we showed her the
December 23, 2004, e-mail exchange between her and the Assistant General
Counsel described above, in which the Assistant General Counsel raised her
concern that the NSL should document that the FBI already had the
records, Thomas said she did not recall the exchange and also did not rec
having any discussions about that issue with NSLB supervisors. (S}{NF) ﬁ:()

In August 2008, Thomas also told the OIG that she did not believe
that follow-up NSLs were required regarding this information because she
believed during the period when these NSLs were signed that the CAU’s
requests to the on-site providers “were likely all emergency circumstances.”
Thomas said she therefore concluded that the requests the CAU made to the
on-site providers fell within the emergency voluntary disclosure statute, 18
U.S.C. § 2702(c)(4), and that “follow-on NSLs would not be required.”
However, when probed on whether she and other FBI OGC attorneys relied
on Section 2702 in 2004 and 2005, Thomas stated that she could not
separate what she knew at the time of her interview from what she knew
then.!77 Thomas said the reason the FBI provided follow-up NSLs in these
cases was because the on-site providers wanted them. (U)

177 As noted, prior to March 2006, 18 U.S.C. § 2702(c)(4) provided that a
communications service provider could voluntarily provide telephone records to the FBI if
the provider “reasonably believes that an emergency involving danger of death or serious
physical injury justifies disclosure of the information.” We discuss in Chapter Six of this

report our conclusion regarding the applicability of the emergency voluntary disclosure
(Cont’d.)
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Thomas also said that since the follow-up NSLs she signed were not
legally required, she saw no need for the NSLs to document that the records
requested had been previously provided. She said she was confident that
the on-site providers were aware that the records had been previously
provided and were not misled by the absence of any reference to this fact in
the follow-up NSLs. (U)

C. NSLB Attorney Meets with CAU Personnel Regarding
Exigent Letters (U)

In addition to learning about the problems in obtaining after-the-fact
NSLs and addressing the request for an after-the-fact NSL, the Assistant
General Counsel learned in early 2005 that in some instances CAU
personnel had issued exigent letters to communications service providers in
the absence of any authorized and open national security investigation.178
The Assistant General Counsel was concerned about this practice because
the ECPA NSL statute and the Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence Collection (NSI
Guidelines) required that information sought in NSLs be relevant to an
“authorized investigation to protect against international terrorism or
clandestine intelligence activities . . . .”179 The Assistant General Counsel
believed that after-the-fact NSLs could not be issued unless they were
relevant to an open, authorized national security investigation. (U)

On January 6, 2005, the Assistant General Counsel met with CXS
Assistant Section Chief Rogers and a CAU SSA to discuss the CAU’s process
for obtaining records from the on-site providers.180 E-mail records show

statute to the CAU’s acquisition of ECPA-protected records from the on-site providers
pursuant to exigent letters or other informal requests. (U)

As discussed below, FBI General Counsel Caproni and the Assistant General
Counsel told us that they did not discuss amongst themselves or conclude in 2004, 2005,
or 2006 that the acquisition of subscriber and toll billing records in response to exigent
letters qualified as emergency voluntary disclosures pursuant to 18 U.S.C. § 2702(c)(4). (U)

178 Many of the signers of these exigent letters told us that in these instances they
were concerned about addressing the exigency and did not consider whether an
investigation had yet been opened. One signer told us that he anticipated an investigation
would be opened shortly after the exigent letter was issued. (U)

179 NSI Guidelines, Section V(12)(“use of National Security Letters in conformity
with ... 18 U.S.C. § 2709 (relating to subscriber information, toll billing records . . . . ”
See 18 U.S.C. § 2709(b). (U)

180 Youssef’s attorney has asserted to the OIG that Youssef was “excluded” from or
“not invited to” this meeting. However, Youssef’s FBI e-mails show that he was invited to
the meeting and that the time of the meeting was changed at his request in order to
(Cont’d.)
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that they discussed issues concerning the emergency records requests CAU
personnel had been receiving, including the fact that CAU personnel were
given little information about the requests. In an e-mail to Thomas on
January 6 shortly after the meeting, the Assistant General Counsel reported
that Rogers and the SSA told her they were “inundated” with emergency
requests, including requests from Gary Bald, the Executive Assistant
Director of the FBI’s National Security Branch. She stated they told her that
in response to Bald’s requests, the CAU would obtain records from the
on-site providers “with very little background as to why the telephone
number is important.” The Assistant General Counsel informed Thomas
that she told Rogers and the SSA that they should tell Bald that they needed
more information about the requests and that they could tell Bald that
NSLB attorneys required predication for obtaining the information. The
Assistant General Counsel added in her e-mail, “But I know that’s not going
to happen.”18l (U)

Bald confirmed to us that he often requested information regarding
telephone numbers from the CAU. He said that the CAU provided valuable
information and that he had repeatedly encouraged his subordinates in CTD
operational units to utilize the CAU and the on-site providers’ resources.
However, he said he was unaware of the procedures the CAU used to
comply with his requests. He said he did not know that the CAU used
exigent letters and assumed that NSLs were issued to the providers prior to
release of information to the FBI. He also said he was never told that the
on-site providers were providing information to the CAU before they received
an NSL. (U)

In her January 6 e-mail to Thomas, the Assistant General Counsel
proposed that NSLB personnel be made available to the CAU to help get
NSLs signed quickly after the FBI acquired records from the on-site
providers in emergency situations. She acknowledged that under her
proposal the CAU would still receive records prior to issuance of the NSLs,
but stated that her plan would ensure that NSLs would be issued “very
shortly after” any information was provided.182 (U)

facilitate his attendance. However, Youssef did not attend and later apologized for missing
the meeting. (U)

181 Thomas told us that while she did not recall this particular e-mail and did not
speak with Bald about this issue, she agreed with the Assistant General Counsel’s advice.
She said that on numerous occasions she has provided similar advice to FBI personnel so
that “they can use the lawyers as the fall guy’.” (U)

182 The Assistant General Counsel also informed Marion Bowman, who had
previously served as NSLB Deputy General Counsel, of her concern that the CAU was not
(Cont'd.)
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In mid-January 2005, Thomas agreed to a proposal from the
Assistant General Counsel’s supervisor that two NSLB attorneys and a
paralegal serve as the NSLB points-of-contact for the CAU to prepare
after-the-fact NSLs to cover records obtained through exigent letters. (U)

Also in January 2005, the Assistant General Counsel proposed a
solution to her NSLB supervisors, including Thomas, which she believed
would ensure that telephone numbers listed in exigent letter requests would
be relevant to open national security investigations. She proposed that CTD
operational units open generic preliminary national security investigations
(called “umbrella files”) for various types of recurring threats to the United
States.183 The Assistant General Counsel suggested that when CAU
personnel were asked by field divisions or FBI Headquarters to request
telephone records from the on-site providers in cases where there was no
open national security investigation to which the records were relevant, CAU
personnel would associate the telephone number with one of the open
- umbrella files based upon the nature of the threat. As discussed below,
however, this umbrella file proposal was never implemented.184 (U)

On January 26, 2005, the Assistant General Counsel and the two
NSLB attorneys designated as the points of contact met with CAU personnel
to discuss their proposed assistance to the CAU. Both point-of-contact
attorneys told us that the umbrella file idea was discussed at the meeting

obtaining predication information from FBI requesters. In a November 2006 e-mail, the
Assistant General Counsel informed Caproni that Bowman had spoken to “higher ups to
make sure they understood that CAU needed more information when doing a request in
order for the request to allow for an NSL.” Bowman told us that he spoke with CTD DAD
John Lewis about the Assistant General Counsel’s concern, but did not raise the issue with
other FBI officials. (U)

183 When the FBI opens an investigation, each investigation is assigned a unique
file number. If implemented, the Assistant General Counsel’s proposal would have resulted
in the assignment of a unique file number for each type of generic threat, such as threats
against transportation facilities, infrastructure, or special events. This file number would
then serve as the authorized national security investigation referred to by FBI personnel in
preparing the Electronic Communication (EC) seeking approval of after-the-fact NSLs. (U}

184 The umbrella file proposal would have addressed only one aspect of the exigent
letter problem — the ECPA requirement that records sought in NSLs be relevant to
authorized national security investigations. See 18 U.S.C. § 2709(b). However, as
discussed in Chapter Six of this report, the core legal problem with exigent letters was that
the ECPA does not authorize the FBI to obtain telephone toll records unless it first serves
compulsory legal process such as an NSL, or the provider makes a voluntary production
pursuant to Section 2702’s emergency disclosure provision. Thus, even if there were
authorized investigations to which the records sought in exigent letters were relevant, this
legal problem would remain. (U}
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and both said they understood that they would be assisting the CAU in
issuing NSLs quickly in emergency situations. They both said they
understood that the NSLs they would facilitate would be issued prior to the
CAU obtaining records, not after the records had already been obtained. In
addition, they said that they understood that they would be working on
future requests for records and that they were not aware of any backlog of
requests for which legal process had been promised. One of the attorneys
stated that when she left the meeting she did not expect to receive any NSL
requests from the CAU until the umbrella file proposal was
implemented.185 (U)

CAU Unit Chief Youssef did not attend this meeting. He told us he
did not know until 2007 that the NSLB had designated points of contact to
assist the CAU with NSLs.186 However, FBI e-mails reflect that Youssef was
informed in advance about the proposed NSLB assistance and about the
January 26, 2005, meeting with NSLB personnel, and that he had
instructed CAU personnel to attend the meeting. (U)

Both of the point-of-contact attorneys told us that in the months
following the January 26 meeting they did not receive any requests for
assistance from the CAU although they were included on various e-mails
addressing the umbrella file issue. FBI e-mails also reflect that several
months after the January meeting the Assistant General Counsel notified
her supervisors that the NSLB attorneys had not received any requests for
assistance from the CAU. (U)

In connection with the January 26, 2005, meeting, Youssef told us
that beginning in November 2004 (when he became Unit Chief), and
continuing through mid-April 2005, Rogers “specifically kept me out of
several communications, several e-mails between [Rogers] and NSLB.”
Youssef said that, “Rogers knew about the fact that I was going to be at
another meeting that day . . . . This was an indication that I was not needed
at this meeting.” Youssef stated that Rogers generally kept him “out of the
loop” and that Youssef was not able to raise concerns he had about how the
CAU was being run to Rogers because Rogers was not willing to listen to his
suggestions. (U)

185 We also reviewed various e-mails between the Assistant General Counsel and
NSLB supervisors in which she expressed her opinion that without open umbrella files the
two point-of-contact attorneys and the paralegal could not assist the CAU with preparing
NSLs. (U)

186 FBI records reflect that Youssef was on sick leave the day of the meeting. (U)
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D. CAU Begins Implementing then Abandons a Tracking
System for Legal Process (U)

In early February 2005, CAU personnel began using a new tracking
system for requests to the on-site providers that Rogers had asked to be
implemented. The system, known as the “Tracker Database,” was designed
to collect information about each records request to the on-site -
communications service providers. The database contained fields to identify
the: (U)

e communications service provider; (U)

e request date; (U)

e CAU requester; (U)

e pertinent telephone numbers; (U)

e whether an exigent letter was issued; (U}

o type of legal process to follow (NSL or grand jury subpoena); (U)
e records receipt date; (U)

e contact information for the field or headquarters requester;
and (U)

o date the CAU received legal process and served it on the
provider. (U)

In an e-mail message to all CAU personnel dated February 2, 2005,
the CAU Intelligence Analyst who was responsible for managing the Tracker
Database wrote that at Rogers’s direction all CAU personnel were required
to use the database. The Intelligence Analyst also wrote that there were
“about 100 pending NSL[s]” for which legal process had not yet been issued
to 2 of the 3 on-site providers, Company B and Company C.187 The
Intelligence Analyst added, “using the [Tracker Database] is not optional
and it’s a. way for us to cover ourselves in'case anyone starts asking
questions.” (U)

187 The e-mail message stated that a Company A analyst had not yet provided a list
of record requests (telephone numbers) that required legal process. The e-mail also listed
the number of “pending NSLs,” not the number of telephone numbers awaiting follow-up
legal process. As stated above, in January 2005 the Intelligence Analyst responsible for the
tracking system had received a list of 188 telephone numbers which Company B and
Company C had identified as still requiring legal process. (U)
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The Intelligence Analyst told us that CAU personnel showed little
enthusiasm for using the Tracker Database because they did not want the
responsibility for inputting the data. The Intelligence Analyst said that after
she reported to Youssef several months later that the database was not
being used by CAU personnel, she halted her efforts to implement the
Tracker Database and no other CAU-wide tracking system for identifying the
need for after-the-fact legal process was implemented. (U)

Rogers told us that when Youssef became the CAU’s Unit Chief he did
not provide Youssef with any guidance or instructions on how to use exigent
letters or on how to track exigent letters to ensure they were followed up
with after-the-fact legal process. Rogers said he never discussed exigent
letters with Youssef. (U)

Youssef told us that he did not require CAU personnel to use the
Tracker Database. He said that after he received the February 2, 2005,
e-mail from the Intelligence Analyst, he held an “all-hands” meeting at
which the Tracker Database was discussed. He said that at the meeting
there was an “outcry” and that nobody in the CAU (other than the
Intelligence Analyst who designed it) wanted to use the database because it
was too cumbersome. He said that the database “died instantly” because he
told Rogers no one wanted to use it, and Rogers did not instruct him that it
had to be used. (U) ‘

Youssef also told us that when the Tracker Database issue arose in
February 2005 he did not yet know that the CAU was obtaining records
prior to service of legal process. We therefore asked Youssef what he was
thinking at the time about the reference in the Intelligence Analyst’s
February 2 e-mail to “100 pending NSLs.” Youssef said he could not
remember, but he may have thought “there are NSLs that we still have to
serve. I mean, I did not see it as pending as in NSLs we never got. That was
not my understanding and frankly I do not remember much of this
here.” (U)

E. CAU Unit Chief Youssef Learns that the CAU has Obtained
Records in Advance of Legal Process (U)

Youssef told us that he first learned that the CAU was obtaining
records before service of legal process shortly before his first meeting with
the Assistant General Counsel, which we determined occurred on March 11,
2005. On that date, Youssef and two other CAU SSAs met with the
Assistant General Counsel at the off-site location where she was assigned.
He said that he and the SSAs were at the off-site location for another
purpose, and he decided that while there he would introduce himself to her.
Youssef informed Rogers in a contemporaneous e-mail that he had
discussed “streamlining the NSL process” at the March 11 meeting. (U)
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Youssef said that some time before that meeting, a Company A
analyst told him “in passing” of an instance in which Rogers had requested
records from the analyst prior to service of legal process. The analyst
informed Youssef that Rogers had told the analyst it was an emergency and
that Executive Assistant Director Bald wanted the records. Youssef told us
that based on this information, he informed the Assistant General Counsel
at the March 11 meeting that the CAU “may be in the practice” of obtaining
records without legal process and that he thought it was wrong. Youssef
said that the Assistant General Counsel told him she understood that the
CAU sometimes received emergency requests and obtained information
before serving a legal instrument. Youssef stated that based on the
Assistant General Counsel’s comments at the meeting, it was clear to him
that she was already aware that the CAU was obtaining records prior to the
issuance of legal process. (U)

Youssef told us that he did not discuss with the Assistant General
Counsel at the March 11 meeting the CAU’s use of exigent letters or the
backlog of records for which legal process had not been issued because he
said that at the time he was unaware of these issues. He told us that he
also was unaware at the time of the frequency of requests to the CAU from
FBI upper management related to telephone records. (U)

Youssef said that sometime after meeting with the Assistant General
Counsel, the on-site Company B employee told Youssef that he had not
received NSLs that were “owed” to him. Youssef told us that he believed this
conversation “probably” occurred right after his meeting with the Assistant
General Counsel, in late March or early April 2005, but that it could have
happened in May 2005. Youssef said that the Company B employee told
him that he was owed over 100 NSLs and that the conversation alarmed
him. (U)

The Company B employee confirmed that he discussed with Youssef
Company B’s backlog of records requiring legal process. The Company B
employee said he believed that they had discussed the backlog in early
2005, shortly after Youssef arrived at the CAU. The Company B employee
said that soon after speaking with Youssef about the backlog, at Youssef’s
request he began to send e-mails directly to CAU personnel asking for NSLs
to cover the backlog. The Company B employee also said that he went back
to Youssef approximately a month later because he still was not receiving
legal process. He said that in response, Youssef held a unit meeting and
told CAU personnel to get the proper documentation to the on-site
providers. (U)

Youssef told us that after speaking with the Company B employee he
asked CAU personnel about the issue and several of them said they used
exigent letters to obtain records in advance of legal process. Youssef told us
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that he had heard the term “exigent letters” before, but this was the first
time he was told such letters were used to obtain records from the on-site
providers. He said that the first time he actually saw an exigent letter was
when he signed one in November 2005.188 (U)

Youssef told us that within “a day or two” after learning that the CAU
was using exigent letters and obtaining records prior to issuance of legal
process, he had a conversation with Rogers, who at the time was his
supervisor as the CXS Assistant Section Chief. Youssef said that in this
conversation he told Rogers the practice was “a major issue.” According to
Youssef, Rogers was “nonchalant” about the matter. Youssef said that
Rogers told him, “No, this is the procedure. This is how we do it. We can go
get the requests from the phone companies and then we will get the NSLs
later.” Youssef said that after the conversation with Rogers, he concluded
that, “if that is what he is telling me . . . if I went against it and said we are
not going to use exigent letters for example, I would have been
insubordinate.” (U)

Youssef told us that he did not bring his concern about the CAU
obtaining records from the on-site providers with exigent letters rather than
legal process to anyone else in his supervisory chain of command, other
than Rogers.189 (U)

Rogers told us that Youssef never spoke with him about exigent
letters or the backlog of NSLs. He said Youssef probably learned about
exigent letters, like Rogers did, “when somebody came to him and . . . told
him it existed.” Rogers said that he never provided any oversight or
guidance to Youssef about the letters. (U)

Youssef also told us that he did not feel he could go above Rogers with
his concerns to CXS Section Chief Laurie Bennett or to the Deputy Assistant

188 Youssef also told us that he did not closely read the exigent letter he signed in
November 2005, and that the first time that he “really scrutinized” an exigent letter was in
May 2006 when he was asked by a CAU Intelligence Analyst to sign another exigent letter.
Youssef said that he then read the exigent letter and realized that it referenced a follow-up
subpoena. He said because the exigent letter referenced a subpoena, he did not sign the
May 2006 letter. (U)

189 In a letter to Senator Charles E. Grassley, dated March 17, 2007, Youssef’s
attorney stated that in a CXS Unit Chiefs’ meeting, Youssef raised the issue of the CAU’s
use of exigent letters to the CXS Section Chief who “was dismissive of the concern.”
Youssef told us that Rogers was the Acting CXS Section Chief at this meeting. (U)
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Director (DAD) for CTD, John Lewis.190 He said that shortly after Bennett
came to the CXS in August 2004, she expressed her dissatisfaction with his
performance as a Unit Chief for the CXS Document Exploitation Unit and
that “within three weeks [of her arrival at CXS], everything I did was wrong.”
Youssef also asserted that Bennett began expressing her dissatisfaction with
his performance “within the same week” of when his attorney provided a list
of FBI witnesses to be deposed in an connection with an Equal Employment
Opportunity Commission complaint Youssef filed against the FBI. Further,
Youssef said that Bennett’s supervisor, DAD John Lewis, also “was after”
him and was “retaliating after me mercilessly.” Youssef added that he
believed Lewis was “not going to pay attention to anything that I am saying.”
Youssef stated that he never brought his concerns about the exigent letters
practice to anyone else in his chain of command because he “really did not
have access to talk to anybody.” (U)

F. NSLB Attorney Provides Incorrect Advice to the CAU About
the Use of Exigent Letters (U)

On April 26, 2005, the Assistant General Counsel sent an e-mail to
Youssef expressing concern that “on occasion, CAU is presuming that
someone who comes to them [seeking records from the on-site providers]
has an emergency.” She instructed Youssef “not [to] assume that all people
who come to you are in an emergency situation” and to ensure that CAU
personnel were “instructed to ask for an NSL.” She also reminded Youssef
that if exigent letters were used, the CAU could ask the designated NSLB
attorneys to draft the after-the-fact NSLs. She wrote that the NSLB could do
the NSLs quickly and that she personally would do whatever it took to get
NSLs done in a day or two. Finally, she wrote that “we are willing to allow
these requests when there really are exigent circumstances . . . only if it is
clear . . . that the requestor cannot await an NSL.” (U)

The Assistant General Counsel told us that she could not recall the
circumstances surrounding this e-mail. However, we determined from her
contemporaneous e-mails that her concern arose from an instance in which
a Headquarters operational unit obtained toll billing records from the
Company C on-site analyst using the exigent letter process and then sought
an after-the-fact NSL from the NSLB.191 The Assistant General Counsel was

190 Laurie Bennett was the CXS Section Chief from August 2004 to April 2006.
John Lewis was the CTD DAD from May 2004 to June 2006. (U)

191 After reviewing a draft of this report, Youssef’s attorney suggested that the
Assistant General Counsel’s April 26, 2005, e-mail was in response to a request from
Youssef for guidance. However, as described above, we determined through
(Cont’d.)
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initially uncertain about why the exigent letter process was used in this
matter, and the Headquarters operational unit subsequently explained to
her the exigent circumstances that led to the request. (U)

Youssef responded by e-mail on April 27, 2005, that the Assistant
General Counsel was “absolutely right” and that he would instruct the CAU
staff as she had requested.!92 On April 27, Youssef also forwarded the
Assistant General Counsel’s e-mail to all CAU personnel and the on-site
communications service providers’ employees, directing them to review the
e-mail. Youssef added in his forwarding e-mail, “We all need to differentiate
between what is an exigent request and what is not.” (U)

We determined that after Youssef forwarded the Assistant General
Counsel’s e-mail to CAU personnel there was a decrease in the number of
exigent letters issued by the CAU, as reflected in Chart 2.3 in Chapter Two
of this report. However, as described in this chapter and in Chapter Two,
field and Headquarters requests to the CAU for records or calling activity
information continued, many of which were communicated to the on-site
providers by informal means other than exigent letters, such as by sneak
peek requests and requests communicated by telephone, e-mail, in-person,
and on post-it notes. (U)

As also discussed below and in Chapter Six, we concluded that the
Assistant General Counsel’s statement that an exigent letter was
appropriate when “the requester cannot await an NSL” is inconsistent with
both the ECPA NSL statute and the ECPA emergency voluntary disclosure
statute. (U)

G. NSLB Fails to Recognize Applicability of the ECPA’s
Authority for Emergency Voluntary Disclosures to Requests
Sent to the CAU (U)

On August 25, 2005, the FBI OGC issued a guidance memorandum to
all FBI personnel, which described the circumstances in which the ECPA
authorized the disclosure of the content and records of communications
under 18 U.S.C. § 2702(b)(8) and 2702 (c)(4) in emergency circumstances.
The guidance recognized that emergency voluntary disclosures were
“outside of the compulsory process” and stated that such disclosures

contemporaneous e-mails that the Assistant General Counsel’s guidance was prompted by
a request from another Headquarters unit, not from Youssef. (U)

192 On April 27, 2005, the Assistant General Counsel forwarded her advice and
Youssef’s response to her immediate supervisor and Thomas. (U)
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“should not be followed with a subpoena or other compulsory process.” The
memorandum also stated that letters requesting emergency voluntary
disclosures must be approved by Assistant Special Agents in Charge,
Special Agents in Charge, or higher authority.193 NSLB Deputy General
Counsel Julie Thomas was among the approving officials on the
memorandum. (U)

We found that during the period when FBI OGC attorneys were
developing this guidance they did not consider or discuss how the
emergency voluntary disclosure statute related to the use of exigent letters
Indeed, the Assistant General Counsel acknowledged to the OIG and her
supervisors that the NSLB had not relied on the emergency voluntary
disclosure statute as authority for issuance of exigent letters. (U)

In an interview on July 20, 2006, OIG investigators asked the
Assistant General Counsel about the legal basis for approving exigent
letters. She stated that none of the NSL statutes “specifically addressed
emergency situations.” However, she said she believed that there was “an
exception in national security circumstances where we think it’s absolutely
necessary.” She said the FBI had “tried to reconcile the literal interpretation
[of the NSL statutes] with the other policy considerations” that the FBI
needs to deal with when “lots of lives are at stake.” The Assistant General
Counsel said that in making this judgment the FBI took into account its
policy mandate, its mission, and the emergency voluntary disclosure
statute. However, she said that she was “not pretending . . . in retrospect”
that the FBI had relied on the emergency voluntary disclosure statute at the
time to support the use of exigent letters.19¢ (U)

FBI General Counsel Caproni told us that she was unaware of the
FBI’s use of exigent letters or that the FBI had obtained records before
issuing legal process until the OIG brought the issue to her attention in late

193 Office of the General Counsel, Federal Bureau of Investigation, electronic
communication to all Divisions, Emergency Disclosure Provision and Information From
Service Providers Under 18 U.S.C. § 2702(b), August 25, 2005. (U)

194 We found that the Assistant General Counsel advised Thomas in an e-mail on
July 20, 2006, following an OIG interview in this matter, “[a]rguably, the CAU disclosures
fall under 2702 disclosures, although we have never tried to fit them under that . . . and
maybe we should, and that would solve the problem.” She also told us in September 2007
that the emergency voluntary disclosure statute was not considered in regard to the CAU’s
activities, stating, “it never came up and it is kind of curious why it did not,” and that “in
retrospect, we probably should have [considered 18 U.S.C. § 2702(c)(4})], but I guess we did
not see the need for it at the time.” (U)
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2006. She added that, “[s]o, certainly at the time, no, we had no
discussions that these [exigent letter requests] — would qualify under that
provision of the ECPA.”195 (U)

As noted above, NSLB Deputy General Counsel Thomas told us in
August 2008 that she believed at the time she signed after-the-fact NSLs in
2005 that the CAU’s requests to the providers were likely emergency
requests that fell within 18 U.S.C. § 2702. However, she qualified her
statement, noting that in light of the many interviews and conversations she
had had on the subject she could not separate what she knew at the time of
her interview from what she knew in 2005. In light of the Assistant General
Counsel’s and Caproni’s recollections to the contrary and the
contemporaneous documentary evidence corroborating their statements, we
concluded that that the NSLB did not rely on 18 U.S.C. § 2702’s emergency
voluntary disclosure provision during the period the CAU issued exigent
letters. (U)

In Chapter Five of this report, we describe further the management
failures that led to the continued use of exigent letters until mid-November
2006, including the FBI OGC'’s failure to instruct CAU personnel, in
coordination with CTD management, to use the ECPA emergency voluntary
disclosure statute rather than exigent letters in qualifying emergencies. (U)

H. The September 26, 2005, Meeting (U)

Although the number of exigent letters issued by the CAU declined
after April 2005, the backlog of old requests requiring legal process
persisted. We found that NSLB attorneys did not recognize or focus on the
existence of the backlog of requests requiring legal process. Rather, the
NSLB continued to focus on the umbrella file proposal in order to ensure
that future emergency requests for records were quickly followed by
NSLs. (U)

In late September 2005, the Assistant General Counsel suggested a
meeting with Youssef and personnel from CTD operational units to discuss
her umbrella file proposal. She said her purpose for proposing the meeting
was to have the operational units agree to open the umbrella files, which in

195 Caproni also told us that although she was not aware of the CAU’s use of
exigent letters, she believed that if they were used in true emergencies they were defensible
under 18 U.S.C. § 2702(c](4). {U)
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her view could serve as the open national security investigations for
emergency requests from which after-the-fact NSLs could be issued.19 (U)

The meeting took place on September 26, 2005. The Assistant
General Counsel, her immediate supervisor, Youssef, and personnel from
CTD operational units attended. The Assistant General Counsel told us,
and her contemporaneous e-mails reflect, that although the purpose of the
meeting was to discuss the umbrella file proposal, Youssef told her at the
meeting that umbrella files were not needed because the CAU did not have
many emergency situations in which requests were made without open
national security investigations.197 The Assistant General Counsel told us
that Youssef came to the meeting with a “different agenda,” which was to
discuss that the CAU needed the operational units to respond to the CAU’s
requests for NSLs. She said that Youssef stated at the meeting that the
CAU needed the CTD operational units “to understand that they need to
issue these NSLs promptly when they are asked.” (U)

Youssef acknowledged to us that he had told the Assistant General
Counsel at the meeting that emergencies were “few and far between” and
that umbrella files were not needed. Youssef told us, however, that in this
comment to the Assistant General Counsel he was addressing only
instances in which there was “absolutely no predication, no case open,
nothing.” He estimated that CAU personnel requested records for such
emergencies only 10 or 12 times over a period of “several months,” but said
he could not tell us for sure how often such emergencies occurred. (U)

Youssef told us that at the meeting he emphasized that the CAU was
attempting to address the “significant backlog” of legal process owed to the
on-site providers. He said he explained that the CAU was not obtaining the
legal process from the operational units and that “this is going to kill us.”
Youssef told us that he did not mention at the meeting how many requests
for legal process were outstanding.198 He also said that at the time of the

196 Youssef told us that several months earlier he had discussed with the Assistant
General Counsel that he would like to have NSLB attend a meeting with him and the CTD
operational units’ leadership. (U)

197 In an e-mail to Youssef dated October 21, 2005, the Assistant General Counsel
wrote that Youssef had stated at the meeting that emergency requests were “few and far
between” and that umbrella files were no longer needed. (U)

198 None of the other attendees from Headquarters’ operational units recalled that
backlogs were discussed at the meeting. Additionally, the Assistant General Counsel’s
contemporaneous e-mail summarizing the meeting made no reference to any discussion of
the backlog problem. (U)
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meeting he was aware only that Company B had outstanding record
requests that were not covered by legal process. (U)

Youssef said that at the meeting the operational units agreed to issue
NSLs prior to future requests for telephone records, except for “extreme
cases where it is an emergency.” He also said that an agreement was
reached that the CTD operational units would provide the NSLs upon
request from CAU personnel. In fact, beginning in November 2005, the
number of exigent letters issued by the CAU to the on-site providers
decreased significantly. (U)

The Assistant General Counsel e-mailed Youssef on October 21, 2005,
to confirm Youssef’s statement in the meeting that “there no longer seemed
to be a need to create umbrella files, as we had previously discussed.” We
found that the umbrella file proposal was not pursued after this. (U)

I. The CAU Efforts to Reduce the Backlog (U)

Beginning shortly before and continuing after the September 26,
2005, meeting, Youssef and CAU personnel made various additional efforts
to obtain after-the-fact legal process for the backlogged record requests. On
October 5, 2005, Youssef convened an “all-hands” CAU meeting in which he
encouraged CAU personnel to ensure that all outstanding requests for
records from the three on-site communications service providers were
covered by legal process. Contemporaneous e-mails also show that on
September 6, 2005, and October 26, 2005, Company B and Company C
sent to CAU personnel spreadsheets listing the record requests that still
required legal process. (U)

In subsequent e-mails to CAU personnel, Youssef assigned these
telephone numbers to the pertinent CAU teams and instructed the team
leaders to contact the relevant FBI field divisions and the CTD operational
units to address the backlog of after-the-fact NSLs. He referred to this task
as “a priority matter.” (U)

The Assistant General Counsel told us that after the September 2005
meeting she followed up with Youssef in e-mails and telephone
conversations to see what the NSLB could do to assist Youssef and the CAU
in ensuring that the operational units provided the necessary NSLs. She
also asked what instructions he would like the FBI OGC to give the CTD
operational units and the field on that subject. She said that Youssef did
not respond in writing to her e-mail message, but later spoke with her and
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said that there were “no problems” and that he would let the NSLB know if
they needed help.199 (U)

On January 5, 2006, the Company B on-site employee again sent an
e-mail to Youssef and CAU team leaders with a spreadsheet of telephone
numbers for which Company B still had not received legal process. The
Company B employee stated in the e-mail that since he had sent the
previous spreadsheet in September 2005, he had only received “one to two
NSLs” and that the spreadsheet contained “a few additional cases.” (U)

On February 7, 2006, the Assistant General Counsel sent an e-mail to
Youssef, with the subject line “Issuance of NSLs — Follow up,” in which she
inquired about the status of the CAU’s issuance of NSLs. She wrote: (U)

The last we talked, in November, 2005, we understood that
there was going to be an effort by [CTD operational units] to get
these NSLs out and that you would be requesting these NSLs in
advance of getting the information when you were not given
enough information to goon . ... We haven’t heard from you in
awhile and I wanted to make sure that there was nothing that
needed to be done on our part to assure that these NSLs were
being issued in a timely manner and they were being issued
based on enough information to assure relevance to an
authorized investigation. (U)

On February 10, 2006, Youssef responded by e-mail: (U)

We are actually making some reasonable headway in getting the
NSLs. Our telecom reps are very happy with the results. If we
run into any resistance, I'll definitely reach out to you for
assistance and backing. (U)

Youssef told us that when he informed the Assistant General Counsel
that NSLs were being issued in a timely fashion, he was referring not to
after-the-fact NSLs covering the backlogged record requests, but rather to
after-the-fact NSLs issued to cover new exigent letters being used by CAU
personnel. (U)

199 The Assistant General Counsel also sent an e-mail message to Youssef on
November 18, 2005, in which she wrote, “[w]e haven’t seemed to be able to get in touch”
and asked whether the CAU was obtaining the information it needed from requesters of
“emergency telephone information” to ensure predication for the issuance of NSLs. (Uj
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Youssef also told us that he did not then inform the Assistant General
Counsel of the problems the CAU was facing regarding the backlogged
record requests because he knew the process of obtaining after-the-fact
NSLs for backlogged numbers would “take some time,” and he wanted to
“give it another two or three months.” (U)

However, CAU personnel told us that the CAU had little success in
obtaining after-the-fact legal process for the backlogged items. Youssef also
told us that the CAU’s work to address the backlog from September 2005 to
May 2006 ultimately was “an exercise in futility.” CAU SSAs told us that
the original requesters were not motivated to provide after-the-fact legal
process after they had received the records from the CAU. In addition, one
SSA noted that occasionally cases were closed between the time the exigent
letter was served and the requesting unit was contacted for an after-the-fact
NSL. (U)

To determine how successful the CAU was in obtaining legal process,
we reviewed spreadsheets that Company B and Company C gave to CAU
personnel at various times during this period. In January 2005, September
2005, January 2006, and May 2006, the on-site Company B employee
provided information and spreadsheets to CAU personnel regarding
telephone records requests for which Company B still had not received legal
process.200 Based on our review of that material, we determined that the
CAU obtained after-the-fact legal process for only approximately 25 percent
of the requests that were pending from January 2005 to September 2005,
and for approximately 30 percent of the requests for process that were
pending from September 2005 through April 2006. The Company B
employee’s spreadsheets also showed that the number of telephone
numbers that had been searched and that required after-the-fact legal
process declined considerably between September 2005 and April

2006. (S}{NF)CU\B

The spreadsheets prepared by the on-site Company C employee also
showed that the CAU had similar rates of obtaining after-the-fact legal
process for requests previously made to Company C, and also illustrated a
decrease over time in the number of telephone record requests requiring
after-the-fact legal process. (U)

200 Company A did not provide similar information to the CAU, and we were
therefore unable to determine how many telephone numbers Company A had searched
without legal process or how often CAU personnel were able to obtain after-the-fact leg
process for its previous record requests to Company A from 2003 to mid-2006. (S a).(UJ
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We also determined that ITOS-I management learned sometime in
2006 that the CAU needed NSLs to cover the information previously given to
the FBI by the on-site providers. Michael Heimbach, an Assistant Section
Chief for ITOS-I from February 2003 to March 2004 and a Section Chief for
ITOS-I from March 2005 to January 2007, told us that he first became
aware of a backlog of NSLs in the latter part of 2006. He said he learned at
that time that the CAU needed ITOS to issue NSLs for over 100 telephone
numbers. Heimbach told us that he assigned personnel in ITOS “to figure
this out . . . we got to get it right. We have to fix whatever is wrong.” (U)

We found that between February and May 2006, a CAU SSA informed
an ITOS-I Assistant Section Chief that there was a backlog of NSLs which
ITOS-I “owed” for records acquired in exigent circumstances. When the
Assistant Section Chief briefed Heimbach, Heimbach assigned her to
oversee the response of ITOS-I to the issue of the CAU’s backlog. She told
us that she convened two meetings with her Unit Chiefs and a CAU SSA
who had the list of telephone numbers that required NSLs, and she
instructed the Unit Chiefs to work with the pertinent field divisions to
ensure that NSLs were issued. However, as described below, the backlog
was addressed in another manner beginning in May 2006 when the CAU
SSA drafted and CTD Deputy Assistant Director (DAD) Billy signed a
blanket NSL to cover the outstanding Company B record requests. (U)

J. OIG Analysis of FBI Attempts at Corrective Actions From
2003 through October 2006 (U)

In sum, as described above and further discussed in Chapter Five of
this report, we found that the FBI repeatedly failed to take steps to ensure
that the CAU complied with the ECPA when obtaining subscriber and toll
billing records information from the on-site communications service
providers. (U)

When Glenn Rogers became CAU Unit Chief in 2003, he learned
about and used an exigent letter provided by the Company A analyst. He
said he relied on the Company A analyst’s representation that the letter had
been approved by FBI and Company A attorneys. However, Rogers did not
seek any guidance about the use of these letters or confirm with FBI OGC
attorneys that they were appropriate. Also, we believe Rogers failed to take
appropriate steps to ensure that timely legal process was obtained as
promised after exigent letter requests were made. This failure resulted in
the development of a significant backlog of records requests for which there
was no legal process. From the beginning of his tenure as CAU Unit Chief
in 2003 until just prior to his promotion to CTD Assistant Section Chief in
November 2004, Rogers also failed to develop or implement any system for
tracking FBI requests for records or other information from the on-site
providers. (U)
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We concluded that after Bassem Youssef became the CAU Unit Chief
in November 2004, he took some steps to address the backlog of requests
for legal process from the on-site providers relating to exigent letters.
However, Youssef terminated the CAU’s Tracker Database in February 2005
after complaints from CAU staff that the system was “cumbersome.”
Youssef said that at the time he terminated use of the database, he did not
know that the CAU was obtaining records prior to service of legal process.
However, even after the time he acknowledged learning about the Company
B backlog he did not implement a process to maintain an accurate record at
the time they were made of the nature, number, and origin of the requests
to the on-site providers whether communicated by exigent letter, by
telephone, by e-mail, on pieces of paper, or through sneak peeks. The
failure to maintain such records was an internal control problem that
greatly complicated the FBI’s later efforts to determine whether it had a
basis to retain the records. (U)

In addition, contrary to his suggestion, Youssef was not the first FBI
official to raise the issue of exigent letters to NSLB attorneys. We found that
NSLB attorneys, including Thomas, learned about the exigent letters
practice in December 2004. Further, we found that when Youssef first
spoke with the Assistant General Counsel on March 11, 2005, about
streamlining the NSL process, the Assistant General Counsel already was
aware that the CAU was obtaining records pursuant to exigent letters prior
to service of legal process. In fact, Youssef told us that he did not learn that
exigent letters were used by the CAU to obtain records from the on-site
providers, or that there was a significant backlog of promised legal process,
until some time after this meeting.20! (U)

We concluded that several factors contributed to the FBI’s failure to
timely and effectively address the use of exigent letters. First, CAU Unit
Chief Rogers and his CTD supervisors approved the use of exigent letters
without first consulting FBI attorneys. (U)

201 After reviewing a draft of this report, Youssef’s attorney stated that at the
March 11, 2005, meeting, Youssef was the first to tell the Assistant General Counsel that
the CAU’s receipt of records without legal process was wrong but that the Assistant General
Counsel did not provide him with any guidance or instruction to address the problem. As
we describe in this chapter, however, the Assistant General Counsel was already aware of
and concerned about the exigent letter problem before she met with Youssef, had already
made suggestions to her supervisors about the need for opening preliminary investigations
to support issuance of NSLs, and after the March 11 meeting provided guidance and
instruction to Youssef as she learned more about the exigent letter practice and attempted
to address it. (U}
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Second, the CAU failed to maintain an accurate record at the time
they were made of the nature, number, and origin of the requests to the
on-site providers whether communicated by exigent letter, by telephone, by
e-mail, on pieces of paper, or through sneak peeks. (U)

Third, the CAU received a steady stream of requests, often in major
threat situations, from senior headquarters officials and field personnel,
who expected — and came to rely upon — prompt responses. As a result,
using exigent letters and other informal requests, the CAU quickly
developed a backlog of record requests for which it had obtained records but
not provided the promised legal process. (U)

Fourth, all three on-site providers accepted exigent letters and other
informal requests as a basis for providing subscriber and toll billing records
information, and other calling activity information covered by the ECPA. (U)

Fifth, we found that senior CTD managers assumed that its
operational units were acquiring information from the on-site
communications service providers through the CAU by lawful means. It was
not until early 2006 that a CTD ITOS Assistant Section Chief learned about
the backlog of promised legal process from the CAU and directed her Unit
Chiefs to address the problem by obtaining the approval ECs and
after-the-fact NSLs from the pertinent field divisions. (U)

Sixth, we determined that when NSLB attorneys learned about the
CAU'’s acquisition of records without legal process, including the use of
exigent letters, they did not stop the practice or at a minimum ensure that
CAU personnel were trained on the methods by which the FBI is authorized
to obtain telephone toll billing records and subscriber information in various
types of investigations. Instead, the attorneys themselves became involved
in issuing after-the-fact NSLs to cover records previously obtained through
the use of exigent letters. Further, while the NSLB made resources available
to the CAU regarding the use of NSLs, NSLB attorneys did not believe that
they could assist the CAU until umbrella files (preliminary investigations
from which the NSLs could be issued) were implemented. However, the
initiative to create umbrella files languished for nearly 9 months and
ultimately was rejected, and the designated NSLB attorneys did not receive
requests for assistance from the CAU. (U)

Although NSLB attorneys were aware that the CAU was still obtaining
records without legal process, they failed to terminate the exigent letters
practice. Rather, the NSLB allowed the CAU’s use of exigent letters in what
they believed were emergency situations, and focused on the umbrella file
proposal as a way to link telephone numbers listed in exigent letters and
after-the-fact legal processes to open national security investigations. (U)
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Seventh, the NSLB provided advice to the CAU about the use of the
exigent letters that was inconsistent with the ECPA NSL statute. In April
2005, the Assistant General Counsel sent an e-mail to Youssef in which she
advised that exigent letters should be used by the CAU “only if it is clear . . .
that the requester cannot await an NSL.” This advice was inaccurate
because the ECPA does not authorize the FBI to obtain toll billing records
from communications service providers unless it first serves compulsory
legal process such as an NSL or the provider makes a voluntary production
pursuant to Section 2702’s emergency disclosure provision. Even if the
letter were interpreted as seeking voluntary production, the advice that the
letter could be used “when there really are exigent circumstances . . . only if
it is clear. . . that the requester cannot await an NSL” would allow use in
circumstances that did not meet Section 2702’s standard. The NSLB’s
erroneous advice was forwarded by Youssef to all CAU personnel. Neither
the Assistant General Counsel’s immediate supervisor nor NSLB Deputy
General Counsel Thomas — who were both informed that Youssef was
circulating the e-mail containing her advice to the entire unit — corrected
this inaccurate advice. (U)

K. FBI Issues 11 Improper Blanket NSLs in May to October
2006 (U)

This section of our report describes the FBI’s ineffective attempts at
corrective action from May through October 2006, regarding the exigent
letter practice and the backlog of record requests for which the FBI had not
yet served legal process. During this period, the NSLB reaffirmed its flawed
approval of the use exigent letters with the promise of future legal process.
In addition, the FBI issued 11 improper blanket NSLs prepared by CAU
personnel and signed by senior CTD officials to “cover” the records it had
previously received through exigent letters and other informal requests. (U)

1. Youssef Proposes Policy and Procedures for Service of
NSLs (U)

On May 10, 2006, Youssef e-mailed the CAU’s draft of a guidance EC
containing proposed procedures for the CAU’s use in obtaining records from
the on-site communications service providers to an FBI OGC attorney for
review. The draft guidance stated that in exigent circumstances the CAU
could obtain records from the on-site providers using exigent letters and
then issue after-the-fact NSLs. The draft stated specifically that the CAU
would issue exigent letters “in crisis situations where there is a specific
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threat to the United States or its allies, both domestically or overseas, and
loss of life and property are imminent.”202 (U)

On May 18, 2006, Youssef forwarded the draft EC to NSLB Deputy
General Counsel Thomas. On May 19, 2006, the Assistant General Counsel
reviewed the draft EC and recommended minor changes. These changes
were incorporated into a draft EC dated May 19, 2006, but this draft was
never finalized or distributed. However, in May 2006 this OIG review
became known within the FBI, and the number of exigent letters issued
dropped significantly thereafter. (U)

2. NSLB Revises Model for Exigent Letters but Approves
Their Continued Use (U)

On May 19, 2006, in connection with her review of the draft EC, the
Assistant General Counsel asked a CAU SSA to send her copies of the
exigent letters that were being issued by the CAU. The SSA sent copies of
exigent letters, one for each provider, to the Assistant General Counsel that
day by e-mail.?203 This was the first time she or any attorneys in the FBI
OGC had reviewed the text of an exigent letter. (U)

On May 26, 2006, the Assistant General Counsel responded to the
CAU SSA by sending him revised model exigent letters, stating the new
letters should be used “[p]ronto.” She revised the exigent letters to state
that NSLs, rather than grand jury subpoenas, would be forthcoming. The
SSA e-mailed the revised exigent letters to all CAU personnel. The Assistant

202 After reviewing a draft of this report, Youssef’s attorney stated that this draft
guidance set forth the “proper definition of ‘exigent circumstances” and, if adopted, would
have brought the exigent letter practice into compliance with the law. We found that the
draft guidance’s reference to imminent loss of life was much closer to the standard set forth
in Section 2702(c)(4)’s emergency voluntary disclosure provision than the Assistant General
Counsel’s earlier guidance and we believe it likely would have resulted in a further decrease
in the use of exigent letters if adopted. However, the draft also described procedures that
would have continued the flawed practice of promising compulsory legal process to obtain
the records through exigent letters. (U)

203 In the May 19, 2006, e-mail from the Assistant General Counsel to the SSA,
which copied Youssef, the Assistant General Counsel stated that she was not sure that she
had ever seen an exigent letter and asked to see one. Later that day the SSA forwarded to
her copies of exigent letters, one for each of the three on-site providers, again copying
Youssef. The SSA who sent the letters to the Assistant General Counsel told us that he
could not recall whether he e-mailed the letters in response to her request or at Youssef’s
direction. Youssef asserted to us that he had asked a CAU SSA to send an exigent letter to
the Assistant General Counsel for review in April or May 2006. The e-mail from the CAU
SSA to the Assistant General Counsel did not indicate that Youssef or anyone else in the
CAU was concerned about its contents. (U)
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General Counsel told us that her intent was to make sure that if the CAU
was “going to use exigent letters at all, this [the revised letter] is the
document [they| need to use.”204 (U)

On June 15, 2006, the Assistant General Counsel forwarded a copy of
the revised exigent letter to Thomas, her immediate supervisor and other
FBI OGC attorneys, and she informed them that she had drafted similar
exigent letters for each of the on-site providers. The e-mail stated that she
had changed the letter that the CAU had been using, which referred to a
grand jury subpoena and not an NSL. (U)

Thomas did not object to the revised exigent letter. She told us that
she did not recall receiving the e-mail and that she had no recollection of
the e-mail. (U)

3. Three Blanket NSLs
(May, July, and September 2006) (U)

On May 17, 2006, the OIG interviewed the Assistant General Counsel
in connection with our first NSL review. During the interview, she told us
about the CAU’s use of exigent letters. This was the first time we
questioned her, or anyone else in the FBI, about exigent letters. (U)

Following the interview that same day, the Assistant General Counsel
sent an e-mail to Youssef with copies to other CTD and NSLB personnel.
The e-mail stated that the Assistant General Counsel had discussed with
the OIG the difficulty that the CAU had experienced in obtaining prompt
issuance of NSLs to the on-site communications service providers after
receipt of records. She wrote that she had represented to the OIG, “as you
have represented to me, that the problem appears to be resolved” and that
the operational units were issuing the NSLs. (U)

Youssef acknowledged receipt of the e-mail the following day, May 18,
writing, “thank you for volunteering our names.” He added in the e-mail
that he was only kidding and that “an [OIG] interview would be welcome at
any time.” (U)

204 Like the original exigent letter, the revised model exigent letter promised future
legal process, which we concluded circumvented the ECPA’s requirements that either (1)
the FBI issue legal process in advance of obtaining records, or (2) the provider produce
records voluntarily in circumstances satisfying Section 2702’s emergency voluntary
disclosure provision. (U)
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On May 18, shortly after Youssef sent his response to the Assistant
General Counsel’s e-mail regarding her interview with the OIG, a CAU SSA
asked the on-site Company B and Company C employees to send him lists
of records requests for which legal process had not been provided. Both
providers responded that day with lists of records requests for which they
had not received legal process. Youssef told us that because the Assistant
General Counsel had informed him about the OIG investigation, he may
have asked about the efforts to address the backlog and that may have
prompted the May 18, 2006, e-mails from the Company B and Company C
on-site employees attaching the lists of telephone numbers. (U)

As described below, the telephone numbers the providers identified
were subsequently incorporated into blanket NSLs the FBI issued to
Company B and Company C to “cover” or “validate” searches or records
provided to the CAU for which the providers had not received NSLs or other
legal process. Additionally, in July and September 2006, Company A
provided to the CAU lists of record requests that still required legal process,
and in September 2006 the FBI issued another blanket NSLo Company A
to cover its outstanding requests for legal process. (S )(NF) g

However, as summarized in Table 4.1 and detailed more fully in the
following sections, these three blanket NSLs issued to the on-site
communications service providers were deficient. The ECPA does not
authorize the FBI to issue retroactive legal process for ECPA-protected
records. Moreover, using blanket NSLs to “cover” the previously obtained
records would not cure any prior violations of the ECPA that occurred when
the FBI sought and received records without prior legal process and in the
absence of a qualifying emergency. In addition, all three of these blanket
NSLs were used to cover many telephone numbers not relevant to national
security investigations (which include counterterrorism and espionage
investigations), did not contain the required certifications regarding
non-disclosure, and did not state that they related to records that had
already been provided to the FBI. (U)
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TABLE 4.1

Three Blanket NSLs Issued by the CTD in 2006 (U)
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a. Company B May 12 NSL (U)

The first blanket NSL that addressed the backlog of records requests,
dated May 12, 2006, was issued to Company B around May 23, 2006.205 [t
was signed by Joseph Billy, Jr., then a CTD Deputy Assistant Director
(DAD).206 The blanket NSL contained as an attachment the list supplied by
the on-site Company B employee on May 18, 2006, of 192 telephone
numbers. The on-site Company B employee told us that those were all the
telephone numbers for which Company B needed legal process at that time.
The list included numbers that CAU personnel had asked Company B to
search during the period September 2004 to April 2006 pursuant to exigent
letters (some of which had been provided after the searches). (S;Q NF(L\

The CAU SSA who drafted the Company B May 12 NSL said that it
was his idea to create the blanket NSL. He said the on-site communications
service providers’ employees were complaining to him and others on his
team that they were owed NSLs for a lot of numbers they had previously
searched at the FBI’s request. The SSA told us that his idea was to draft

205 We refer to this NSL as the Company B May 12 NSL which was the date on the
NSL, even though it was not signed until after May 23, 2006. (U)

206 Billy became the Assistant Director of the CTD on October 15, 2006, and
remained in that position until his retirement from the FBI in March 2008. (U)
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one NSL for then-DAD Billy’s signature. The SSA told us that he discussed
his idea with Youssef and that Youssef agreed with the proposal. The SSA
also stated that when Youssef agreed with the concept, he appeared “quite
giddy about getting the books cleared up.” (SX{NF) q)

Youssef also said to us that this SSA proposed to him the idea of the
Company B May 12 NSL. Youssef stated that the SSA told him he had
discussed the issue of obtaining individual after-the-fact NSLs with the CTD
operational unit and had been told that it would “take forever” to get the
NSLs. Youssef added that the SSA told him that if all the telephone
numbers were put in one NSL, Billy would sign it. Youssef said to us that at
first he resisted the idea because he did not want to create a precedent of
having the CAU draft NSLs, since that was the operational unit’s job.
However, he said that the SSA suggested that they draft the NSL “to be
cooperative,” and therefore Youssef agreed. Youssef also stated that within
a few weeks or maybe a month or two from that conversation the SSA
informed Youssef that the NSL had been signed. (U]

The SSA told us that he used as a model for the blanket NSL, a copy
of an NSL provided by a CAU Intelligence Analyst on his team. He said the
process of drafting the NSL and getting it signed took about 2 weeks. The
SSA later learned that the NSL that he used as a model was outdated and
did not contain the certification required by the USA PATRIOT Improvement
and Reauthorization Act of 2005 (Patriot Reauthorization Act) concerning
imposition of non-disclosure and confidentiality requirements on NSL
recipients.?07 (U)

The Company B May 12 NSL also was not accompanied by any
approval EC. An approval EC is the document routinely generated by FBI
agents seeking approval to issue NSLs. FBI policy requires approval ECs to
describe the underlying national security investigation to which the NSL
relates and, in the case of NSLs seeking telephone records, the relevance of
the telephone number to that investigation. The SSA told us that he did not
prepare or ask others to prepare an approval EC for the Company B May 12
NSL because he did not think it was necessary. Youssef also told us that

207 Section 116 of the USA PATRIOT Improvement and Reauthorization Act of 2005,
Pub. L. No. 109-177, 120 Stat. 192 (2006) states that if the FBI seeks to impose
non-disclosure and confidentiality obligations on NSL recipients, the FBI Director or his
designee must certify that disclosure of the FBI's demand for information might result in
danger to the national security of the United States; interference with criminal,
counterterrorism, or counterintelligence investigations; interference with diplomatic
relations; or danger to the life or physical safety of any person. (U)
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when the NSL was drafted he was unaware that an approval EC was
necessary. (U)

The CAU SSA who drafted the Company B May 12 NSL told us he did
not discuss it with any FBI OGC attorney. He said he also did not know
there was an NSLB attorney who would draft an NSL for him. Neither
Youssef, who was aware of the NSLB’s outstanding offer of assistance, nor
anyone else in the CAU or CTD notified the FBI OGC about the blanket
NSL. (U)

Billy acknowledged to us that his signature appeared on the Company
B May 12 NSL. However, he said he did not recall signing the NSL, did not
know the SSA who prepared the document, and did not recall ever meeting
him. Billy stated that over the course of his FBI career he had signed
hundreds of NSLs. He also said that his normal practice was to rely on an
approval EC to adequately describe the predication for the requested
records. In response to our questioning, Billy said he did not rule out the
possibility that over the course of his FBI career he had signed an NSL
without an approval EC, but he stated that such a case would be an
exception and that he believed he would have received sufficient facts to
ensure that the NSL was properly predicated. Billy also said that he knew
that NSLs were authorized only in instances in which there was an open
preliminary or full national security investigation and that the requested
records had to relate to that open investigation. (U)

We found several defects with this NSL. First, this NSL was served
after-the-fact. As noted previously, there is no provision in the ECPA
authorizing the issuance of retroactive legal process. (U)

Second, this NSL was defective under the ECPA because 39 of the 192
telephone numbers included in the Company B May 12 NSL were relevant to
FBI domestic terrorism investigations, and 5 related to FBI criminal
investigations. However, the ECPA and the Attorney General’s NSI
Guidelines authorize the use of NSLs only in international terrorism or
espionage investigations. Therefore, the use of this NSL to cover previously
obtained records for telephone numbers relevant to domestic terrorism and
criminal investigations violated the ECPA NSL statute, the Attorney
General’s NSI Guidelines, and FBI policy. (U)

Third, the NSL did not contain the certification required by the Patriot
Reauthorization Act and the ECPA for NSLs imposing non-disclosure and
confidentiality obligations on the recipient. (U)

Fourth, this NSL also failed to comply with FBI policy requiring that it
be accompanied by an approval EC establishing the predication for the
request and the relevance of the telephone records sought to an authorized

171

SIS RARRIRNET



o m e -

national security investigation. The FBI also relies on approval ECs to
generate required reports to Congress on NSL usage. (U)

Finally, the NSL did not disclose that the FBI had previously asked
Company B to search these records or that Company B had done so and
had provided responsive records. S}(NF) b\)

b. Company C July 5 NSL (U)

A second blanket NSL, dated July S, 2006, was issued by the CTD to
Company C.208 This NSL was prepared by the same CAU SSA who prepared
the Company B May 12 NSL. (U)

As described above, on May 18, 2006, the Company C employee sent
to a CAU SSA a list of telephone numbers for which Company C had
previously delivered records to the FBI without legal process. This list
contained 70 unique telephone numbers. The SSA who drafted the
Company C July 5 NSL requested that the Company C employee omit from
this list telephone numbers related to any criminal investigations. In
response, the Company C employee gave the SSA an amended list on July 5,
2006, that excluded telephone numbers associated with criminal and
counterintelligence investigations. The amended list consisted of 35
telephone numbers for which CAU personnel had asked Company C to
provide records from September 2004 to April 2006. The SSA attached the
amended list to the Company C July 5 NSL. (U)

Michael Heimbach, then a Section Chief for the ITOS-I of the CTD,
signed the July S blanket NSL. At the time he was temporarily assigned as
an Acting Deputy Assistant Director (Acting DAD) of the CTD.209 Heimbach
signed the NSL as Acting DAD. At the time Heimbach signed this NSL, the
FBI had not issued guidance on whether FBI personnel serving as Acting
DADs were authorized to sign NSLs. The FBI OGC later issued guidance on
June 1, 2007, stating that Acting Deputy Assistant Directors are not
authorized to sign NSLs.210 However, on January 16, 2009, the
Department’s Office of Legal Counsel (OLC), in response to a request for a
legal opinion by the FBI General Counsel Caproni, opined that Acting DADs

208 We refer to this as the Company C July 5 NSL. (U)

209 In January 2007, Heimbach became a SAC in the FBI’'s Washington Field Office.
Since April 2008 Heimbach has been the CTD Assistant Director. (U)

210 Because the FBI did not formalize this guidance until June 2007, the FBI Office
of Professional Responsibility (FBI OPR) decided to take no disciplinary action against any
Acting Deputy Assistant Director who signed NSLs without authorization. (U)
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(and certain other acting officials) are authorized to sign NSLs under three
of the NSL statutes, including the ECPA NSL statute, 18 U.S.C. § 2709.
Caproni notified the OIG in March 2009 that the FBI is revising its June 1,
2007, guidance in light of the OLC opinion. (U)

On July 5, 2006, the SSA who prepared the NSL sent an e-mail to the
Company C employee stating, “I have the signed NSL cleaning up all the
past #’s requested for Company C.” Youssef, who was copied on the e-mail,
responded to the SSA, “this is good.” On July 7, 2006, the Company C
employee acknowledged receiving the NSL in an e-mail that he sent to the
SSA and Youssef. (U)

Youssef told us that he did not recall knowing at the time that the
SSA drafted the July 5 Company C NSL, but that it did not surprise him.
Youssef said he had discussed other blanket NSLs with the SSA for two
major operations. He also stated that he could not recall what was in his
mind when he wrote in his July 5, 2006, e-mail to the SSA, “[t]his is good,”
in response to being informed that the Company C July 5 NSL had been
signed. (U)

Heimbach told us that he signed the NSL but could not recall how the
NSL came to him, who brought it to him, and to whom he returned it.
Heimbach said that an NSLB attorney, whose name he could not recall, had
assured him that he was authorized to sign the NSL as an Acting DAD.
However, he stated that he did recall contacting any NSLB attorney prior to
signing the NSL to ensure that he was authorized to sign as an Acting CTD
DAD.211 Heimbach told us that he learned sometime after he signed the
Company C July 5 NSL that he was not authorized to sign NSLs as an
Acting DAD.212 The SSA also told us that sometime after Heimbach signed
the NSL, Heimbach mentioned at a section meeting that he had learned that
he was not authorized to sign NSLs and advised CXS personnel that NSLs
should not be brought to him for signature. (U)

The Company C July 5 NSL was not accompanied by an approval EC.
Heimbach told us his practice was that he would not sign an NSL without
an accompanying EC establishing and documenting the predication for the

211 The SSA who prepared the NSL told us that he asked Heimbach to sign the NSL
and that Heimbach immediately signed it with no discussion. (U)

212 An NSLB attorney told us that she believes that in early August 2006 Heimbach
asked her whether another CTD Acting DAD, Arthur Cummings, II, was authorized to sign
NSLs. This attorney said she told Heimbach that Acting DADs were not authorized to sign
NSLs. (U)
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NSL and the relevance of the telephone numbers to an open national
security investigation. Heimbach said that he assumed he was told when
he signed this NSL that the approval EC was being prepared or had already
been prepared. (U)

As was the case with the Company B May 12 NSL, no CAU or CTD
personnel sought legal guidance from any FBI OGC attorney regarding the
content of the Company C July 5 NSL. (U)

We found several defects with this NSL. First, as was the case with
the Company B May 12 NSL, the NSL was served after-the-fact, which is not
authorized by the ECPA. Second, the NSL included seven telephone
numbers relevant to domestic terrorism investigations for which NSLs are
not an authorized technique under the ECPA NSL statute or the Attorney
General’s NSI Guidelines. Third, although the NSL imposed a
non-disclosure and confidentiality obligation on Company C, the NSL did
not contain the certification required by the Patriot Reauthorization Act and
the ECPA for such NSLs. Fourth, the NSL was not accompanied by the
required approval EC establishing the predication for the request and the
relevance of the records sought to an authorized national security
investigation. (U)

Finally, the NSL did not disclose that the FBI had previously asked
Company C to search these records or that Company C had already done so
and had provided responsive records. [S#(NF)rﬁ&)

c. Company A September 21 NSL (U)

The third blanket NSL, dated September 21, 2006, was issued to
Company A.213 It was prepared by the CAU’s Primary Relief Supervisor.214
The NSL listed 700 telephone numbers that CAU personnel had asked
Company A to search between May 2003 and January 2006. Some of these
numbers were provided in response to exigent letters; and some of the
exigent letters had been issued after the searches.215 (S}{N F u)

213 We refer to this as the Company A September 21 NSL. (U)

214 We call this SSA the Primary Relief Supervisor because Youssef referred to him
in this capacity in his annual performance evaluations. (U)

215 The telephone numbers listed on this NSL were relevant to various FBI
investigations, including international terrorism investigations. However, others related to
domestic terrorism investigations and criminal investigations such as fugitive cases, alien
smuggling, securities fraud, arson, illegal narcotics, and bank robbery. (U)
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The Primary Relief Supervisor stated that Youssef had assigned him
to work with Company A on the outstanding telephone numbers. He said
that he worked directly with the Company A analysts to obtain a
spreadsheet of numbers for which legal process was outstanding, and he
also sought guidance from the SSA who had drafted the Company B May 12
NSL. (U)

On July 28, 2006, a Company A analyst sent a preliminary list of 213
telephone numbers to the Primary Relief Supervisor. The Company A
analyst took approximately 3 months to compile the final comprehensive
list, which identified 700 telephone numbers. The Primary Relief Supervisor
then drafted the Company A September 21 NSL and attached the list of
700 numbers. He said that in drafting the NSL he likely used a “pony” (or
model NSL) given to him by the SSA who had drafted the Company B
May 12 NSL. (U)

Youssef told us that he was not aware at the time that the Company A
September 21 NSL had been issued, and that he learned about it later in
connection with the OIG investigation. (U)

This NSL was not accompanied by an approval EC, which is required
by FBI policy to document that the requested records are relevant to an
authorized national security investigation. The Primary Relief Supervisor
told us that he did not know that an approval EC was required for an
NSL. (U)

The NSL was signed by Jennifer Smith Love, who was then a CXS
Section Chief, temporarily assigned to serve as an Acting CTD DAD.216 Love
told us that she recognized her signature on the Company A September 21
NSL but could not recall any details surrounding this NSL, including who
gave it to her. Love told us that at the time she signed the NSL she was
unaware that an approval EC was required. (U)

Like the Company B May 12 and Company C July 5 NSLs, the
Company A September 21 NSL was defective in several respects. First, the
Company A September 21 NSL was served after-the-fact. Second, the NSL
included 134 telephone numbers that were relevant to criminal and
domestic terrorism investigations for which NSLs are not an authorized
technique under the ECPA NSL statute or the Attorney General’s NSI

216 In December 2006, Love was promoted to be a Special Agent in Charge in the
FBI's Washington Field Office. In June 2008 Love became the SAC of the FBI's Richmond
Field Division. (U)
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Guidelines. Third, although the NSL imposed a non-disclosure and
confidentiality obligation on Company A, the NSL did not contain the
certification required by the Patriot Reauthorization Act and the ECPA for
such NSLs. Fourth, the NSL was not accompanied by the required approval
EC establishing the predication for the request and the relevance of the
records sought to an authorized national security investigation. (U)

Finally, the NSL did not disclose that the FBI had previously asked
Company A to search these records or that Company A had already-done so
and in many instances had provided responsive records. (SXNF) q_)

d. Timeline Regarding Three Improper Blanket
NSLs (U)

Diagram 4.1 (next pagej illustrates the timeline of the three blanket
NSLs just described, including the time period in which records were
initially searched without legal process pursuant to exigent letters or other
informal requests, the dates of the blanket NSLs issued to cover these
requests, and the date of three correcting NSLs (described later in this
chapter) issued by the FBI to add the records identified in the three
improper blanket NSLs. ( NF) ﬁj
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DIAGRAM 4.1

Timeline of Requests Made and Searches Conducted by the
Three On-Site Communications Service Providers
Addressed by Three Blanket NSLs, and Subsequent Corrective Actions (

[Diagram Below is SECRET//NAFORN] CC
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Eight Additional Blanket NSLs in 2006 (U)

We determined that CAU personnel drafted and CTD senior officials
signed eight additional improper blanket NSLs between August and October
2006 related to major FBI operations. Together, these eight blanket NSLs

were issued to cover the FBI’s previous requests to the communications

service providers without accompanying NSLs for searches on calling
records and other information on over 1,500 telephone numbers. (M NF)G{)

All of these eight NSLs were served after-the-fact, although the ECPA
does not authorize retroactive legal process. Five of the NSLs also failed to
comply with the ECPA certification requirement for NSLs imposing
non-disclosure and confidentiality obligations on the recipients. The eight
NSLs also were issued without approval ECs in violation of FBI policy and
failed to disclose that the FBI had already acquired the records. The
additional deficiencies in these eight blanket NSLs are summarized in Table
4.2 and described in more detail in this section. (U}

TABLE 4.2

Eight Blanket NSLs Issued by the CTD

[Table Below is S

| INOF

ORN]

Q in Connection with FBI Operations Y and Z (U)
W)

5 HIE:
2 |2%8| £8 | 3 :
=e| 888| %3 S 8O
) Seo| el 6o Y 6’
S wl o 's [TECRT) g o [+ [
tSE B | 229 @ ‘e o« 8
ag5el a* 95| 8% ° )
-t ) [} Q M
EQ g o S "8k 9o 2 = 2 a
B Date Recipient Signer (222 20| 20209] 29 82 as
1! 08/24/06 | Company B | A/DAD 72 |V ?j N 5/04/07 5/04/07
‘ Cummings*
21 08/24/06 | Company C | A/DAD 610 | ¥ v N 3/07/08 3/07/08
Cummings*
31 08/25/06 | Company A | A/DAD 735 (v R v 3/07/08 3/07/08
L Cummings*
4] 09/19/06 | Company A | A/DAD 107 | v N 5/04/07 5/04/07 |
Cummings*
5| 09/19/06 | Company C | A/DAD 73 |V v v 5/04/07 5/04/07
\ Cummings*
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Date Recipient signer 282292298 28 S8 8 &
6| 10/20/06 | Company A | Assistant 445 | v None 4/13/07
Director required
Billy per FBI
OGC
71 10/20/06 | Company B | Assistant 445 | v None 4/13/07
Director required
Billy per FBI
OGC
8 10/20/06 | Company C | Assistant 445 | v N _ None 4/13/07
Director required
Billy per FBI
OGC

*Cummings signed the NSLs as SAC.
Yellow = Operation “Y” blanket NSLs Turquoise = Operation “Z2” blanket NSLs

a. Five Blanket NSLs in Connection with
Operation “Y” (U)

The CAU SSA who drafted the Company B May 12 and Company C
July 5 blanket NSLs also drafted five other blanket NSLs in August and
September 2006. All five of these additional blanket NSLs listed telephone

numbers rglat jor FBI counterterrorism operation that was =

initiated iMwhich we refer to as Operation Y.2!7 (S¥K/NF) (QJ V)!}‘CZ
We were told that CAU employees told the three on-site L

communications service providers when Operation Y first began that the FBI

was undertaking a significant operation that would generate many requests

for searches of telephone records, and that after-the-fact NSLs listing

multiple telephone numbers would be prepared to cover the requests for

these records. Youssef told us that he could not recall whether he or

someone else from the CAU informed the providers about the anticipated

requests for Operation Y. He told us that the plan was for the Headquarters

operational unit to prepare after-the-fact NSLs. We determined that, with
few exceptions, records requests relating to this operation were

217 The name of this operation is classified. (U)
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communicated to the on-site communications service providers by informal
means other than exigent letters, such as by e-mail. (%N )
N

Operation Y was

AU personnel made requests 1or
elephone records relate 1S investigation for a 6-week period. The
Company B on-site employee told us that he was informed by CAU
personnel that Operation Y involved “something big going on . . . and it )\
could be another 9/11.7 (SAINF) CU\) -

One Company A analyst told us that he received no briefing from the

CAU, i eration Y, and a second Company A analyst told us he
had%fo the FBI for this case for several weeks without
even being aware that the e was conducting were associated to

Operation Y. W\IF)(L{j

Arthur A. Cummings III, then a SAC in the FBI’s Washington Field
Office but temporarily assigned as an Acting Deputy Assistant Director
(DAD]) in the CTD, signed the following five blanket NSLs relating to
Operation Y, none of which had approval ECs: (U)

e August 24, 2006, NSL to Company B listing 72 telephone
numbers (Company B August 24 NSLj; (U)

e August 24, 2006, NSL to Company C listing 610 telephone
numbers (Company C August 24 NSL); (U)

e August 25, 2006, NSL to Company A listing 735 telephone
numbers (Company A August 25 NSL); (U)

e September 19, 2006; NSL to Company A listing 107 telephone
numbers (Company A September 19 NSL); and (U)

e September 19, 2006, NSL to Company C listing 73 telephone
numbers (Company C September 19 NSL). (U)

As a SAC in the Washington Field Office, Cummings was authorized
to sign NSLs.218 Cummings acknowledged that the NSLs contained his
signature and said that he specifically recalled signing the Company C
August 24 and Company A August 25 NSLs because they included many
telephone numbers. He said that he had no specific recollection of signing

218 In November 2006, Cummings became a DAD in the CTD, and in January 2008
became the Executive Assistant Director for the FBI’s National Security Branch. (U)
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any of the other three blanket NSLs. Cummings said that he believed that
each of the NSLs had approval ECs because it was his practice to ensure
that NSLs always had approval ECs. (U)

Cummings told us that prior to signing any NSLs while assigned as an
Acting DAD he asked an NSLB attorney whether he was authorized to sign
NSLs in that capacity. He stated that the NSLB attorney told him that
although he was not authorized to sign NSLs as an Acting DAD, since he
was “formally” a SAC at the time he was authorized to sign NSLs in his
capacity as a SAC.?19 Cummings stated that other than signing NSLs, he
performed no other duties as a SAC while temporarily assigned as an Acting
DAD for the CTD. (U)

The NSLB attorney with whom Cummings consulted confirmed that
based on direction from her NSLB Unit Chief, she had advised Cummings
that he was authorized to sign NSLs as a SAC.220 (U)

We determined that all five Operation Y NSLs were defective. First,
the NSLs were served after-the-fact. Second, although the NSLs imposed
non-disclosure and confidentiality obligations on Company A, the NSLs did
not contain the certifications required by the Patriot Reauthorization Act
and the ECPA for such NSLs. Third, the NSLs were not accompanied by
approval ECs establishing the predication for the requests and the relevance
of the records sought to authorized national security investigations. (U)

Finally, the NSLs also did not disclose that the FBI had previously
asked the providers to search these records or that the providers had
already done so and in many instances had provided responsive
records. (S//NF)

219 As noted above, at the time the FBI had no written guidance on the authority of
acting FBI officials to sign NSLs. (U)

220 NSLB Deputy General Counsel Thomas told us she was not sure whether this
advice was correct. She stated, “the issue would be if you are an Acting DAD, then you
have left the current [SAC] position.” She added that her advice would have been to have
the NSLs sent to her instead of having Cumnmings sign them because, “we do not need to go
down that legal road.” As noted previously, the FBI OGC issued guidance on June 1, 2007,
stating that Acting Deputy Assistant Directors are not authorized to sign NSLs. However,
on January 16, 2009, the Department’s Office of Legal Counsel opined that Acting DADs
are authorized to sign NSLs under three of the NSL statutes, including the ECPA NSL
statute. (U)
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b. Three Blanket NSLs in Connection With
Operation “Z” (U)

The FBI issued three more blanket NSLs in October 2006, one to each
of the three on-site communications service providers, in connection with a

different major FBI counterterrorism investigation, which we refer to as
Operation Z.221 (U)

In connection with Operation Z, the CAU was provided telephone
numbers recovered

personnel oI stigation by e- stating that “[w]e
anticipate numerous requests for telephone €xploitation and I want us to be

ready.” for a CAU “volunteer to head this project.” Four days
later, o the CAU began asking the on-site providers to
provide r ps of telephone numbers related to this operation.

(SPFLLy

The CAU Primary Relief Supervisor told us that at Youssef’s direction
he issued three exigent letters datem one to each of the three
on-site providers. These exigent letters one numbers relating to —} -
Operation Z. The exigent letters, which were sent to the three on-site 1
providers by e-mail, each contained attachment listing the same 48
telephone numbers. FromHhrough October 20, 2006, the CAU
asked for, and in many instances received, toll billing and other records on

397 additional telephone numbers relating to this operation. Almost all of
these searches were requested without exigent letters. (S)Q[’NF){'\@

Youssef stated that he did not recall directing the Primary Relief
Supervisor to issue exigent letters at the start of Operation Z, but that he
would not be surprised if exigent letters had been issued because that was
how the CAU regularly operated. Youssef said that he was not aware that
only one exigent letter was issued to each provider, with searches on
additional telephone numbers later requested without even exigent

letters. (SKINF M‘)

A CAU Intelligence Analyst who worked on Operation Z told us that
she volunteered to be the coordinator of telephone analysis requests that
the CAU would receive in connection with this operation. She maintained a
contemporaneous log of the telephone numbers that the CAU gave to the

22! The name of this operation is classified. (U)
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three on-site providers to search in connection with this operation. She said
that in late October 2006, the Primary Relief Supervisor directed her to
compile a list of all telephone numbers that had been searched. Using her
log, the Intelligence Analyst prepared a list of 445 telephone numbers and
gave it to the Primary Relief Supervisor. [%(/ NF) (,D

The Primary Relief Supervisor then prepared a blanket NSL for each of
the three on-site providers, attaching the list of 445 telephone numbers to
each NSL. He said that he gave the NSLs to Youssef or Youssef’s immediate
supervisor for Billy to sign, and that the NSLs were signed on or around
October 20, 2006. (U)

Billy confirmed his signature was on all three NSLs, although he said
he could not recall sighing them. He said he recalled the case and that
NSLs were issued. He also told us that signing NSLs without approval ECs
was “completely outside” his practice. (U)

Youssef told us that he was not involved with the Operation Z NSLs.
He said that the Primary Relief Supervisor was the CAU point of contact
with the CTD operational unit for Operation Z. Youssef also said that he did
not recall that the Primary Relief Supervisor had drafted the three blanket
NSLs for Operation Z and said he also did not recall whether he had
provided the NSLs to Billy for signature. Youssef told us that he recalled
one instance in which he had provided NSLs to Billy for signature but did
not think it related to Operation Z. Youssef said that Billy asked him what
case the NSLs were associated with but did not ask for any approval
ECs. (U)

The Primary Relief Supervisor stated that he did not draft approval
ECs to accompany the NSLs because he believed they were being prepared
by the CTD operational unit involved with Operation Z. He also told us that
when he drafted the Company A September 21 NSL, he did not know that
approval ECs were required, but he knew that a CTD operational unit was
responsible for preparing ECs for the Operation Z NSLs. (U)

We determined that all three Operation Z NSLs were defective. First,
the NSLs were served after-the-fact. Second, the NSLs were not
accompanied by approval ECs establishing the predication for the requests
and the relevance of the records sought to authorized national security
investigations. Finally, the NSLs did not disclose that the FBI had
previously asked the providers to search these records or that the providers
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had already done so in many instances had provided responsive
records.?22 (SXJNF) Cﬂ

As described in the next section, the FBI later drafted an approval EC
dated April 13, 2007, documenting the predication for these three blanket
NSLs. We found a draft version of this EC stating that the records were
obtained in exigent circumstances. However, the final signed EC did not
contain that statement. In an e-mail dated April 30, 2007, from the
Assistant General Counsel to NSLB Deputy General Counsel Thomas
relating to the issuance of the EC, she told Thomas that the Unit Chief of
the operational unit responsible for Operation Z “was not willing to put in
[the approval EC| that it was an exigency, and he was not even willing to say
that CAU thought it was an exigent circumstance because he didn’t think
CAU could believe that.” The Unit Chief and an SSA of the operational unit
responsible for Operation Z told us that they believed the telephone records
requested by the CAU for this operation were not searched under exigent
circumstances. In addition, Youssef said that the telephone records that
the CAU obtained from the on-site providers in Operation Z were of “very
high intelligence value as opposed to a known threat.” (S)(NF) w

5. OIG Analysis of 11 Improper Blanket NSLs (U)

In sum, we concluded that the FBI’s attempt to address the backlog of
records requests awaiting legal process by issuing blanket NSLs was
ill-conceived, legally deficient, contrary to FBI policy, and poorly executed,
and these blanket NSLs created more problems than they solved. (U)

First, as described at the beginning of this Chapter, the ECPA does
not authorize the FBI to issue retroactive legal process to cover previously
acquired records or information. Moreover, issuance of retroactive legal
process did not cure any prior violations of the ECPA that occurred when
the FBI sought and received records without prior legal process and in the
absence of a qualifying emergency. (U)

222 In addition to the Operation Y and Z blanket NSLs discussed in this section, the
CAU used the same practices in support of other counterterrorism investigations. For
example, 4 after-the-fact NSLs and 3 after-the-fact grand jury subpoenas were used to
cover searches and the acquisition of records for more than 950 telephone numbers that
were relevant to 2 other counterterrorism operations in 2005 and 2006. The FBI served
legal process between 2 weeks and 6 months after receipt of the records. In many
instances, records were provided in response to requests communicated by e-mail and
other informal meang. We found only a few exigent letters associated with these

requests. (S)@‘F) u)
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Beyond this threshold legal problem, we found that the three blanket
NSLs to the three on-site communications service providers in 2006 to cover
the backlog of records requests listed telephone numbers that were relevant
to many different FBI investigations, including criminal and domestic
terrorism investigations for which NSLs are not an authorized technique
under the ECPA and the Attorney General’s NSI Guidelines. Accordingly,
the signers of the NSLs could not certify, as required by the ECPA, that the
records sought were relevant to “an authorized investigation to protect
against international terrorism or clandestine intelligence activities” and
that any investigation of a U.S. person was “not conducted solely on the
basis of activities protected by the first amendment to the Constitution of
the United States.”223 Also, these NSLs were issued without the required
approval ECs, in violation of FBI policy. Without approval ECs to capture
the records identified in these NSLs, the FBI did not collect data necessary
to include in required periodic reports to Congress on NSL usage. (U)

The eight blanket NSLs issued in connection with Operations Y and Z
also failed to comply with FBI internal policy because they were issued
without accompanying approval ECs. Additionally, the three blanket NSLs
to Company A, Company B, and Company C to cover the backlog of records
requests and the five Operation Y NSLs did not contain the required ECPA
certification for NSLs imposing confidentiality and non-disclosure
obligations on the recipients. (U)

Finally, none of the 11 blanket NSLs stated that the FBI had already
acquired the records, in some instances more than 3 years earlier. While we
developed no evidence suggesting that the communications service
providers who received these NSLs were misled, we nonetheless believe that
the NSLs should have stated that the FBI had already acquired the records.
The FBI later made this disclaimer in various corrective NSLs issued in
2008 and 2009. We believe it should have done so in these 11 blanket NSLs
as well so that the NSLs would be fully accurate and would not mislead
anyone who subsequently reviewed these NSLs. (U)

II. The FBI's Corrective Action Since November 2006 (U)

We describe in this seétion the FBI's attempts at corrective action
beginning in November 2006, after the FBI OGC learned that the CTD had

223 See 18 U.S.C. § 2709(b). As discussed below, the FBI did not complete until
March 2009 its review of all the telephone numbers listed in these three NSLs and issue
revised NSLs for the telephone numbers that were relevant to national security
investigations. (U)
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issued blanket NSLs without approval ECs. These efforts included the
CTD’s preparation of draft memoranda reporting possible intelligence
violations to the FBI OGC; the FBI OGC'’s notification to the President’s
Intelligence Oversight Board (IOB) of an intelligence violation; the issuance
of new guidance in March 2007 clarifying the FBI’s authority to request
telephone subscriber and toll billing records information; mandatory NSL
training for FBI employees; relocation of the communications service
providers’ employees; and the FBI’s analysis of whether it will retain records
acquired in response to exigent letters and the blanket NSLs. (U)

A. FBI OGC Learns of Blanket NSLs (U)

As described above in connection with the Company B May 12 NSL,
the Assistant General Counsel sent an e-mail to Youssef and other CTD and
NSLB personnel regarding what she had told the OIG during her May 17,
2006, interview concerning problems the CAU had experienced in issuing
NSLs. The Assistant General Counsel sent Youssef a follow-up e-mail on
August 2, 2006, in which she asked Youssef whether there was any backlog
of requests for which the FBI had received information but not yet issued an
NSL. In his e-mail response dated August 3, 2006, Youssef stated that Billy
had signed a “blanket NSL” for the “backlogged requests.”?24 (U)

On August 3 and on August 8, 2006, the Assistant General Counsel
sent e-mails to Youssef requesting a copy of the NSL and approval EC that
Youssef said Billy had signed in his August 3 e-mail but she received no
reply from Youssef. NSLB attorneys took no further action regarding the
Company B May 12 NSL until November 2006. On November 7, 2006, in
connection with a meeting FBI General Counsel Caproni had scheduled that
day with the OIG concerning a draft of our first NSL report, the Assistant
General Counsel forwarded Youssef’s August 3, 2006, e-mail about the
Company B May 12 NSL to Caproni. The Assistant General Counsel wrote
to Caproni, “I presume that Bassem [Youssef] told OIG about it so I thought
you ought to know about it.” (U)

Caproni forwarded the e-mail to Billy and asked him whether he
recalled signing a blanket NSL. Billy responded that he did not recall
“signing anything blanket.” On November 8, 2006, Caproni forwarded
Billy’s response to the Assistant General Counsel and asked her whether
she could “unravel this.” Also on November 8, the Assistant General

224 Although Youssef’s e-mail did not further describe this NSL, Youssef told us that
he was referring to the Company B May 12 NSL. (U)
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Counsel forwarded Caproni’s e-mail to Youssef and asked again for a copy of
the NSL. (U) '

On November 14, 2006, in response to the Assistant General
Counsel’s inquiries about the blanket NSL that Billy had signed, a CAU SSA
informed the Assistant General Counsel in an e-mail that Cummings had
signed similar NSLs. The SSA then gave the Assistant General Counsel
copies of the Company B May 12 NSL and three of the five Operation Y
blanket NSLs that Cummings had signed. (U)

After reviewing these four blanket NSLs, the Assistant General
Counsel expressed concern to Youssef and the CAU SSA that these NSLs
lacked required approval ECs, which were needed to document the
predication for the NSLs and the investigations to which they related. The
Assistant General Counsel also reported her concerns to her
supervisors. (U)

B. The CAU’s Draft Memorandum to the FBI OGC Reporting
Possible Intelligence Oversight Board Violation (U)

On February 22, 2007, the Assistant General Counsel learned from
an NSLB colleague (not from CAU personnel) about the three blanket
Operation Z NSLs, which also lacked approval ECs. She then directed
Youssef to draft a memorandum to the FBI OGC reporting the seven
after-the-fact blanket NSLs she knew about at that time as possible
Intelligence Oversight Board violations (PIOB): the Company B May 12 NSL,
three of the five Operation Y NSLs, and the three Operation Z NSLs. (U)

FBI personnel are required by internal FBI policy to report PIOBs to
the FBI OGC within 14 days of discovery in an Electronic Communication
(EC). Executive Order 12863, which has since been modified, required the
Department to report intelligence violations to the IOB. According to
Executive Order 12863, possible intelligence violations include any activities
that “may be unlawful or contrary to Executive Order or Presidential
Directive.” (U)

The Assistant General Counsel informed Youssef that the PIOB
memorandum should address that the NSLs were issued without approval
ECs and that the NSLs did not include the appropriate non-disclosure
certification, but should not address “the exigent letter situation itself since
we approved that as a legal principle.” (U)

The efforts to draft the PIOB memorandum resulted in new
disclosures to the FBI OGC, as well as significant confusion and errors. For
example, the first draft contained a description of the seven blanket NSLs
that the Assistant General Counsel knew about and had asked to be
included in the draft. In addition, it described two blanket NSLs that
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neither Youssef nor others in the CTD or the CAU had previously disclosed
to the FBI OGC: the Company C July 5 blanket NSL and the Company A
August 25 Operation Y blanket NSL. (U)

The CAU Supervisory Intelligence Analyst who drafted the PIOB
memorandum told us he had never drafted a PIOB memorandum before and
“this was just very confusing for me.” He said that he pulled information for
the draft from a file left behind by the CAU SSA who had drafted some of the
blanket NSLs. He said that he drafted the “bare bones” of what he knew
about the NSLs and sent the draft to Youssef. Youssef told us that he
viewed the PIOB as “a first rough draft” and the CAU’s “best effort,” and that
he believed that the FBI OGC was going to finalize the PIOB
memorandum. (U)

After reviewing the first draft, the Assistant General Counsel asked
CAU personnel to explain why the draft referred to NSLs which she had not
been previously told about.?25 In response, the Acting CXS Section Chief,
Youssef, and the CAU’s Primary Relief Supervisor re-drafted the PIOB
memorandum on March 3, 2007. The second draft included the seven NSLs
that the Assistant General Counsel had originally asked to be addressed but
omitted any reference to the two additional NSLs included in the first draft
that she had questioned.226 (U)

The Acting CXS Section Chief characterized his role in the second
draft as trying to explain “massive confusion.” He told us that the second
draft was an attempt “to recreate a record that didn’t exist.” He said that he
directed that the two blanket NSLs which the Assistant General Counsel
had questioned be omitted from the second draft because the Supervisory
Intelligence Analyst who had prepared the first draft could not explain them
to him. (U]

225 The Assistant General Counsel referred in her e-mail to: (Uj

one [NSL] to [Company C] on 7/5/2006 (WHICH I'VE NEVER HEARD OF),
one [NSL] to [Company A] on 8/25/06 (WHICH I'VE NEVER HEARD OF) . . .
The 8/25/06 NSL lists 750 numbers, not a paltry sum. The 7/5/06 NSL
lists almost 50. (U)

226 Neither draft of the possible Intelligence Oversight Board violations (PIOB)
memorandum listed the other two blanket NSLs that the CAU had drafted and the CTD had
signed: the Company C August 24 Operation Y blanket NSL, which covered 612 telephone
numbers, and the Company A September 21 blanket NSL, which covered 700 telephone
numbers. Neither of these NSLs had been disclosed to the Assistant General Counsel or
other FBI OGC attorneys at the time. The OIG brought these two blanket NSLs to the FBI
OGC'’s attention in July 2007 during this investigation. (U)
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The Primary Relief Supervisor told us that he wrote the second draft
memorandum but in doing so mostly relied on information from the Acting
Section Chief and Youssef. He said that he provided input on the Operation
Z NSLs included in the memorandum “because that’s the case that |
knew.”227 (U)

Youssef told us that the CAU was told to draft the PIOBs but was “not
given very clear instructions as to what the [P]IOB was about.” He also said,
“we did not know where to go, we did not know where to start and we put
together what we knew.” (U)

We found that for several days after the second draft was completed,
FBI OGC attorneys, including Caproni, exchanged e-mails with the Acting
Section Chief and Youssef concerning the two blanket NSLs that were
included in the first draft but omitted from the second draft. On March 6,
2007, NSLB Deputy General Counsel Thomas and the Assistant General
Counsel met with the Acting CXS Section Chief and Youssef to discuss
those NSLs. According to the Assistant General Counsel, the Acting Section
Chief and Youssef stated at the meeting that the Senior Intelligence Analyst
who prepared the first draft had mistakenly included those two NSLs, and
that those NSLs had been properly issued. The Assistant General Counsel
also said that the Acting Section Chief and Youssef told her that they could
not locate the NSLs in the file. (U)

The Assistant General Counsel reported to her supervisors after the
meeting that Youssef had convinced her of the “incompetence of the people
who were drafting the EC” and that she now believed the two blanket NSLs
were erroneously listed in the first draft and properly omitted from the
second draft. (U)

Ultimately, the FBI OGC decided not to formally notify the I0B of
details concerning the blanket NSLs.228 Thomas told us that she decided,

227 As described previously, the Primary Relief Supervisor had drafted the Operation
Z NSLs. He also had drafted the Company A September 21 blanket NSL (which was not
included in the draft PIOB memoranda), but told us he did not recall that NSL when he
worked on the PIOB draft memoranda. (U)

228 Rather, on October 31, 2007, Thomas sent a letter to the IOB chairman to
supplement information the FBI OGC had provided in earlier briefings to IOB staff on the
FBI's analysis of exigent letters and blanket NSLs. The letter stated that the FBI would be
reporting to the IOB the blanket NSLs that were issued without required approval ECs, as
well as the blanket NSLs that improperly requested records relevant to criminal
investigations. The letter also stated that the FBI will purge from FBI databases records for
which the FBI “has no legal authority” under the ECPA NSL statute or the emergency
voluntary disclosure statute. Julie F. Thomas, Deputy General Counsel, National Security
(Cont'd.)
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and Caproni agreed, that it would not be prudent to send piecemeal
information to the IOB. She said that after the FBI fully resolves the issues
relating to the CAU’s improper receipt of records, the FBI will finalize a
report to the IOB. Caproni and Thomas said that the FBI has periodically
briefed the IOB about the manner in which the CAU has improperly
obtained records from the on-site providers without process, including
through exigent letters and blanket NSLs.229 (U)

In sum, the draft PIOB memoranda were flawed and failed to identify
all 11 blanket NSLs that the CAU had prepared and CTD officials had
signed between May and September 2006. We concluded that these failures
occurred because CAU personnel did not maintain copies of the 11 blanket
NSLs, and because the FBI’s attempts in February and March 2007 to
account for the blanket NSLs in the draft PIOB memoranda were confused,
inaccurate, and ineffective. (U)

C. FBI Legal Guidance Clarifying Legal Authorities (U)

On March 1, 2007, shortly before the OIG publicly issued its first NSL
report, the FBI OGC issued a guidance memorandum for FBI personnel
stating that, after reviewing information provided to the FBI in the OIG’s
first NSL report, the FBI OGC was providing a “clarification of the legal
avenues available to investigators who seek to obtain subscriber information
and toll billing information from telephone companies.” (U]

The memorandum described the legal basis for employing the ECPA
NSL authority and the ECPA emergency voluntary disclosure statute, and it
directed that FBI investigators cease the practice of using exigent letters to
obtain subscriber or other information from communications service
providers “in advance of and upon the promise of the issuance of legal
process.” (U)

Law Branch, Federal Bureau of Investigation, letter to Intelligence Oversight Board,
October 31, 2007. (U)

229 [n the October 31, 2007, letter to the IOB, Thomas stated that the failure to
issue approval ECs for these NSLs violated FBI policy, “impacts Congressional [NSL]
reporting, and hinders oversight.” The letter stated that when the FBI’s review is complete,
the FBI would report to the IOB the absence of ECs documenting the issuance of these
blanket NSLs. Julie F. Thomas, Deputy General Counsel, National Security Law Branch,
Federal Bureau of Investigation, letter to Stephen Friedman, Chairman, Intelligence
Oversight Board, October 31, 2007. After reviewing a draft of this report, the FBI stated
that on March 31, 2009, the FBI OGC formally briefed the I0B regarding the CAU’s use of
exigent letters, the 11 blanket NSLs, and the FBI’s subsequent corrective actions. (U)
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The EC stated that regardless of whether investigators seek the
information through an NSL, grand jury subpoena, or emergency voluntary
disclosure, “it is incumbent upon the employee to develop or obtain a
sufficient factual predicate to allow for the lawful acquisition of this
information.” The EC also stated that the ECPA NSL statute requires that
the FBI determine that a telephone number is related to an existing national
security investigation and that the information sought is relevant to that
investigation. It further stated that investigators requesting emergency
voluntary disclosure can seek the same information - even in the absence of
an open national security or criminal investigation — if they give the provider
sufficient facts for the provider “to believe, in good faith, that disclosure of
the information sought is required without delay by an emergency situation
involving the danger of death or serious physical injury to any person.” The
EC stated that the provider’s “good faith belief may be based solely on a
statement from the FBI or other entity that an emergency exists,” and that
while a “request to the service provider may be oral, it is preferable to make
the request in writing.” (U)

The EC also stated that requests for emergency voluntary disclosure
must be approved by officials at a level not lower than an Assistant Special
Agent in Charge for field divisions and not lower than Section Chief for a
headquarters unit.230 [t stated that regardless of whether the request is
made in writing or orally, the investigative file and a control file should ,
contain written documentation of the approval of the emergency voluntary
disclosure request by the appropriate FBI official, the emergency, and the
approval of the service provider.231 (U)

D. Relocation of Communications Service Providers’
Employees From the FBI (U)

After the OIG issued the first NSL report, employees of the three
on-site communications service providers moved out of the FBI’s offices in
December 2007 and January 2008. The FBI General Counsel told us that
in the aftermath of the OIG’s first NSL report in March 2007, the FBI and
the three on-site providers concluded that while the co-location was legal
and operationally beneficial, it blurred the distinction between the providers
and the FBI. According to the FBI General Counsel, the FBI and the
providers also concluded that both sets of employees had become “too

230 The EC stated that the better practice is that the approval be in writing “in the
form of a signature [by the approving official] on the letter to the service provider.” (U}

231 A control file is an administrative file that is used to store various types of FBI
information unrelated to particular investigations. (U)
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comfortable,” had started thinking they were part of “the same team,” and
had failed to adhere to the internal controls established by the FBI, on the
one hand, and the providers on the other. (U}

These moves were also accompanied by changes in the FBI’s protocols
for obtaining telephone records under the contracts with the three
providers. According to the CXS Section Chief, a new protocol for
requesting records from the providers was established in December 2007

1. 2008. Under the new

FBI officials told us that, notwithstanding the move to off-site
locations and implementation of the new protocols, the providers remain
capable of quickly responding to the CAU’s requests for telephone records in
high-threat or emergency circumstances. (U)

E. FBI Analysis of Whether it Will Retain or Purge Records (U)

Beginning in late 2006 and concluding in April 2009, the FBI
analyzed whether it would retain telephone records it acquired in response
to exigent letters or records for any additional telephone numbers that were
listed in the 11 improper after-the-fact blanket NSLs described in this
report. (U)

1. FBI Analysis (U)

As described above, the FBI OGC was first told about a blanket NSL
issued to address the backlog of records requests for Company B in August
2006, when Youssef informed the Assistant General Counsel that Acting
Assistant Director Billy had signed “a blanket NSL request on all backlogged
requests.” Although Youssef’s e-mail did not further describe the blanket
NSL, Youssef told us that he was referring to the Company B May 12
blanket NSL. Eventually, the FBI OGC learned that the CAU drafted and
CTD officials signed 11 blanket NSLs between May and October 2006. (U)

In an elaborate and time consuming process, the FBI analyzed the
4,379 unique telephone numbers listed in exigent letters and the 11 blanket
NSLs. We summarize below how the FBI organized and assigned the work
of analyzing which numbers will be retained, its legal analysis of this issue,

and the FBI’s conclusion as to which telephone records it will retain and
which it will purge from its databases. (U)
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a. FBI Review Team (U)

To determine which records to retain, under the overall direction of
NSLB Deputy General Counsel Thomas, the FBI assigned teams of
attorneys, Supervisory Special Agents, Special Agents, and Intelligence
Analysts to review the 2,222 unique telephone numbers listed in the exigent
letters and the 2,157 additional unique telephone numbers listed in the 11
blanket NSLs. (U)

The CTD selected an Acting Assistant Section Chief from one of its
operational units to lead the FBI’s analytical efforts, under the guidance of
three NSLB attorneys. The Assistant Section Chief had extensive experience
in both counterterrorism investigations and in the use of NSLs. CTD
Intelligence Analysts who were also experienced in counterterrorism
investigations assisted in this effort. During its peak, the Assistant Section
Chief’s team utilized 19 Intelligence Analysts and 7 support personnel. The
team’s effort was also supported in September and October 2007 by
Intelligence Analysts based at an FBI facility in Idaho, who searched the
FBI’s databases for information relevant to the analysis. (U)

The review team gave the NSLB attorneys summaries of information
collected on each telephone number, along with the team’s recommendation
as to whether the records should be retained by the FBI or purged. NSLB
attorneys evaluated the data collected on each telephone number and made
a determination as to whether they concurred with the team’s
recommendation. (U)

b. FBI “Decision Tree” (U)

In making its determinations on record retention, the FBI developed a
5-step analytical process, referred to by FBI OGC attorneys as the “decision
tree,” to assess whether the FBI would retain records obtained in response
to exigent letters or after-the-fact blanket NSLs. The FBI OGC created
Diagram 4.2 to illustrate the steps in its analysis: (U)
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DIAGRAM 4.2

FBI Summary Chart of Plan to Rectify the Exigent Letter Situation (U)
[Diagram Below is UNCLASSIFIED]

Exigent Letter
Was legal process issued
subsequent to the
date of the letter?
% m‘ o Records retained
Relevant investigation
open at issuance
and currently open?
% Vee | NSL will issue to carrier
Wes thero an omergency Records retained
| Is there a relevant
% open investigation?
Records removed 1
from FBI files ﬁ
Records retained

First, the FBI determined whether legal process —~ an NSL or grand
jury subpoena — was issued to the on-site communications provider before
or after the records listed in exigent letters and the blanket NSLs had been
requested.232 In instances in which a valid NSL or subpoena was issued,
the FBI concluded that it will retain the records. As described below, the
FBI further reviewed the records for which legal process was located to

232 Although the FBI's decision tree states that the FBI would determine if “legal
process [was] issued subsequent to the date of the letter,” in practice, the review team

relied upon any valid legal process in determining whether to retain records, including legal
process dated before the date of the exigent letter. (U)
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ensure that it only retained records for the time period specifically
documented in the legal process. (U)

Second, if the FBI was unable to identify valid legal process issued
before or after the records were requested, the FBI examined both whether
there was an investigation open at the time of the request and whether an
investigation to which the records are relevant is currently open. If both
requirements were satisfied, the FBI concluded that it would issue an NSL
from the open investigation and retain the records. The approval ECs
accompanying any such NSLs and the NSLs themselves state that the NSLs
are not seeking new telephone records but instead are issued to account for
previously acquired telephone records. If there was no investigation open at
the time of the initial request and no investigation to which the records are
relevant currently open, the FBI determined whether it had, in fact,
acquired and uploaded any records associated with the telephone
number. (U)

Third, in instances in which legal process was not served, and there
was no open investigation at the time of the initial request or there was no
currently open investigation to which the telephone number was relevant,
the FBI assessed whether there was an emergency situation at the time of
the request. The FBI decided that if a reasonable person could conclude
that an emergency situation, as defined by 18 U.S.C. § 2702(c}(4), existed at
the time of the request, the FBI would retain the records.233 (U)

When analyzing whether a Section 2702(c)(4) “emergency
circumstance” could support retention of records, the FBI review team told
us that its attorneys, agents, and analysts attempted to engage in “time
travel” and consider the facts known at the time of the request. NSLB
Deputy General Counsel Thomas said that the team considered whether a
reasonable person “looking from the [perspective of the |provider,” could
have concluded, based upon the facts that were present at the time of the
request, that there was an “emergency circumstance” as defined in Section

233 To make this determination, the review team analyzed the investigative
information in FBI case files and used the “emergency” standard in 18 U.S.C. § 2702(c)(4),
which authorizes communications service providers to voluntarily provide non-content
telephone records to the FBI if the providers believe in good faith that “an emergency
involving danger or death or serious physical injury to any person requires disclosure
without delay of information relating to the emergency.” (U)

The Assistant Section Chief, the Intelligence Analysts, and the NSLB attorneys
described the ECPA emergency voluntary disclosure standard as the benchmark for their
analysis, but they did not assess, or conclude, that the records in fact had been requested
or received under the emergency voluntary disclosure statute in effect at the time. (U)

195



- — ]

2702(c)(4).2%* If the review team deemed that emergency circumstances
existed that could have satisfied the statutory standard, the FBI would
retain the records. (U)

Fourth, if the FBI determined that legal process was not issued and
that there was no relevant open investigation at the time of the request or
no currently open relevant investigation, and that there were no emergency
circumstances within the meaning of Section 2702(c)(4), the FBI would
purge or remove the records from all FBI databases and FBI case files. (U)

2. FBI Analysis of Records Obtained From Exigent
Letters and 11 Improper Blanket NSLs (U)

The FBI identified a universe of 4,379 unique telephone numbers from
the exigent letters and blanket NSLs that it determined must be analyzed to
establish whether records related to each number should be retained or
purged. As Table 4.3 illustrates, the FBI decided it would retain the records
related to a total of 3,352 telephone numbers (76 percent) because they fell
into one of the three categories that justified retention under the decision
tree described above. The FBI determined that records for a total of 739
telephone numbers (17 percent) would be purged from FBI databases
because the records did not fall into one of the three categories for retention.
The FBI could not locate any telephone records in FBI databases for the
remaining 288 telephone numbers (7 percent) and, accordingly, no purging
was necessary. (U)

As Table 4.3 illustrates, the FBI located “standard process” for 1,405
of the 4,379 telephone numbers (32 percent). The FBI defined “standard
process” as an NSL, a grand jury subpoena, or an administrative subpoena
that it determined was issued in connection with the record searches of
these numbers. The FBI informed us that in most cases the legal process
issued after-the-fact to cover exigent letters were NSLs, not grand jury
subpoenas. We asked the FBI to determine how many of the telephone
numbers were covered by each type of standard process and in how many
instances the standard process was issued after-the-fact. Although as of
October 2009 the FBI had not provided complete data. The FBI’s partial
data indicates that 1,104 of the 1,405 telephone numbers were covered by
NSLs, which were issued after-the-fact for 946 of the telephone numbers.
The FBI data also shows that 244 telephone numbers were covered by grand

23¢ An e-mail dated August 22, 2007, summarizing a meeting that day with the
review team and NSLB attorneys assigned to assist the team stated that the review
“[rlequires time travel. Put yourself in the position of what was occurring when events were
occurring. What did people believe at the time. BACK UP WITH DOCUMENTS...” (U)
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jury subpoenas, which were issued after-the-fact for 201 of the

numbers. (WNF) Qu)

In Table 4.3 we summarize the review team'’s final determinations on
the retention of records for the 4,379 unique telephone numbers, and in the
sections that follow we describe these determinations in more detail. (U)
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TABLE 4.3

FBI’s Analysis of Basis for Retaining Records
Listed in Exigent Letters and 11 Blanket NSLs (U)
[Table Below is UNCLASSIFIED]

Blanket NSL or Sl
Exigent Letter 003—{_5% Company Company Standard . No

Retained

A Process New Records

5/12/2006

7/5/2006
9/21/2006
8/24 /2006
8/25/2006
9/19/2006
10/20/2006

Blanket NSL (1)
Blanket NSL (1)
Blanket NSL (1)
Operation Y (2) I
Operation Y (1}
Operation Y (2)
Operation Z (3)

C B

Subtotals of 11 Blanket NSLs

Exigent Letters

Totals _ =

Standard Process - Telephone records for which the FBI located an NSL, grand jury subpoena, or
FBI administrative subpoena. (U)

New Legal Process Issued - Telephone records related to a currently open investigation from
which an NSL was issued with an approval EC. (U)

2702(c)(4) records - Telephone records related to investigations that are now closed but for
which circumstances existed that would have satisfied the legal standard for the ECPA emergency
voluntary disclosure statute, 18 U.S.C. § 2702(c)(4). (U)

Purged - Telephone records that the FBI determined it will purge records from Telephone
Applications, another telephonic database, and the investigative files. (U)

No Records - Telephone numbers that were listed in exigent letters or 11 blanket NSLs, but for
which the FBI could not locate records in FBI databases. This category required no action. (U)
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In Charts 4.1 and 4.2 we summarize the review team'’s final
determinations on retention of records for the same 4,379 unique telephone
numbers, breaking down the data into the following sub-categories: (U)

e Exigent Letters and Blanket NSLs (combined) (U)
e Exigent Letters (U)

e Company B May 12, Company C July 5, and Company A
September 21 Blanket NSLs (U}

e Operation Y and Z Blanket NSLs (U]
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CHART 4.1

Analysis of the FBI's Basis for Retaining Records from Exigent Letters and 11 Blanket NSLs (U)
[Charts Below are UNCLASSIFIED]

Exigent Letters

Standard
Legal
Process
Located
32%

Revised
Legal
Process
Issued
41%

Standard Revised
Legal Legal
Process Process

Located Issued
39% 34%

18 U.S.C.
§ 2702(c)(4) Records
6%

o

18 U.S.C.
§ 2702(c)(4)

Exigent Letters and 11 Blanket NSLs
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CHART 4.2

Analysis of the FBI's Basis for Retaining Records from Exigent Letters and 11 Blanket NSLs (U)
[Charts Below are UNCLASSIFIED]

Operations Y and Z NSLs

Standard

Legal
Process Revised
Located Legal
12¢%, Process

Issued
No Records 26%

16%

Standard
Legal
Process
Located

33%

Revised
Legal
Process
Issued
62%

No 1%
Records

Company B May 12,
Company C July 5, and
Company A September 21 Blanket NSLs
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a. Records Obtained in Response to Exigent
Letters (U)

The FBI told us it identified 2,222 unique telephone numbers listed in
the 798 exigent letters which the OIG identified during our investigation and
which the OIG gave to the FBI.235 The FBI told us it has made the following
determinations about these records: (U)

e The FBI has located legal process (NSLs, grand jury subpoenas,
or other legal process) issued either before or after the telephone
number was given to the on-site communications service
providers for 865 (39 percent) of the 2,222 unique telephone
numbers identified in exigent letters. The FBI decided that it
will retain these records because they are covered by legal
process.236 (U)

e The FBI identified 765 telephone numbers (34 percent) for
which it determined there were open national security
investigations to which the telephone numbers were relevant at
the time of the exigent letters and there is a currently open
national security investigation to which the numbers are
relevant. The FBI told us it issued NSLs and retained these
records. (U)

e The FBI determined that it obtained records on 57 telephone
numbers (3 percent) in response to exigent letters that were
issued in circumstances that would have satisfied the ECPA
emergency voluntary disclosure statute (18 U.S.C.

§ 2702(c)(4)).2%7 Accordingly, the FBI decided that it will retain
the records for these numbers. (U)

235 The FBI did not retain copies of exigent letters. The OIG obtained copies of 798
exigent letters, which included a total of 3,764 telephone numbers, by serving OIG
administrative subpoenas on the three on-site communications service providers. The FBI
told us that after eliminating duplicate telephone numbers and telephone numbers listed in
any of the 11 blanket NSLs, 2,222 unique telephone numbers remained. (U)

23 We address below the FBI's further analysis of these records to determine
whether any of the records obtained by the FBI exceeded the date range specified in the
corresponding legal process. The FBI determined that it will purge any such records. (Uj

237 After reviewing a draft of this report, the FBI asserted that the low percentage of
records it retained in its reconciliation project based on the emergency voluntary disclosure
provision was a consequence of the sequence of the FBI's decision tree, and that the FBI
often never reached the emergency provision as a basis for retention. The FBI also stated
that “because CAU did not have adequate documentation,” the FBI chose not to rely
(Cont’d.)
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e The FBI determined that records for 404 telephone numbers (18
percent) would be purged from FBI databases because the
records did not qualify for retention under the categories
described in the decision tree. (U)

e The FBI determined that there were no records in FBI databases
for 131 telephone numbers (6 percent), and therefore no further
action was required as to these records. (U]

Thus, with respect to the exigent letters, the FBI determined that it
would retain records for 1,687 telephone numbers, that it had no
information in its databases for 131 telephone numbers, and that it would
purge records relating to 404 telephone numbers. (U)

b. Actions Regarding the 11 Blanket NSLs (U)

The FBI determined that the 11 blanket NSLs together listed an
additional 2,157 unique telephone numbers. As with the telephone
numbers listed in the exigent letters, the FBI used the decision tree
described above to decide whether it will retain records for these additional
telephone numbers. (U)

Regarding the 11 blanket NSLs, the FBI has taken the following
actions to date: (U)

Company B May 12, Company C July 5, and Company A
September 21 blanket NSLs (831 unique telephone numbers): (U)

e The FBI determined that legal process existed for 99 telephone
numbers (12 percent), and the FBI decided that it will retain
these records. (U)

e The FBI determined that there were open national security
investigations to which records for 215 telephone numbers (26
percent] were relevant at the time of the requests, and there are
currently open national security investigations to which the

primarily on the emergency disclosure provision in its reconciliation project. Nevertheless,
the FBI asserted that “a substantial number” of the records were produced in qualifying
emergencies. We agree with the FBI that the lack of documentation of the requests and the
circumstances under which they were made makes reliance on Section 2702 problematic.
As described in Chapter Six, the lack of documentation and other factors made it difficult
for the OIG or the FBI to determine reliably whether and which requests without legal
process were made in qualifying emergencies. (U)
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numbers are relevant. The FBI has issued NSLs for these 215
telephone numbers and will retain these records. (U)

o The FBI determined that there were no open national security
investigations to which records for 90 telephone numbers (11
percent) were relevant at the time of the requests and the time
of the analysis but in circumstances that the FBI concluded
would have satisfied the ECPA emergency voluntary disclosure
statute (18 U.S.C. § 2702(c)(4)). The FBI decided that it will
retain these records. (U)

e The FBI determined that records for 288 telephone numbers (35
percent) would be purged from FBI databases because the
records did not qualify for retention under the categories
described in the decision tree. (U)

e The FBI determined that there were no records in FBI databases
for 139 telephone numbers (16 percent), and therefore no
further action was required. (U)

Five Operation Y NSLs (885 unique telephone numbers): (U)

e The FBI determined that there were open national security
investigations to which records for 820 telephone numbers (93
percent) were relevant at the time of the requests, and there are
currently open national security investigations to which the
numbers are relevant. The FBI has issued NSLs for these 820
telephone numbers and will retain these records.238 (U)

e The FBI determined that records for 47 telephone numbers (5
percent) would be purged from FBI databases because the
records did not qualify for retention under the categories
described in the decision tree. (U)

e The FBI determined that there were no records in FBI databases
for 18 telephone numbers (2 percent), and therefore no further
action was required. (U)

Three Operation Z NSLs (441 unique telephone numbers): (U)

e The FBI determined that revised NSLs were not necessary
because these three NSLs were signed by authorized FBI
officials and contained the required certifications for NSLs

238 Gixteen telephone numbers (2 percent) were relevant to open national security
investigations other than Operation Y. (U}
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imposing non-disclosure and confidentiality obligations on the
recipients.?39 (U) '

e On April 13, 2007, the CTD issued an EC documenting the
predication for the three NSLs. Consequently, the FBI decided
that it would retain these records. (U]

c. Overcollections (U)

The FBI review team also analyzed the records obtained for the
telephone numbers listed in exigent letters and the blanket NSLs to
determine if the FBI had acquired any records beyond the records specified
in the legal process that formed the basis for the decision to retain the
records. Specifically, the review team examined whether any records
obtained and uploaded into FBI databases in response to exigent letters or
listed in the blanket NSLs included records outside the date range of the
dates specified in the corresponding legal process.?40 Based on its review,
the FBI identified records related to 302 unique telephone numbers that it
decided to purge due to overcollections.241 (U)

Of these 302 telephone numbers, the FBI identified 73 telephone
numbers for which the FBI uploaded overcollections of moreh i\

4 .
X\ universe, the FBI uploaded records on 1 telephone number more b’)ﬁ’:
b\\“ utside the date r in the le ecords on 14
(\/\ eleplione nuinbers that were 1
N,

the date range of the legal process.

The FBI decided to purge these overcollected records because they
exceeded the scope of the legal authority used to obtain them. For example,

239 The NSLs each included the same 445 telephone numbers, but 4 numbers were
duplicates. (U)

240 In an August 26, 2008, EC the FBI stated that it had established a 14-day
“grace period” before and after the date range specified in the after-the-fact legal process.
Overcollections that fell within the grace period were not purged from FBI databases. (U)

241 As discussed in Chapter Two of this report, the CTD did not require until
June 1, 2007, that case agents immediately ensure that responsive records accurately
match the NSL request. The guidance issued in June 2007 required that any identified
overcollections must be sequestered with an FBI attorney before the records are uploaded
into any FBI database and must be returned to the provider, destroyed by the FBI, or
addressed in another NSL. Similarly, the FBI did not require until October 17, 2007, that
CAU requesters review responsive telephone records received from the communications
service providers to ensure proper collection and then certify to the CAU’s database
manager by e-mail that the responsive records had been verified as accurately
encompassing both the target telephone numbers and date ranges contained in the NSL.
(V)
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the ECPA NSL statute requires certification that the records sought in NSLs
are relevant to an international terrorism investigation. If the NSLs used to
obtain the records certified, as required by the ECPA, that records sought
within a specified time period were relevant to authorized national security
investigations, but the FBI acquired records outside that date range, the
overcollected records were not covered by the NSL certification. Chart 4.3
illustrates the variance between the date range of the after-the-fact legal
process and the date range of uploaded records for 10 telephone numbers
with the longest periods of overcollection: (U)
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3. Steps Taken to Purge Records (U)

The FBI has purged records from centralized FBI databases, field
division-based databases, and hard copy files maintained by field division
personnel. Based upon the FBI review team’s findings, the CTD directed
that records be purged either by the CAU, the Field Investigative Software
Development Unit, or various field offices.?42 (U)

4. Records Improperly Acquired Relating to Criminal
Investigations (U)

The FBI OGC determined that 266 telephone numbers listed in
exigent letters and in 3 of the 11 blanket NSLs were related to criminal
investigations or domestic terrorism investigations for which NSLs are not
an authorized technique under the ECPA NSL statute, the Attorney
General’s NSI Guidelines, or FBI policy. (U)

According to the FBI OGC, it located appropriate legal process (either
grand jury subpoenas or FBI administrative subpoenas) issued to the
on-site providers before or after the FBI obtained records for 16 of these 266
telephone numbers, and the FBI determined that it will retain these records.
The FBI OGC determined that it would retain records requested in grand

jury subpoenas if a grand jury had been empanelled at the time the legal

process was issued and the subpoena was served either before or after the
records were obtained.?43 Of the remaining 250 telephone numbers, the FBI
could not locate legal process for 167 telephone numbers. The FBI therefore
directed the CAU to purge the records in FBI databases on these telephone
numbers.  The FBI review team informed us that there were no responsive
records in FBI databases for the remaining 83 telephone numbers. (U}

The FBI OGC informed us that a court-ordered wiretap had been
instituted that targeted 1 of the 266 telephone numbers. The wiretap was

242 As described above and in Chapter iS i sible for
uploading telephone transactional records into ‘ W
database. The Field Investigative Software Deve ssified \p &=

FBI database called Telephone Applications, which is used to analyze the calling patterns of
telephone records. Telephone Applications stores raw data derived from telephone records,
known as “metadata,” including the call duration. It does not store the contents of
telephone conversations. (SV&U'/ NF) ‘\U'}

243 Data on the FBI’s retention decisions show that four grand jury subpoenas were
dated after the date when the corresponding records were uploaded into an FBI database,
while five were issued prior to uploading. (U)
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instituted 11 days after the date of an exigent letter seeking records on that
telephone number. The FBI OGC directed the field division “to determine
whether any information from the . . . exigent letter was utilized to establish
probable cause for the [wiretap].” The FBI OGC advised us in March 2009
that the field office stated that probable cause for the wiretap was
established by independent means. (U)

As a result of the FBI’s analysis, the FBI has decided to retain records
for 16 of the 266 telephone numbers related to criminal or domestic
terrorism investigations and to purge records for 167 telephone
numbers. (U)

5. Other NSLs Referred by the OIG to the FBI (U)

In the course of this investigation, the OIG identified 32 NSLs that we
believed warranted further review because they appeared to be signed by
individuals who did not have authority to sign NSLs or the NSLs had other
possible irregularities. We provided copies of these NSLs to the FBI in
September 2007. In addition to the 32 NSLs identified by the OIG, the FBI
identified 39 other NSLs with possible irregularities. (U)

Of the 71 irregular NSLs, the FBI reported to us that it had issued
letters of censure to 6 FBI employees who together signed 14 NSLs because
they lacked the authority to sign NSLs.244 The FBI took no action against 3
other FBI employees who together signed a total of 14 NSLs while they were
serving as Acting Deputy Assistant Directors (Acting DAD), and the FBI
noted that it did not have a written policy in place expressly prohibiting
Acting DADs from signing NSLs until June 1, 2007 (after these NSLs were
signed). Moreover, in January 2009 the Department’s Office of Legal
Counsel (OLC) determined that Acting DADs are authorized to sign
NSLs. (U)

Thirty-five of the 71 irregular NSLs were unsigned. The FBI said it
was able to locate properly signed NSLs in its files for 23 of the NSLs in this
group. The FBI said it was unable to determine who was responsible for the
other 12 unsigned NSLs, and no action was taken with regard to these
NSLs. (U)

Of the remaining eight NSLs, the FBI said that one of the signatures
on an NSL was illegible and no action was taken, four NSLs were referred by

244 These individuals held the positions of SSA (1), Unit Chief (1), Acting Special
Agent in Charge (3), and Section Chief (1). (U)
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the Inspection Division to the FBI OGC for possible IOB violations, and the
FBI has not completed its research into the remaining three NSLs as of
October 2009.245 (U)

6. OIG Analysis of FBI Retention Decisions (U)

In evaluating the FBI’s process and decisions regarding whether to
retain or purge telephone records obtained through exigent letters and listed
in the blanket NSLs, we recognize the competing interests faced by the FBI.
On the one hand, the FBI wanted to retain records it believed were relevant
national security investigations. FBI General Counsel Caproni stated that
the FBI was concerned with losing information that could be critical to a
counterterrorism investigation. In describing the FBI’s various corrective
measures, Caproni stated that the FBI cannot “put the nation at risk. So
we chose a path that we think is reasonable.” (Uj

On the other hand, FBI officials stated to Congress and publicly
following the release of the OIG’s first NSL report that it would “ensure that
any telephone record we have in an FBI database was obtained because it
was relevant to an authorized investigation.”?46 The FBI Director and
General Counsel Caproni stated that any records that were not associated
with authorized investigations would “be removed from our databases and
destroyed.”247 (U)

In evaluating the FBI’s review efforts, we recognize that the ECPA has
no exclusionary rule for records acquired in violation of the statute.248
Moreover, we recognize that the only duty specifically imposed on the FBI on
discovery of the ECPA violations is to report the violations to the IOB, and
that the FBI has provided periodic briefings to the IOB staff about exigent

245 After reviewing a draft of this report, the FBI stated that the NSLB reported its
findings to the Inspection Division regarding the four possible IOB violations in April 2009.
One was then reported to the IOB, and the FBI concluded that the other three NSLs were
proper. (U)

246 Valerie E. Caproni, General Counsel, FBI, before the House Committee on the
Judiciary, U.S. House of Representatives, concerning “The Inspector General’s Independent
Report on the FBI's Use of National Security Letters,” (March 20, 2007),
http:/ /www.fbi.gov/congress/congress07 /caproni032007.htm (accessed March 26, 2009);
Robert S. Mueller, III, Director, FBI, before the Senate Committee on the Judiciary, U.S.
Senate, concerning “Oversight of the Federal Bureau of Investigation” (March 27, 2007),
http:/ /www.fbi.gov/congress/congress07 /muelleri032707.htm (accessed March 26,
2009). (U}

247 1d. {U)
248 See 18 U.S.C. §2708. (U)
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letters, blanket NSLs, and the FBI’s ongoing analysis of the records obtained
in response to these informal means. Thus, while the FBI is not legally
required to purge records it obtained improperly, it decided to do so under
certain circumstances. (U)

In light of these competing issues, we believe that the FBI’s decision
tree and its analysis of which records to purge were reasonable responses to
our identification of the improper collection of these telephone records. The
FBI’s analysis attempted to incorporate the legal standards of the ECPA NSL
statute and the ECPA emergency voluntary disclosure statute, albeit
after-the-fact. We also agree that it is reasonable to purge only those
records whose retention cannot be justified under an application of the
ECPA standards, even though the standards were applied after the
collection had already occurred. (U)

In applying these standards, the FBI has devoted significant resources
in manpower and time to review the improperly obtained records and to
consider whether there is a basis for retaining these records. However, it is
also important to recognize, as we detailed in Chapter Two of this report,
that the FBI’s inexcusable failure to document its requests for thousands of
telephone records severely hampered its ability to determine which records
should be purged. (U)

Finally, we believe the FBI should notify the IOB of the full details of
its final record retention decisions, purging decisions, the 11 blanket NSLs,
and all other actions to address the FBI’s improper acquisition of
ECPA-protected records.24% (U)

III. OIG Conclusions Regarding FBI Attempts at Corrective Action for
Exigent Letters (U)

As discussed in this chapter, prior to the issuance of the OIG’s first
NSL report in March 2007, from late 2003 through March 2007, the FBI
made various attempts to address issues arising from the CAU’s use of
exigent letters and other informal means to obtain telephone records.
However, during this time period, the FBI’s actions were seriously deficient
and ill-conceived, and the FBI repeatedly failed to ensure that it complied
with the law and FBI policy when obtaining telephone records from the
on-site communications service providers. Also during this time, the FBI

249 After reviewing a draft of this report, the FBI stated that it has formally briefed
the IOB on all these issues. (U)
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regularly issued after-the-fact NSLs, which were an inappropriate tool for
remedying the FBI’s improper practices. The FBI also issued 11 improper
blanket NSLs to try to “cover” or validate the improperly obtained records.
These attempts were inconsistent with the ECPA NSL statute, the Attorney
General’s NSI Guidelines, and internal FBI policy. (U)

By contrast, after the OIG issued its first NSL report in March 2007,
the FBI took additional actions to address the problems created by exigent
letters, which we believe were appropriate. The FBI ended the use of exigent
letters; issued clear guidance on the proper use of NSLs; directed that FBI
personnel be trained on NSL authorities; agreed to the move of the
communications service providers’ employees off the FBI’s premises; and
expended significant effort to determine whether improperly obtained
records should be retained or purged from FBI databases. (U)
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CHAPTER FIVE
OIG FINDINGS ON FBI MANAGEMENT FAILURES AND
INDIVIDUAL ACCOUNTABILITY (U)

In this chapter, we assess the accountability of FBI employees, their
supervisors, and the FBI’s senior leadership for the use of exigent letters
and other improper practices we described in this report. In Part I of this
chapter, we discuss the significant management failures that we concluded
contributed to these improper practices and to the FBI’s failure to address
the improper practices in a timely manner. In Part II, we assess the
accountability of individual FBI employees for these improper practices. (U)

I. Management Failures (U)

We found that numerous, repeated, and significant management
failures led to the FBI’s use of exigent letters and other informal requests for
telephone transactional records over an extended period of time. The FBI
failed to follow the Electronic Communications Privacy Act (ECPA) statute, the
Attorney General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSI Guidelines), and FBI policies when
obtaining thousands of telephone records from the on-site communications
service providers. While these on-site providers provided the FBI with an
important resource in support of its counterterrorism, counterintelligence,
and criminal programs, the FBI failed to provide adequate training,
guidance, and oversight to ensure that FBI personnel used this resource in
accordance with applicable statutes, guidelines, regulations, and FBI
policies. These failures began shortly after the Communications Analysis
Unit (CAU) was established within the Counterterrorism Division (CTD) in
2002, and continued until March 2007 when the OIG issued its first NSL
report describing the use of exigent letters. We believe that every level of the
FBI, from the FBI’s most senior officials, to the FBI’s Office of the General
Counsel (FBI OGC), to managers in the CTD, to the supervisors in the CAU,
to the CAU agents and analysts who repeatedly signed the letters, was
responsible in some part for these failures. (U}

As discussed in Chapter Two of this report, the concept of using
exigent letters originated as a time-saving technique in the FBI’s New York
Field Division during its criminal investigations of the September 11
terrorist attacks. However, their use was transferred to the CAU at FBI
Headquarters in early 2003 and over time became one of the means by
which the FBI routinely obtained telephone records from the on-site
communications service providers. The embedding of the communications
service providers’ employees in FBI work space alongside CAU employees,
coupled with the FBI’s increasing reliance on telephone subscriber and toll
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billing records information in its counterterrorism investigations, led to a
culture in which exigent letters and other even less formal and equally
inappropriate requests for information became the CAU’s accepted and
customary method of conducting business. We found that a distinct lack of
oversight and scrutiny by CAU managers, CTD officials, and FBI OGC
attorneys enabled the improper practice of obtaining ECPA-protected
telephone records with the promise of future legal process to expand and
proceed virtually unchecked for over 4 years. (U)

In reaching our conclusions, we recognize the CAU’s and the FBI’s
important mission to detect and prevent terrorist attacks and the challenges -
the FBI faced after the September 11 attacks. After the September 11
attacks, the FBI reorganized its mission, structure, and procedures to
emphasize counterterrorism. As part of this reorganization, the FBI created
the CAU with the important mission of facilitating prompt retrieval and
analysis of telephone records from the communications service providers for
high-priority investigations. The CAU typically requested the telephone
records to pursue its critical counterterrorism mission, not with the
intention to obtain records that CAU personnel knew they were not legally
entitled to obtain. Moreover, it is important to recognize that when we
uncovered the improper exigent letter practices and reported them to the
FBI in our first NSL report, the FBI terminated these improper practices and
issued guidance to all FBI personnel about the proper means to request and
obtain telephone records under the ECPA. (U)

However, in our view that does not excuse the extended, widespread,
and improper use of exigent letters and other informal means to obtain
telephone records that the FBI used for many years, or the FBI’s
ill-conceived and ineffective attempts to cover those record requests with
after-the-fact NSLs and improper blanket NSLs. As discussed in the next
section, we believe the responsibility for these practices was widespread,
from the top of the FBI, to the supervisors who oversaw these practices, to
the FBI attorneys who failed to correct these practices in a timely way, to
the line employees who signed these letters that were inaccurate on their
face. (U)

A. Failure to Plan for Proper Use of the On-Site
Communications Service Providers (U)

We found that FBI officials at all levels failed to develop a plan and
implement procedures to ensure that telephone records were properly
obtained from the on-site communications service providers. Such planning
was needed from the outset of the CAU’s establishment in 2003, particularly
when employees of the communications service providers were co-located in
the CAU’s work space. We also believe that the need for such planning was
obvious before the CAU began operations, not just in hindsight. (U)
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When the CAU began operations in 2002, a combination of factors
created clear risks for potential misuse of NSL authorities and other
authorities to obtain records in support of FBI national security
investigations. These factors included the FBI's expanded NSL authorities
in the USA PATRIOT Act?50; the CAU’s status as an operational support
unit; the establishment of contracts with the communications service
providers for on-site support at the FBI; the close proximity of the providers’
employees to CAU personnel in a common work area?5!; the assignment of
Supervisory Special Agents (SSA) and Intelligence Analysts to the CAU who
had little or no background in national security investigations or in using
NSLs; and continual and insistent demands for telephone transactional
records from FBI field and Headquarters operating units. However, FBI
managers failed to recognize these risks and take steps to avoid them. (U)

For example, from the inception of the FBI’s contractual relationships
with the three providers in 2003, senior FBI leaders knew that the CAU
would be handling telephone transactional records which the FBI could
lawfully obtain pursuant to the ECPA. However, FBI leaders and managers
failed to ensure that responsible officials in the CTD and the FBI OGC’s
National Security Law Branch (NSLB) reviewed the proposed and final
contracts with the on-site providers to ensure that the agreements
conformed to the requirements of the ECPA, the Attorney General’s
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSI Guidelines), and other relevant laws and policies governing
the FBI’s authority to obtain telephone transactional records. FBI leaders
and managers also should have recognized early on the need to train CAU
personnel on the authorized methods and procedures for requesting records
from the on-site providers, the need to clearly communicate those
procedures to the on-site providers’ employees and their respective
supervisors, and the necessity of establishing oversight mechanisms to
ensure those procedures were followed. (U}

The first CAU Unit Chief, Glenn Rogers, and most SSAs initially
assigned to the CAU had no prior experience in national security

250 As described in our first NSL report, the Patriot Act significantly broadened the
FBI's authority to obtain information through NSLs by lowering the evidentiary threshold
for seeking NSLs and by extending the authority to sign NSLs to Special Agents in Charge
of the FBI’s 56 field offices. (U)

251 We found that the close proximity of the providers’ employees and CAU
personnel led to a casual, informal atmosphere in the CAU, as well as friendships and
social contacts outside the office that blurred the lines between the responsibilities of FBI
personnel and the providers. We believe that atmosphere contributed to the informal and
improper use of exigent letters and other requests for telephone records. (U]
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investigations. The FBI’s failure to provide adequate guidance on the proper
way to obtain telephone records in national security investigations had
serious consequences. We found that from the outset of the CAU’s
operations, the CAU SSAs used impermissible procedures such as exigent
letters and sneak peeks to obtain ECPA-protected information and records.
These practices — some of which were copied from procedures used by FBI
personnel in the New York Field Division in connection with criminal
investigations relating to the September 11 hijackers — became standard
operating procedures for the CAU and continued throughout the 3-year
period while Rogers was the CAU Unit Chief and then the Assistant Section
Chief of the CTD’s Communications Exploitation Section (CXS). (U)

Only years later, in retrospect, a senior CTD official acknowledged the
FBI’s failure to plan in advance for having the communications service
providers on-site, observing, “it [was] like having the ATM in your living
room. You know you can go to it all the time and take the overdrafts
because that was what was happening.” (U)

B. Failure to Provide Training and Guidance to CAU
Personnel (U)

The FBI compounded its planning failures when it did not ensure that
all CAU personnel were trained on the legal requirements for obtaining
ECPA-protected records. In particular, FBI managers from the CAU Unit
Chiefs, to the FBI OGC, to the senior leaders of the FBI failed to ensure that
CAU personnel were properly trained to request telephone subscriber and
toll billing records information from the on-site communications service
providers in national security investigations only in response to legal
process or under limited emergency situations defined in 18 U.S.C
§ 2702(c)(4). They also failed to ensure that CAU personnel were trained to
comply with the Attorney General’s NSI Guidelines and internal FBI policies
governing the acquisition of these records. This training was needed not
only for existing CAU personnel but also, in light of personnel turnover in
the unit over the 4-year period of our review, for all incoming CAU
employees. (U)

At the most basic level, the FBI failed to instruct CAU personnel that
FBI requesters must provide NSLs or other legal process before CAU
personnel requested records from the on-site providers relevant to FBI
investigations, except in certain specified emergency situations.
Additionally, the FBI failed to train field and Headquarters requesters on
when and how true emergency requests should be handled. The FBI also
failed to advise CAU personnel of the statutes or regulations in addition to
the ECPA that limit the FBI’s authority to obtain certain types of telephone
records, such as news reporters’ toll billing records; the FBI’s authority to
issue administrative subpoenas in certain investigations; and the FBI’s
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authority to obtain pen register/trap and trace orders for ECPA-protected
information covered by the Pen Register Act. (U)

Even Joseph Billy, Jr., who was CTD Deputy Assistant Director (DAD)
and the CTD Assistant Director from April 2005 to March 2008, told us that
he was unaware of the ECPA emergency voluntary disclosure statute when
he was a Special Agent in Charge, a CTD DAD, or the CTD Assistant
Director. In fact, Billy said he did not know that communications service
providers did not need NSLs for records they provided to the FBI pursuant
to the ECPA emergency voluntary disclosure statute. He told us that when
he learned about the statute prior to his August 2007 OIG interview, “that
was a revelation to me.” (U)

The FBI’s failures also involved senior attorneys in the FBI OGC.
NSLB attorneys failed to recognize the seriousness of the information they
learned in late 2004 and early 2005 about the “form letter” — an exigent
letter — that was being used in the CAU to obtain records from the on-site
providers that was followed by after-the-fact NSLs. From then until March
2007, when the OIG’s first NSL report was issued, the FBI OGC failed to
take sufficient action to address the FBI’s improper use of these exigent
letters and after-the-fact legal process. (U)

Aggravating this failure, FBI OGC attorneys also provided flawed
guidance to CAU personnel about obtaining records from the on-site
providers. For example, in April 2005 the Assistant General Counsel who
was the NSLB point of contact for NSL-related policies and issues wrote that
exigent letters could be used in emergencies “only if it is clear to you that
the requestor cannot await an NSL.” This guidance did not accurately state
the requirements of either the ECPA NSL statute (18 U.S.C. § 2709), or the
emergency voluntary disclosure statute (18 U.S.C. § 2702(c)(4)).252 However,
this flawed guidance was circulated to all CAU employees, and the CAU
continued to request information from the on-site providers first, and
addressed the need for legal process later (if at all). (U)

252 To conform to the ECPA, proper guidance would have stated that the FBI could
either compel the production of records by first serving legal process or could request
voluntary disclosure of records in the types of emergencies defined in the emergency
voluntary disclosure statute. In April 2005, the statute authorized communications service
providers to voluntarily disclose records or information “if the provider reasonably believe[d]
that an emergency involving immediate danger or death or serious physical injury to any
person justifie[d] disclosure of the information. 18 U.S.C. § 2702(c)(4) (Supp. 2002). In
March 2006, the provision was amended to allow a communications service provider to
disclose records “if the provider, in good faith, believes that an emergency involving danger
of death or serious physical injury to any person requires disclosure without delay of
information relating to the emergency.” See 18 U.S.C. § 2702(c}(4}. (U)
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A second instance of a flawed legal response occurred in May 2006
when the NSLB again perpetuated the use of exigent letters promising
future legal process. Although NSLB attorneys were aware of the CAU’s use
of exigent letters at least by December 2004, no NSLB attorney asked to see
a copy of any exigent letter until May 2006. As described in Chapter Four of
this report, we found that the Assistant General Counsel, who was involved
in advising the CAU on the use of exigent letters, first asked to see the
exigent letter on May 19, 2006, 2 days after the OIG interviewed her in
connection with our first NSL report and asked her questions about the
CAU'’s acquisition of records prior to issuing legal process. After reviewing
the exigent letter, the Assistant General Counsel modified the letter by
substituting the word “NSL” for the word “subpoena” and deleting the
reference to the U.S. Attorney’s Office. This corrected the inaccurate
reference to grand jury subpoenas in many of the letters, but the advice
given by the NSLB was still flawed because the revised letter continued to
seek to obtain records with the promise of future legal process. We find it
troubling that neither the Assistant General Counsel, her immediate
supervisor, nor NSLB Deputy General Counsel Thomas reviewed an exigent
letter for more than 1% years after they learned of their use. (U]

In addition, the FBI OGC and the CTD failed to use the FBI’s alternate
authority under the ECPA (18 U.S.C. § 2702(c)(4)) to request voluntary
disclosure of telephone records from the on-site providers in qualifying
emergencies. Even though FBI OGC attorneys developed the first general
guidance for all FBI divisions during the spring and summer of 2005
regarding the emergency voluntary disclosure statute, they failed to
coordinate with CTD management and direct that the FBI (1) stop using
exigent letters; or (2) advise CAU personnel that the emergency voluntary
disclosure statute should be used to address record requests in appropriate
circumstances. These corrective actions did not happen until 2007, shortly
before the OIG’s first NSL report was issued. (U)

The FBI OGC’s failure to ensure that CAU personnel were aware of the
ECPA emergency voluntary disclosure statute had significant consequences.
Between August 25, 2005, (the date of the FBI OGC guidance on the ECPA
emergency voluntary disclosure statute), and November 13, 2006. (the date
of the last exigent letter we located), CAU personnel issued an additional 86
exigent letters seeking records for 553 telephone numbers. None of these
letters was subjected to the scrutiny or approval procedures that FBI
personnel were directed to employ when requesting emergency voluntary
disclosures under the ECPA. Moreover, as described in Chapter Two of this
report, during this same time period the FBI acquired records or calling
activity information on thousands of other telephone numbers through
other informal means, such as sneak peeks, e-mail, and telephonic
requests. (U)
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C. Failure to Oversee the CAU Activities (U)

In addition to the FBI’s failures in planning, training, and legal advice,
we also found that every level of FBI supervision — from the FBI’s most
senior leadership to the Unit Chiefs in the CAU - failed to recognize the need
for, and assure adequate oversight of, the practices employed by the CAU to
obtain subscriber information, toll billing records, and other calling activity
information from the on-site providers. (U)

In our review , with the exception of CXS Assistant Section Chief John
Chaddic, and Rogers (who became an Assistant Section Chief in the CXS
after serving as Unit Chief of the CAU]), no one in the CTD’s supervisory
chain above the CAU Unit Chiefs said they were aware of the FBI’s use of
exigent letters. As described in Chapter Two, John Pistole and Willie Hulon,
the Executive Assistant Directors of the FBI National Security Branch
during the period covered by our review; CTD Assistant Director Joseph
Billy, Jr.; and CTD Deputy Assistant Director John Lewis all said they were
unaware that the CAU was using exigent letters rather than NSLs to obtain
records from the on-site communications service providers.253 Similarly,
Laurie Bennett, who was the CXS Section Chief, said she did not know
about the use of exigent letters. CXS Section Chief Jennifer Smith Love also
told us that she was unaware of exigent letters until after she left her
position as the Section Chief. However, Love also told us she knew the FBI
was getting records without legal process, yet she did not ensure that the
CAU’s activities were legal or fully reviewed. (U)

The one CTD manager who said he was aware of the use of exigent
letters, CXS Section Chief Chaddic, told us that he learned from Rogers that
the CAU was using exigent letters as a “placeholder” to obtain telephone
records from the on-site providers prior to the service of the appropriate
legal process. Yet, he did not ensure that Rogers sought legal guidance from
the FBI OGC about the use of the letters or implement other measures to
ensure the appropriateness of the CAU’s use of these letters. (U)

We believe that each of these CTD officials was responsible for
knowing what their subordinates were doing, ensuring that agents and
others under their command complied with applicable law and FBI policy
governing the acquisition of telephone transactional records, and ensuring
that FBI attorneys had sufficient information about the CAU’s practices to
provide appropriate legal guidance and advice concerning what the CAU was

253 Pistole, Billy, and Hulon also served as Deputy Assistant Directors of the CTD
during the period covered by our review. (U)
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doing and planning to do. As CTD Assistant Director Billy stated to us,
“there was never a timeout period to any of this to say, okay, let’s do a
check, a compliance.” (U)

The failure of FBI officials to understand the practices employed
within the CAU to obtain records from the on-site providers extended not
only to exigent letters, but also to other improper methods described in
Chapter Three this report. For example, CTD Assistant Director Billy did
not know as late as Apr11 2007 about the FBI s improper use of hot number

any legal process. TIIC eneral Yo
Counsel for the NSLB also told us they did not know that the FBI had used
hot number] Similarly, until this OIG investigation, we found no

. evidence that any responsible FBI officials or any FBI attorneys were aware

that FBI agents had used inaccurate language in FISA declarations that
attributed the FBI’s acquisition of telephone records to NSLs when in fact

the records were acquired through.other means, such as exigent letters and
other informal requests. (S/,D(NF)( )

As a result of these actions, the FBI violated the statutory and
Attorney General Guidelines’ requirements for senior-level approval of
requests for telephone subscriber and toll billing records information and
other ECPA-protected information and the 4-step NSL approval process
established by the FBI’s own policy to ensure these requests were based on
appropriate predication. As Diagram 2.2 from Chapter Two illustrates, the
FBI substituted a 1-step process by which the CAU SSAs and Intelligence
Analysts signed requests for telephone records without supervisory review
by those officials authorized to approve and certify the FBI’s basis for
requesting these types of records. (U)

In sum, we believe that FBI senior leadership, senior attorneys, and
CTD supervisors failed to take adequate measures to ensure that the FBI
was obtaining telephone records from the on-site communications service
providers properly, that sufficient training was provided to the FBI
employees who obtained these records, that the new NSL powers granted to
the FBI in the Patriot Act were sufficiently monitored, and that the FBI
provided sufficient oversight on these new and intrusive authorities. The

. need for these actions should have been particularly clear when FBI

attorneys learned in late 2004 and early 2005 that the FBI was acquiring
telephone records without legal process. Moreover, no one in the CAU

raised concerns about these exigent letters to higher level CTD officials or
other senior FBI managers, even when Unit Chief Rogers and some of the

agents signing exigent letters should have realized that the letters were
inaccurate on their face. (U)
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II. Individual Performance (U)

While the management failures described above explain in part how
the FBI came to use exigent letters and other informal methods for
requesting records from the on-site providers, these management failures do
not explain all the deficiencies we found in this review. (U)

Rather, in this review we also concluded that FBI supervisors and
attorneys did not take sufficient action to oversee or prevent the use of
exigent letters and other improper requests for telephone records. We also
believe that the performance of some FBI employees who signed the letters
that were inaccurate on their face was not in accord with the high standards
expected of FBI and other law enforcement personnel. We discuss the
actions of these individuals in the sections below. (U)

A. CAU Unit Chief Glenn Rogers (U)

While Rogers served as the CAU'’s first Unit Chief and later as CXS
Assistant Section Chief, he made several decisions that resulted in
widespread use of exigent letters without adequate legal review by the NSLB,
and also without an adequate system to track their use or document the
many less formal requests for telephone records from the on-site
providers. (U}

First, we found that in November 2003 Rogers approved an EC which
instructed CAU personnel on how to handle responsive toll billing records
obtained “[u]nder the authority of an Exigent Circumstances Letter.” Yet,
Rogers made no effort to confirm, either then or later, whether these
so-called exigent letters were appropriate for use by the CAU in connection
with national security investigations. As the CAU Unit Chief, Rogers was
responsible for ensuring that the processes used by his unit were lawful and
appropriate. Rogers said that a Company A analyst told him in May 2003
that exigent letters had been used by the FBI's New York Division and that
the “lawyers” had approved the letter. His decision to rely only on a
Company A analyst’s vague representations as to the propriety of using
such letters, and a reference to unnamed “lawyers,” was imprudent and
improper. (U)

Second, we found that Rogers failed to properly discharge his duties
as CAU Unit Chief and CXS Assistant Section Chief when he signed, and
permitted his subordinates to sign, exigent letters that inaccurately stated
that subpoenas requesting the telephone records listed in the letters had
“been submitted to the U.S. Attorney’s Office who will process and serve
them formally . . . as expeditiously as possible.” When we asked Rogers why
he signed his name to exigent letters containing these inaccurate
statements, he said: (U)
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The only thing I really regret is the wording in that letter. The
letter was just a placeholder and it was a bad move on my

part ... It’s my fault . . . I relied on a flawed piece of paper to do
that and I am sick by it. I am sickened. But!I do not think the
letter is the issue. To me the issue is the exigent circumstances
and there were. (U)

Rogers’s explanation is unpersuasive. He knew the letters contained
statements that were inaccurate, yet he signed 12 exigent letters and
allowed his subordinates to sign 678 additional exigent letters during his
tenure as a supervisor in the CTD. Even if there were exigent
circumstances — and we found evidence indicating that there was not
exigent circumstances in all cases, let alone a qualifying emergency under
Section 2702 — that does not excuse an FBI employee signing his name to a
letter that contains inaccurate statements of fact. (U)

Moreover, after at least three CAU SSAs complained to Rogers about
using exigent letters that contained inaccurate references to grand jury
subpoenas having been requested from the U.S. Attorney’s Office, Rogers
told them to continue using the letters. He told one of them not to change
“a single word.” Rogers should have recognized and taken immediate action
then to address the inaccurate statements in the letters. He should have
acknowledged the SSAs’ concerns and, at minimum, changed the wording of
the exigent letters to make them accurate. He also should have consulted
with NSLB attorneys and asked them to review the exigent letters to
determine if they could lawfully be used to support FBI investigations. He

- did none of these things. (U)

Third, Rogers failed to ensure that the personnel assigned to his
unit — many of whom had no prior experience in the FBI’s national security
programs — received training on the authorized methods to request and
obtain telephone subscriber and toll billing records information in national
security investigations. None of the CAU SSAs we interviewed who signed
exigent letters said they had received training on the FBI’s authorities under
the ECPA to obtain records pursuant to NSLs or the emergency voluntary
disclosure statute. (U)

Fourth, Rogers did not ensure that guidance was issued which, at a
minimum, described in which situations exigent letters could be used. As a
result, CAU personnel used exigent letters and then provided after-the-fact
legal process in a wide variety of inappropriate circumstances. As described
in Chapters Two, Three, and Four of this report, these included instances in
which NSLs were not authorized under the ECPA, the Attorney General’s
NSI Guidelines, or FBI policy and also when the standards set forth in the
ECPA emergency voluntary disclosure statute were not satisfied. Rogers’s
authorization of the CAU’s use of exigent letters to obtain thousands of
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ECPA-protected records rather than using legal process such as NSLs or
emergency voluntary disclosure requests led to a serious abuse of the FBI’s
expanded authority to issue NSLs following enactment of the Patriot

Act. (U)

Fifth, Rogers failed to ensure that Bassem Youssef, his successor as
CAU Unit Chief, was briefed on the unit’s methods and procedures,
including the specific methods the CAU used for obtaining records from the
on-site providers. Rogers told us he had objected to Youssef’s selection as
Unit Chief and that he had little substantive contact with Youssef after his
appointment. Notwithstanding Rogers’s objections to Youssef’s selection,
Rogers should have fully briefed Youssef upon his entry on duty as Unit
Chief and should have remained engaged with Youssef’s management of the
unit, including Rogers’s plan to implement the Tracker Database to track
requests to the on-site providers and the need to issue follow-up legal
process. (U)

Rogers attempted to justify his actions by stating that he regularly
reminded CAU personnel to stay current on securing the after-the-fact legal
process for the providers. He also said he sometimes spoke with personnel
assigned to CTD operational units and at least one field division about the
importance of issuing after-the-fact legal process for telephone records.
However, his efforts were not sufficient to ensure that after-the-fact legal
process was issued, and he never raised concerns about the practice to
other managers or attorneys in the FBI. (U)

In addition, we found that Rogers’s failure to clearly explain to CAU
personnel what was appropriate under the law and FBI policy led to other
lax and sloppy practices in the CAU, including sneak peeks and informal
requests for records conveyed by e-mail, telephone calls, and face-to-face
conversations. (U)

Sixth, when Rogers was the CAU Unit Chief and also when he was the
CXS Assistant Section Chief, the CAU did not implement any system for
tracking requests to the on-site providers, or keeping copies of the exigent
letters, or ensuring that legal process was issued promptly after the records
were provided to the FBI. The CAU relied on the on-site providers rather
than its own internal controls to document requests for re nd the
need for legal process. As a result, the growing backlog oﬁr \D,\ ¢
records for which the providers needed legal process went Ia noticed\fn
and unaddressed by FBI managers for over 3 years, until mid-2006. In
addition, once FBI managers focused on the improper actions, the lack of

documentation of these requests greatly complicated the FBI’s efforts to
determine whether it had a basis for retaining these records. (S%/NF) Lk’y
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Seventh, Rogers also did not consult with NSLB attorneys about the
use of sneak peeks and other informal requests to obtain information from
the on-site prog about the FBI’s acquisition of calling activity
information oﬁhot numbers without legal process. As Unit Chief \O\ —
of the CAU, he should have consulted with NSLB attorneys about these =
practices to ensure that CAU personnel followed the ECPA, the Attorney

General’s NSI Guidelines, and other relevant laws, regulations, and FBI
policies governing the acquisition of telephone records. (S¥/NF (U

When we questioned Rogers about these actions, he acknowledged
that after a Company A analyst first told him about exigent letters in May
2003, he allowed the use of exigent letters by CAU personnel without
issuing clear guidance regarding how they were to be issued. However,
Rogers stated that nothing was done “to hide the fact that we were getting
stuff in advance of NSLs.” (U)

Rogers also stated that from the time NSLB attorneys became fully
aware of the exigent letter practice in late 2004, the NSLB attorneys never
sought to bring their use to a halt. When we asked Rogers about a
December 2004 e-mail from the Assistant General Counsel to a CAU SSA in
which the Assistant General Counsel discussed the SSA’s request for an
after-the-fact NSL, Rogers noted the Assistant General Counsel’s statement
in the e-mail, “I am realistic enough to recognize that there are emergency
situations wherein we get the information on the promise of an NSL.”
Rogers also told us that during the time he was the CAU Unit Chief and
later the CXS Assistant Section Chief he was never told by FBI attorneys or
CTD management that the exigent letter practice was unacceptable. (U)

We agree that NSLB attorneys share some of the responsibility for the
improper use of exigent letters when they did not end their use after
learning about them. However, for the reasons stated above, we believe
Rogers bears a large portion of the responsibility for the CAU’s improper use
of exigent letters.254 (U)

B. CAU Unit Chief Bassem Youssef (U)

In evaluating Youssef’s actions, we believe it is important to recognize
that when he was assigned as CAU Unit Chief in November 2004 and
Rogers became the Assistant Section Chief of the CXS (which oversaw the
CAU), Youssef inherited the improper practices initiated during Rogers’s
tenure, including the use of exigent letters and other informal methods such

254 Rogers retired from the FBI in 2006. (U)
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as sneak peeks for requesting records from the on-site communications
service providers. Moreover, as described in Chapter Two, the CAU’s use of
exigent letters was expressly approved by Rogers in an EC to CAU personnel
dated November 18, 2003.255 (U)

We also found that when Youssef first came to the CAU in November
2004 and continuing thereafter, Rogers did not adequately brief Youssef
about the CAU practices. Youssef stated that Rogers “bypass[ed}” him on
e-mails, meetings, and other information relating to the CAU operations.
Youssef also said that Rogers kept him “out of the loop” and that since
Rogers was his immediate supervisor until February 2006, Youssef was not
able to raise concerns he had about how the CAU was being run to Rogers
because Rogers was not willing to listen to his suggestions. Youssef stated
that he had a conversation with Rogers, shortly after learning about the use
of exigent letters, in which Youssef raised concerns about the practice.
Youssef stated that Rogers told him to continue using the letters, and
Youssef said he concluded that he would be insubordinate if he failed to do
so. (U)

Youssef also asserted that he was subjected to an “incredibly hostile
work environment” from his chain of command above Rogers. As noted in
Chapter Four, Youssef asserted that both CXS Section Chief Laurie Bennett
and CTD DAD John Lewis were hostile to him and that he could not raise
any concerns to them about exigent letters.256 (U)

255 As also described in Chapter Two, the previous CAU Acting Unit Chief had
approved an EC dated January 6, 2003, distributed to FBI divisions which stated that the
CAU could obtain telephone records in “exigent circumstances” and that legal process must
follow such requests. This EC did not explicitly refer to exigent letters. (U)

256 After reviewing a draft of this report, Youssef’s attorney reiterated that Youssef
felt he was subjected to a hostile working environment. Youssef’s attorney also stated that
because of a Title VII lawsuit Youssef filed against the FBI, he was involuntarily transferred
to the position of CAU Unit Chief and that many of the CAU supervisors and staff shunned
him and preferred to deal directly with Rogers. As noted here and in Chapter Four, the OIG
took into account Youssef’s work environment in assessing his performance. {U)

Youssef’s attorney made many other comments after reviewing a draft of this report.
We do not address all of his comments, but respond to some of the most significant ones in
this report. (U)
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We confirmed that Youssef was not included on some e-mails between
Rogers and the Assistant General Counsel between November 2004 and
February 2005.257 (U) ‘

With regard to Youssef’s claim that Rogers bypassed him, Rogers
acknowledged to us that he had very little interaction with Youssef when
Youssef became the CAU Unit Chief, and that Rogers never provided Youssef
with any guidance on matters involving the CAU, including exigent letters.
Rogers said: (U)

I didn’t give him any briefings. He didn’t ask forany . ... He
never came to me for advice . . .. The most contact I had with
him was he was constantly e-mailing me to get his admin leave
approved for his lawsuit. And that was the majority of my
interaction with him. (U)

Rogers also said that he had recommended to the CXS Section Chief that
Youssef should not be selected for the CAU Unit Chief position because
Rogers did not think that he “had enough experience or understanding of
what [the CAU] did.” (U)

It is clear from the evidence that Rogers did not interact with Youssef
or value Youssef’s input into the CAU operations. We believe Rogers should
have risen above his disagreement about Youssef’s selection and ensured
that, working together, they managed the unit appropriately. (U)

It is important to recognize that soon after Youssef became the CAU
Unit Chief he learned about exigent letters, that NSLB attorneys were aware
of the CAU’s practice of using exigent letters, and that the NSLB attorneys
were working with CAU personnel on a process for issuing after-the-fact
NSLs more expeditiously. In addition, Youssef took steps to address the
backlogged requests for legal process. For example, in approximately April
2005, after learning from a Company B employee about the backlog of legal
process owed to that provider, he instructed CAU personnel to obtain the

257 We found that Youssef did not attend two important meetings with Rogers and
NSLB attorneys that were held on January 6, 2005, and January 26, 2005. After reviewing
a draft of this report, Youssef’s attorney stated that Youssef was “excluded” from or “not
invited” to these meetings. However, Youssef told us that he knew about the meetings
before they were held. Youssef’s attorney stated that Youssef could not attend them
because he was on sick leave in one case and at a deposition in his Title VII case in the
other. FBI e-mails and documents also reflect that Youssef was invited to these meetings
but did not attend. Youssef acknowledged that he made no effort afterwards to learn what
had occurred at these meetings. (U)
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necessary process for Company B. In October 2005 he instructed CAU
personnel to ensure that all outstanding requests for records from all three
providers were covered by legal process. Also in the fall of 2005, he worked
with the FBI OGC and representatives of the CTD operational units to
reduce the number of future records requests made prior to service of legal
process.258 (U)

Yet, although Youssef inherited the CAU’s exigent letters practice, and
NSLB attorneys condoned the use of exigent letters and after-the-fact legal
process, we nonetheless found that, in several respects, Youssef’s actions
contributed to the CAU’s continued use of exigent letters and other informal
requests for telephone records. (U)

First, Youssef failed to understand fully or adequately assess (in
coordination with CTD management and the NSLB) all of the methods by
which FBI personnel were obtaining records from the on-site providers.
Even though he was in charge of the CAU, Youssef did not understand the
scope of the exigent letter practice in his unit, including the routine use of
after-the-fact legal process and the other improper practices within the CAU
for obtaining telephone records. For instance, Youssef told us that apart
from two large counterterrorism operations in 2006, he was unaware that
during his tenure CAU employees had obtained records or calling activity
information for over 1,000 telephone numbers prior to service of either legal
process or exigent letters. In addition, Youssef told us he could not
approximate how many exigent letters were issued by CAU personnel over

258 [n response to a draft of this report, Youssef’s attorney stated that Youssef also
requested guidance from the FBI OGC regarding what constituted exigent circumstances,
and that this request prompted the Assistant General Counsel’s April 26, 2005, e-mail (in
which she advised Youssef that exigent letters should be used “only if it is clear to you that
the requestor cannot await an NSL”). Yet, we determined through contemporaneous
e-mails that the Assistant General Counsel’s e-mail was prompted by information she had
received from another Headquarters Unit, not from any request for guidance from
Youssef. (U)

Youssef’s attorney also asserted that Youssef’s actions in circulating this e-mail to
CAU personnel “were the first actions taken by any FBI manager, Unit Chief and/or
employee of the [FBI] OGC to provide the CAU employees instruction” as to when an exigent
letter could be used. We note that the Assistant General Counsel wrote in her e-mail to
Youssef, “please make sure the people in your unit are instructed to ask for an NSL, and
only if it is clear to you that the requestor cannot await an NSL . . . should they be done as
emergencies based on your exigent letter.” Thus, while we agree that Youssef acted
appropriately in following the Assistant General Counsel’s advice to instruct CAU
personnel, it appears that the first action prompting the instruction was taken by the
Assistant General Counsel, not by Youssef. (U)
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his own name as Unit Chief (we found that the number was 367). Youssef
also told us that he w. of the details of the CAU request
community of interesﬁsneak peek requests, hot number;

and the unauthorized 0l administrative subpoenas. (SHN F)Q Ty

\
]\fn €

Second, like his predecessor Rogers, Youssef failed to establish an
adequate tracking system for exigent letters and other means by which FBI
personnel requested records from the on-site providers. Although Youssef
took steps in April and October 2005 to determine the scope of the
backlogged requests for legal process, he did not seek to maintain an
accurate record at the time they were made of the nature, number, and
origin of the requests to the on-site providers whether communicated by
exigent letter, by telephone, by e-mail, on pieces of paper, or through sneak
peeks. The failure to maintain such records was an internal control
problem that greatly complicated the FBI’s later efforts to determine whether
it had a basis to retain the records. (U) '

Third, Youssef himself signed one exigent letter issued to Company A
on November 21, 2005, that contained an inaccurate statement. Like
virtually all other exigent letters signed by CAU personnel, this letter stated
that a grand jury subpoena had been requested from the U.S. Attorney’s
Office. This was not true. When we showed Youssef this letter, he said that
when a CAU Intelligence Analyst presented the letter to him for signature he
did not recall noticing that the letter referred to a subpoena rather than an
NSL. Youssef acknowledged that the follow-up legal process subsequently
issued to cover the numbers in the exigent letter was an NSL. He added
that he had not “closely” read the exigent letter before he signed it. Youssef
told us that he should have read the exigent letter more closely, adding that
he “signed this without really looking at it . . . because at that time [ was
aware that that is the procedure in the unit.” We concluded that even if
Youssef believed that exigent letters were “the procedure in the unit,” his
failure to review any exigent letter between March 2005 (when he first
learned they were used) until November 2005 was troubling.25° (U)

259 After reviewing a draft of this report, Youssef’s attorney asserted that Youssef
had to sign this exigent letter because the circumstance was a true emergency, the
statement about a grand jury subpoena to follow was simply a “placeholder” meaning that
some legal process would follow, and that it would have harmed the national security for
Youssef to take the time to determine whether the letter accurately stated that a grand jury
subpoena would follow. However, Youssef could have easily and quickly ensured the
letter’s accuracy by revising it to state that legal process would follow. In addition, he could
have ensured that the letter was accurate, either before or after he signed it. Rather his
testimony was that he did not carefully review the letter and did not notice it referred to a

grand jury subpoena before signing it. Finally, we note that 367 exigent letters were signed
(Cont’d.)
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Fourth, we found that Youssef did not adequately inform the
Assistant General Counsel that CAU personnel were having difficulty
obtaining legal process to address the backlog of record requests about
which he was aware. As described in Chapter Four of this report, Youssef
told us that he emphasized at the September 26, 2005, meeting with NSLB
attorneys and managers of a CTD operational unit that the CAU was
attempting to address the “significant backlog” of NSLs owed to the
providers. However, in late 2005 and early 2006 when the Assistant
General Counsel asked Youssef what the NSLB could do to assist the CAU
to ensure the NSLs were issued in a timely manner, Youssef replied that the
CAU was “making some reasonable headway in getting NSLs” and that the
on-site providers were “happy with the results.” These comments did not
address the problem of the significant backlog of several hundred telephone
numbers for which promised legal process had not been issued. Youssef did
not at this time, or later, advise the Assistant General Counsel of the scope
of this backlog or that the CAU was having difficulty obtaining after-the-fact
legal process to address the backlog. (U)

By not making clear to the NSLB that the CAU was having significant
difficulty in obtaining after-the-fact NSLs, Youssef contributed to an
inaccurate perception that the CAU had the exigent letter matter under
control. Because the NSLB was not informed of the full scope of the
problems, it did not provide additional resources or issue more urgent
directives in coordination with CTD officials to establish clear timetables
and oversight mechanisms to address the problem. While we believe that
NSLB attorneys were very slow in recognizing and correcting the core legal
problem with exigent letters, we also believe Youssef’s understatement of the
problem contributed to the NSLB’s lack of urgency in addressing the exigent
letters situation.260 (U)

by the CAU staff under his name, and he did not attempt to verify that the representations
in the letter were accurate. (U)

260 In response to reviewing a draft of this report, Youssef’s attorney stated that
Youssef had requested help from the FBI OGC to force the operational units to open
preliminary investigations prior to the CAU requesting records from the on-site providers,
but that the FBI OGC refused his request. Youssef’s attorney cited two e-mails, dated April
5 and 12, 2005, written by the Assistant General Counsel. According to Youssef’s attorney,
Youssef’s request to the FBI OGC to force the operational units to open preliminary
investigations, if accepted, would have “struck at the root cause of the exigent letter([s]
problem.” (U)

However, the April 5 and April 12 e-mails related to the umbrella preliminary
investigative file plan that the NSLB had proposed in January 2005. In his OIG interviews,
Youssef also portrayed the preliminary investigation suggestion as the FBI OGC’s idea, not
(Cont’d.)
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As discussed above, Youssef also asserted that he was subjected to a
hostile working environment from his chain of command above Rogers.
However, we believe that if Youssef concluded that it would be futile to raise
concerns about exigent letters with Rogers or others in the CTD chain of
command, Youssef could have, and should have, raised these concerns with
other FBI managers. He also could have taken the concerns he said he had
in 2005 about the use of exigent letters to the FBI’s Inspection Division, the
FBI’s Office of Professional Responsibility, the OIG, or the Department of
Justice. (U)

In sum, we recognize that Youssef was placed in a difficult position
when he became the Unit Chief of the CAU because the use of exigent letters
and other informal means for obtaining telephone records and other
ECPA-protected information from the on-site providers had been ongoing for
several years. In addition, Rogers, who was the CAU’s former Unit Chief
and who became Youssef’s first-line supervisor, did not adequately brief
Youssef about the CAU practices and did not in other ways interact
appropriately with Youssef. We found that Youssef took some steps to
attempt to address the use of exigent letters. However, we concluded that
Youssef did not do all he could have, and should have, to address the
improper use of exigent letters and other informal requests for telephone
records. (U)

C. NSLB Deputy General Counsel Julie Thomas (U)

As summarized in Chapter Two of this report, we found that many of
the improper practices described in this report pre-dated Julie Thomas’s
appointment in October 2004 as Deputy General Counsel of the FBI OGC’s
National Security Law Branch (NSLB). Before Thomas’s appointment, CAU
personnel had been regularly issuing exigent letters, and CAU Unit Chief
Rogers had formally recognized exigent letters as an approved method for
getting records from the on-site providers without first serving legal
process. (U)

his. Moreover, as described in Chapter Four, the umbrella plan was dropped because
Youssef informed the FBI OGC months later at a meeting on September 26, 2005, that
umbrella files were not needed because emergency requests for records in cases where
there was no case already open ‘were few and far between.” Therefore, Youssef’s testimony
does not support the assertion that forcing the operational units to open preliminary
investigations would have solved the “root cause” of the exigent letters problem, or that the
FBI OGC refused his request to get the operational units to open preliminary
investigations. (U)
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However, we found that after Thomas became the NSLB Deputy
General Counsel and became aware of exigent letters, she did not
adequately review and assess the legality of their use in a timely fashion,
halt their use, ensure in coordination with CTD officials that CAU personnel
understood the lawful methods for obtaining records from the on-site
communications service providers, or ensure that the NSLs that she
personally signed complied with the ECPA NSL statute. (U]

As NSLB Deputy General Counsel, Thomas served as the principal
legal adviser to the FBI General Counsel on FBI national security issues.
After the September 11 attacks, the NSLB grew from a small unit of
approximately 10 employees to a full branch within the FBI OGC consisting
of 6 units staffed by over 70 attorneys, Special Agents, and support
personnel. The NSLB’s mission was to provide legal support throughout the
FBI, including to the Counterterrorism, Counterintelligence, and Cyber
Divisions, by advising on legal issues related to national security matters,
ensuring an efficient and timely process for seeking FISA warrants,

developing and maintaining liaison relationships within the Intelligence
' Community, and providing legal training on national security issues to FBI
employees. (U)

Yet, beginning in December 2004 when the Assistant General Counsel
first informed Thomas about a “form letter” the CAU was using to obtain
records in advance of legal process, Thomas failed to directly address the
fact that these letters violated the ECPA. Even though she recognized that
there were only two authorities by which the FBI could obtain ECPA records
in national security investigations (pursuant to legal process or the
emergency voluntary disclosure statute), Thomas did not take prompt,
decisive action in December 2004 when she learned that (1) the CAU was
regularly obtaining records from the on-site providers by using a form letter
that promised future legal process, and (2) the CAU was having difficulty
obtaining after-the-fact legal process from Headquarters’ operating units
and FBI field divisions regarding the records it already had received from the
on-site providers. (U)

In particular, Thomas did not ask to review the exigent letter; did not
direct the Assistant General Counsel or anyone else to review the exigent
letter; did not ensure that CAU personnel were trained on the lawful
methods for obtaining telephone records; did not review the FBI’s contracts
with the three on-site communications service providers (or the underlying
contract proposals and other documents) until after the FBI received a draft
of the OIG’s first NSL report; and did not determine if the CAU had issued
any guidance to its employees about the appropriate and legal way for FBI
personnel to request records from the on-site providers. Instead, Thomas
approved a recommendation from the Assistant General Counsel in January
2005 that NSLB personnel be made available to the CAU to help get NSLs
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signed quickly after the FBI acquired records from the on-site providers in
emergency situations. (U)

We concluded that after Thomas was given notice in December 2004
that exigent letters with the promise of future legal process were being used
to obtain ECPA-protected records, at a minimum she should have asked an
NSLB attorney to fully and promptly review with CTD’s senior managers the
methods and practices used by CAU personnel to request and obtain
records from the on-site providers so that NSLB could determine if they
were legal. A careful review would also have revealed the additional
improper practices arising from the FBI’s interactions with the on-site
providers, such as requesting records without legal process or even exigent
letters, sneak peeks, hot numbe d the use of administrative
subpoenas signed by a CAU SSA. U)

In evaluating Thomas’s performance, we recognize that CAU
personnel also failed to provide information to the NSLB that they should
have known was relevant to the NSLB'’s legal oversight. In particular, as
discussed above, CAU Unit Chief Youssef did not adequately advise the
NSLB on the extent of the backlog and the ongoing difficulties CAU
personnel were encountering in getting after-the-fact NSLs issued by field
and Headquarters divisions. These omissions affected Thomas’s ability to
fully appreciate the scope of the CAU’s various problems resulting from its
use of exigent letters and other improper methods to obtain telephone
records. (U)

Similarly, CAU personnel did not inform Thomas or other FBI
attorneys that the CAU routinely obtained ECPA-protected information from
the on-site providers by using sneak peeks. Moreover, even after FBI OGC
attorneys first were told by the CAU Primary Relief Supervisor about sneak
peeks in February 2007, they were not informed of the extent of the
information given to CAU personnel in response to such requests. As late
as 2007, when the Assistant General Counsel asked CAU personnel to
prepare a memorandum reporting as possible intelligence violations the
improper blanket NSLs she then knew about, the CAU personnel involved in
the drafting effort failed to provide accurate and complete information to the
NSLB about the 11 blanket NSLs that had been drafted by CAU personnel
and signed by senior CTD officials. (U)

Yet, we believe that these deficiencies in reporting these issues to the
NSLB do not excuse Thomas’s failure to take adequate action with the
information she did have. At critical junctures throughout 2005 and 2006,
when Thomas learned more about the CAU’s various practices for obtaining
records from the on-site providers, she did not take timely, decisive, and
effective actions to ensure that the CAU obtained records from the on-site
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assist the CAU in preparing after-the-fact NSLs more expeditiously and over
a period of nearly 9 months worked on a proposal to create “umbrella files” —
generic national security investigations of recurring threats — that could be
used to document in NSL approval ECs the predication for NSLs (until she
was informed that the umbrella files were not needed). When we asked her
how she justified the use of exigent letters that promised future legal
process, the Assistant General Counsel told us that the FBI had “created an
exception [to the ECPA statute] in national security circumstances where we
think it’s absolutely necessary.” However, the ECPA does not provide for
such an exception. (U)

We were also troubled the Assistant General Counsel did not seek to
review a copy of any exigent letter until May 2006, more than 18 months
after first learning of their use in the CAU. We believe she should have
asked to see an exigent letter upon hearing of its use. (U)

Even after reviewing an exigent letter, she did not recognize that the
CAU was obtaining records in violation of the ECPA. Instead of
recommending that their use be halted, in May 2006 she merely revised the
exigent letter to substitute the term “NSL” for the inaccurate reference to
after-the-fact issuance of grand jury subpoenas, and she advised the CAU
that it could continue to use the revised exigent letter. By these actions,
she allowed the FBI’s improper use of exigent letters and after-the-fact NSLs
to continue. However, it is also important to note that she forwarded the
revised exigent letter to both her supervisor and Thomas, and that neither of
these supervisors objected to the Assistant General Counsel’s changes or
otherwise questioned the CAU’s continued use of exigent letters. (U)

Finally, we believe the Assistant General Counsel should have
recognized that many of the exigent requests that came to the CAU qualified
for emergency voluntary disclosure requests under the ECPA. Yet, like her
immediate supervisor and NSLB Deputy General Counsel Thomas, the
Assistant General Counsel did not ensure that CAU personnel were briefed
about the circumstances in which the FBI could lawfully request voluntary
disclosure without legal process. (U)

In sum, we concluded that based on the Assistant General Counsel’s
experience in national security investigations and the position she held in
the NSLB, she should have directly confronted the legal deficiencies in use
of exigent letters and, through her supervisors in the NSLB and in
conjunction with CTD managers, ensured that the use of exigent letters
ended, which she did not do. (U)
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providers only in accordance with the ECPA and ensure that the use of
exigent letters and after-the-fact NSLs was halted. (U)

For example, after the Assistant General Counsel informed Thomas in
an e-mail in April 2005 that the CAU may be handling requests from the
on-site providers for records as if they were emergencies when some of the
requests “were not necessarily emergencies,” Thomas did not correct
inaccurate guidance that the Assistant General Counsel had given to the
CAU: that the CAU could continue to use exigent letters “only if it is clear to
you that the requestor cannot await an NSL.” As described in Chapters
Four and Six of this report, this advice was inaccurate because even if the
exigent letter was construed as seeking voluntary production pursuant to
Section 2702, the advice would allow use of the letter in circumstances that
did not meet Section 2702’s definition of emergency circumstances. (U)

Thomas told us that she did not recall receiving the Assistant General
Counsel’s April 2005 e-mail, but after reviewing the e-mail in August 2008
she said it was consistent with her understanding of the advice that the
NSLB was providing the CAU in 2005. Thomas said she understood that
the Assistant General Counsel’s advice was “shorthand” for the “true
emergency” standard in the emergency voluntary disclosure statute (18
U.S.C. § 2702(c)(4)). However, as described above we do not believe it is
reasonable to equate the words “the requestor cannot await an NSL” with
the “danger of death or serious physical injury” standard in Section 2702.
More significantly, FBI General Counsel Valerie Caproni and the Assistant
General Counsel stated unequivocally that the FBI did not rely on that
statutory authority in approving the use of exigent letters. We concluded
that Thomas’s recollection was mistaken and that 18 U.S.C. § 2702(c)(4)
was not relied upon by the NSLB during the period that the CAU issued
exigent letters. (U)

In August 2005, Thomas missed another opportunity to correct some
of the CAU’s improper practices when she failed to recognize that the
emergency voluntary disclosure statute could be used to address some of
the emergency requests coming to the CAU. At that time Thomas approved
FBI-wide guidance issued by the FBI General Counsel for obtaining the
content of communications pursuant to the ECPA emergency voluntary
disclosure provision. The new guidance reiterated the requirements of the
provision and specifically highlighted that since the disclosure was
voluntary it “should not be followed with a subpoena or other compulsory
process.” Yet, even as she reviewed and approved new FBI policy for using
this emergency authority under 18 U.S.C. § 2702(b)(8) for obtaining
communications covered by the ECPA, Thomas failed to recognize a
connection between a similar emergency disclosure provision under 18
U.S.C § 2702(c)(4) relating to toll billing records under the ECPA and how
that authority related to the exigent letters practice. She again failed to halt
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the use of exigent letters — which improperly combined a request for
voluntary production with a promise of future compulsory process — and she
also failed to identify the emergency voluntary disclosure statute as an
appropriate alternative to exigent letters in qualifying emergencies. (U}

In June 2006, when Thomas received an e-mail informing her that the
Assistant General Counsel had sent a new version of a model exigent letter
to the CAU in May 2006, Thomas again allowed the practice of using exigent
letters to continue. The new version of the exigent letter promised that
NSLs (rather than grand jury subpoenas) would be issued in the future.
While the revised model exigent letter corrected an inaccurate statement in
the exigent letter about grand jury subpoenas, the revised letter still did not
ensure compliance with the ECPA’s requirements that either (1) the FBI
issue legal process in advance of obtaining records; or (2) the provider
produce records voluntarily in circumstances satisfying Section 2702’s
emergency voluntary disclosure provision. Consequently, the revised
exigent letter did not resolve the fundamental legal problem with the letters
under the ECPA. (U)

In addition, we found that Thomas herself signed seven after-the-fact
NSLs in 2005. The ECPA does not authorize the issuance of retroactive
legal process, and such process would not validate an improper disclosure
of records under the ECPA. The NSLs and approval ECs also did not state
that the FBI had already acquired the records. (U)

In evaluating Thomas’s overall performance we recognized that she
was also assigned to provide legal counsel to support many high-profile
threats that the FBI addressed during the period covered by our review.
Thomas told us that she regularly was involved with “the most emergent
issues that face the intelligence community.” She said she routinely dealt
with “life and death situations” that required immediate attention. Thomas
also said that soon after she was appointed NSLB Deputy General Counsel
in the fall of 2004, she “came to believe that the span of control of this
branch was beyond the capabilities of any human being.” She said that
starting in December 2004 she had requested that Section Chief positions
be established in the NSLB to assist her, but that this did not occur until
January or February 2008. (U)

Yet, taking all these circumstances into account, we believe Thomas
inappropriately approved the use of the exigent letters practice and
after-the-fact NSLs, did not promptly review an exigent letter or direct
another attorney to review one, did not review the providers’ contracts and
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associated documents, repeatedly missed opportunities to halt the use of
exigent letters, did not work with CTD managers to ensure CAU personnel
were properly instructed on the FBI’s authorities to obtain telephone records
from the on-site providers, and signed improper after-the-fact NSLs.261 (U)

D. NSLB Assistant General Counsel (U)

As described in this report, the NSLB Assistant General Counsel had
the most frequent contact with CAU personnel regarding exigent letters.
She was an FBI senior line attorney who was the NSLB point-of-contact for
NSL-related policies and issues. In that position, she was consulted when
field and Headquarters personnel, including Chief Division Counsels, had
questions about NSLs. She also was responsible for drafting NSL guidance,
preparing or overseeing the preparation of NSL training materials, preparing
congressionally mandated reports to Congress on NSL usage, and
evaluating the need for legislative amendments to the FBI’s NSL
authorities. (U)

We determined that in December 2004, in connection with a request
for an after-the-fact NSL from a CAU SSA, the Assistant General Counsel
first learned that the CAU regularly used exigent letters to obtain telephone
records, that these exigent letters promised after-the-fact legal process, that
the CAU relied on field divisions to supply the after-the-fact legal process,
and that the field divisions often did not respond to the CAU’s requests for
after-the-fact legal process. In response, the Assistant General Counsel
promptly and appropriately notified her immediate supervisor and NSLB
Deputy General Counsel Thomas about this information. We also found
that she consistently kept both her immediate supervisor and Thomas
informed about her interactions with the CAU concerning exigent letters and
the problems the CAU was encountering in obtaining legal process after the
exigent letters were issued. She also periodically advised CAU Unit Chief
Youssef that she and the NSLB were available to assist the CAU in working
through exigent letters problems by making NSLB resources available to
assist with promptly drafting after-the-fact NSLs. (U)

Yet, while the Assistant General Counsel generally kept her
supervisors informed of what she learned on a timely basis, she provided
inaccurate guidance to Youssef that “we are willing to allow these requests
when there really are exigent circumstances . . . only if it is clear . . . that
the requestor cannot await an NSL.” She also recommended to NSLB
Deputy General Counsel Thomas that the NSLB designate attorneys to

261 Thomas resigned from the FBI in December 2008. (U)
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assist the CAU in preparing after-the-fact NSLs more expeditiously and over
a period of nearly 9 months worked on a proposal to create “umbrella files” -
generic national security investigations of recurring threats — that could be
used to document in NSL approval ECs the predication for NSLs (until she
was informed that the umbrella files were not needed). When we asked her
how she justified the use of exigent letters that promised future legal
process, the Assistant General Counsel told us that the FBI had “created an
exception [to the ECPA statute] in national security circumstances where we
think it’s absolutely necessary.” However, the ECPA does not provide for
such an exception. (U}

We were also troubled the Assistant General Counsel did not seek to
review a copy of any exigent letter until May 2006, more than 18 months
after first learning of their use in the CAU. We believe she should have
asked to see an exigent letter upon hearing of its use. (U]}

Even after reviewing an exigent letter, she did not recognize that the
CAU was obtaining records in violation of the ECPA. Instead of
recommending that their use be halted, in May 2006 she merely revised the
exigent letter to substitute the term “NSL” for the inaccurate reference to
after-the-fact issuance of grand jury subpoenas, and she advised the CAU
that it could continue to use the revised exigent letter. By these actions,
she allowed the FBI’s improper use of exigent letters and after-the-fact NSLs
to continue. However, it is also important to note that she forwarded the
revised exigent letter to both her supervisor and Thomas, and that neither of
these supervisors objected to the Assistant General Counsel’s changes or
otherwise questioned the CAU’s continued use of exigent letters. (U)

Finally, we believe the Assistant General Counsel should have
recognized that many of the exigent requests that came to the CAU qualified
for emergency voluntary disclosure requests under the ECPA. Yet, like her
immediate supervisor and NSLB Deputy General Counsel Thomas, the
Assistant General Counsel did not ensure that CAU personnel were briefed
about the circumstances in which the FBI could lawfully request voluntary
disclosure without legal process. (U)

In sum, we concluded that based on the Assistant General Counsel’s
experience in national security investigations and the position she held in
the NSLB, she should have directly confronted the legal deficiencies in use
of exigent letters and, through her supervisors in the NSLB and in
conjunction with CTD managers, ensured that the use of exigent letters
ended, which she did not do. (U)
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E. General Counsel Valerie Caproni (U)

We examined the involvement of FBI General Counsel Valerie Caproni
in the handling of exigent letters and determined that she first learned
about the CAU’s use of exigent letters or other improper requests for
telephone records in late 2006, during the OIG’s first NSL investigation. (U)

The only evidence that Caproni was told anything prior to this time
that related to the CAU obtaining records before service of legal process was
a conversation that Thomas said she had with Caproni in April 2005 when
Thomas was preparing for the FBI Inspection Division’s triennial inspection
of the FBI OGC. Thomas said she discussed with Caproni at the time that
the NSLB “had a problem delivering legal services” and that “[CAU
personnel] were requesting NSLs for records they had already received.”
Thomas said she raised the question to Caproni whether these after-the-fact
NSLs should be reported as possible intelligence violations to the President’s
Intelligence Oversight Board. Thomas said that Caproni agreed with
Thomas’s assessment that “these were likely all emergency circumstances
anyway and a follow-on NSL would not be required.”262 (U)

We concluded that the information Thomas recalled sharing with
Caproni was not of sufficient detail to put Caproni on notice that the CAU
was obtaining records from the on-site providers with a promise of future
legal process. We found no evidence that Thomas informed Caproni that
the CAU was obtaining records using a letter that promised future service of
legal process. (U)

Rather, Caproni first learned about the use of exigent letters in 2006
in response to the FBI Director’s request that she assess whether the FBI
anticipated any problems with the OIG’s first NSL investigation that was
ongoing at the time. Caproni asked the Assistant General Counsel in an
e-mail whether, in light of the Assistant General Counsel’s recent OIG
interview, she anticipated “any problems/issues/concerns.” In a reply on -
June 1, 2006, the Assistant General Counsel wrote: (U)

in emergency situations . . . we have allowed CAU to get NSL
information from the [elmbedded telephone companies based
upon a letter promising a legally compelling process to be

forthcoming, and then the NSL is supposed to be issued . . . .

262 However, as we discuss in Chapter Four of this report, Caproni told us in earlier
interviews when we asked her if the FBI had been relying on the emergency voluntary
disclosure statute in approving the use of exigent letters, “no, we had no discussions that
these [exigent letter requests] — would qualify under that provision of the ECPA.” (U)
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There had been some problems with the promptness or lack
thereof of those NSLs, as well as figuring out a [preliminary
investigation] to which to attach the NSL request. I think the
problem is resolved now but we still allow the receipt of info
without an actual NSL prior to the receipt. It is analogous to
the 2702(d) emergency but we have never premised it on
that. (U)

On July 20, 2006, NSLB Deputy General Counsel Thomas forwarded
to Caproni another e-mail from the Assistant General Counsel in which the
Assistant General Counsel reported that she had been asked in a recent
OIG interview about the CAU’s practice of issuing exigent letters “in
emergency situations to get NSL information.” Thomas stated in her
forwarding e-mail, “[w]e have done better with this [issuing NSLs prior to
requests for records| but when we are sitting right next to the rep. its tough
to wait the 2-3 days it takes to get” the NSL. Caproni responded to Thomas,
“I think we've always done some ‘paperwork to follow’ requests.”263 (U)

However, Caproni said she did not see an exigent letter and was
unaware of the extent to which the FBI was using exigent letters before the
OIG showed her an exigent letter and informed her of the details of the
practice in late 2006 in connection with the OIG’s interview of her in our
first NSL investigation. (U}

We concluded that the two e-mails described above did not alert
Caproni of the extent of the problem and in fact suggested that the problem
had been “resolved.” Moreover, by the time Caproni received these e-mails
the OIG investigation was ongoing within the FBI and the issuance of
exigent letters had all but stopped. Under these circumstances, we do not
believe she was on sufficient notice of the problem, in advance of the OIG
investigation, to remedy it. (U)

263 When the OIG asked Caproni about her reference to the FBI always doing
“paperwork to follow” requests, Caproni stated that when she was an Assistant United
States Attorney there were instances in which records were obtained prior to the service of
legal process. Caproni told us, “in my experience it is not a particularly unusual
circumstance to do a paperwork-to-follow request,” as long as the process comes within “a
day, or . . . maybe you are going to get the records on Saturday and you are going to give
them the process on Monday.” Caproni added that when she was told about the CAU
obtaining records prior to process, “[ijt did not surprise me or shock me,” noting, however,
that she believed at the time that legal process was served within a day or two. Caproni
distinguished her prior experience from the sort of delays that she learned were occurring
in the CAU. (U)
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F. Signers of the 11 Blanket NSLs: Joseph Billy, Jr., Arthur
Cummings III, Michael Heimbach, and Jennifer Smith
Love (U)

As described in Chapter Four of this report, we found that 4 senior
CTD officials signed a total of 11 improper blanket NSLs in 2006. Each of
these NSLs had multiple deficiencies. (U)

We analyze below the actions of the four CTD senior officials who
signed these improper blanket NSLs. (U)

1. Joseph Billy, Jr. (U)

Joseph Billy, Jr., joined the FBI in 1978. By mid-2006, Billy had
been assigned to FBI national security investigations for about 20 years. (U)

Billy signed 4 of the 11 improper blanket NSLs: the Company B
May 12 NSL and 3 Operation Z NSLs. He signed the Company B May 12
NSL when he was a CTD Deputy Assistant Director and the three Operation
Z NSLs as an Assistant Director. In both of these positions, Billy was
authorized to sign NSLs by virtue of the FBI Director’s delegation of NSL
signature authority to Deputy Assistant Directors and Assistant Directors of
the Counterterrorism Division. (U)

However, all four NSLs were deficient. The Company B NSL violated
the ECPA because (1) it included telephone numbers relevant to closed
investigations and records that were relevant to domestic terrorism and
criminal investigations for which NSLs are not an authorized technique
under the Attorney General’s NSI Guidelines; and (2) did not contain the
certifications required for NSLs imposing non-disclosure and confidentiality
requirements on NSL recipients. (U)

The Company B May 12 NSL and the three Operation Z NSLs also
violated FBI policy because they were not accompanied by approval ECs.
Approval ECs are required in order to document that the records sought are
relevant to an authorized national security investigation. (U)

Finally, all four NSLs were issued after-the-fact, and none of the NSLs
disclosed that they were issued for records that had been previously
obtained through exigent letters. (U)

Billy told us that he did not recall signing the Company B May 12
blanket NSL or the three Operation Z NSLs, but he did not contest that his
signature was on all four NSLs. Further, although he told us that he knew
that NSLs were only authorized in instances in which there was an open
preliminary or full national security investigation, the Company B May 12
NSL included telephone numbers related to closed cases and domestic
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terrorism and criminal investigations for which NSLs are not authorized.
Additionally, Billy told us that signing NSLs that were not accompanied by
approval ECs was “completely outside” his practice. However, we confirmed
with the CAU SSAs who drafted the four blanket NSLs that Billy signed that
none of these four NSLs were accompanied by approval ECs. While we
developed no evidence contradicting Billy’s assertion that his normal
practice was to sign NSLs only if they were accompanied by approval ECs,
these four NSLs were not issued with the required approval ECs. (U)

We concluded that in signing these four NSLs, Billy failed to take
appropriate steps to ensure that NSLs he signed complied with the ECPA,
the Attorney General’s NSI Guidelines, and FBI policy. When Billy signed
these NSLs he had nearly 20 years of experience with FBI national security
investigations, and he knew the legal and policy requirements for using this
intelligence tool. Yet, he signed these NSLs either without the required
certifications or without ensuring that the requests were adequately
predicated under the ECPA by examining the approval ECs.264 (U)

2. Arthur A. Cummings III (U)

Arthur A. Cummings III joined the FBI in 1987. By mid-2006,
Cummings had worked on FBI national security investigations for about 14
years. (U)

Cummings signed 5 of the 11 improper blanket NSLs, all of which
related to Operation Y. He signed these NSLs as a Special Agent in Charge
(SAC) for the Washington Field Office while he was temporarily assigned to
the CTD as an Acting DAD. As a SAC, Cummings was authorized to sign
NSLs by the FBI Director’s delegation pursuant to 18 U.S.C. § 2704(b). (U)

All of the Operation Y NSLs were deficient. These NSLs were issued
after-the-fact, although the ECPA does not authorize after-the-fact process.
In addition, they did not contain the certifications required for NSLs
imposing non-disclosure and confidentiality requirements on NSL
recipients. These NSLs also violated FBI policy because they were not
accompanied by approval ECs. Finally, all five NSLs were issued
after-the-fact but none of the NSLs disclosed that they were issued for
records that had been previously obtained through exigent letters and other
informal requests. (U)

264 Billy retired from the FBI in March 2008. (U)
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Cummings said that prior to signing any of the NSLs, he had spoken
with an NSLB attorney to determine if he was authorized to sign NSLs while
serving as an Acting DAD in the CTD on temporary assignment. An NSLB
attorney confirmed to us that she advised Cummings that he could sign
NSLs in his position as a SAC. (U)

Cummings also told us that he recalled signing the Company C
August 24 and Company A August 25 Operation Y blanket NSLs, which
included many telephone numbers, but he did not recall signing the other
three Operation Y blanket NSLs. Cummings said he believed that each of
the NSLs he signed had approval ECs because it was his practice to ensure
that NSLs always had approval ECs. However, we confirmed with the CAU
SSA who drafted the NSLs that approval ECs were not prepared for any of
the five Operation Y blanket NSLs. Accordingly, we determined that
Cummings was mistaken in his belief that all the NSLs he signed were
accompanied by approval ECs. (U)

We concluded that by signing these NSLs Cummings failed to take
appropriate steps to ensure that the NSLs complied with the ECPA, the
Attorney General’s NSI Guidelines, and FBI policy. When Cummings signed
these NSLs, he had about 14 years experience in conducting FBI national
security investigations, yet he failed to ensure that the requests were
adequately predicated under the ECPA by examining the approval ECs. (U}

3. Michael Heimbach (U}

Michael Heimbach joined the FBI in 1988. By mid-2006, Heimbach
had been assigned to FBI national security investigations for more than 3
years. (U)

Heimbach signed the Company C July 5 blanket NSL. Heimbach
signed this NSL when he was a Section Chief of the International Terrorism
Operations Section 1 of the CTD, but while temporarily assigned as an
Acting DAD for the CTD. Similar to the Company B May 12 NSL signed by
Billy, this NSL violated the ECPA because it (1) included telephone numbers
relevant to closed investigations and records that were relevant to domestic
terrorism and criminal investigations for which NSLs are not an authorized
technique under the Attorney General’s NSI Guidelines; and (2) did not
contain the certifications required for NSLs imposing non-disclosure and
confidentiality requirements on NSL recipients. Additionally, this NSL
violated FBI policy because it was not accompanied by an approval EC. As
mentioned previously, approval ECs are required in order to document that
the records sought are relevant to an authorized national security
investigation. (U)

241



pav.— e NHISEE

Finally, this NSL was issued after-the-fact, although the ECPA does
not authorize retroactive legal process, and did not disclose that it was
issued for records that the FBI had been previously obtained through
exigent letters. (U)

Heimbach told us that prior to signing the NSL, an NSLB attorney told
him that he was authorized to sign the NSL as an Acting DAD. Heimbach
also told us that his practice was to require approval ECs to establish and
document the predication for the NSL and the relevance of the telephone
numbers to an open national security investigation. He stated that he
assumed he was told when he signed the Company C July 5 NSL that the
approval EC was being prepared or had already been prepared. However,
we confirmed with the CAU SSA who prepared the NSL and brought it to
Heimbach for signature that an approval EC was never drafted. We
therefore concluded that Heimbach was mistaken in his belief that an
approval EC was being prepared or had already been prepared. (U)

We concluded that by signing this NSL Heimbach failed to take
appropriate steps to ensure that he complied with the ECPA, the Attorney
General’s NSI Guidelines, and FBI policy. When Heimbach signed this NSL,
he had over 3 years experience in conducting FBI national security
investigations, yet he failed to ensure that the requests were adequately
predicated under the ECPA by examining the approval EC.265 (U)

4. Jennifer Smith Love (U)

Jennifer Smith Love joined the FBIl in 1987. By mid-2006, Love had
been assigned to FBI national security investigations for about 20
months. (U)

Love signed the Company A September 21 blanket NSL when she was
a Section Chief of the Communications Exploitation Section of the CTD but
temporarily assigned as an Acting DAD for the CTD. Similar to the
Company B May 12 NSL signed by Billy and the Company C July 5 NSL
signed by Heimbach, this NSL violated the ECPA because it (1) included
telephone numbers relevant to closed investigations and records that were
relevant to domestic terrorism and criminal investigations for which NSLs
are not an authorized technique under the Attorney General’s NSI
Guidelines; and (2) did not contain the certifications required for NSLs

265 As noted above in connection with the NSL signed by Heimbach, the FBI did not
issue guidance stating that Acting DADs are not authorized to sign NSLs until June 1,
2007. We agree that in the absence of clear written policy on signature authority,
Heimbach should not be faulted for signing the NSL while serving as an Acting DAD. (U)
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imposing non-disclosure and confidentiality requirements on NSL
recipients. Additionally, this NSL violated FBI policy because it was not
accompanied by an approval EC. (U)

Finally, this NSL was issued after-the-fact, although the ECPA does
not authorize retroactive legal process, and did not disclose that it was
issued for records that the FBI had been previously obtained through
exigent letters and other informal requests. (U)

Love told us that she recognized her signature on the Company A
September 21 NSL, but said she could not recall any details surrounding
this NSL, including who gave it to her. She also told us that she did not
know that NSLs required approval ECs. (U)

We concluded that by signing this NSL Love failed to take appropriate
steps to ensure that she complied with the ECPA, the Attorney General’s
NSI Guidelines, and FBI policy. When she signed this NSL Love had about
20 months experience conducting FBI national security investigations. If
Love did not know FBI policies regarding the issuance of NSLs - including
the requirement that they contain approval ECs ~ she should not have
signed any NSLs and should instead have sought appropriate legal
guidance. (U)

5. OIG Conclusion on CTD officials who signed improper
blanket NSLs (U)

When Congress amended the Patriot Act in 2001, it significantly
expanded the FBI’s preexisting authority to issue NSLs. Section 505 of the
Patriot Act broadened the FBI’s NSL authority by eliminating the
requirement that the information sought in an NSL must pertain to a foreign
power or an agent of a foreign power. This section of the Patriot Act
substituted the lower threshold that the information sought must be
relevant to an authorized investigation to protect against internationatl
terrorism or espionage, provided that any investigation of a U.S. person is
not conducted “solely on the basis of activities protected by the first
amendment of the Constitution of the United States.” As a consequence of
this lower threshold, the FBI can obtain information about persons who are
not subjects of FBI investigations so long as the requested information is
relevant to an authorized national security investigation. (U)

As we described in this chapter, we believe serious, repeated
management failures by the FBI’s senior leadership, the CTD, and the FBI
OGC caused the breakdown in responsibility and accountability for exigent
letters, other improper requests, and the attempts at corrective action —
such as blanket NSLs. However, we also believe that the CTD senior
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individuals who signed these blanket NSLs contributed to misuses of these
authorities. (U)

As senior CTD officials, Billy, Cummings, Heimbach, and Love were
responsible for ensuring that the NSLs they signed complied with the ECPA,
the Attorney General’s NSI Guidelines, and FBI policy. While we recognize
that each of these four officials had other significant responsibilities in the
FBI and that they each worked in a high-pressure environment in
furtherance of the FBI’s counterterrorism mission, we believe they should
have taken more care to ensure that the NSLs they signed complied with the
ECPA, the Attorney General’s NSI Guidelines, and FBI policy. (U)

G. CAU Personnel Who Signed Exigent Letters (U)

As described in Chapter Two of this report, we determined that many
CAU employees — 2 Unit Chiefs, 15 SSAs, and 3 Intelligence Analysts ~
signed 722 exigent letters issued by the CAU between March 2003 and
November 2006. The vast majority of these exigent letters stated: (U)

Due to exigent circumstances, it is requested that records for
the attached list of telephone numbers be provided. Subpoenas
requesting this information have been submitted to the U.S.
Attorney’s Office who will process and serve them formally to
[Company A, Company B, or Company C] as expeditiously as
possible. (U)

As discussed above, this language came from the New York Field
Division where grand jury subpoenas signed by the U.S. Attorney’s Office
were used to obtain telephone records related to the counterterrorism
investigations in response to the September 11 attacks. This practice and
the use of exigent letters were adopted by the CAU beginning in 2003. (U)

In evaluating the accountability of the CAU employees who signed
these exigent letters, we asked the CAU employees who signed two or more
exigent letters whether they knew when they signed the letters that the
factual statements were accurate. We asked specifically whether they knew
that there were exigent circumstances associated with the requests and
whether they knew that requests for grand jury subpoenas had been
submitted to the U.S. Attorney’s Office, as specifically stated in the
letters. (U)

With few exceptions the CAU SSAs who signed the letters said they
believed exigent circumstances were present in every instance in which they
signed an exigent letter. The only exceptions to these general statements
were (1) an SSA who told us that he signed several letters when he was new
to the CAU under circumstances he was “pretty sure . . . could be
questionable”; (2) another SSA who told us that he sometimes signed
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exigent letters presented to him by the CAU Intelligence Analysts without
requiring an explanation of the details if he was busy on other projects; and
(3) CAU Unit Chief Bassem Youssef and at least two SSAs who told us they
did not read the exigent letters closely or in detail, signed it “without looking
at it,” or “just glanced over it.” Nearly all of the SSAs also told us that their
primary concern each time they signed an exigent letter was to be
responsive to the demand for telephone toll billing records as quickly as
possible in order to support critical FBI investigations. (U)

The exigent letters also stated that requests for a specific form of legal
process — “subpoenas” — had already been submitted to the U.S. Attorney’s
Office. In most cases, this was not true. As described in Chapter Four of
this report, in most cases the legal process issued after-the-fact to cover
exigent letters were NSLs issued by the FBI, not grand jury subpoenas.
However, most of the CAU SSAs we interviewed told us they did not know
whether grand jury subpoenas had been requested, although some
recognized that the letters inaccurately described the process for obtaining
grand jury subpoenas. (Uj

We sought to determine whether the signers of exigent letters knew
whether the statement that requests for grand jury subpoenas had been
submitted to the U.S. Attorney’s Office was false when they signed the
letters. One SSA who signed 139 exigent letters told us that although he
recognized that the exigent letters inaccurately stated that grand jury
subpoenas had been submitted, he signed the letters nonetheless because
he “thought it was all part of the program coming from the phone companies
themselves,” and he assumed the letters were approved by the
communications service providers’ attorneys. (U)

Another SSA who signed 115 exigent letters said that he knew that
subpoenas had not been issued but signed the exigent letters anyway,
because he saw the letter used by other CAU personnel as a standard
practice and he received assurances from CAU Unit Chief Glenn Rogers that
the exigent letter was okay to use. (U)

A third SSA who signed 98 exigent letters said he was not concerned
with the reference to subpoenas having been submitted to the U.S.
Attorney’s Office, although the language “did not make sense” because it did
not correctly reflect the procedure to obtain subpoenas. This SSA said he
“didn’t really have any reason to question” the letters because the letters
were accepted by the providers and were an established practice in the
CAU. (U)

When we questioned other SSAs about their signing exigent letters
which inaccurately stated that grand jury subpoenas had already been
requested from the U.S. Attorney’s Office, they said that they did not pay
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much attention to and were not concerned about the reference to a grand
jury subpoena. Other SSAs told us that when they signed the letters they
did not know for sure what type of after-the-fact legal process would be used
by the field division or Headquarters unit that initiated the request. Others
told us that they considered the reference to grand jury subpoenas to
broadly include all categories of legal process, such as NSLs. As noted
above, a few SSAs told us that they never read the exigent letters closely
enough to notice any of the statements they contained. (U)

As noted above, when we asked CAU Unit Chief and CXS Assistant
Section Chief Glenn Rogers why he signed, and permitted his subordinates
to sign, exigent letters containing inaccurate statements, he said he
regretted the wording of the letter, but that the letters were just a
“placeholder.” In response to a similar question, Youssef told us he should
have read the letter more closely and did not realize that the exigent letters
referred to subpoenas rather than NSLs until April or May 2006.266 (U)

In evaluating the performance of the individual signers of the
inaccurate exigent letters, it is also important to consider several mitigating
circumstances. (U)

First, CAU Unit Chief Rogers approved the use of exigent letters by the
CAU, and in November 2003 Rogers issued an EC to the CAU that referred
to the exigent letters as a tool for obtaining telephone toll billing records
from Company A, which was the only on-site provider at the time. As
described in Chapter Two, three SSAs who signed exigent letters told us that
they raised concerns about the wording of exigent letters to their Unit Chief
at the time, Glenn Rogers. In each instance, the SSAs said that Rogers
assured them that the letter was “standard operating procedure” and had
been approved by “lawyers.” Rogers also told one SSA that he should not
change “a single word” in the letter. Although Rogers told us that he did not
recall these SSAs or anyone else coming to him with complaints about the
exigent letters, we concluded, based on the consistent testimony of the
SSAs, that this had occurred. (U)

Second, CAU personnel were not trained on national security
investigations or NSLs when they arrived in the unit until after the OIG’s
first NSL report was released in March 2007. Rather, newly assigned
personnel — most of whom had no prior experience in national security

266 However, after this time period 28 additional exigent letters were signed by other
CAU personnel with Youssef’s name listed as the CAU Unit Chief, including 15 that
continued to refer to grand jury subpoenas having been requested. (U)
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investigations - learned the procedures for requesting and obtaining records
from the on-site providers’ employees and from other CAU personnel. (U)

Third, by late December 2004 NSLB attorneys, including NSLB
Deputy General Counsel Thomas, knew that the CAU was obtaining records
prior to service of legal process based on a form letter but did not probe the
details or terminate the practice. Rather, in January 2005 NSLB attorneys
met with Rogers and a CAU SSA to discuss how the NSLB could assist in
quickly preparing NSLs after the CAU had obtained records. Thus, CAU
personnel believed that the exigent letters had been approved not only by
the CAU Unit Chiefs but by the NSLB. (U)

Fourth, the use of exigent letters was widespread and the accepted
way of doing business in the CAU. Many CAU SSAs told us that the letters
were part of the standard practice used by the CAU. Some SSAs also
identified a particular Company A employee as having assured them that
the exigent letter practice had been approved by “attorneys,” which the SSAs
said they interpreted to mean attorneys from both the FBI and
Company A. (U)

Fifth, because the CAU was an operational support unit, none of its
personnel had authority to sign NSLs. As a result, when CAU personnel
issued exigent letters to obtain records from the on-site providers, the CAU
generally depended upon the original FBI requesters in field or
Headquarters operational units to issue the after-the-fact legal process.
Due to the absence of a tracking system for after-the-fact legal process in
the CAU, the CAU SSA who signed the exigent letters would not necessarily
know what type of legal process was eventually issued or even that the
request was eventually covered by the promised legal process. Additionally,
due to turnover in the CAU, the CAU employee who signed the exigent letter
may have rotated out of the CAU when the after-the-fact legal process was
served on the on-site providers weeks, months, or even years later. (U)

Sixth, grand jury subpoenas in fact were subsequently issued to cover
some of the exigent letter requests. (U)

Finally, employees of the on-site providers accepted exigent letters as
authority for responding to FBI requests and in many instances even
drafted the exigent letters. Indeed, as described in Chapter Two of this
report, CAU SSAs told us that the providers’ employees were sometimes the
first to brief them on the exigent letters practice. The role of the on-site
providers in explaining, drafting, and accepting the exigent letters, together
with the fact that these SSAs saw other personnel in the unit regularly sign

and issue thi lettii, led these SSAs to conclude that signing exigent letters

to initiat or telephone records was an appropriate business s\ _
practice n the CAU. (S};&NF(L*) vt
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OIG Conclusion on CAU Personnel who Signed Exigent Letters (U)

First, consistent with our standard practice, we referred the evidence
that we developed regarding the signing of these inaccurate exigent letters to
the Public Integrity Section of the Department’s Criminal Division for its
determination of whether criminal prosecution was warranted. Upon
evaluating the evidence referred by the OIG, the Public Integrity Section
declined prosecution for the exigent letters matter. (U)

We agree that the evidence was insufficient to support a criminal
prosecution. We also agree that significant mitigating circumstances,
described above, must be considered in evaluating the accountability of FBI
employees who signed exigent letters. However, we also believe that none of
these factors, alone or in combination, excuses an FBI employee for signing
an exigent letter either knowing the letter was inaccurate, not making the
effort to confirm the factual accuracy of the letter, or not raising concerns
about the letter’s accuracy to FBI supervisors. Simply put, we do not
believe employees of the FBI should sign their names to letters making a
statement that is not true, even if the letters are approved by management,
sanctioned by FBI attorneys, part of an established practice, or accepted by
the recipients. When FBI employees signed exigent letters attesting to the
fact that “subpoenas have been submitted to the U.S. Attorney’s Office who
will process and serve them formally” to the communications service
providers, the FBI employees who signed these letters should believe that
this is true. (U)

We recognize that a few SSAs raised concerns about the exigent
letters to their supervisor, CAU Unit Chief Rogers, and he instructed them
to continue using the letters without changing the wording. Even in this
circumstance, we believe that FBI employees confronted with this problem
had other options than to simply sign the letters. They could have sought
further guidance from more senior managers in the FBI, either directly or
anonymously. They could have requested guidance from the FBI OGC.
They could have complained to a senior CTD official or the FBI Inspection
Division. They could have contacted the OIG. None of them took any of
these steps. Instead, they continued to sign inaccurate exigent letters. We
believe that in signing these inaccurate letters the FBI employees failed to
exercise sufficient care to ensure the letters were accurate or raise concerns
to others. (U)

However, we also believe Rogers was most culpable for the FBI’s
improper use of exigent letters. Without consulting CTD supervisors or any
FBI attorneys, Rogers took an exigent letter that had been used by the FBI’s
New York Field Division and authorized its use in the CAU to support a
variety of FBI investigations. He signed exigent letters himself and
permitted his subordinates to sign hundreds of exigent letters even though
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they contained inaccurate statements of fact on their face. In clear
derogation of his duties as a supervisor, Rogers also ignored complaints
from at least three SSAs in the unit who complained directly to him about
the inaccurate reference in the letters to grand jury subpoenas and told
them not to change a word. While this does not fully excuse the CAU
personnel who signed the letters, it is an important factor to consider when
assessing their performance. (U)

H. FBI Personnel Involved in Media Leak Investigations (U)

As described in Chapter Three of this report, FBI personnel were
involved with requests to search reporters’ toll billing records in three
different media leak investigations without first obtaining the required
Attorney General approval. We believe that these matters involved some of
the most serious abuses of the FBI’s authority to obtain telephone
records. (S//NF)

First, we believe that the FBI’s overall management failures described
in this chapter contributed to the improper searches of reporters’ records.
The FBI’s failure to plan for the co-location of the providers’ employees
resulted in the CAU’s extensive use of exigent letters and after-the-fact legal
process beginning in 2003. The failures in planning were compounded by
the failure to train CAU personnel on the authorized means to obtain
telephone records under the ECPA and on the express limitations on the
FBI's authority to compel the production of particular subcategories of
telephone records, including subpoenas for reporters’ toll billing records. As
a result, we found that requests for reporters’ toll billing were handled by
the CAU SSAs and Intelligence Analysts as routine records requests. When
the CAU received these requests, no alarm bells went off and no higher-level
supervisors provided any review of these requests. Instead, the CAU SSA
and Intelligence Analyst involved in requesting or analyzing the reporters’
records obtained by the FBI said they were unaware of any special
regulation governing subpoenas for reporters’ records. (S//NF)

As described below, however, in addition to these management
failures we believe several FBI personnel bore some responsibility for these
serious abuses in these media leak investigations. (U)

1. First Matter (U)

In the first media leak investigation degcri in Chapter Three
(concerning classified information about the hat
appeared in Washington Post and New York Times news articCles), an FBI

case agent exchanged e-mails with a CAU Intelligence Analyst about

e on-site providers had the capability of retrieving records o
calling activity. Yet, in the absence of any request from the cas
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agent or others to actually obtain these records, a CAU SSA issued an
exigent letter to an on-site Company A analyst requesting the reporters’
records. The exigent letter, which also contained no date restrictions, was
issued without the knowledge of the case agent, CTD managers, or any

pproval or compliance with Department regulations governing subpoenas

prosecutor. It also was issued without the required Attorney General
A
oy

of the telephone toll billing records of reporters. We found that th \Q\
%oduced to the FBI and uploaded into a_ \9’)"
atabase, where they remained for over 3 years
until the 1dentilie

e records in connection with this investigation and
informed the FBI and the Criminal Division of this fact. (TS4/ASI/ /NF)

We believe that the CAU SSA’s issuance of the December 17, 2004,
exigent letter for the reporter’s records under these circumstances was a
serious performance failure. While exigent letters were routinely used in the
CAU during this period, the SSA showed poor judgment in this instance by
issuing an exigent letter in the absence of a request from the FBI case agent
working on the investigation. The fact that the FBI requested and obtained
reporters’ records without any FBI supervisor or prosecutor knowing about
it reveals the lax, sloppy, and unsupervised manner in which CAU
personnel obtained telephone records from the on-site providers. The CAU
SSA’s explanation for issuing the exigent letter — that he “had never even
read the content of these [exigent] letters,” but was “just using the standard
forms I was provided” — underscores the FBI’s failure to train CAU personnel
on the proper methods for requesting telephone records, the failure to
establish firewalls between FBI personnel and the providers’ employees, and
the failure to ensure that CTD supervisors and FBI attorneys provided
oversight of the CAU’s interactions with the providers.267 The resulting
violations of federal regulation and Department policy were made
significantly worse because the exigent letter did not even include a date
range, and therefore the provider produced records for 1,627 telephone calls
to and from reporters, a researcher for The Washington Post, and the 2
news bureaus, with only 3 calls that fell within the time frame the case
agent believed to be relevant to the investigation. (LES)

We also determined that the CAU Intelligence Analyst who received
and analyzed the reporters’ records in response to this exigent letter was
never instructed about the special rules applicable to subpoenas for
obtaining reporters’ toll billing records. However, he received at least one
e-mail prior to receipt of the records that referenced the case agent’s

267 This SSA signed 115 exigent letters, the second hlghest number of exigent
letters signed by CAU personnel. (U)
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expectation that a grand jury subpoena would be forthcoming. In his e-mail
to the case agent forwarding the responsive records, the Intelligence Analyst
even recognized that a grand jury subpoena was still needed. (U)

We also found that the case agent failed to exercise appropriate care
and attention to detail. Although a CAU Intelligence Analyst sent an e-mail
to the agent on January 5, 2005, that attached reports containing toll
record information for the reporters’ telephone numbers, the case agent said
he did not open the attachments and did not realize that they included the
reporters’ toll billing records. In a subsequent e-mail on March 24, 2005,
the CAU Intelligence Analyst reminded the case agent that the January 5

e-mail contai - roducts which reflected [Company A] toll records on \
several o mbers that you have targeted.” We believe that \0 —
if the agent had exercise€d greater care when he received these e-mails, he wlc

would have realized that the analyst had sent him reporters’ telephone
records without a subpoena and without obtaining Attorney General
approval as required. (TS2K81//NF)\ )

Moreover, if the case agent had realized he had received the reporters’
records and promptly alerted his supervisors, they and the Criminal
Division could have undertaken corrective measures in early 2005 to

address the improper cm the reporters’ \9\
records remained in the atabase yuntil )
June 2008, when the OIG notifie € 01 the 1ssue. ,H"@I;‘//NF&U\ 5 ‘07@_
- \) b7 &
Finally, as detailed in Chapter Three, the FBI[F
telephone records the FBI had _

When we notified the FBI leadership in 2008 that we had discovered
that the FBI had obtained reporters’ telephone records improperly and
without required Attorney General approval, the FBI appropriately notified
the affected reporters and their newspapers, as required by federal

lation. However.ig that notification the FBI did not disclose that the

In Chapter Six of this report, we recommend that the FBI assess the
information we developed in this review regarding subpoenas and other
requests for reporters’ telephone records to determine whether

administrative or other personnel action is appropriate for the individuals
involved. We recommend that the FBI’s assesament include a review of the
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performance of the CAU SSA who signed the exigent letter, and the case
agent who received the records but failed to alert his supervisors or the
Assisant United States Attorney (AUSA). In addition, ecommend that
he Depnartment re-evaluate the policies governing the
feporters because of the significant First Amendmen
implicatedf Fl We believe that the ER

sts D\
, ik
eats Or 197(’

2 apnnanil

2. Second Matter (U)

In the second media leak investigation discussed in Chapter Three, an
AUSA (local AUSA) and a federal prosecutor approved two grand jury
subpoenas The FBI case agent had forwarded to the prosecutor for his use
in draftmg the subpoenagtex s : :

' i (:
When the subpoenas were issued, both the case agent and the

prosecutor knew that the target numbers had been in telephonic contact
with a reporter during the time penod spec1ﬁed in the subpoenas As a
result, if Company A o C

Yet, in the absence of Attorney General g
e federal regulation governing subpoenas for 57¢
reporters’ toll billing records, the subpoenas were issued,

records were .
T o the FBI, and the records were uploaded into i
database. (TS/&177NF) Ly

In our investigation, we identified this problem but also determined
that in this instance no reporters’ telephone records were actually provided
to the FBI. (U)

When we investigated how these subpoenas were issued, the case
agent told us that he had merely forwarded the on-site Company A analyst’s
suggested language to the prosecutor for his “consideration” and was not
“prescribing that the text be used.” He said the prosecutors had made
“unequivocal statements that . . . they were the legal advisors.” We believe

\ the case agent’s explanatio 1 t he should have
/ /:7 / determined the meaning o in the subpoena before ‘0’\ -
providing it as suggested teXU10r the subpoena attachments. At a vt

minimum, he should have consulted with his supervisor, CAU personnel, or
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his Chief Division Counsel about what the phrase meant in the context of
seeking telephone records in a media leak investigation. (TSXISI/ /NF)‘\;’{J

We received conflicting evidence as to whether the case agent had
assured the prosecutor before the subpoenas were issued that use of the

language sug the Company A analyst would not result in the
production o ecords. The case agent said both that he
did not recall any discussion with the prosecutor about the meaning of the

language and that he did not tell any of the prosecutors that the language in

the subpoenas or the attachments would not request telephone records of

reporters. However, the prosecutor said the case
(e

that the suggested language would not result in]|
records and was needed only to ensure the retrieval o
outgoing calls between the target number and others. [n addition, the
prosecutor’s notes seem to corroborate his assertion that the case agent had

i ously, that the lan e in the hnaena referri

— ] oA
D) vIE

>r The prosecutor said he realized after the subpoenas wer rved and
lgﬁ' esponsive records were provided to the FBI thaf
6 5! language in the subpoenas could have resulted inthe

reporters’ records. Following consultation with Criminal Division
supervisors, the prosecutor sequestered a hard-copy of the records,
witnessed the case agent delete the electronic records from the case agent’s
e-mail, and consulted with the Department’s Office of Enforcement
Operations about whether the reporter should be notified in accordance
with federal regulations. (TS¥/SI//NF) @ )

We believe the prosecutor and the Criminal Division acted responsibly

in addressing the issue once they realized daadailac subpoena could have )
(5) generated the reporter’s record : A\
However, to ensure that the FBI' all copies o , LIie ) t

Criminal Division and the CAU should have conferred to see if additional

steps were necessary to address other FBI e-mails attaching the records.
Additionally, we believe that prosecutors who approve grand jury subpoenas
should review them carefully and ensure they understand what is being
requested. In the case of these two subpoenas, the local AUSA who was
facilitating issuance of grand jury subpoenas initialed the subpoenas,

without attachments, even though the subpoenas said on their face, “Please
see attachment.” We believe that the local AUSA should not have initialed ;.
subpoenas without reviewing and understanding the attachments. (SMNF}{U

We recommend that the FBI provide periodic guidance to FBI
personnel on the special regulations and policies governing subpoenas of
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news reporters’ toll billing records. We also recommend that the FBI, in
conjunction with Department of Justice attorneys, review Department policy
regarding responsibility for authorizing grand jury subpoenas when

prosecutors share responsibility for investigations with U.S. Attorneys’
Offices. (U)

3. Third Matter (U)
In the investigation of a third media leak matter discussed in Chapter
Three, employees of Company A, Company B, and Company ﬁ
their databases for records of telephone calls of a cellular phone number
g used by a reporter. However, the government served no legal process on
@ any of the on-site providers authorizing thif the reporter’s calling
' activity. (S//NF)

W
e determined that prior t grand jury subpoena
had been issued to Company A for toll billing records for a telephone
/ 6” 5@ number. The subpoena was requested by an FBI Special Agent and was
\ prepared by personnel in a U.S. Attorney’s Office. Although the Special
- Agent said that his supervisor or one of the prosecutors associated with a
related investigation probably had directed him to have the subpoena
prepared, the FBI supervisor said he did not recall directing the Special
Agent to do so, and the prosecutors said they knew nothing about the

subpoena.268 [T@/{S}gf’/ NF (ﬂ

We determined

e A analys \O\
*Z the target telephon@ number listed in the subpoena. In e-mail o
exchanges, the Special Agent informed a Company A analyst of the name vt

and cellular phone number of a reporter, facts explaining the relevance of
calling activity by the reporter to the investigation, and information
4 \ indicating that the cellular phone number of the reporter was in contact

‘ with the target number of the subpoena ing a particular period. When
/\ 5\ the Company A analyst concluded hi f the target number and did
et

not see records of calling activity between r and the
reporter’s cellular phone number, on his own ompany A’s
 database for records of calling activity by the reporter’s cellular phone
number. The Company A analyst downloaded and reviewed the calling
activity records but did not identify any calls between the reporter’s cellular

268 As noted in Chapter Three, we found evidence that the Special Agent’s
supervisor participated in the interview of the person gssociated with the target number
prior to the issuance of the subpoena. (T%‘[ //NF){{ 4)
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phone number and the target telephone number during the specified period.
The Company A analyst reported to the Special Agent that there were no
’f/\ records of calling activity between the target number and the reporter’s
A

cellul one number, but did not advise the Special Agent that he had
A f the reporter’s cellular phone number as well as the
et telephone er. (%SAQ:NF] @ )
Thereafter, the Company A analyst provided the CAU Primary Relief Vwic

Supervisor with the reporter’s telephone number, the target telephone
number, and a 3-day date range. Without receipt of any legal process, and

in the absence of Att neral approval, the Company B and Company
C on-site employees eir respective databases for both the

"~ reporter’s and the target's calling activity during the 3-day time period __
[6{ identified by the Special Agent to the Company A analyst.26
@6[ *  of the calling activity by th pecified telephone number 0 have

been sneak peeks, a practice we describe in Chapter Two of this report. As
with the CAU’s use of sneak peeks - ere conducted
without any legal process. Whilei calling activity
by the reporter, Company B identihed respdhsive records, although we
found no evidence that these records were uploaded into FBI

databases. (TSA4S]/ /NF)Q,_A\)

Thus, the Company A analys_Company A’s records for the
reporter’s calling activity without any legal process and absent a specific
request from the Special Agent or anyone in the FBI or DOJ. In our view,
this case again illustrates one of the hazards of having the providers’
employees on-site and the total absence of supervision and oversight of the
communications service providers’ employees by CTD managers and FBI
attorneys. Moreover, even if the Special Agent did not specifically ask the

@> providers’ employees tome reporter’s calling activity, by providing
the reporter’s cellular phone ntlinber and details about the calling activity of
interest to the Company A analvst, the Special Agent set in motion events
that led to unauthorize r the reporter’s calling activity by all

three providers and td he reporter’s toll billing records by
Company A and Company ) QU[J |%
| Vo

We are also troubled by the fact that the on-site employees of
v Company C and in all likelihood Company B were asked by the CAU
6) Primary Relief Supervisor without legal process t alling activity by

the reporter’s telephone number to determine whetiier reporter had been

\/
Y

o 269 The Company B@Earch_included 1 day before and 1 day after the 3-day period
( f) ( l 5‘4 provided by the Special Agent to the Company A analyst. (S¥7/NF) ( 1
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in contact with the target number. This is yet another example of the
improper processes and lax controls in the CAU. (TS)(SI / /NF U)

In Chapter Six of this report, we recommend that the FBI assess the
information we developed in this review regarding subpoenas and other
requests for reporters’ telephone records to determine whether
administrative or other personnel action is appropriate for the individuals
involved. (U)

III. Conclusion (U)

As discussed in this chapter, we found serious and repeated
management failures that led to the FBI’s use of exigent letters and other
improper requests for telephone records from the on-site providers. (U)

In addition to these management failures, we identified failures on the
part of FBI supervisors and attorneys who did not take sufficient action to
avoid, prevent, or correct the improper use of exigent letters and other
informal requests for telephone records. We recommend that the FBI review
the conduct and performance of these individuals, as described in this
report, and determine whether discipline or other action with regard to each
of them is appropriate.270 (U)

270 Several of the individuals whose performance we criticize have resigned or retired
from the FBI, including former CTD Assistant Director Joseph Billy, Jr., former CTD Assistant
Director Michael Heimbach, former CXS Assistant Section Chief Glenn Rogers, and former
NSLB Deputy General Counsel Julie Thomas. (U)
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CHAPTER SIX
CONCLUSIONS AND RECOMMENDATIONS (U)

I. Conclusions {U)

The OIG conducted this review of the FBI’s use of exigent letters and
other informal requests for telephone records to examine the circumstances
under which they were used and to assess the accountability of FBI senior
officials, supervisors, and employees who were responsible for these
practices. This report supplements our findings on exigent letters that were
described in our first NSL report issued in March 2007, and our second NSL
report issued in March 2008. (U)

A. Exigent Letters and Other Informal Requests (U)

In this report, we found widespread use of exigent letters and other
informal requests for telephone records that did not comply with legal
requirements or FBI policies governing acquisition of these records. We
determined that this practice began in 2003, when the FBI
Counterterrorism Division’s (CTD) new Communications Analysis Unit
(CAU) started using exigent letters to acquire subscriber and telephone toll
billing records information from three on-site communications service
providers. Glenn Rogers, the CAU Unit Chief at the time, said he approved
the use of exigent letters in the CAU because the letters had previously been
accepted by Company A during the FBI's New York Field Division’s criminal
investigations of the September 11 hijackers and because a Company A
analyst had assured him they were “approved by the lawyers.” However,
Rogers did not consult with any attorneys in the FBI Office of the General
Counsel’s (FBI OGC) National Security Law Branch (NSLB) or other FBI
Headquarters’ attorneys about whether the letters could be used in national
security investigations or other FBI investigations. (U)

In 2003 and 2004, the FBI entered into contracts with Company A,
Company B, and Company C that established arrangements whereby these
companies placed their employees in the CAU'’s office space so they could
expeditiously respond to FBI requests for telephone records. For example
pursuant to 1ts contract with the FBI Company A made availab

V)

f Prior to this oy
ompany A could easily retrieve telephone records Wit
e the period of our review, the FBI paid the 3

Junder these contracts. (TWI//NF] u)
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We found that from March 2003 to November 2006, CAU personnel
issued 722 exigent letters for telephone records from these 3
communications service providers. One exigent letter was signed by a CXS
Assistant Section Chief, 12 were signed by CAU Unit Chiefs, 706 were
signed by CAU Supervisory Special Agents (SSA), and 3 were signed by CAU
Intelligence Analysts. (U)

Most of the 722 CAU exigent letters stated: (U)

Due to exigent circumstances, it is requested that records for
the attached list of telephone numbers be provided. Subpoenas
requesting this information have been submitted to the U.S.
Attorney’s Office who will process and serve them formally to
[Company A, Company B, or Company C]| as expeditiously as
possible. (U)

However, in our investigation we determined that in some instances
CAU SSAs signed exigent letters even though they believed that the factual
statements in the letters were inaccurate. For example, CAU Unit Chief
Rogers and several SSAs told us they signed exigent letters even though
they recognized at the time that subpoenas requesting the records had not
been submitted to the U.S. Attorney’s Office, as the letters stated.
Moreover, we found a few instances in which the signers of exigent letters
did not know whether there were exigent circumstances or signed the letters
even though they questioned the letter’s accuracy about whether an
emergency existed. (U)

When we asked FBI supervisors and employees why they issued such
letters when they knew that no subpoena had been requested, no one could
satisfactorily explain their actions. Instead, they gave a variety of
unpersuasive excuses, contending either that they thought someone else
had reviewed or approved the letters, that they had inherited the practice
and were not in a position to change it, that the communications service
providers accepted the letters, or that it was not their responsibility to follow
up with appropriate legal process. (U)

In official memoranda distributed to all FBI personnel in January
2003, CTD managers referred to a practice whereby the CAU could obtain
records from Company A prior to service of legal process. In November
2003, Rogers issued an electronic communication to CAU personnel that
specifically mentioned exigent letters. (U)

We determined that the FBI’s use of exigent letters became so casual,
routine, and unsupervised that employees of all three communications
service providers told us that they — the company employees — sometimes
generated the exigent letters for CAU personnel to sign and return to them.
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In fact, one of the on-site Company A analysts established an icon on his
computer desktop at the CAU so he could quickly generate exigent letters
for CAU personnel to sign. (U]

We also found that FBI personnel routinely uploaded tele toll
O I'€ 1N e response to ex1gent letters into aﬂ
Katab here the records were available ior

oW fEmployees throughout the

government Who were autl e database. (,S)Q‘SI / /NF)
‘ \

Most of the exigent letters and other informal requests did not include w1 F
date ranges for the records requested. Similarly, the CAU’s other informal
requests to the on-site communications service providers (such as those
communicated by e-mail, in person, on pieces of paper, or by telephone)
frequently did not have date parameters. As a result, the FBI often obtained
substantially more telephone records, covering longer periods of time, than
FBI agents typically obtain when serving NSLs with date restrictions. In
addition, in cases where the date range established the relevance of the
information sought to the investigation.its omission t th rds
were received and uploaded into a
database in violation of the ECPA’s requirement that the records sought be
relevant to a national security investigation. (WNF) f U/‘

We also found that the FBI did not track its use of exigent letters or
even keep copies of them. When the CAU first began using exigent letters in
March 2003, it failed to establish procedures to track the letters or even
ensure that legal process was promptly obtained and served on the
providers. Instead, the CAU had to rely on the on-site providers to identify
the records for which they were still owed legal process. (U)

In addition to exigent letters, we determined that the FBI used other
informal methods to request and obtain ECPA-protected records and calling
activity information from the on-site providers. These informal methods
included requests made by e-mail, face-to-face requests, requests on pieces
of paper (including post-it notes), and telephonic requests made without
first providing legal process or even exigent letters. As was the case with
exigent letters, these requests were not approved or signed by FBI officials
specially delegated to issue NSLs under the ECPA, were not accompanied by
the certifications required for NSLs issued under the ECPA, and were not
consistently documented or tracked in the CAU. (U)

. We concluded that the FBI’s use of exigent letters and other informal

requests for telephone toll billing records circumvented, and in many cases
violated, the requirements of the ECPA statute. (U)
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As described in this report, the ECPA generally prohibits
communications service providers from disclosing toll records information
except in certain limited circumstances set forth in the statute. The
relevant exceptions require providers to disclose such information in
response to legal process such as NSLs, and permit voluntary disclosures in
emergencies involving danger of death or serious physical injury. (U)

Yet, the exigent letters and other informal requests were not valid
legal process for compelling the disclosures pursuant to 18 U.S.C. § 2709.
Section 2709 of the ECPA authorizes the FBI to compel the production of
toll records through NSLs issued by statutorily designated high-level FBI
officials who certify that the records sought are relevant to an authorized
national security investigation. As we described in our report, the exigent
letters and verbal, e-mail, or handwritten requests routinely used by CAU
personnel to request toll billing or other calling activity information from the
providers did not meet these requirements. For example, none of the
individuals who signed exigent letters issued by the CAU were among those
specially delegated officials authorized to sign NSLs.27! Further, none of the
exigent letters contained a certification that the records sought were
relevant to an authorized national security investigation or that any
investigation of a U.S. person was not conducted solely on the basis of
activities protected by the First Amendment to the Constitution of the
United States. (U)

In response to our findings, the FBI asserted that its use of exigent
letters and other informal requests may have been justified under the
emergency voluntary disclosure provision of the ECPA, Section 2702(c)(4).
During 2003 through March 2006 - the period when most of the exigent
letters were issued — that section authorized a provider to voluntarily release
toll records information to a governmental entity if the provider “reasonably

271 The ECPA NSL statute authorizes only the FBI Director or his designees in
positions not lower than Deputy Assistant Director (DAD) or field division-based Special
Agents in Charge (SAC) to sign NSLs compelling communications service providers to
produce subscriber and toll billing records information in investigations of international
terrorism or espionage. See 18 U.S.C. § 2709. As Diagram 2.2 in Chapter Two illustrates,
by issuing exigent letters the FBI substituted a 1-step process in which CAU personnel
signed requests for telephone records without supervisory review by those officials
authorized by the ECPA to approve and certify the FBI’s basis for requesting these types of
records, and without the documentation of the predication for the requests that FBI policy
required. (U)
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believe|d] that an emergency involving immediate danger of death or serious
physical injury justifie[d] disclosure of the information.”272 (U)

We recognize that some - but not all - of the FBI’s requests may have
been made in circumstances that qualified as emergencies under the
applicable emergency voluntary disclosure provision. For example, as we
described earher exigent letters and other 1nforma1 requests were used to

the threat in that matter.273 (

Ry

However, other exigent letters and informal requests were used in
circumstances that do not appear to qualify as emergencies under Section
2702. For example, as described in Chapter Four, although CAU personnel
used exigent letters and other informal requests to obtain records from all 3
providers relating to over 400 telephone numbers in connection with
“Operation Z,” the Unit Chief and an SSA of the operational unit responsible
for that high-profile counterterrorism operation told us that they did not
believe the CAU requests were made in exigent circumstances.27¢ In

272 18 U.S.C. § 2702(c}(4) (Supp. 2002). In March 2006, the provision was amended

- to allow voluntary disclosure “if the provider, in good faith, believes that an emergency
‘involving “danger of death or serious physical injury to any person requires disclosure
without delay of information relating to the emergency.” USA PATRIOT Improvement and
Reauthorization Act of 2005, Pub. L. No. 109-177, § 107(b)(1)(B), 120 Stat. 192 (2006). The
legislative history of a similar amendment to Section 2702(b)’s emergency voluntary
disclosure provision for content information suggests that the belief standard was relaxed
because communications service providers “expressed concern to the Committee that the
[reasonably believes] standard was too difficult for them to meet and that, as a result,
providers may not disclose information relating to emergencies.” Cyber Security
Enhancement Act of 2002, H.R. Rep. No. 107-497, at 12-13 (2002). The Committee report
that accompanied the amendments to Section 2702(b) also stated that the Section was
“aimed at protecting providers who in good faith attempt to assist law enforcement with an
emergency situation.” Id. at 14. However, it also stated that the amendment “does not
change the standard or lower the standard for law enforcement behavior.” Id. (U)

273 Company B’s representative said he was told by CAU personnel that “it could be
the next 9/11.” However, Company B provided the fewest records to the FBI in connection
with this operation. In contrast, one of Company A’s employees told us he received no
briefing from the CAU regarding this operation, and the other employee stated that he
worked on the matter for several weeks before becoming aware that the records he was
providing were associated with Operation Y. (U)

274 After reviewing a draft of this report, the FBI provided the OIG with several
contemporaneous e-mails beginning on June 12, 2006, which it asserted would

demonstrate the emergency nature of Operations Z. However, we concluded that those c-
(Cont’d.)
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addition, an FBI e-mail shows that the Unit Chief refused to state in the EC
that was belatedly drafted to document the predication for the CAU’s

Operation Z requests that the requests were made in circumstances “judged
to be exigent.”275 (U)

Several factors make it difficult to determine whether and when the
FBI's other uses of exigent letters and informal requests satisfied Section
2702’s emergency disclosure exception. First, given the FBI’s lack of
internal controls over the process of requesting records by exigent letters
and other informal requests, it is difficult for the OIG or the FBI to
determine with certainty today how many of the requests were made in
circumstances satisfying Section 2702(c}(4). Indeed, the FBI has conceded
that the lack of documentation for the requests and their connection to
particular investigations has impeded its efforts to demonstrate which
requests clearly were made in Section 2702 circumstances. (U)

Second, the FBI officials who were most familiar with the exigent letter
practice at the time the letters were in use - including Glenn Rogers,
Bassem Youssef, and the NSLB Assistant General Counsel - unequivocally
stated to us that they did not consider the letters at the time they were
made to be requests for voluntary production pursuant to Section 2702. (U}

In addition, as described in Chapter Two, the evidence shows that
CAU personnel who made the requests did not understand “exigent
circumstances” to be synonymous with the definition of qualifying
emergencies under 2702. Although some agents and analysts said an
" “exigent” matter included a life-threatening matter, others described it as an
important, pressing, fast-moving, or high-priority matter, and others said it
was a matter in which a high-level FBI official demanded the
information. (U)

Finally, even assuming that some of the investigations associated with
the exigent letter requests were qualifying emergencies under the statute,
the evidence is insufficient to determine whether the providers had the
statutorily required belief that such emergencies justified voluntary
disclosure. Relevant factors to this issue include that the exigent letters did

mails reflected the importance of the investigation, but did not convey that emergency
circumstances existed and required disclosure without waiting for legal process. Indeed,
with regard to the earliest request for records reflected in these e-mails, we found that the
operational unit issued an NSL for the records. (U)

275 We found other examples of use in non-emergency circumstances, such as the
exigent letters used to obtain reporters’ records and records relating to a fugitive
investigation described in Chapter Three. (U)
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not request voluntary disclosure, but instead stated that compulsory legal
process (generally grand jury subpoenas) had already been requested and
would be served “as expeditiously as possible.” In addition, employees of
the on-site providers told us they usually were given no information about
the circumstances underlying the exigent letters or other informal requests
for records, and that they “assumed” the circumstances were exigent.
Further, at least one of the provider’s employees told us he had doubts
about whether the requests were truly exigent.276 Under these
circumstances, it is difficult to determine whether and when the providers’
employees had the statutorily required “reasonable” or “good faith” belief
that the requisite emergency circumstances existed.277 (U)

After reviewing a draft of this report, the FBI also asserted for the first
time that as a mat to serve NSLs to obtain

“records associate in national security
investigations. Accordmg to the FBI the maJor1ty of exigent letter and er

Wine rE1 ol
ese records without any legal process or qualifying 5
emergency through voluntary production by the communications service

providers:8 4 (F) @&

276 This provider ultimately required FBI requesters to endorse a stamped

certification that tracked the statutory language in Section 2702 before the provider would
provide records in response to exigent letters. (U)

277 After reviewing a draft of this report, the FBI asserted that the legal standard of
Section 2702 could be met when an FBI employee requested telephone records in a

. qualifying emergency, regardless of whether the FBI employee was aware of the statute.

The FBI also asserted that the providers could form a “reasonable” or “good faith” belief that
an emergency existed without necessarily knowing the facts surrounding the emergency.

As described above, however, with some exceptions the providers frequently received no
information about the investigation for which records were requested, or even a generalized
representation that an emergency situation existed. (U)

278 We disagree with the FBI s statement that the majority of exigent Je

4 equested through informal means other than
exigent letters, Do ese requests (some of which were oral or written
on post-it notes) are mcomplete and therefore unreliable. (S}‘{NFL ui”)
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The FBI did not rely on this section when it requested and obtained
the records discussed in this report. However, after reviewing a draft of the
OIG report the FBI asked the Office of Legal Counsel (OLC) for a legal
op1n1on on this issue Vhep m reguest for an OLC opinion, the

allows the FBI to ask for and obtain these records on a
\o\

279 The Stored Communications Act, codified in Chapter 121 of Title 18 at 18 U.S.C. 5
§§ 2701-2712, was enacted in 1986 as part of the ECPA. The Stored Communications Act
contains the relevant NSL and other FBI access to toll billing records provisions at issue in
this report. (U)




e —

voluntary basis from the providers, without legal process or a qualifying
emergency. (S//NF)

: It is important to note that the FBI acknowledged in its July 2009
comments to t of thi that it had never considered or relied
upo%hen it obtained any of the telephone

@ ) recor 1SSuUe 1n . Moreover, it cannot be known at this point

- . ider would have divulged such records based an
one, and without the FBI’s representation

SN o\

other compulsory legal process would be
L easons discussed below, we believe the FBI’s potential use of ‘05
CS] to obtain records has significant policy implications that

sidered by the FBI, the Department, and the
Congress. (WF[ u}

the
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284 Under 18 U.S.C. § 2709(b) the FBI may only issue NSLs to obtain such records
upon the certification that the records sought are relevant to an authorized
counterterrorism or counterintelligence investigation. In the voluntary context, the FBI
may request and obtain such records under 18 U.S.C. § 2702(c)(4) only. if “the provider, in
good faith, believes that an emergency involving danger of death or serious physical

injury to any person requires disclosure without delay of information relating to the
emergency.” (U)

285 For example, requests for voluntary disclosure under the emergency
circumstances provisions of the ECPA NSL statute must be approved at a level not lower
than an Assistant Special Agent in Charge in a field office and a Section Chief at
Headquarters. See FBI OGC Electronic Communication (EC) to all Divisions (March 1,
2007), at 4. The EC also advises that approval of such requests must be in writing, even if
the initial approval was oral. The rank of the approving official for NSLs is set by statute at

Special Agent in Charge in field offices and Deputy Assistant Director at Headquarters. See
18 U.8.C. § 2709(b). (U)

286 Under the ECPA NSL statute, the FBI is required to report to certain

congressional committees, on a semiannual basis, concerning all NSL requests made under
Section 2709(b). See 18 U.S.C. § 2709(e).  (U)

287 Moreover, other collections of similar types of records for intelligence activities
contain statutorily mandated approval, minimization, and reporting requirements. For
example, the FISA business records provisions provide useful comparisons as to how such
intelligence activities are regulated, even when the targets are not U.S. persons. Under

these provisions, the FBI may apply to the FISA Court for an order requiring the production
(Cont’d.) :
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of business records and other tangible things “to obtain foreign intelligence information not
concerning a United States person.” See 50 U.S.C. § 1861. By statute, use of this
authority is subject to extensive Attorney General-approved minimization procedures
governing how information acquired concerning U.S. persons must be retained and
disseminated. 1d. at § 1861{g). The FBI is also subject to comprehensive congressional
reporting requirements as to all orders it obtains, regardless of the U.S. person status of
the targets. Id. at § 1862. (SHAVF) (u ‘

288 As discussed in this report, under the ECPA NSL statute, the FBI may only seek
toll billing records when relevant to an authorized counterterrorism or counterintelligence
investigation, provided that the investigation of a U.S. person is not conducted solely on the
basis of activities protected by the First Amendment to the Constitution. See 18 U.S.C. §
2709(b). Provisions in the FISA statute similarly protect U.S. persons with respect to FBI
applications to the FISA Court seeking orders to produce business records (50 U.S.C. §
1861(2a)(2)(B)) and to conduct electronic surveillance (50 U.S.C. § 1805(a})). (U)

289 We recognize that the FBI’s Domestic Investigations and Operations Guide
(DIOG) and Executive Order 12,333, as amended, contain restrictions on how the FBI can
collect, use, and disseminate intelligence, particularly with respect to the privacy and civil
liberties interests of U.S. persons. However, these constraints are not statutory. (U)

)
05
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a significant gap
in FBI accountabilt i a i pbe examined closely by the

FBI, the Department, and Congress. (u /) \o\

i S0 important to recognize that the FBI advanced the b6
@) “only after the OIG found repeated misuses of its statutory
au ‘Optain telephone records through NSLs or the ECPA’s
emergency voluntary disclosure provisions. We believe that, given the

abuses described in this report, it is critical for the Department and

Congress to consider appropriate controls the FBI of
to obtain records voluntarily.
(S//NF) '

under 1t so that Congress can consider
implications of its potential use. (S%fN LD

B. Other Informal Requests for Telephone Records (U)

We found that without any documentation for the requests except
possibly e-mail messages, CAU personnel routinely asked the on-site
providers’ employees to provide calling activity information in response to
what were referred to as “sneak pe sneak peeks, the FBI \0\
requested the providers’ employee eir databases and tell the U?E
( [ ,{\ FBI whether they had any records on specified telephone numbers. At the

FBI’s request, the providers would conduct sneak peeks and sometimes give
the FBI additional information about the telephone records, such as

whether there was calling activi een specified numbers or calls to or
from ceﬂWhese sneak peeks were conducted
without any legal process whatsoever. (S /)(é}/ /NF)

We also concluded that many of these sneak peeks violated the ECPA,
which prohibits communications service providers from knowingly divulging
“a record or other information pertaining to a subscriber to or customer of
such service . . . to any governmental entity” except pursuant to legal

process or in certain limited circumstances set forth in the statute. 18

U.S.C. § 2702(a)(3). The relevant exceptions require providers to disclose
such records or information in response to compulsory process, such as
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NSLs, and also permit voluntary disclosure based on the providers’ good
faith-belief of a qualifying emergency.?°! We concluded that the FBI did not
serve legal process under the ECPA for the information it received pursuant
to sneak peeks. (U)

In addition, we do not believe that the sneak peek practice complied
with the ECPA’s emergency voluntary disclosure provision for several
reasons. First, the practice was described to us as a routine occurrence in
the CAU and not limited to “exigent” or emergency circumstances. Second,
some of the specific instances where the sneak peek practice was used
included media leak and fugitive investigations which did not meet the
emergency voluntary disclosure provision. Third, the FBI’s lack of internal
controls over the sneak peek practice has made it impossible to reliably
determine how many or in what circumstances sneak peek requests were

made, and what the providers were told or believed about the reasons for
these requests. (U)

e could not

C T ation how often the FBI
requested these community of interest or how often Company A

provided such records to the FBI, we found at least 52 exigent letters, 250
NSLs, and 350 grand jury subpoenas served on the on-site providers that
included such requests. (IS8T /NF) (U )

The FBI’'s community of intereﬂequests were often included
in the boilerplate attachments to NSLS. we nd that FBI officials who

signed NSLs that contained community of interest requests often were not
aware they were making such rﬁn such instances, the FBI issued

NSLs with community of interes! equests without first conducting,

or documenting in the NSL appro egoranda (approval ECs), any
assessment of the possible relevance o lephone
numbers to the underlying investigatior?: sent s assessment, we

believe the FBI did not satisfy the ECPA requirement to issue NSLs in
national security investigations only upon certification by those authorized

281 As described previously, prior to March 2006, this exception required the
provider to have a “reasonable belief” that a qualifying emergency existed. (U)
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to sign NSLs that the records sought are relevant to authorized national
security investigations.292 (TS}SI//NF) (u‘ )

We also found that the FBI’s community of interes actices

likely resulted in the FBI obtaining and uploading into
atabase thousands of telephone records for

ephone numbers without the advance determination
by an cial that the records were relevant to an authorized
international terrorism investigation. In addition, the FBI is unable with
Lcertainty to identify today which records in the database are associated with
2 j umbers and whether those numbers were relevant to
e underlying investigations for which they were requested. We also
concluded that the FBI didpngt recognize the implications of Company A’s
community of interes“apability when Company A first posted its
analysts on-site at the ; did not issue written guidance in coordination
with the FBI OGC about the circumstances in which such requests were
appropriate under the ECPA; did not establish an approval process for such
requests or ensure that the predication for these requests was properly
documented in approv; . and did not ensure that records sought in
community of interes equests were included in required reports to

Congress on NSL usage. (TS,QS‘I‘/ / NF)((;) %) _

Our review also uncovered other irregularities in the manner in which v n
the FBI obtained toll billing records and other information from th =Si
. . From 2004 through 2006 Company A and Company C%
alling activity by certain “hot numbers” identified to them by
(i')) personnel. Without serving legal proceswxigent letters, CAU

personnel requested that the companies he calling activity
information for a total of at least 152 of these hot telephone numbers. The
on-site Company A analyst thereafter provided the FBI (either verbally or by
e-mail) calling activity information for at.least 42 hot numbers during the
period covered by our review. (S)((NF)QJJ '

Based on the Office of Legal Counsel’s legal analysis of the ECPA in its
November 5, 2008, opinion, we concluded that the calling activity
information provided to the FBI on the “hot numbers” constituted “a record
or other information pertaining to a subscriber or a customer,” under the
ECPA.293 Therefore, we concluded that absent valid legal process or a

qualifying emergency, the FBI was not authorized to obtain this
information. (U)

292 See 18 U.S.C. § 2709(b). (ﬁ)
293 18 U.S.C. § 2702(a)(3). (U)
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We found that the FBI did not serve legal process on the providers in
advance of receiving information about hot numbers. Moreover, we found
no evidence that the FBI requested, or the providers gave the FBI, this
information pursuant to the emergency voluntary disclosure provision of the
ECPA. Instead, it appears that the information was disclosed as part of the
contractual arrangement between two of the providers and the FBI, and was
often used in connection with fugitive matters that did not qualify as
emergency situations under Section 2702. (U)

Therefore, we concluded that the FBI’s practice of requesting and
obtaining calling activity information about hot numbers without service of
legal process violated the ECPA. (U)

We also examined whether information obtained in response to
exigent letters or other informal requests were used in applications for
electronic surveillance or pen register/trap and trace orders filed with the
Foreign Intelligence Surveillance Court (FISA Court). The Department’s
National Security Division (NSD) and the FBI reviewed 37 FISA applications,
which together referenced a total of 35 unique telephone numbers, to
determine whether FBI declarations filed in support of the applications
accurately stated the basis for verifying subscriber or calling activity
information. We found five misstatements in four declarations, which were
filed under oath by FBI personnel. The declarations inaccurately stated that
the FBI had acquired subscriber or calling activity information from NSLs
when in fact the information was acquired through other means, such as
exigent letters, an emergency disclosure letter, and a verbal request to the
communications service providers. Moreover, several of the NSLs referred to

in the four applications were served at least 2 months after the FISA Court
issued the requested orders. (U)

As a result of this review, the NSD notified the FISA Court of the
inaccurate statements. The NSD concluded that, under the ECPA, the
inaccurate statements made in the FBI declarations were non-material. Yet,
even though the inaccurate statements may have been non-material to the
FISA application, we believe that any inaccurate statements to the FISA

Court are serious and affect the credibility of representations made by the
government. (U)

It is also important to note that we reviewed only a small percentage
of the FISA Court applications that may have relied upon information
derived from exigent letters or other improper means. Based on our results
in these cases, we believe there are likely other similar inaccurate
statements in other applications. Moreover, no one in the FBI and the NSD
who reviewed these applications prior to their submission to the Court had
identified the inaccurate statements. Thus, our review concluded that the
FBI and the NSD failed to provide adequate supervision and oversight to
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ensure the accuracy of the FBI’s declarations filed in support of applications
seeking FISA Court orders. (U)

Our investigation also uncovered FBI misuse of administrative
subpoenas to obtain telephone records. We determined that some
administrative subpoenas served on the on-site communications service
providers were preceded by “sneak peek” requests through which the on-site
providers’ employees would first check their databases to determine if
records of interest were contained in the databases. In some cases, the
providers even gave the FBI records or other calling activity information
prior to the service of administrative subpoenas. (U)

We concluded that the ECPA was violated when the FBI obtained
ECPA-protected telephone records without first issuing appropriate legal
process. The ECPA requires communications service providers to disclose
local and long distance non-content telephone records “when [the FBI] uses
an administrative subpoena authorized by a Federal . . . statute . . . .”294
However, the ECPA does not authorize the FBI to obtain ECPA-protected
records or information and then serve an administrative subpoena.
Accordingly, we believe that the FBI’s receipt of records obtained prior to
issuance of administrative subpoenas violated the ECPA.2% (U)

We also found that from 2003 to 2006 the FBI served at least 54
administrative subpoenas pursuant to 21 U.S.C. § 876 for toll billing

records as part of the fugitive ioation conducted by the FBI’
Field Division regardin This statute authorizes the use o
administrative subpoenas nection with an active narcotics

investigation to which the records sought are relevit. However, some of

these subpoenas were issued when the FBI’ Field Division had no
active narcotics investigation to which the redqUested records were relevant.
Therefore, this was an improper use of Title 21 administrative subpoenas.
Further, the CAU SSA who signed seven of the subpoenas was not among
those officials delegated authority under the statute to sign administrative
subpoenas. (LES)

C. FBI Attempts at Corrective Actions (U)

As discussed in Chapter Four of this report, from late 2003 through
March 2007 when the OIG issued its first NSL report the FBI made various

204 18 U.S.C. § 2703()(2). (U)

295 We found no evidence that these were emergency voluntary disclosures
pursuant to Section 2702. (U)
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attempts to address issues arising from the CAU’s use of exigent letters and
other informal means to obtain telephone records. However, during this
time period the FBI’s actions were seriously deficient and ill-conceived, and
the FBI repeatedly failed to ensure that it complied with the law and FBI
policy when obtaining telephone records from the on-site communications
service providers. For example, during this period the FBI regularly issued
after-the-fact NSLs, which were an inappropriate tool for remedying the
FBI’s improper exigent letter practices. Additionally, the FBI issued 11
improper blanket NSLs to try to “cover” or validate the improperly obtained
records. These attempts were inconsistent with the ECPA NSL statute, the
Attorney General’s NSI Guidelines, and FBI policy. (U)

By contrast, after the OIG issued its first NSL report in March 2007,
the FBI took several appropriate actions to address the problems created by
exigent letters. The FBI ended the use of exigent letters; issued clear
guidance on the proper use of NSLs and the ECPA emergency voluntary
disclosure statute; and conducted an audit of NSLs issued by field and
Headquarters divisions from 2003 through 2006, the results of which were
summarized in the OIG’s second NSL report released in March 2008. The
FBI also directed that its personnel be trained on NSL authorities; agreed to
the move of the communications service providers’ employees off FBI
premises; and expended significant efforts to determine whether improperly
obtained records should be retained or purged from FBI databases. (U)

1. The FBI’s Initial Attempts at Corrective Action (U)

As detailed in Chapter Four of this report, in late-December 2004 the
CAU asked NSLB attorneys to issue an after-the-fact NSL to cover records
that had previously been provided to the CAU. By late 2004, FBI National
Security Law Branch attorneys, including Deputy General Counsel Julie
Thomas, learned about the CAU’s use of exigent letters, but the NSLB failed
to examine the practice adequately to ensure that it comported with the law,
the Attorney General’s NSI Guidelines, and FBI policy. Instead, the NSLB
sought to devise a process to expedite issuing after-the-fact NSLs for records
that the CAU had requested in emergency circumstances pursuant to
exigent letters. (U)

Yet, these after-the-fact NSLs were legally flawed. Although the NSLB
accepted the CAU’s use of exigent letters with the promise of future legal
process, the ECPA authorizes the FBI to compel the production of records or
other covered information only upon certification in writing by specified
senior officials that the records sought “are relevant to an authorized
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investigation to protect against international terrorism or clandestine
intelligence activities” and that any investigation of a U.S. person “is not
conducted solely on the basis of activities protected by the first
amendment.”2% After-the-fact legal process, no matter how soon after the
fact, is not authorized either by the ECPA NSL statute, the Attorney
General’s NSI Guidelines, or FBI policy. Additionally, none of the
after-the-fact NSLs cited the ECPA emergency voluntary disclosure statute
as authority for the previous searches. (SKNF) U)

Although the CAU began to obtain after-the-fact legal process more
quickly, the backlog of records requests persisted. The backlog began
during Glenn Rogers’s tenure as CAU Unit Chief and continued after
Bassem Youssef became the CAU Unit Chief in November 2004. While some
after-the-fact NSLs were issued by FBI field and Headquarters divisions and
the NSLB to address the backlog, we found that neither Rogers nor Youssef
took appropriate steps to ensure that the CAU tracked or adequately
addressed the backlog. Neither supervisor ensured that FBI personnel who
had asked the CAU for records issued the appropriate NSLs or, if these
efforts were unsuccessful, alerted senior CTD managers to the problem. As
a result, by mid-2006 the FBI had a backlog of record requests for more
than 900 telephone numbers. In addition, neither Youssef nor any other
CAU personnel sufficiently informed NSLB attorneys of the full scope of the
problems the CAU was facing regarding the backlogged record requests. (U)

The FBI attempted to address the backlog by issuing 11 blanket NSLs
that were designed to “cover” or validate telephone records that had been
provided to the FBI pursuant to exigent letters or other informal requests.
The FBI attached to the blanket NSLs signed by senior CTD officials lists
that included telephone numbers that had been searched by the on-site
providers as long as 3 years earlier. (SJ¥IF) (u)

However, these blanket NSLs were improper and flawed, and they did
not comply with the ECPA NSL statute, Attorney General’s NSI Guidelines,
and FBI policy. As noted above, the ECPA does not authorize the FBI to
cover the prior production of telephone records or ECPA-protected calling
activity information by issuing after-the-fact NSLs. In addition, the blanket
NSLs included telephone numbers relevant to criminal or domestic
terrorism investigations for which NSLs were not an authorized technique
under the ECPA NSL statute, the Attorney General’s NSI Guidelines, or FBI
policy. Additionally, the blanket NSLs were not accompanied by required
approval ECs, and most of them did not contain the required certifications

296 See 18 U.S.C. § 2709(b). (U)
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for NSLs imposing non-disclosure and confidentiality obligations on the
recipients. Finally, the after-the-fact blanket NSLs did not retroactively cure
any violations of the ECPA that occurred when the FBI requested and

received records without legal process and in the absence of a qualifying
emergency. (U)

2. Corrective Actions after the OIG’s First NSL
Report (U)

By contrast, after the FBI received the OIG’s first NSL report it began

"to take appropriate steps to address the improper use of exigent letters and
other informal requests for telephone records. In March 2007, the FBI OGC
issued guidance directing that FBI personnel no longer use exigent letters.
The guidance explained the distinctions between the FBI’s authority to
compel the production of ECPA-protected records or to request emergency
voluntary disclosures. The guidance made clear the legal avenues that were
available to FBI investigators who seek to obtain telephone records,
including-a description of the legal basis for emergency voluntary disclosure
requests. In June 2007, the FBI issued comprehensive guidance to all FBI
personnel regarding the FBI's NSL authorities. (U)

In 2007 and 2008, the FBI conducted three audits to assess the
extent of its errors in NSL usage. The FBI reviews generally confirmed the
OIG’s findings in its first NSL report as to the types of errors made by FBI
agents in their use of NSL authorities as well as the unauthorized

collections caused by third parties who provided the FBI with information
that was not requested. (U)

In December 2007 and January 2008, the employees of the three
on-site providers moved out of the FBI. These moves were also
accompanied by changes in the FBI’s protocols for obtaining telephone
records from the three providers. (U)

Additionally, the FBI developed a process to determine whether to
retain or purge telephone records obtained through exigent letters and those
listed in blanket NSLs. As part of this process, the FBI reviewed records for
the 4,379 unique telephone numbers listed in exigent letters and the 11
blanket NSLs to determine whether there was a basis to justify retention of
the records. In deciding whether to retain records based on the results of
that research, the FBI developed a 5-step “decision tree” based upon the two
ECPA authorities for obtaining telephone records. Since the ECPA does not
authorize the FBI to compel the production of ECPA-protected records with
a promise of future legal process, the FBI’s decision tree was used by the
FBI not as a basis for the original record requests, but as a basis upon
which to analyze whether the FBI would retain the records. (U)
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In a complex and time-consuming review, the FBI determined that it
would retain most of the records but purge others. In essence, the process
attempted to determine if the FBI could find legal process issued in
connection with the search request, if the FBI would issue new legal process
modeled on the ECPA standard for issuing legal process, or if neither of
those options was available, if the FBI could justify retention under an
after-the-fact application of the ECPA emergency voluntary disclosure

statute. (SKINF) (u)

Under the FBI’s analysis, the FBI will retain records for 3,352
telephone numbers because it found either that (1) appropriate legal process
associated with the request was previously issued or could be issued for
these records; or (2) because the circumstances at the time of the requests
satisfied the statutory standard for emergency voluntary disclosures. (U)

The FBI also concluded that it would purge records for 739 telephone
numbers because the circumstances under which the records were
requested did not meet any of the criteria for retention available in the FBI’s
decision tree. In addition, the FBI concluded that it must purge a portion of
the records for 302 of these telephone numbers because the records

obtained were outside the time period specified in the legal process
identified by the FBI. (U) '

The FBI faced a difficult challenge in reviewing the records improperly
acquired from exigent letters or listed in the 11 blanket NSLs. However,
under the circumstances it created, we believe the FBI’s approach to
determine which records to retain and which to purge was reasonable. (U)

In sum, we concluded that the FBI initial attempts to cover the
improperly obtained records were deficient, ill-conceived, and poorly
executed. However, we believe its review process and other corrective
measures since issuance of our first NSL report in March 2007 have been
reasonable, given the difficult and inexcusable circumstances that its
deficient exigent letter practices created. (U)

D. Improper Requests for Reporters’ Telephone Records or
Other Calling Activity in Three Media Leak
Investigations (U)

We also found that in three media leak investigations the FBI
requested, and in two of these instances obtained from on-site
communications service providers, telephone records or other calling
activity information for telephone numbers assigned to reporters. However,
the FBI did not comply with federal regulation and Department policy that

requires Attorney General approval before requesting such records and that
also requires a balancing of First Amendment interests and the interests of
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law enforcement before issuing subpoenas for the production of reporters’
telephone toll billing records.297 (U)

The first leak investigation involved the disclosure of classified
information in articles ubhshed by the Washington Pa.

f Without a request \9\
rom FBI investigators, and without the knowledge of any prosecutor, a CAU o ')ﬂ
SSA issued an exigent letter to an on-site Company A analyst for the b l
telephone records of Times reporters who wrote the articles

and their bureaus in

ompany A provided the . the
the FBI uploade e records into
TS//SI//NF} .

The records remained in that database for over 3 years, unbeknownst
to the prosecutor, CTD management, and FBI OGC attorneys until 2008
when OIG investigators determined that the records had been improperly
acquired and notified the FBI General Counsel. We concluded that the FBI’s

. acquisition of these records constituted a complete breakdown in the

required Department procedures for approving the issuance of grand jury
subpoenas to obtain reporters’ toll billing records. (U)

In the same investigation, we algo found that the FBI sent the

|(TS//S1//NF)

In August 2008, following the OIG’s notification to the FBI that it had
improperly acquired the reporters’ records, the FBI informed the
newspapers and the reporters that their telephone records had been

obtained, as required by feder ‘ ification

did not disclose tha %23
v
bl [

297 See 28 C.F.R. § 50.10. (U)
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In the second media leak investigation an Assistant United States \O\
Attorney (local AUSA) and a federal prosecutor approved grand j jury . wqg
1bpoepas that directed a communications service provid ca

65{ (69

After the subpoenas were served and records were sent to the FBI
case agent as e-mail attachments, the prosecutor realized by virtue of a
fortultous conversation with an FBI Special t that the provider could

s and notified the Lt
iew we found no

records were provided to the FBI in response to the

subpoenas. (TSK-SI//NF) Q,\)

Following consultations with the Office of Legal Counsel, the Criminal
Division concluded that it was not required to notify the reporters of the
subpoenas, even though the subpoenas, if fulfilled, would have resulted in
acquisition of reporters’ records. (U)

We concluded that the way in which the Department drafted and
issued the two subpoenas in this leak investigation was deficient. The
prosecutor drafted and approved language in the subpoena attachments
that neither the FBI agent nor the prosecutor correctly understood; the local
AUSA assigned to assist the investigation in the jurisdiction where the
grand jury was empanelled initialed the grand jury subpoenas without
reviewing the attachments, which were prepared by the prosecutor and
attached after the local AUSA initialed the subpoenas; and but for a
fortuitous conversation between a Special Agent not involved in the
investigation and the prosecutor, FBI and Criminal Division attorneys would

likely not have learned about the problems with the language in the
subpoenas. (U)

In the third media leak investigation the Department served on an

-site any A analyst a grand jury subpoena requesting a‘m l/)\
or records of a target telephone number the “believe ]a) c
wal eiephonic contact with a reporter.
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In addition, based on information provided {o the Company A analyst lﬂjt
by an FBI Special Agent, the Company A analys*ompany A’s

database and do ar phone calling

loaded records for the re; e
activity. After th%hich was ithout any legal process,
the Company A an formed the pecial Agent that there were no
records of calling activity between the reporter’s and the target’s

during the specified date range. The Company A analys
d’ithout the knowledge of the Special Agent. (FS¢

Also, at the request of the CAU’s Primary Relief Supervisor, without
any legal process, the on-site Company B and Company C employees
searched their databases for calling activity by the reporter’s cellular phone
number. The Company B employee found responsive records, although
Company B reported to us that the employee did not recall whether he had
provided responsive information to the FBI. We found no evidence that
these records were uploaded into FBI databases. The on-site Company C -
employee determined that Company C had no responsive records. (SY{NF) “ﬂ

In sum, we concluded that serious lapses in training, supervision,
and oversight led to the abuses involving the FBI's improper requests for
reporters’ records in these three leak investigations. CAU personnel told us
they did not know about the special approval requirements for subpoenaing
reporters’ toll billing records. The federal prosecutors involved with these
matters, said they did not know the subpoenas sought reporters’ records
either because they did not see or examine the attachments or because they
did not correctly understand that the terminology used in the subpoenas or
attachments could result in the acquisition of reporters’ records. The
failures in training, the diffusion of prosecutorial responsibility for the grand
jury subpoenas, and the absence of oversight within the CAU or from the
CTD or the FBI OGC resulted in the Department not following legal

requirements and its own policies for issuing subpoenas to obtain reporters’
toll billing records. (U)

E. OIG Findings on Management Failures and Individual
Accountability for Exigent Letters and other Improper
Requests for Telephone Records (U)

In Chapter Five of this report, we assessed the accountability of FBI
employees, their supervisors, and the FBI’s senior leadership for the use of
exigent letters and other improper practices we described in this report. (U)

We concluded that numerous, repeated, and significant management

failures led to the FBI’s use of exigent letters and other improper requests
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for telephone transactional records over an extended period of time. These
failures began shortly after the CAU was established within the
Counterterrorism Division (CTD) in 2002, and they continued until March
2007 when the OIG issued its first NSL report describing the improper use
of exigent letters. We believe that every level of the FBI - from the most
senior FBI officials, to the FBI’s Office of the General Counsel (FBI OGC]), to
managers in the CTD, to supervisors in the CAU, to the CAU agents and
analysts who repeatedly signed the letters were responsible in some part for
these failures. (U)

FBI Director Mueller, Deputy Director Pistole, and FBI General
Counsel Caproni said they were unaware until late 2006 that the CAU was
obtaining telephone records without appropriate legal process. In addition,
all but one of the CTD supervisors we interviewed said they did not know
prior to the OIG’s first NSL investigation that the CAU was using exigent
letters to obtain telephone records from the on-site providers. (U)

We found that beginning in 2003, shortly after the CAU was
established and the FBI contracted to have Company A’s employees work
on-site, FBI officials failed to recognize and address clear risks for potential
misuse of the FBI’s NSL and other authorities to obtain telephone records.
These risks arose from the combination of several factors, including the
FBI’s expanded authority to obtain records protected by the ECPA, the close
proximity of the on-site providers’ employees to FBI personnel in a common
FBI work area, and the assignment of SSAs and Intelligence Analysts to the
CAU who had no background or training in national security investigations
or in using NSLs. (U)

At the same time, FBI officials at all levels failed to develop a plan and
implement procedures to ensure that telephone records were properly
obtained from the on-site communications service providers. The FBI
compounded its planning failures when it did not ensure that all CAU
personnel were trained on the legal requirements for obtaining
ECPA-protected records. In particular, FBI managers — from CAU Unit
Chiefs, to the FBI OGC, to the senior leaders of the FBI - failed to ensure
that CAU personnel were properly trained to request telephone subscriber
and toll billing records information from the on-site communications service
providers in national security investigations only in response to legal
process or under limited emergency situations defined in 18 U.S.C
§ 2702(c)(4). They also failed to ensure that CAU personnel were trained to
comply with the Attorney General’s NSI Guidelines and internal FBI policies
governing the acquisition of these records. They also failed to recognize the
need for, and assure adequate oversight of, the practices employed by the
CAU to obtain subscriber information, toll billing records, and other calling
activity information from the on-site providers. (U)
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In reviewing the FBI’s responsibility for exigent letters and other
improper requests for telephone records and the performance of FBI
personnel involved in the practices covered in this review, we recognize that
the FBI was confronting major organizational and operational challenges
during the period covered by our review. As we noted in our first NSL
report, following the September 11 attacks the FBI overhauled its
counterterrorism operations, expanded its intelligence capabilities, and
began to upgrade its information technology systems. Throughout the
4-year period covered by this review, the CTD also was responsible for
resolving hundreds of threats each year, some of which, such as bomb
threats or threats to significant national events, needed to be evaluated
quickly. Many of these threats, whether linked to domestic or international
terrorism, resulted in a large number of high-priority requests to the CAU
for analysis of telephone communications associated with the threats, which
was the CAU’s core mission. (U)

Members of the FBI’s senior leadership told us that they placed great
demands on the CAU and other Headquarters’ units. The FBI Director
stated that he placed “tremendous pressure” on CTD personnel to respond
to terrorism threats. Other senior FBI officials stated that there were
countless “hair on fire” days when Headquarters personnel worked through
nights and on weekends to determine whether information the FBI received
from various sources presented threats to the United States. Indeed, some
of the exigent letters and other improper practices we describe in this report
were used to obtain telephone records that the FBI used to evaluate some of
the most serious terrorist threats posed to the United States in the last few
years. In our view, these circumstances do not excuse the management and
performance failures we describe in this report, but they provide important
context to the events that led to the serious abuses we found in this
review. (U)

We also believe the management failures we described do not explain
all the deficiencies we found in this review. In this review, we concluded
that FBI supervisors and attorneys did not take sufficient action to prevent
or promptly correct the improper use of exigent letters and other informal
requests for telephone records. We also concluded that the performance of
some FBI employees who signed letters that were inaccurate on their face
was not in accord with the high standards expected of FBI and other law
enforcement personnel. (U)

First, we found that Glenn Rogers, the CAU’s first Unit Chief,
authorized the CAU'’s use of exigent letters without proper legal review by
the NSLB, and failed to ensure that the personnel assigned to the CAU
received proper guidance on national security investigations and using
NSLs. Rogers also personally signed 12 exigent letters without making an
effort to confirm that exigent letters were appropriate for use by the CAU in
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national security investigations. Moreover, he signed and allowed his
subordinates to sign letters that inaccurately stated that subpoenas
requesting the telephone records had been submitted to the U.S. Attorney’s
Office and would be served expeditiously. He also instructed subordinates
who questioned him about using such inaccurate letters to continue to use
them. In addition, Rogers failed to implement a system for tracking the use
of exigent letters, which resulted in a growing backlog of searches of records
for which the providers were promised follow-up legal process. These
failures led to the routine use of exigent letters and after-the-fact NSLs, as
well as the use of sneak peeks and other improper practices detailed in this
report. Finally, Rogers failed to ensure that Bassem Youssef, his successor
as CAU Unit Chief, was adequately briefed on the unit’s methods and
procedures, including the specific methods the CAU used for obtaining
records from the providers. (S}¢NF) q)

Second, we found that Bassem Youssef inherited the improper
practices that were in place during Rogers’s tenure but that he, too, did not
do all he could have, and should have, to address the improper use of
exigent letters and other informal requests for telephone records. Youssef
failed to understand or adequately assess, in coordination with CTD
management and the NSLB, the various methods by which CAU personnel
were obtaining records from the on-site providers. Youssef told us that he

was ungware of the details of the CAU’s requests for community of interest )
ﬁneak peek requests, hot number‘:\d the unauthorized \o\ _
use of administrative subpoenas. In addition, Youssef personally signed 1 vlc

exigent letter, although he did not review or read the exigent letter for more
than 5 months after he signed the letter and 18 months after he became the
CAU Unit Chief. (SMNF)( 1y )

Third, we believe Julie Thomas did not properly perform her duties as
the NSLB Deputy General Counsel with respect to the CAU’s use of exigent
letters. Many of the improper practices described in this report pre-dated
Thomas’s tenure in the NSLB. However, after she became the NSLB Deputy
General Counsel and became aware of exigent letters, she did not
adequately review and assess the legality of their use in a timely fashion,
halt their use, ensure in coordination with CTD officials that CAU personnel
understood the lawful methods for obtaining records from the on-site
communications service providers, or ensure that the NSLs that she
personally signed complied with the ECPA NSL statute. (U)

We found that the Assistant General Counsel, an FBI senior line
attorney who was the NSLB point-of-contact for NSL-related policies and
issues, did not recognize that exigent letters promising future legal process
were an improper tool for obtaining ECPA-protected records and that
after-the-fact NSLs also were unauthorized. The Assistant General Counsel
also provided inaccurate guidance on the use of exigent letters, and she did
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not review a copy of any exigent letter until May 2006, more than 18
months after first learning of their use in the CAU. After reviewing an
exigent letter, she merely revised the letter to substitute the term “NSL” for
the inaccurate reference to after-the-fact issuance of grand jury subpoenas,
and she advised the CAU that it could continue to use the revised exigent
letter. The Assistant General Counsel also did not recognize that many of
the exigent requests that came to the CAU qualified for emergency voluntary
disclosure requests under the ECPA. By these actions and inaction, the
Assistant General Counsel allowed the FBI’s improper use of exigent letters
and after-the-fact NSLs to continue. Although the Assistant General
Counsel kept her supervisors informed of the advice she was giving and the
actions she was taking, we believe based on her experience in national
security investigations and the senior policy position she held in the NSLB
that she should have directly confronted the legal deficiencies in the use of
exigent letters and, through her supervisors in the NSLB and in conjunction
with CTD managers, ensured that the use of exigent letters ended. (U)

As described in Chapter Four of this report, we found that 4 senior
CTD officials — Joseph Billy, Jr., Arthur Cummings III, Michael Heimbach,
and Jennifer Smith Love - signed a total of 11 improper blanket NSLs in
2006. Each of these NSLs had multiple deficiencies. None of them was
accompanied by required approval Electronic Communications (EC)
documenting the predication for the requests, and some were issued
without the required ECPA certifications. While we recognize that each of
these four officials had other significant responsibilities in the FBI and that
they each worked in a high-pressure environment in furtherance of the
FBI’s counterterrorism mission, we believe they should have taken more
care to ensure that the NSLs they signed complied with the ECPA, the
Attorney General’s NSI Guidelines, and FBI policy. In signing these
improper NSLs, we believe that these CTD senior officials contributed to
misuses of NSL authorities. (U)

As described in Chapter Two of this report, we determined that many
CAU employees signed the inaccurate and improper exigent letters issued by
the CAU. In evaluating the accountability of the CAU employees who signed
these exigent letters, we asked them whether they knew when they signed
the letters that the factual statements they contained were inaccurate. We
specifically asked whether they knew that exigent circumstances existed at
the time they signed the letters and whether they knew that requests for
grand jury subpoenas had been submitted to the U.S. Attorney’s Office, as
specifically stated in the letters. (U)

With few exceptions the CAU employees who signed the letters said
they believed exigent circumstances were present. However, most of the
CAU SSAs we interviewed told us they did not know whether grand jury
subpoenas had been requested at the time they signed the exigent letters,
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although some said they recognized that the letters inaccurately described
the process for obtaining grand jury subpoenas. Some CAU employees
explained their signing the letters by stating they “thought it was all part of
the program coming from the phone companies themselves,” and they
assumed the letters were approved by the FBI or communications service
providers’ attorneys. Another CAU employee said that he knew that
subpoenas had not been issued but signed the exigent letters anyway
because he saw the letter used by other CAU personnel as a standard
practice and he received assurances from CAU Unit Chief Rogers that the
exigent letter was okay to use. Other CAU employees said they said that
they did not pay much attention to and were not concerned about the
reference to a grand jury subpoena. Still others told us that when they
signed the letters they did not know for sure what type of after-the-fact legal
process would be used by the field division or Hedquarters unit that
initiated the request. Others said that they considered the reference to
grand jury subpoenas to broadly include all categories of legal process, such
as NSLs. And others told us that they never read the exigent letters closely
enough to notice any of the statements they contained. (U)

It is important to recognize several mitigating factors regarding these
CAU signers of exigent letters. For example, CAU Unit Chief Rogers and the
NSLB approved the use of exigent letters, the FBI failed to train CAU
personnel on the authorized means of requesting records from the on-site
providers, and the communications service providers readily accepted the
exigent letters. (U)

However, we believe that none of these factors excuses FBI employees
who signed an exigent letter from not making the effort to confirm the
factual accuracy of the letter or, knowing the letter was inaccurate, not
raising concerns about the letter’s accuracy to FBI supervisors. Simply put,
we do not believe employees of the FBI should sign their names to letters
making a statement that is not true, even if the letters are approved by
management, sanctioned by FBI attorneys, part of an established practice,
or accepted by the recipients. (U)

We also recognize that a few SSAs raised concerns about the exigent
letters to their supervisor, CAU Unit Chief Rogers, and that he instructed
them to continue using the letters without changing the wording. Even in
this circumstance, we believe that FBI employees confronted with this
problem had options other than to simply sign the letters. They could have
sought further guidance from more senior managers in the FBI, either
directly or anonymously. They could have complained to a senior CTD
official or the FBI Inspection Division. They could have contacted the OIG.
None of them took any of these steps. Instead, they continued to sign
inaccurate exigent letters. (U)
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Finally, as discussed above, FBI personnel were involved with
requests to search reporters’ toll billing records in three different media leak
investigations, without first complying with Departmental regulation or
obtaining the required Attorney General approvals. We believe that these
matters involved some of the most serious abuses of the FBI's authority to
obtain telephone records. As described in Chapter Five of this report, we
recommend that the FBI consider appropriate action for the FBI employees
who sought to obtain these records wijthout first obtaining the required
Attorney General approval. (S}(N F) u)

II. Recommendations (U)

As discussed above, after we issued our first NSL report in March

2007 the FBI ended the use of exigent letters and took other corrective
actions to address the improper use of exigent letters. However, as a result
of further deficiencies we uncovered in this review, we believe the FBI and
the Department need to take additional action to ensure that FBI personnel
comply with the statutes, guidelines, regulations, and policies governing the
FBI’s authority to request and obtain telephone records. We therefore
provide the following recommendations to the FBI and the Department: (U)

1. The FBI should assess this report and the information we
developed in this review to determine whether administrative or other
personnel action is appropriate for the individuals involved in the use of
exigent letters and other improper requests for telephone records. (U)

2. The FBI should issue periodic guidance and conduct periodic
training of FBI Headquarters and field personnel engaged in national
security investigations regarding the authorities available to the FBI under
the Electronic Communications Privacy Act (ECPA) and other federal statutes
to obtain telephone subscriber and toll billing records information and other
information protected by the ECPA. Such training should cover not only the
provisions of the ECPA, but also other federal statutes and regulations
governing the FBI’s authority to obtain to such records, including the Pen
Register Act, the federal regulation governing subpoenas for toll billing
records of reporters, and the FBI’s administrative subpoena authorities. (U)

3. The FBI should periodically review its existing guidance and
directives to determine if clarifications or updates are needed to describe the
authority of FBI personnel serving in “acting” positions (whether appointed
or on temporary duty assignments) to sign documents or approve activities
for which signature or approval authority is delegated by the FBI Director.
As described in Chapter Four of this report, CTD officials signed improper
blanket NSLs while serving as Acting Deputy Assistant Directors. At the
time these NSLs were signed, the FBI had not issued guidance on whether
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FBI personnel serving in acting positions were authorized to sign NSLs. To
ensure that all FBI personnel serving in acting positions understand what
they are authorized or not authorized to approve or sign under various
federal statutes, Attorney General Guidelines, and FBI policies, we believe
the FBI should clarify the authorities of FBI personnel serving in various
acting positions. (U)

4. The FBI OGC should review existing contracts between the FBI
and private entities or individuals that provide for the FBI’s acquisition of
telephone records, e-mail records, financial records, or consumer credit
records to ensure that the methods and procedures used by the FBI for
requesting, obtaining, storing, and retaining these records are in conformity
with the NSL statutes and other applicable federal statutes, regulations,
Executive Orders, Attorney General Guidelines, and FBI policy. (U)

5. The FBI should issue a directive requiring that FBI personnel,
including FBI OGC attorneys with expertise pertinent to the subject matter
of the contract, review contract proposals, responses to requests for contract
proposals, and proposed contracts or arrangements with wire or electronic
communications service providers. The objective of the review should be to
ensure that any records requested, obtained, stored, or retained pursuant to
any such contracts are done so in conformity with applicable federal
statutes, regulations, Executive Orders, Attorney General Guidelines, and
FBI policy. (U)

As described in Chapter Two of this report, NSLB attorneys did not
review the contracts with the three on-site providers until after reviewing a
draft of the OIG’s first NSL report. Although the FBI has stated that these
contracts did not require FBI OGC review, the FBI OGC informed the House
Judiciary Committee that procurement attorneys reviewed certain portions
of the contract documents relating to the justification and approval of the
contacts.298 The FBI also informed the Judiciary Committee that FBI OGC
attorneys will be more involved in the contract review process in the future.
To ensure that FBI personnel who are familiar with the laws and policies
affected by such contracts review analyze these important contract
proposals and contracts before they are finalized, the FBI should require
that FBI personnel with relevant expertise — not just procurement attorneys

298 Letter to The Honorable John Conyers, Jr., Responses of the Federal Bureau of
Investigation Based Upon the March 20, 2007 Hearing Before the House Judiciary
Committee Regarding The FBI’s Use of National Security Letters Requested by April 19,
2007 Letter (January 13, 2009), at 6-7. (U)
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~ review contract proposals and approve the final wording of such
contracts. (U)

6. If the FBI places employees of communications service providers in

the same work space as FBI employees, the FBI should establish

appropriate written guidance, supervisory and oversight procedures, and
appropriate training to ensure that the methods and procedures used to
obtain records from the providers conform to the ECPA and other applicable

federal statutes, regulations, Executive Orders, Attorney General
Guidelines, and FBI policy. (U)

7. The FBI should issue guidénce specifically directing onnel
that they may not use the practices known as hot numbe "

} obtain calling activity information from electronic communications service

providers. (S )}@I F) GU V)\

The FBI sh issue guidance regardj FBI personnel may \07 t‘
issu ommunity of interes equests. As
descri T 1wo, in November 2007 the FBI Counterterrorism

Division prepared would require advance determinations
of the relevance o elephone numbers included in the
community of intere equests. The draft guidance also would
require that senior F s and a t attorney approve such
requests and that telephone numberﬁursuant to these requests
be documented for purposes of congressional reporting on NSL usage. We
recommend that the FBI finalize and issue this guidance to FBI

personnel. T)L@L/ /NF) a-S

9. The FBI should carefully review the circumstances in_whi .

personnel asked the on-site communications service prowder%

on specified “hot numbers” to enable the Department to determiine 1i the

obtained calling activity information under circumstances that trigger

discovery or other obligations in any criminal investigations or BER VA
rosecutions. $}§ NF - .

P )(U/ . wlc

10. The Department should determine if, in addition to the grand jury
subpoenas 1dent1f1ed in this review, the Department has issued other grand

edia leak investigations that include for
4 ommunity of interest or calling circl f so,
I e Dep ent should determine whether at the time the subpoenas were

issued responsible Department personnel were aware of or suspected
contacts between the target numbers in the subpoenas and members of the
news media and whether the Department obtained the toll billing records of
news reporters in compliance with Departmental regulations, including the
notification requirements. (T/7SH/NF)
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11. The FBI, in conjunction with the National Security Division (NSD)

and other relevant Depar on current policies
and procedures govemlnMeporters by
Department personnel. We re aiter conducting this review, “
meWr what circumstances FBI personnel ‘“0.7 =
ma; eporters, and specifically whether

appro y Senior oliicials at the level of an Assistant Director or higher

should be required fo (LES)

12. The FBI, in conjunction with the NSD, should determine whether
any FISA Court orders for electronic surveillance or pen register/trap and
trace devices currently in place relied upon declarations containing FBI
statements as to the source of subscriber information for telephone
numbers listed in exigent letters or the 11 blanket NSLs. If the FBI and the
NSD identify any such pending orders, we recommend that the FBI and the
NSD determine if any of the statements characterizing the source of
subscriber information are inaccurate or incomplete. If any declarations are
identified as containing inaccurate or incomplete statements, we
recommend that the FBI and the NSD determine whether any of these
matters should be referred to the FBI Inspection Division or the
Department’s Office of Professional Responsibility for further review. (U)

13. The FBI and the Depa

tment should consider how the FBI may

e Department notify Congress of this 1ssue and of the OLC opinion
interpreting f the FBI’s aythority under it, so that Congress can
consider the d the implications of its potential

use. (%/NF,] Wy

III. OIG Conclusion on Exigent Letters and Other Improper Requests
for Telephone Records (U)

In sum, in this review we found widespread use by the FBI of exigent
letters and other informal requests for telephone records. These other
- requests were made by e-mail, face-to-face, on post-it notes, and by
telephone, without first providing legal process or even exigent letters. The
FBI also obtained tele rds through impr 2sneak peeks,”
community of interes and hot—numbem Many of these o\ _
practices violated FBI guidelines, Department po the ECPA statute. €
In addition, we found that the FBI also made inaccurate statements to the
FISA Court related to its use of exigent letters. Some of the most troubling
improper requests for telephone records occurred in media leak cases,
where the FBI sought and acquired reporters’ telephone toll billing records
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and calling activity information without following federal regulation or
obtaining the required Attorney General approval. [)Sq’] NF) Qi/'

Our review also found that the FBI’s initial attempts at corrective
action were seriously deficient, ill-conceived, and poorly executed. However,
after our first NSL report was issued in March 2007, the FBI took
appropriate action to stop the use of exigent letters and to address the
problems created by their use. Yet, we believe the FBI should take
additional action regarding the use of other improper requests for telephone
records. We therefore believe the FBI should implement the
recommendations in this report and ensure that similar abuses of exigent

letters or other improper requests for telephone records do not occur in the
future. (U)
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U.S. Department of Justice
Federal Bureau of Investigation

In Reply, Please Refer to File No. ' FBIHQ
935 Pennsylvania Avenue NW
Washington, DC 20535

room [N

May 27, 2003

Telephone:
Facsimile:
Attn:

RE: Special Project / —
pear vr. [N

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be provided.
Subpoenas requesting this information have been submitted to the
U.S5. Attorney’s Office who will process and serve them formally
to Il as expeditiously as possible.

Sincerely, .

Glenn Rogers
Unit Chief
Communications Analysis Group

sy: N

Supervisory Special Agent

3020 X
NSL
. nn




U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

Rugust 4, 2006

Attention: [NNEEGENGNG_

Re: Special Froject / ssA NN .
pear vr. NN

Due to exigent circumstances, it is requested that
records for the attached list of telephone numbers be
provided. National Security Letters directing you to provide
this information will be processed and served upon ﬁ as
expeditiously as possible. ' ,

For the following U.S. numbers:

Sincerely,

Basgem Youssef
- Unit Chief
. Communications Analysis Unit

Supervisory Special Agent

B age259
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