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EXECUTIVE SUMMARY

The fields of neuroscience, psycho-pharmacology, and cognition are in

rapid flux because new scientific tools have provided the capability to develop

fundamental understanding of linkages among brain activity, electrical and

chemical stimulation, and human behavior. Applications to human perfor-

mance modification are being driven primarily by medical needs, e.g., “cog-

nitive repair,” and there are significant new technological developments in

this area. As a result, there is popular excitement about, and thus commer-

cial markets for possible applications in “cognitive enhancement.” This area

is certain to be investigated extensively over the next decade. Awareness

of developments in cognitive performance enhancement, including cultural

differences in adoption, will be important because these may affect the be-

havior and effectiveness of opposing military forces in both symmetric and

asymmetric warfare. The findings and recommendations of our study fall

under three categories, evaluation of military effectiveness, brain plasticity,

and brain-computer interface as outlined below.

Evaluation of Military Effectiveness

Findings:

1. There already exists outstanding in-house (military) U.S. expertise in

assessment of human factors. This internal expertise is essential for

evaluating how developments in human performance might be used by

adversaries. Extrapolation of civilian research to military scenarios

cannot be relied upon to yield useful conclusions.

2. The most immediate human performance factor in military effectiveness

is degradation of performance under stressful conditions, particularly

sleep deprivation. If an opposing force had a significant sleep advan-

tage, this would pose a serious threat. However, the technical likelihood

of such a development is small at present.
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3. Normal cultural assessments of the effects of human performance im-

provement are likely to lead to incorrect conclusions with regard to

military effectiveness. Furthermore, the publicity and scientific litera-

ture regarding human performance enhancement can easily be misin-

terpreted, yielding incorrect conclusions about potential military ap-

plications.

4. A broad range of nutritional supplements advertised to have some

performance-enhancing effect is reportedly often used by soldiers on

their own initiative. The effects of such supplements are generally

small and have high variability from person to person. Such effects

are unlikely to find direct military utility. However, the unregulated

supplement supply train does present a vulnerability to attack.

Recommendations:

1. Maintain a strong internal research activity, with concomitant person-

nel expertise, because this is crucial for evaluation of potential threats

based on the activityof adversaries in human performance modification.

2. Monitor enemy activities in sleep research, and maintain close under-

standing of open source sleep research. Use in-house military research

on the safety and effectiveness of newly developing drugs for amelio-

rating the effects of sleep deprivation, such as ampakines, as a baseline

for evaluating potential activities of adversaries.

3. Develop a corps of trained analysts capable of evaluating technical de-

velopments in human performance modification. These analysts should

be trained in assessing the meaning of statistical metrics, and also in

assessing the experimental methods and results of the original scientific

literature on which claims are based.

4. Mitigate potential attacks to the supplement supply by educating mil-

itary personnel regarding the risks, developing awareness of the gray
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market supply, and implementing a testing program for soldiers to use

to verify that the supplements they have bought are safe.

Brain Plasticity

Findings:

1. Increasing scientific understanding of the mechanisms of brain plastic-

ity has lead to the development of training regimens for permanently

establishing new neural pathways, and thus new cognitive capabilities.

Adversaries could use such scientifically designed training regime’s to

increase troop effectiveness or modify troop behavior and/or emotional

responses.

2. New types of neuropharmaceuticals are being developed that more di-

rectly target synaptic firing, and thus impact brain plasticity far more

effectively than existing drugs (e.g., modafinil, donepezil). When ap-

proved for use, these new drugs will certainly have extensive off-label

use for improvement of memory and cognitive performance. These

drugs may have the additional effect of weakening or overwriting exist-

ing memories. Depending on the ultimate performance of these drugs,

adversaries might use them in training programs or field operations.

Recommendations:

1. The US should monitor the state of the art in training capabilities,

and evaluate their impact in military scenarios. Specific actions should

include:

(a) Use neuroscience tools to evaluate training effectiveness in US

Military programs, and thus develop quantitative understanding

of the levels and types of changes possible.
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Figure 2.10: Entry for the supplement, tyrosine, from the 4th edition of the
TTCP analysis of ergogenic and cognitive aids, reference [21].
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that might be gained by any adversary employing supplements is not likely to

be overwhelming in general operations. Special circumstances, as in the use

of khat in Somalia, can however contribute to unexpected enemy behavior.

Therefore it is important for the US to establish and maintain awareness of

adversaries’ uses of performance modifying substances (either as part of local

culture, or officially established military policy).

2.4.1 Adulteration Threat

Self-medication is pervasive in American culture. As shown in Table1,

in addition to the well-recognized illegal drugs, there is extensive misuse of

prescription drugs, with more than 50% of the misused drugs obtained from

the prescribed drugs of friends or relatives [23]. Given extensive willing-

ness to experiment with unauthorized uses of prescription drugs, it is not

surprising that young adults are also open to experimentation with legally

obtained nutritional supplements, especially those advertised for enhance-

ment of athletic performance. A 2003 U.S. Army Research Institute Study

on non-prescription supplement use among Special Forces during the year

2000 showed that 90% of Special Forces soldiers and 76% of support soldiers

used supplements. The most common supplements were energy boosters,

vitamins, protein powders, and creatine.

While nutritional supplements are available to military personnel at the

military PX, in conflicts where the force is in-country for an extended time,

local markets also develop. These local markets will attract customers by

offering lower prices, and may also offer supplements that fall outside of

U.S. regulatory restrictions. In addition to simple health risks due to poor

controls over the quality and dosing of these locally-supplied supplements,

it is possible that such markets could serve as a method of intentionally

poisoning U.S. personnel. This could be accomplished by the addition of

slow-acting toxic chemicals, some of which can be obtained and used with
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Table 1: Frequency in percent of different types of non-medical drug use
among persons aged 18 to 25, correlated with cigarette use, for years 2005
and 2006.

little technological expertise. An illustrative example is lead poisoning. Lead

salts are easily obtained and could be mixed with nutritional supplements

in a way that would be undetectable without special analytical procedures.

Lead poisoning has a slow onset of symptoms that are easily misdiagnosed in

the early stages. These symptoms include fatigue, irritability, and difficulty

in concentration. At later stages the symptoms become more severe and

include headache, abdominal pain, and joint pain, progressing to anemia

and peripheral motor neuropathy.

The threat of intentional adulteration of nutritional supplements is quite

plausible and well suited to the potential activity of small cells of terrorists or

insurgents. Protective actions against such threats would include: 1) educat-
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ing military personal regarding the (uncontrolled) risks and (limited) benefits

of unauthorized supplies of supplements; 2) increasing official awareness and

surveillance of gray-market supply chains for such materials; 3) implementing

a testing program for military personnel that allows them to have supplement

purchases evaluated for potential adulteration.

2.5 Summary

The human performance factor is an important component of the overall

performance advantage of one military force with respect to another. How-

ever, it is difficult to assess how human performance factors will couple with

the many other factors of military performance to affect the actual outcome

of an engagement. In this context it is very important to avoid simplistic

assumptions, such as “if the soldiers are 2% stronger, we will win 2% more en-

gagements)”, in analysis or policy decisions. We have used a simple model of

military engagement (the Lanchester force-on-force model), to illustrate the

fallacy of the assumption, based on analogy with sports doping, that small

enhancements in performance would cause dramatic changes in the balance

of military result. The same model also was used to illustrate the dramatic

effects that a major change in human performance, namely a decrease in the

need for sleep, could have on the balance of military effectiveness. The use

of the Lanchester model illustrates the qualitative understanding that can

result from evaluating military contexts. Variants of the Lanchester model,

for instance for asymmetric warfare [24], are also known, and can also be

used for similar analyses. One strong recommendation of this report is that

analysis of military threats that might arise from adversarial use of human

performance modification be placed in a realistic context of military effec-

tiveness.

There is also reason for a serious concern about public perceptions of

medical advances, and misunderstanding of the scientific literature in assess-
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ing the effectiveness of human performance modification. We have presented

a discussion of the types of incorrect conclusions that can result, for instance

due to the mismatch between the normal and statistical meanings of “sign-

ficance.” A second strong recommendation of this report is that analysts

involved in analysis of advances in human performance modification have (or

be given) a strong enough technical training to be able to evaluate reports

critically, including technical critiques of the originating scientific reports.

Finally we have addressed the issue of popular use of supplements. (Is-

sues of regulated pharmaceuticals, including off-label prescription drug use,

will be addressed in the following section.) The use of supplements in the

US, both in the civilian and military populations, is widespread. There are

certainly supplements that have ergogenic or cognitive effects, however their

adaptation to developing a major military advantage is unlikely because of

one or more of the following limitations: small absolute effect, high variabil-

ity in effect from individual to individual, and/or strong dependence of effect

on correlated rigorous training. A third recommendation of this report is

that the US maintain awareness of popular supplements, and extend that

awareness to behavior in adveraries’ cultures. In addition, there also is a

potential threat to US operations that could arise due to adulteration of the

supplement supply train to US military forces.
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3 BRAIN PLASTICITY

The entire concept of human performance modification is undergoing

major changes as a result of advances in understanding how the brain works.

Most important is the area of brain plasticity, that is the physiological

changes in the brain that result from learning and adaptation. Scientific

understanding of how these changes occur is paralleled with understanding

of methods, including both training and pharmacological intervention, of

how these changes can be induced. At present, there is clear evidence that

interventions based on brain plasticity can repair deficits resulting from dis-

ease, degeneration, environmental stress, trauma and psychiatric problems.

There is also great interest in the possibility of enhancing normal human

function. However, there is little evidence as yet concerning whether the

latter is actually achievable.

In the following we will first address the review the neurological basis of

brain plasticity, that is, the biochemical processes that are involved in trans-

mitting a signal between neurons (across the synaptic junctions between the

neural dendrites). This review only includes the minimal information needed

to illustrate the mechanisms: we will present only a summary of a single

type of neurotransmitter, and will not discuss the complex regulatory and

feedback biochemical networks that are coupled to the action of this neuro-

transmitter. We will then present some examples of brain plasticity resulting

from carefully designed training regimes. The issues of pharmacological in-

tervention will then be addressed, especially a new class of drugs that directly

target the neurotransmitters in a way that can dramatically affect brain plas-

ticity. We will conclude by discussing the threats that might arise due to an

adversary’s exploitation of brain plasticity.
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3.1 Cellular Mechanisms Underlying Memory and Learn-

ing

The network connections among neurons can be modified by intercellu-

lar electrical signaling activity that induces intracellular chemical processes

in the receiving cell. These connections can be ohmic, also called gap junc-

tion, or chemical, called synaptic. Gap junction connections induce a current

from cell i with voltage Vi to cell j with voltage Vj as g(Vi − Vj), where g

is a conductance. Synaptic connections of ionotropic type bind a chemical,

called a neurotransmitter, released from the end of the presynaptic cell, to

proteins penetrating the cell membrane of the postsynaptic cell. There are

two classes of synaptic connections, excitatory and inhibitory. The former

receives neurotransmitters and allows a flow of ions into or out of the post-

synaptic cell that tends to raise the voltage across the membrane. Sufficient

increase in this voltage may cause the postsynaptic cell to produce an ac-

tion potential (also called a spike) allowing communication to other neurons.

An inhibitory connection tends to lower the membrane potential and thus

moderate the receiving, or postsynaptic, cell.

In Figure 3.1 depict a schematic of a quite common excitatory synapse

found in mammals. The neurotransmitter, glutamate, binds to two differ-

ent receptors, known as AMPA and NMDA. The AMPA receptor binds the

glutamate in about 0.5 ms. Binding changes the conformation of the AMPA

and allows sodium to flow into the postsynaptic cell, raising its membrane

voltage. The glutamate unbinds in about 1.5 ms, so the voltage response

in the postsynaptic cell is a small pulse with amplitudes of a few mV of

about 1 or 2 ms duration. Glutamate also binds to the NMDA receptor, and

this takes less than a millisecond. It takes 100 to 120 ms for the glutamate

to unbind from NMDA. NMDA, however, in normal conditions is blocked

by a magnesium ion that rests within the NMDA protein. This blockage is

quite sensitive to the membrane voltage V and the magnesium concentration

40



Figure 3.1: The case of the glutamate system, is illustrated. Other types
of neural conncections involve other neurotransmitters, including other neu-
rotransmitters include acetylcholine, norepinephrine, serotonin, dopamine,
GABA, glycine. Schematic of excitatory synaptic connection from presynap-
tic cell action potential to postsynaptic cell.

[M2+
g ]. The blockage goes as

B(V ) =
1

(1 + 0.288[Mg2+]e−0.062V/mV )
.

Thus, as the voltage rises due to sodium ions flowing into the cell through

the AMPA receptor, the magnesium block is lifted, and ions can then flow

for a long time through NMDA into the postsynaptic cell. The critical part

of this reaction sequence is that NMDA is very permeable to calcium ions, so

during the long, 100 or so ms, NMDA remains unblocked, allowing calcium

flow into the postsynaptic cell.

Cells have a high affinity for free calcium. The concentration of calcium

ions in a mammalian cell is ≈ 100 nM while outside the cell it is 1.2 mM.

This means there is a large pool of Ca to flow into the cell. Once in the

postsynaptic cell, Ca2 initiates various biochemical pathways, and is itself

taken up by intracellular stores in 10 to 20 ms.
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Within the postsynaptic cell, there are (many) competing mechanisms

induced by the Ca influx. One pathway involves kinases of various sorts,

which act to stimulate the conductivity of AMPA, and the others involve

phosphatases that act to reduce the conductivity of AMPA receptors. The

former leads to potentiation of AMPA that can be very long lasting, known as

Long Term Potentiation or LTP, and the other leads to depression of AMPA,

which can be very long lasting, known as Long Term Depression or LTD.

The AMPA/blocked-NMDA combination responds quite differently to

input signals of different frequencies and different temporal patterns. A low

frequency stimulus, say less than about 10 Hz or 100 ms timing patterns,

induces LTD, while higher frequency inputs lead to LTP. The reason is more

or less clear: at low frequencies the stimulation of AMPA is infrequent enough

that the NMDA block is not removed long enough to allow much Ca to enter

the neuron. At high frequencies, the behavior switches, with a crossover in

the neighborhood of 10 Hz.

Figure 3.2: Experiments blocking kinases (LEFT) leading to LTD; blocking
phosphatases (MIDDLE) leading to LTP; and no blocks (RIGHT) showing
synaptic changes as a function of frequency. 1.0 is baseline: no change.
Laboratory of S. Wang; Princeton

Further experiments which present a spike (or action potential) through
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the presynaptic cell at time tpre and induce a spike in the postsynaptic cell

at time tpost, lead to changes in the AMPA conductivity as a function of

δt = tpost − tpre which contains both LTD and LTP depending on how much

Ca2 is admitted during the time interval.

The full process of LTP/LTD and their effect on memory (AMPA con-

ductivity at a dendrite receiving signals from other neurons) takes place in

three stages: (a) induction, the initiation process bringing calcium into the

postsynaptic cell. This may last as short as 10 ms and as long as 100’s of ms;

(b) production, during which processes in the postsynaptic cell induced by

the elevation of intracellular calcium affect the dynamics of individual, and

populations of, AMPA receptors (2). These processes last 10s of minutes, and

their consequences may be present for days or longer. (3) consolidation,

during which the information that a change in the strength of synapses at

dendritic spines, perhaps distant from the main cell body, is brought to the

nucleus, where genetic dynamics alters the mRNA transcribed and sent on to

ribosomes for required protein production. The time scale for these processes

is long compared to the first two, and may last the life of the animal.

The mechanisms for each of these stages is not known in detail, and

neuroscientists and psychiatrists are is actively exploring various hypotheses

on how they work. What has all this to do with learning and memory? The

broadly accepted connection between changes in wiring of a network, i.e.,

“the brain,” and changes in synaptic strengths induced at the cellular level,

associates these cellular observations with implications for behavior. This is

a long leap, however plausible. It also suggests that if one wishes to influence

behavior, then operations at the cellular level are one place to start.

3.2 Training Effectiveness

The term brain plasticity refers to the fact that the synapses in the
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brain can undergo change, i.e., that ‘rewiring’ or refining of brain function

can take place. Until about 20 years ago this plasticity of the brain was

thought to decrease markedly after youth and that it was thought that the

brains connections between neurons became fixed in one’s youth and very

hard to change thereafter. This idea has been convincingly dispelled over

the past 20 years, and idea that the brain retains its plasticity throughout

life is considered settled science – you can teach an old dog new tricks. The

plasticity of the brain allows one to consider two aspects that are very im-

portant to a military enterprise:

• Recovery from wounds and accidents involving the brain

• Neuroplasticity-based methods to enhance cognitive effectiveness.

In terms of recovery from wounds to the brain successful results abound

demonstrating the exploitation of brain plasticity for therapy, for example

recovery from stroke (Heiss, et al., 2005; Johansson, 2000) and treatment

of aphasia – a loss of the ability to produce and/or comprehend language

[29]. In terms of exploiting brain plasticity for enhanced cognitive func-

tion (training itself exploits brain plasticity); the issue here is, can special

neuroplasticity-based training enhance cognitive effectiveness beyond what

can be accomplished using only the material in the training exercises? In

this section we will discuss some basic neuroscience aspects of neuroplastic-

ity, note the successful exploitation of brain plasticity in therapy for brain

injuries, and how neuroplasticity-based methods are being used with some

success for enhanced training effectiveness and cognitive capability.

Brain plasticity basis: As discussed above (Section 3.1) and below (Sec-

tion 3.3), long term potentiation (LTP) influenced by excitatory postsynaptic

potential (EPSP) is the cellular basis for brain plasticity. In summary, LTP

is an increase in the strength of a chemical synapse that lasts from minutes

to several days. Research, beginning in the 1960’s, indicates that LTP is one

of the major mechanisms by which learning and memory are accomplished
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Figure 3.3: Functional magnetic resonance imaging (f-MRI) of brain activ-
ity in children with dyslexia and without dyslexia while rhyming words (left
panel). Note the lack of brain function in circled areas in the dyslexic chil-
dren. The results after special training for the dyslexic children is shown at
right where the brain function in dyslexic children is improved to be more
like normal children. [34]

in the brain. What we are most interested in here is changing the structure

of LTP, i.e., exploiting brain plasticity, and doing it by special training. An

important aspect of LTP, indicating its relationship to learning, is its stabil-

ity over periods of months to years.[32] Drug-based enhancement of LTP is

discussed in Section 3.3 below.

Brain plasticity and special training for recovery from brain injuries: The

bottom line here is that due to the plastic nature of the brain, neural connec-

tions can be permanently rewired and refined by the right repeated stimuli to

aid in recovery from disabilities and brain injuries. An interesting example

from Temple et al. [34] in the use of special training for treatment of dyslexia

shows how the function of the brain is revealed by f-MRI (functional Mag-

netic Resonance Imaging) images of the brain. In Figure 3.3 below we see

how training-based remediation alters the brain function of dyslexic children,

bringing them closer to normal children. This is among the many pieces of

evidence that special training can alter brain function to aid in the recovery

from both accidents and learning handicaps.
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A very interesting example of using special training to exploit brain

plasticity to aid in recovery from stroke involves robotic training [30]. In this

case a 20-year-old woman, Mary O’Regan, had a stroke related to a head

injury suffered in a dirt bike accident. She eventually recovered the use of

speech and was able to walk again and returned to a life in which her left

side remained mainly numb and her left arm was useless. This year, some

20 years later, she is learning to use her left arm again with the aid of a new

robotic device called the Myomo e100, developed by John McBean and Kailas

Narendran at MIT. This device, shown in Figure 3.4 below, senses weak

electrical activity in the muscles of the patient’s arm and uses these signals

to provide, “just enough assistance that they can complete simple exercise,

like lifting boxes or flipping on light switches. By practicing such tasks,

patients may begin to relearn how to extend and flex the arm, rebuilding and

strengthening neurological pathways in the process.” Mary reported that the

use of the device was, “. . . extremely encouraging.” and that she was able to

practice simple tasks like folding towels, opening drawers and lifting objects

from one position to another. A small study using the e100 device at the

Spaulding Rehabilitation Hospital in Massachusetts showed an average 23%

improvement in upper extremity function after 18 hours of training in a

6-week period.[33] The success so far has led to approval by the Food and

Drug Administration and planning of studies to extend applications to spinal

cord injures and brain trauma, including patients who are military personnel.

wounded in Iraq. Further examples abound in the literature regarding brain

plasticity and recovery from stroke and other mental afflictions. e.g., reviews

by Heiss and Teasel [25] and Johansson [26].

Brain plasticity and special training for increased cognitive function in

normal, healthy adults: it is known that there is an age-related decline in

cognitive function of the brain (ARCD), along with losses in brain process-

ing speed and declines in the effectiveness of perception and memory. This

decline is thought to be due to poorer signal-to-noise conditions and a down-

regulated neuromodulatory system function in older brains. Since neuro-
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Figure 3.4: The Myomo e100 robotic device senses weak electrical activity
in a patients arm muscles and uses this signal to actuate a mechanical unit
to move the lower arm as shown in the diagram at left. This assist allows
patients to retrain their own muscle control system to regain a measure of
use of the arm to do tasks they had been unable to do after the stroke. After
New York Times (July 10, 2007).
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modulator regulation is thought to be a result of neuromodulator-synapse

interaction, could exercises that “rewire” the brain through training exer-

cises reverse ARCD by making use of brain plasticity? More generally nearly

everyone would be pleased to increase their personal cognitive abilities, re-

gardless of their current cognitive effectiveness. An hypothesis has been de-

veloped that special training can reverse age-related decline and help mature

adults in general. Some quantitative evidence in support of this hypothesis

has emerged. An example is the work of Mahncke [28].

In the Mahncke et al. study a group of 182 healthy adults from 60 to

70 years old were divided into three experimental groups:

ET – the group given the experimental ‘brain training’

AC – the active control group that were carefully matched to the ET

group, but received no brain training

NCC – the unmatched, no-contact, control group.

For the ET group the objective of the experiment was to intensively ex-

ercise aural language reception accuracy with the idea of altering the down-

regulated neuromodulatory structures in the brain using a series of training

sessions. The ET subjects were trained with sensory and cognitively demand-

ing exercises where, to make progress in tasks, the participant must perform

increasingly more difficult stimulus recognition, discrimination, sequencing,

and memory tasks under conditions of close attentional control, high reward,

and novelty. No further description of the training exercises was published.

The 62 ET subjects were trained in 40, 1-hour sessions and then tested on

trained and non-trained skills with a follow-up testing three months later.

In the area of skills that were directly trained by the exercises the fol-

lowing table shows the results.
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