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INSPECTOR GENERAL 
DEPAATMENT OF DEFENSE 

400 AAMY NAVY DAIVE 
22202-4704 AALINGTON, VIAGINIA 

May 9, 2011 

MEMORANDUM FOR COMMANDER, UNITED STATES STRATEGIC 
COMMAND 

COMMANDER, UNITED STATES CYBER COMMAND 
DlRECTOR, NATIONAL SECURITY AGENCY/CHIEF 

CENTRAL SECURITY SERVICE 

SUBJECT: (U) U. S. Cyber Command Authorities Pertaining to Use ofNationai 
Security Agency Personnei (ReportNo. ll-INTEL-I0). 

i: 

(U) We are providing this report for your infonnation and use. We did not substantiate 
aiiegations of non-compiiance with Titie 10 and Titie 50 authorities or mis-appiication of 

. appropriated funds reiative to the use ofTitie 10 and Titie 50 empioyees 

Q) Baekground: On March 10,2010, a Nationai Security Agency (NSA)l זJ!l'נQ/ U ( 
emp10yee contacted the DoD Office of the Inspector Generai Hotiine with a comp1aint 
about the stand-up ofUnited States Cyber Command (USCYBERCOM). The 
compiainant aiieged that the Director, NSA (DIRNSA) W8s inappropriateiy (and iikeiy 
iiiegaiiy) merging organizationaiiines and titied iegal authorities, specificaiiy, U.S. Code 
Titie 10, Anned Forces, and U.S. Code Titie 50, War and Nationai Defense (hereafier 
referred to as Titie 10 and Titie 50). In subsequent meetings and correspondence, the 

: compiainant ciarified his concerns. The compiainant enurnerated the issues as foi1ows ו,
I 
: i 

I 

I 

1. (U) NSA personnei are conducting and directing USCYBERCOM 
Titie 10 mission without the appropriate authority. 

2. (U) The DIRNSA is inappropriateiy de1egating signals inteiiigence (SIGINT) 
authorities to USCYBERCOM personnei. 

3. (U) NSA personnei who are paid for out ofNSA funding iines set aside 
exciusiveiy for the cryptoiogic mission are not being empioyed for this purpose. 

(U) In 2005, the DIRNSA was duai-hatted as Commander, Joint Functionai Component 
Command for Network Warfare. In 2008, the Commander, Joint Functionai Component 
Command for Network Warfare assurned controi of Joint Task Force Giobai Network 
Operations. In 2009, the Secretary ofDefense directed the creation ofUSCYBERCOM. 
USCYBERCOM is composed ofthe components previousiy created by the DoD to 
ensure and deveiop the U.S. miiitary's abiiity to.operate effectiveiy in the cyberspace 

) al Security Service r1ו (U) NSA is used interchangeably with NSA/CSS (National Security Agencyl Cen 
. throughout this document 
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domain, inciuding the Joint Functionai Component Command for Network Warfare, 
subordinate to United States Strategic Command (USSTRATCOM), and the Joint Task 
Force Giobal Network Operations. On May 7, 2010, the DIRNSA was confirmed as 
Commander.ofUSCYBERCOM, serving as both Director ofthe NSA and Commander 
ofUSCYBERCOM. USCYBERCOM sUbsequentiy assumed the responsibiiities ofthe 
combined staffs of Joint Functionai Component Command for Network Warfare and 
Joint Task Force Giobal Network Operations. USCYBERCOM attained initial 
operationai capabiiity on May 21, 2010 and fuli operational capability on 
October 31, 2010. USCYBERCOM, a sub-unified command under USSTRA TCOM, 
operates under Titie 10 authorities; to ensure and deveiop the U.S. Miiitary's abiiity to 
operate effectively within cyberspace. 

(u) Titie 10, Armed Forces, provides the iegai basis for the roies, missions and 
organizations of each of the three services and organizations and components within the 
U.S. Department ofDefense. Titie 50, War and National Defense, provides for a ' 
comprehensive program for the future security of the U .S.; and the estabiishment of 
integrated poiicies and procedures for the departments, agencies, and functions of the 
U.S. Govemment reiating to national security. NSA signals inteiiigence activities are 
authorized under Executive Order 12333, as amended, commoniy referred to as "Titie 
50" foreign inteiiigence authorities. NSA does not have Title 10 authorities for the 
conduct of miiitary operations, specificaliy However, 
NSA does have Information Assurance Title 10 authorities (10 USC 2224) that apply to 
its monitoring of DoD network traffic. 

Objective: To detennine if it was iawfui and in accordance with poiicy for ~ IjQ!J .ן(U 
NSA personnel to conduct Titie 10 activities in support of USCYBERCOM, for the 
DIRNSA to deiegate SIGlNT authority to USCYBERCOM, and for NSA personnei 

. funded by cryptoiogic appropriations to support USCYBERCOM activities 

ScopeIMethodology: We waited to commence our review untii יQ ז:/ (U!flOQ 
USCYBERCOM was at fuii operationai capacity on October 31, 2010. We reviewed 
information reiated to USCYBERCOM (and Joint Functional Component Command for 
Network Warfare) operations dated uom May 2007 to November 2010. After 
interviewing the compiainant, we took a macro-ievei approach and expiored the 
overarching issues of the aliegations. We requested information upm the DIRNSA and 
Commander, USCYBERCOM that reiated to the compiaint. We then considered that 
infonnation in concert with our own analysis of federai statutes and nationai and DoD 
poiicies. We did not conduct an in-depth audit or evaluation ofthe impiementation ofthe 
reiated poiicies or controis. We did, however, identify management controis that may 

. warrant future review in Appendix A 
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(U) RESULTS: 

 NS;\ (1)(1) (PllbllC L ("fS/;'8IJ'iflli') Conduct of Title 10 We did not substantiate ה\\ 86-36 (
the allegation that NSA personnel are conducting and directing USCYBERCOM Title 10 
mission without the NSA did conduct U.S. Code 
Title 10 operations However, those individuals were 
operating under the legitimate (and predecessor 
organizations) at the time of those operations. 

t UI'I+'I,*,~ While NSA does not have Title lO authority for the conduct of military 
authorities, USCYBERCOM does have that authority and 

was to use personnel to execute its mission. When NSA personnel are 
integrated into USCYBERCOM, they operate under the direction, supervision, and 
authorities of USCYBERCOM, subject to any special restrictions or agreement 
negotiated between NSA and USCYBERCOM. 

(U/:II'QUQ) Those special restrictions are spelled out in the "Memorandum of 
Understanding Between NSA and USSTRATCOM Regarding Support to 
USCYBERCOM," August 9, 2010 (hereafter referred to as the MOU). The MOU 
provides for NSA employees to be "integrated" into USCYBERCOM and perforrn 
USCYBERCOM tasks and mission. In accordance with the MOU, operational control for 
the NSA integrees will be transferred to Commander, USCYBERCOM while assigned to 
USCYBERCOM. 

-The MOU complies with DoD Instruction 4000.19 "Interservice and Intra זיי 8יU/,'F8 ( 
governmentaI Support," August 9, 1995. According to DoDI 4000.19, DoD can provide 
requested support to other DoD activities when the head of the requesting activity 
determines it would be in the best interest ofthe U.S. Government and the head ofthe 
supplying activity determines capabilities exist to provide the support without 
jeopardizing assigned missions. These determinations are signified by signing a support 
agreement(s). No further written determinations are required for agreements between 
DoD activities. On August 1,2010, an Interservice Support Agreement (ISA) between 

. the NSA and USSTRATCOM was signed 
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8) Delegation of SIGINT Authority. We did not substantiate the allegation זיU/IP8 ( 
that the DIRNSA inappropriately delegated SIGINT authorities to USCYBERCOM 
personnel, General Alexander did delegate SIGINT authority to designated 

, USCYBERCOM positions; however, that delegation was appropriate and lawful 

(U) Pursuant to Section 1.7(c)(2) ofExecutive Order 12333, as amended, no other 
department or agency, other than NSA, may engage in signals intelligence activities 
except pursuant to a delegation by the Secretary of Defense, after coordination with the 
Director ofNational Intelligence, On August 8, 2002, the Secretary of Defense updated a 
March 23, 1978 memorandum to delegate his signals intel1igence delegation authority to 
the DIRNSA subject only to the following limitations: (1) the authority may not be 
delegated further; and (2) actions taken pursuant to this authority shall be summarized 

) b)(J ( [ז-, Rf\TCO זUSS 
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periodically and reported to the Secretary of Defense, DoD Directive 5100.20, January 
es the authority of וf26, 2010 "National Security Agency/Central Security Service" codi 

. the DIRNSA to delegate the authority to conduct SIGINT activities 

8) In aJanuary 27, 2010 memorandum, the DIRNSA coordinated his intent to -e8 ז q;י,/ U ( 
delegate SIGINT authority to certain members of Joint Functional Component Command 

. for Network Warfare (now USCYBERCOM) with the Director ofNational Intelligence 
. 5,2010 The Director ofNational Intelligence agreed with this plan on March 

8) NSA Funding in Support of USCYBERCOM. We did not substantiate tיJ 8 ~/ (U 
the allegation that NSA personnel who are paid out ofNSA funding lines set aside 
exclusively for the cryptologic mission are not being employed for this purpose. While 

NSAand 
USCYBERCOM have developed policies and procedures to account for the costs 
associated with that support. Those policies delineate the circumstances in which the 
support supplier will be reimbursed. We did not independently verify the accuracy of 

. those accounting mechanisms 

I ן)ז,( IIL l.I\\ i\ !ךI"\ 1II'II ך)S \ II \ 

U) DoD Instruction 4000.19 allows DoD activities to request support from other DoD ( 
activities when in-house capabilities do not exist or when support can be obtained more 

om other existing DoD capabilities. Policy further states that חciently or effectively ffו e 
broad areas of recurring interservice support and cooperation that do not require 

. reimbursement should be documented with a MOU 

(U) Recurring support that requires reimbursement shall be documented in a support 
ed support וfagreement. Support is reimbursable to the extent that provision of ihe speci 

to a receiver increases the support supplier's direct costs and that cost is measurable and 
attributable to the support receiver. Support services that are operated for the supplier's 

t other activities without increasing the cost to the supplier is וfbenefit and that also bene 
, not reimbursable. Civilian Personnel Services to include recruitment, classification 

ng, pay administration, personnel management, employee relations, awards, equal ffו sta 
. opportunity programs, and career development is customarily a reimbursable expense 

8) On August 1, 2010, the Interservice Support Agreement (ISA) between the ~ 8 q;י,/ (U 
, NSA and USSTRATCOM was signed detailing the reimbursable support requirements 

procedures, and costs associated with the establishment and operation of 
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USCYBERCOM. The ISA covers some, but not all ad-hoc or non-recurring 
reimbursable requirements. 

: The ISA shows reimbursable support services in seven primary categories י(U//f'8158 

• Deployment and Temporary Duty Support 

• Business Management Integration Services (e.g. contracting support) 

• F acilities and Logistics Support 

• Information Systems Support 

• ManpowerlPersonnel Support 

• Personnel SecuritylPhysical Security/Counterintelligence Support 

• Strategic Communication Support (e;g. web, speech writing, mUltimedia, and 
public outreach assistance) 

(U/,1J'8158) According to the response to our inquiry, NSA's Resources Management 
Organization monitors these support services and submits monthly reports to 
USCYBERCOM on expenses incurred by NSA. In addition, on May 21, 2010, NSA 
issued standard operating procedures for implementation ofthe ISA between 
USSTRA TCOM and NSA. Those procedures provide further delineation of activities 
under the general provisions ofthe ISA. 

(U/,!fQWQ) Inaccordance withDoDI 4000.19, the August 9,2010 MOU between the 
NSA and USSTRA TCOM outlined mutual responsibilities and non-reimbursable support 
with respect to enabling activities associated with the establishment and operation of 
USCYBERCOM elements located at NSA- Washington. The MOU shows that: 

• 

• 

6 

4 RיJ M;9",\'€8I,1114'f,\'(8i'8 €I8 5יP S ןי



~ t("jF("jRl ך;' e!("j!,IIl t'i"i '\'!ר eM: l'3 נ T("jF 

(U) CONCLUSION: 

(U) We did not substantiate the hotline allegations. 

iiiTc~iiUcm ofNSA employees into USCYBERCOM to perfonn 
USCYBERCOM mission and .tasks under the direction and control of USCYBERCOM. 

In August 2002, the Secretary of Defense delegated his 8יi'i, FVi'JTi ~ 8;';'R8Is 'F8 ( 
SIGINT delegation authority to the DIRNSA. On January 27, 2010, the DIRNSA 
coordinated with the Director ofNational Intelligence the delegation of SIGINT authority 
to personnel filling designated USCYBERCOM positions. The Director ofNational 

. 2010 , 5 Intelligence acknowledged and agreed with this plan on March 

(U/.'Ji'QWQ) NSA and USCYBERCOM developed policies and procedures to account for 
the costs associated with support provided from one organization to the other. On August 
1,2010, the Inter-service Support Agreement between the NSA and USSTRATCOM 
detailed the reimbursable support requirements, procedures, and costs associated with the 
establishment and operation ofUSCYBERCOM. NSA's Resources Management 
Organization is required to monitor support services and submit monthly reports to 
USCYBERCOM on expenses incurred by NSA. 

cacy of the accounting mechanisms as that was outside the ffו (U) We did not verify the e 
scope ofthis review. We found some documentation deficiencies that we reported to 
management. As NSA and USCYBERCOM implement the management controls for the 
NSAlUSCYBERCOM relationship, the required intemal reviews ofthe management 

. controls should address these areas. Appendix A provides more details 

Appendix B discusses the lack ofthe U.S. Govemment definition for "use of ~ Q זfQI ןU/J ( 
force" as it pertains to operations in cyberspace, potentially leading to inconsistencies in 

. interpretation ofwhat constitutes force in cyberspace 

Thank you for your support of 0\1]' efforts in responding to this Hotline ~ Q ז(U/'Ji'QI 
comments to this report, please provide them re 

, y May 31, 2011. If you have any questions to 
. 703-604-8815 Mitchell at pl 

l~iV (6)t~t4t 
------- atricia A. Brannin 

uty Inspector General 
for Intelligence 
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(U) Appendix A. Other Matters of Interest 

(u) OMB Circular A-123, "Manager's Responsibility for Intemal Control" December 21, 
2004, states that agencies should establish controls that reasonably ensure that obligations 
and costs are in compliance with applicable law; funds, property, and other assets are 
safeguarded against waste, loss, unauthorized use, and misappropriation; and revenues 
and expenditure applicable to agency operations are properly recorded and accounted for 
and to maintain accountability over assets. Congress notes that operations in cyber space 
have outpaced the development of policy, law, and standards to guide and control those 
operations. As a result, continuous management control reviews within USCYBERCOM 
are essential to the success of the command. 

(U) In our review, we did not validate management controls in place for USCYBERCOM 
operations. However, USCYBERCOM only recently obtained full operational capabi1ity 
in October 2010 and is still fine tuning procedures. Nevertheless, we identified potential 
weaknesses that may warrant future management control reviews. Management has 
acknowledged and corrected some ofthese problems, such as document gaps. 

dical:ing they agree and iiו 
understand the rules and regulations. However, NSA and USCYBERCOM have become 
aware that the acknowledgment forms were not signed prior to 
NSA and USCYBERCOM recognized that this is a management control weakness and 

, have taken steps to remedy document gaps. Specifically 

) Ptlbl]r.; L,]\\ X() "'(J ( )ן{)י NSA (l 
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8) Funding. The ISA and a MOU between NSA and USSTRA TCOM tיJ IP8 ן,U ( 
, reimbursable support requirements ~ documents all agreed upon reimbursable and non 

However, during our review we did not verify ifNSA and USCYBERCOM are 
effectively executing the requirements and procedures and managing costs associated 

, with the agreements 
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(U) Appendix B. Use ofForce 

not a prt:ci!,e 
offorce" in cyberspace. Consequently, USCYBERCOM 

used its own definition and measured its use of civilians against that definition. 

USCYBERCOM defines "use offorce" in cyberspace as those actions that wou1d ~ 
. operati()ns פ::~!!!!! cause physical simi1ar to what is traditional 

 The dete:rminatilDח

~ Congress questioned the DIRNSA about use offorce in the Advanced Questions 
Nominee/or Commander, USCYBERCOM March 26,2010. The DIRNSA rep1ied by 
stating, "Artic1e 2(4) ofthe United Nations Charter provides that states shal1 refi:ain fi:om 
the threat or use of force against the territoria1 integrity or po1itica1 independence of any 
state. DoD operations are conducted consistent with intemational1aw princip1es in 
regard to what is a threat or use offorce in terms ofhosti1e intent and hosti1e act, as 
reflected in the Joint Chiefs of Staff's Standing Rules 0/ Engagement / Standing Rules /or 
the Use 0/ Force /or U.S. Forces, June 13, 2005 (SROE)." 

~ The SROE authorizes the U.S. to use force in se1f-defense when the requirements of 
necessity (i.e., when a nostile act occurs or when an opponent exhibits hosti1e intent) and 
proportionality (i.e., the princip1e that the amount of force used to counter a hosti1e act or 
hosti1e intent must be reasonab1e in intensity, duration, and magnitude) are met. The 
SROE permits the use offorce when "adversary hosti1e acts and demonstrated hosti1e 
intent are de.fined to invo1ve disruption, denia1, degradation, exp10itation, or destruction 
ofU.S. computer systems or the information on them fi:om which there is a bigh 
probabi1ity ofimmediate 10ss of1ife, serious injury, or 10ss ofsystems vita1 to national 
security." However, The SROE neither mentions what constitutes a hosti1e act or hosti1e 
intent within cyberspace, nor does it exp1ain what constitutes a use of force in 
cyberspace. 

(U) Since there is no intemational consensus on a precise definition of use of force as it 
pertains to cyberspace, individual nations may assert different definitions, and may app1y 
different thresho1ds for what cOnstitutes a use of force in cyberspace. Thus, there is 
always potentia1 disagreement among nations concerning what may amount to a threat or 
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use of force, This potential inconsistency of interpretation should be considered carefully 
when the U.S. Government plans or reacts to activities in cyberspace. 
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