INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

APR 25 2016

Ref: 10-00306-F

Mr. Steven Aftergood

Federation of American Scientists
1725 DeSales St. NW

Suite 600

Washington, DC 20036

Dear Mr. Aftergood:

This is our final response to your enclosed September 1, 2010, Freedom of Information
Act (FOIA) request. We received your request on September 7, 2010, and assigned it case
number 10-00306-F. On March 12, 2015, we provided you with an interim response (enclosed)
addressing a portion of your request. Please accept our apologies for the delay in responding to
your request.

The Office of the Deputy Inspector General for Intelligence and Special Program
Assessments conducted a search and located the enclosed report: 10-INTEL-07. 1 determined
that some of the redacted portions are exempt from release pursuant to 5 U.S.C. § 552 (b)(6),
which pertains to information, the release of which would constitute a clearly unwarranted
invasion of personal privacy.

In view of the above, you may consider this portion to be an adverse determination that
may be appealed to the Department of Defense, Office of Inspector General, ATTN: FOIA
Appellate Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your
appeal, if any, must be postmarked within 30 days of the date of this letter and should reference
the file number above. I recommend that your appeal and its envelope both bear the notation
“Freedom of Information Act Appeal.” Please reference the file number 10-00306-F.

Upon further review, we determined that the release authority for other parts of the report
was either the United States Army Intelligence and Security Command, the Defense Intelligence
Agency, or the Staff Action Control, Office of the Assistant Secretary of the Army for
Acquisition, Logistics and Technology. Please see below for further details.

Major General Stephen G. Fogarty, United States Army Intelligence and Security
Command, an Initial Denial Authority (IDA), determined that redacted portions are exempt from
release pursuant to 5 U.S.C. § 552(b)(7)(E), which pertains to records or information compiled
for law enforcement purposes, the release of which would disclose techniques and procedures for
law enforcement investigations or prosecutions. If you consider this portion to be an adverse
determination, you may send an appeal to United States Army Intelligence and Security
Command, Freedom of Information/Privacy Office, Fort George G. Meade, MD 20755-5995.
Please reference case FOIA # 0245F-11.



Ref: 10-00306-F

The Defense Intelligence Agency has determined that redacted portions are exempt from
release pursuant to 5 U.S.C. § 552(b)(3), which pertains to information exempt from release by
statute, in this instance 10 U.S.C. § 424, disclosure of organizational and personnel information:
exemption for specified intelligence agencies. If you consider this portion to be an adverse
determination, you may send an appeal to Director, Defense Intelligence Agency, ATTN: DAN-
1A-FOIA, Washington, DC 20340-1500. Please reference DIA Case #CONIF-0086-2011.

Director Mr. Jim Baxley, is the IDA for Staff Action Control, Office of the Assistant
Secretary of the Army for Acquisition, Logistics and Technology. He has determined that .
redacted portions are exempt from release pursuant to 5 U.S.C. § 552 (b)(4), which pertains to
trade secrets and commercial or financial information obtained from a person [that is]| privileged
or confidential, and, if released, would result in competitive harm to the company, would impair
the government from obtaining like information in the future, or would affect overall program
effectiveness, and 5 U.S.C. § 552 (b)(5), which pertains to certain inter-and intra-agency
communications protected by the deliberative process privilege; the attorney work-product
privilege; and the attorney-client privilege. If you consider this portion to be an adverse
determination, you may send an appeal to Department of the Army, Office of the Assistance
Secretary of the Army for Acquisition, Technology, and Logistics, ATTN: Tricia May, 103
Army Pentagon, 2E533, Washington, DC 20310. Please reference case number 1504137297,

If you have any questions regarding this matter, please contact Armando Candelaria at .
(703) 604-9775, via email to foiarequests@dodig.mil, or fax at (571) 372-7498. .

Sincerely, .

Catherine M. DelPrete |
Supervisory Attorney
FOIA, Privacy and Civil Liberties Office

Enclosure(s):
As stated
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Additional Information and Copies

For information and to request copies ol this reporl, contact the DoD Office of lnspector
General at (703) 604-8841 or (DSN 664-8841).

Suggestions for Assessments

To suggest ideas for, or to request future audits or evaluations, contact the Offies of the
Deputy Inspector General for Intelligence at (703) 604-8800 (DSN 664-8800) or
UNCLASSIFIED fax (703) 604-0043, ldeas and requests can also be mailed tor

ODIG-INTEL (ATTN: Intelligence Suggestions)
Department of Defense Inspector General

400 Army Navy Drive (Room 703)

Arlington, YA 222024704

To report fraud, waste, mismanagement, and abuze of autherity.

Send written cormpdaints me Defense Hoilins, The Pentagan, Washingron, ©C 20307-7500
Phiore 800424 5048 email: hotlineidedigmd  www.dodigmilhoting

Acronyms and Abbreviations

ARTPC Army Research and Techmology Protection Center

ASA(ALT) Assistant Secretary ol the Army (Acquisition, Logistics.
and lechnology

CPI Critical Program Informatiom

P Program Manager

RDMA Research, Development, and Acquisition

BROT&E Research, Development, Test, and Fvaluation

RTP Research and Technology Protection

USD(AT&L) Under Secretary of Defense (Acquisition, Technology,

and Togistics)
WIN-T Warlighter Information Network - Tactical



INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 222024704

July 21, 2010
MEMORANDUM FOR: SEE DISTRIBUTION

SURBJECT: DoD Effarts to Prowet Critical Program Information:
The Army’s Warfighter Information Network - Tactical
(Report No. 10-IN TEL-07)

We are providing this report for information and use. We considered
management comments on a draft of this report in preparing the final report

DoD Directive 7630.3 and Office of Management and Budget Circular No, A-
50 require that recommendations be resolved prompily. While management gencrally
concurred with our recommendations, many of the comments were only partially
responsive because they lacked either a description of actions for accomplishing the
recommendations or a date. and in some instances both. Therefore, we are requesting
additional comments as indicated in the recommendations table on page ii by
August 20, 2010.

I possible. please send a .pdf file containing your comments to

fdodig.mil. Copies of the management comments must contain the
actual signature of the authorizing official, We are unable to accept the /Signed/
symbol in place of the actual signature. If vou arrange 10 send clussified comments
clectronicallv. vou must send them over the SECRET Internct Protocol Router
Network 10 [ aidodig.smil.mil

As a result of management comments, we redirected recommendations B2-2
and B6 to reflect the Deputy Under Sceretary of Delense for HUUMINT,
Countermtelligence. and Security as the cognizant authority for management
comments and recommendation B-8 to reflect the Under Secretary of Defense for
Acquisition, Technology, and Logistics as the lead cognizant authority for
management comments. We received management comments from the two agencies

respectively,
siaff. Please di
ar

“Ir

o

Patricia A. Brannin
Dieputy Inspector General
lor Intelligence
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DoD Chiel Information O1Ticer
Deputy Under Secrotary of Defense (HHUMINT, Counterintelligence and Security|
Directlor, Defense Sccunty Service

DEPARTMENT OF THE ARMY

Assistant Secretary of the Avmy (Acquisition, Logistics, and Technology )

Commanding General, Army Materiel Command
G-, Army Materie] Comtmand

Deputy Chiel ol S1aff, G-2

nspector General, Deparmment of the Army

Auditor General, Department of the Army

Program Executive Oficer for Command. Control. and Communications
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Program Manager, Warlighter Information Network — lactical

NON-DEFENSL ORGANIZATIONS
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Report No. 10-INTEL-07 (Project No, D2008-DINT01-0242.001)

Results in Brief: DoD Efforts to Protect
Critical Program Information: The Army’s
Warfighter Information Network — Tactical

July 21. 2010

What We Did

This is the [irst in & series of assessments 10
determine how Dol) protects eritical program
information (CPI). The Army’s Warfighter
Information Network - Tactical (WIN-T) is the
first of three acquisition category 1D programs ol
record 1o be used as u case study to assess the
Department’s effectiveness in protecting CPL. We
conducted this assessment in coordination with
DoD research. development, acquisition,
counterintelligence (CI). and security subject
matter experts. We analyzed key issuc arcas
related 10 program protection. specifically: the
ability to identify and protect CPI; manage the
foreign visit program; apply program protection
horizontally; train its workforce in program
protection; and optimize intelligence, CI, and
securily resources. threar data, and policics (o
guide program protection efforts. Because the
WIN-T program has no foreign involvement. that
issue area was not relevant. We also assessed
DoD program protection efforts for
standardization of protection processes and their
application, oversight of protection processes and
responsibility far protection cllorts.

What We Found

We lound that while DoD and Army policy to
protect CP1 has progressed in recent years. there is
stll a need [or improvement. The Army has a
good process i place for identifying CP1 through
integrated product leams and the Army Research
and Technology Protection Center. However,
Army efforts to protect CPI are not integrated and
synchronized to the greatest extent pnsatblc_ and
they are not optimizing the ability Lo provide
uritorr resedrch and technology profection across
the Army.

In addition, program oflicials were aware of
horizonal protection but had some reservations
about the security of the data: and the workforce
had received training in program profection, bul
Iraining needs to be more tailared. Also. program
personnel used intelligence. Cl, and security
resources, threal data, and policies to guide

program protection efTorts: however. more
coordination is needed among program,
intelligence, Cl, and secarity persannel -
especially with Defensc Security Service
personnel = in order W optimize their efforts.

What We Recommend

The Under Secretaries of Defense for Acquisition.
‘Technology, and Logistics (USD{AT&L)) and for
Intelligence (USD( 1)), the Assistant Secretary of’
[Defense for Networks and Inlormation
Integration/DoD Chief Information Officer (ASD
(NH)YDoD €10, and the Deputy Under Secretary
of Defense For HUMINT, Counterintelligence,
and Security (DUSD(HCI&S)) should develop
policies related to CPI protection in the arcas ol
anti-tamper: commercial all-the-shelf
components: model contract languape,
standardized guidance for training, security
requirements for contractors processing CPI on
contractor information systems. and the host for
the horizontal protection database. The Assistan
Secretary of the Army for Acquisition, l.ogistics,
and Technology (ASA(ALT)), the Commanding
Creneral, Army Materiel Command (CG. AMC),
and the Deputy Chief of Steff (DCS), G-2
(Intelligence) should determine the most effective
means W optimize Army research and technology
protection efforts. The USD(I), should prmldc
guidance on model language and use of the DD
Form 254 to ensure aceess Lo and oversight of
controlled unclassified CP in defense industry,

Management Comments and

Our Response

While comments [rom USD(AT&L.). USD(I),
ASD/NIL DUSD (HCI&S), ASA(ALT). Aomy
Deputy Chief of S1aff. G-2 (Inmelligence) and CG.
AMC generally concurred with our
recommerndations, many of the comments were
only partially responsive because they lacked
gither a description of actions for accomplishing
the recommendations. a date, and 1 some
instances both in meeting the intent of the
recommendations. Please see the
recommendations table on the back of this page.

sl
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Report No, 10-INTEL-07 (Project No, D2008-DINTO1-0242.001)

Recommendations Table

Management Recommendations
Requiring Comment

Under Secretary of Defense B1-1, B1-2, B2-1, B-3, B5-1

(Acquisition, Technology, and

Logistics)

Under Scerctary of Defense B1-1

(Intelligence)

Assistant Secretary of Defense
(Networks and Information
Integration)/DoD Chief
Information Officer

Deputy Under Secretary of B2-2, B6
Defense (HUMINT.

Counteritelligence, and Security)

Assistant Secretary of the Army

(Acquisition, Togistics, and

Technology)

Commanding General, Army
Materiel Command

Army Deputy Chiel ol Stall, G-2

(Intelligence)

Please provide comments by August 13, 2010.

11

July 21,2010

No Additional Comments
Required

B1-1, Bi1-2, B2-1, B3, B5-1,
BS

B1-1, B3, B5-1, B8

Bi-1, B3, B5S-1, B8

B2-2, B6
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Introduction

Protecting critical program information (CPI) 1s imperative in order for the U.S. 10
maintan the technologically-dependent cutting edge of its weapon systems. Critical
program mlormation is defined as elements or components of a research, development, or
acquisition (RDA ) program that, i compromised, could eause significant degradation in
mission ellectiveness; shorten the expected combat-effective life of the system; reduce
technological advantage; significantly alter program direction; or enable an adversary to
defeat, counter, copy, or reverse-engineer the technology or capability. Critical program
information includes information about ypplications, capabilities. processes, and end
items; elements or components critical to a mililary system’s or network s mission
effectiveness; and rechnology that would reduce the LS. rechnological advantage if it
came under foreign control.

Objective

The objective of this program protechion assessment pilot was to determine how
effectively DoD identifies and protects CPL. Specifically. we assessed the following
eight key areas critical to effective programi protection:

ability to identify CPL;

effectiveness in developing and implementing a program profection plan;
traming efforts for the protection of CPT;

use of resaurces lor the protection of CPL

effectiveness of policics to protect CPT;

ability of counterintelligence, intelligence, and security to support the
protechon of CPI,

effectiveness ol the foreign visit program: and

» applicanon of “horizontal protection™ of CPL

S 9GS 9N

On December 12, 2008. the DoD Office of the Inspector General, Deputy Inspector
General lor Tntelligence and the Deputy Under Secretary of Defense (Acquisition and
Technology) cosigned a letter announcing the concept of this program protection
assessment. The goal of the project was Lo conduct three asscssments Lo evaluate how
effectively DoD and cach Mihtary Department identify and protect CPl. The Warfighter
Information Netwark — Tactical (WIN-T} is the first acquisition category (ACAT) D'
program of record assessed as part of the pilot, See Appendix A for a discussion ol the
seope and methodology,

" Acyuisition Category T programs are major Defense acquisition programs. A mmjor Defense acquisition
program {s a program estimaled by the USDIA T&L) 10 require eventual expenditure for research,
development, test, and evalation of more than S365 million or procuremeant of more than $2.19 billion, or
those designated by The USIMATEL ) W be major Defense acyuisition programs or special interest
programs. Acquisition category | programs have two subcategories: The first subcategory s ACAT IC, 1or
which the milestonce decision authority & the DoD Companent [lead or, if deleguted. the Componen
Acquisition Executive. The second subcategory is ACAT ID. fiwr which the milestone decision surhority is
the USD(AT&L), The Defense Acquisiion Rourd advises the USD(AT&L) at major decision poinis. The
USDHAT&L ) designates programs us ACAT 10 or ACAT IC.

|



Background

Warfighter Information Network — Tactical. WIN-T is a high-speed and high-
capacity communications network designed 1o be the Army’s factical Internet. WIN-T 15
intended 1o provide reliable, secure, and seamless communications for theater and below
initially to modular” brigade combat teams (and eventually to Future Combal Systems
brigade combat tcams), WIN-T is being developed and lielded in four increments that
will build on one another:

e Increment | is the former Joint Network Node-Network program — staionary
actworking, which enables the exchange of voice. video, data, and imagery
fhroughout the lactical battlefield using a satellite-based network:

e Increment 2 - networking on the move, provides command and control on the
move down [0 the company level for maneuver brigades and implements the core
network capability;

» Increment 3 - full networking on the move. provides full mobility command and
control, to include I'uture Combat System support. for divisions and belaw: and

& [ncrement 4 — protecied satellite communications on the move. includes access to
the next gencration of protected satellites while retaining all previous on the move
capabililies.

Research and Technalogy Protection Oversight in the Army - The Army Inspector
General and the Army Audit Agency. Through its Technical Tnspections and
Intelligence Oversight divisions. the Army Inspector General provides the Army's input
to the anmuzl summary report’ of inspections on security, technology protection, and
counterintelligence practices @ research, development, test. and evalnation (RDT&E)
[acilities. The inspections focus on RDT&E facilities or installations with RD [&L!
tenants, including Government-owned, contractor-operated and contractor-owned,
contractor-operated operations. The inspections check for compliance with Army
guidance and identify for Army leadership ways 1o improve programs and facility
sceurity and disseminate best practices. By focusing on the mspeaction results, the Army
Inspector General heightens awareness across the community and effectively addresses
security vulnerabilities in Army laboratories and across all Army programs,

At the request of the Secretary of the Army. the Army Audit Agency audited the Army’s
research and technology protection (RTP) program. issuing five reports between May
2008 and April 2009. Neither the Warfighter Information Network -Tactical nor its
program executive office was audited by the Army Audit Agency. Howcever, the Army
Audit Ageney audits encompassed multiple locations and focused on the adequacy of
procedures used to identify and protect CPI gl Army program executive offices, a [ocus
directly related to our assessment efforts.

' Maodularity is a major resteucwuring of the entire Army, involving the ereation vf Brigade combat teams.
from a Division=based force. I'he [bundation of the modular forse is the creation vl standardized modular
combut Brigades designed to be stand-alone. sell=sulficient units that are more rapidly deplovable and
better able to conduct joint operations than divisions.

" Prepared by Wie DoD Oflice of the Inspector General, Office ol the Deputy Inspector General for
Intelligence, based ob a request by the Deputy Seeretary of Defense to ensure implementation of a uniforn
system 0l penadie reviews through the sxisting agenty and Service inspaction processes for corpliance
with dircclives concerning security, rechaplogy prolection. and counrerintelligence pracuices.

o R A SR
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[he Army Audii Agcncy stated (hat
entifving CPLL howe
gudance O progr

m executive offices had adequale
needed In Issulng

PO cdures lorid

am executive oflices

1€ Army Audit Ageney also
procedures for providing protection guidance to users
of end items with CPL and having the working group hrcmff =stablished to develop an
Army regulation to implement DoD Instruction 5200.39 address the issues identified in
the audit

recommended I‘«'\'l[i‘ﬂ” pohicies ang

Criteria

DoD Policy and Implementation Guidance

1118 DoD policy o provide uncompromised and secure military systems (o the warlighier
by performing unnpuhm sive protection of CPI through the integrated und a\mllmmmd
.11 phcation of counterinte theence, intellhigence. secunty, systems cngineering, and other
defensive countermeasures 1o miligate risk, Vailure 1o apply consistent protection of CPI
may result in the loss of confidentiality, mtegnly, or availability of CP1L, resulting in the
impairment of the warfighter’s capabilily and Dol)’s technological wLipl.:!“rc\I‘il}
Additionally. it s DoD pc:hu fo mitigate the exploitation of C PL; extend the operational
elfectiveness of military systems through .Jpplu.mun of mpm;maw r1-L MAnagemernt
strategics: employ the most effective protcction measures. to ]r&d\id > gysicm ussdrunce

and anti-tamper; conduct comparative analysis of defense systems” technol wies and in
order that CPI ".rr-_'l.;uiuh 15 alid Hul horizont: iv.\ throue rr'll}l_{ the Lo “ document the
Messures in a program o!:h.\.nun plan. Furthermore. DoD M
“l—i yorting RI YA programs wherein CPl has been identified shall contain contractual

rms requiring the contractor 1o protect the CP1 1o DoD standards

vhey requires that contracts

DoD Instruction 53200.39 “Critical Progrum Information (CPI) Protection Within
the Department of Defense,” July 16, 2008 defines whal constitutes CP1; establishes
policy lor the protection of CPL; and assigns responsibilities for counterintelligence,
intelligence, security, and systems engineering support lor the identificarion and
protection ol CPL Furthermore, it details responsibilities relating to the identification of
L PT and the implementation of program protection plans to DoD Components: and
implements relevant parts of Dol) Directive S000.01. “The Defense Acquisibion System.
DoD Instruction S000.02, “Operation ol the Defense Acquisitiom System;” December §
2008, and continues (o0 authorize the use of DoD 3200, 1-M, “Acquisition Sysiems
Protection Program.” March 1994, 10 serve as implementation gumdance. Also, DoD
Instruction 5200.39 supplements existing policies and guidance related 10 the security of
DoD personnel. information, resources, installations, and operations 1 include DoD
contractors performing work or supporting Do RDA efforts

Hornzonial protechion ensures hat eninical Delense weehnologies, includin

s cniucal program IO AT o0,

associated with more than one RDA propram are prolecied to the same dés
wlivitics. 1t is Dol paircy o canduct comparative analysis of Defense sy

critical program imformation protection activities horzontalh

> DY all myvalved Dol

SIS fecnNOologies and ahan
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DoD Instruction S000.02 “Operation of the Defense Acquisition System,”

December 8, 2008 cstablishes within DoD acquisiion policy that during the technology
development phase that the technology development strategy shall document 4 isting of
CPl and potential countermeasures. such as anti-tamper, in order to inform program
protection planning and design integration. Further, CPI shall be identilied as early as
possible, and shall inform the preparation of the program protection plan. Additionally.
during the engincering and manufacturmg development phase it states that the protection
of CPI is implemented by applying appropriate svstem engineering and security
techniques, such as anti-tamper. Moreover, DoD Instruction 5000.02. Enclosure 4 details
“Statutory and Regulatory Information and Milestone Requirements™ that apply 1o all
acquisition programs, and delails each milestone and decision point setting [ornh
mandatory requirements relevant to the identfication and protection of CPL

DoD 5200.1-M “Acquisition Systems Protection Program,” March 1994 preseribes
standards, critena. and methodology for the identification and protection of CP1
{described as Essential Program Infarmation, |echnologies. and/or Systems within this
Manual) within DoD) acquisition programs. The protection standards and guidance
described within this Manual are required to prevent forcign intelligence collection and
unauthorized disclosure of cssential program information, technologies and/or sysiems
during the DoD acquisition process.

Defense Acquisition Guidebook, Chapter 8, “Intelligence, Countermielligence. and
Security Support.” addresses actions reguired once CPI is identitied within an acquisition
program and identilies the critical elements in a comprehensive acquisition protection
strategy. ncluding:

= the responsibilitics of program managers (PM) in the prevention of inadvertent
transfers ol dual-use and leading-edge military technologies used in defense
platforms;

« the availability o intelligence, counterintelligence, and security support for
acquisition programs and the requirement 1o use them; and

o guidance and descriptions of support available for protecting technologies.

Army Policy and Implementation Guidance

Army Regulation 70-1, “Army A_cq wisition Policy,” December 31, 2003 implements
DoD Directive 50001, DoD Instruction 3000.2, and governs RDA and life-cycle
management of Army materiel within Army acquisition programs, This regulution is the
first order of precedence [or managing Army acquisition programs following the Federal
Acquisition Regulation, Defense Federal Acyuisition Regulation Supplement. DoD
regulation direction and Anmy Federal Acquisition Regulation Supplement. [t assigns
responsibility for security, intelligence. and counterintelligence. policy for the Anmiy’s
acquisition proeess and lor security, intelligence and counterintelligence support 1o Army
acquusition programs with CPL

Department of the Army Pamphlet 70-3, “Army Acquisition Procedures,”

January 28, 2008 provides guwidance on matericl acquisition management and is used in
canijunction with Dol Directive 3000.01, DoD Tnstruction 5000.02. and Army
Regulation 70-1. [t contains information relevant to RDA and hle-cycle management of
Army matericl o satisfy approved Army requirements. Tt details timelines and
procedures for CPI identification, the development of a program pratection plan, and
pbtaining threat products. Additionally. it provides guidelines for information security
involving controlled unclassified information w foreign entities.

4



Army Regulation 380-10, “Foreign Disclosure and Contacts With Fore ‘;ﬁn
Representatives,” June 22, 2005 implements the national policy and proccdures [or the
disclosure of classified military information to foreign governiments and international
organizalions, us detailed in DoD Dircetives 5230.11 and $220,20 and in DoD Instruction
2040-02° The regulation addresses three areas:

® Eghcral disclosure policies, the authority to disclose, and the delegation of
authority:

o modes. methods, eand channels for disclosures of classified military information;
and

o the Army’s technology protection program.

Relative to CPI, the regulation details the establishment and composition of a teehnology
control panel to review and develop policy related to the Army’s eriticl lechnologics.

Army Re%uhmtm 381-11, “Intelligence & Support to Capability Development,™
January 26, 2007 provndcc policies. responsibilitics. and procedures to ensure that threat
considerations are incorporated into the Delense acquisition process and the Joint
Capabilities lmcgrauan and De\-elapmcm System. The regulation provides detailed
implementation of intelligence activities that support CP1 identification; the development
of threat products, i.¢c. System Threar Assessment Report, Multidisciplinary
Counterintelligence Threat Assessment, that support rescarch and techmology protection,
and loreign disclosure determinations.

Summary of Report

We arganized the results of this assessment into two findings. Finding A discusses the
policies and structure of the Army o protect CP1 and details how the Army's efforts to
protect CPI could be strengthened o better protect Army research and rechnology
programs and activitics across the Army. In Finding B. we use WIN-T as a case study w
assess the cight issue areas, We address each issue arca separalely, focusing on
standardization of protection provesses and their application. oversight ol the protection
processes, and responsibility for the protection, \‘bwasse«w whether the published

idance on the protection of CPT in each issuc area was relevant and whether program,
intelligence, counterintelligence. and security personnel adhered 1o the guidance, In
those instances where efforts 1p protect CPLcould be strengthened, we make
recommendations for improvements. We also note best practices.

* DoD) Divegtive 5230,1 1. *Disclosure of Classified Military Infermahion o Governntent and Iniermnzoons!
Orgunizagions, Jung 16, 1992; DoD Directive 3230 20, "Visits and Assignnients of Foreign Nailonals ™
June 22 2005; and Dol Insmuction 202002, “Inemarionsl Transkers of Technology, Articles and

Services,” July 10, 2008
5



Finding A. Army Policy and Structure Need
Improved Integration for Maximum
Protection of Critical Program Information

Current research and technology protection (R'I'P) eflorts of the Army do not provide the
most ellicient and comprehensive technology protection. The three key participants in
the Army’s RTP process are the Assistant Secretary of the Armmny (Aequisition, Logistics,
and Technology) (ASA)ALT): the Commanding General, Army Materiel Command: and
the Deputy Chief of StalT, G-2 (Intelligence); however. their efforts are nol integrated and
synchronized (o the greatest extent possible, and they are not optimizing the ability 1o
provide standzlrdiz.cﬁl'fuﬂs Lo protect Army research and technology programs or
activities across the Army.

Policies Establishing Roles for Research and

Technology Protection

DoD and the Army continually seck ways to deal with the complexities of program
protection because synchronization aeross so many commands and functional areas is a

challenge,
Department of Defense Policy

DaD Instruction 5200.39 establishes the responsibilities of the Under Secretary of
Defensc (Acquisition, Technology. and TLogistics) (USD(ATE&T )) for the protection of
CPI in DoD acquisition programs. [t instructs the USD(AT&L) to lead in the
ssiablishment of & consistent process for the identification and protection of CPI and to
requine a program protection plan® for RDA programs in which CPI has been identificd.

As the milestone decision authonity For major defense acquisition programs, the
USD(AT&L) also has the lead in establishing procedures outlining program protection
plan development and approval in collaboration with the Under Secretary of Defensc
(Totelligence). the Assistant Secretary ol Defense (Networks and Information
Integration)/Dol) Chief Information Officer, the Under Secretary of Deliense (Policy).
and with Dol Components.

" The program protection plan is designed as a dynamic planning ool 1o caplisre in a single dotument the
most effective means to protect CPT from unauthorized forgign collection activities and unsuthorized
disclosure; and to develop those proreerion measures that will ensure 8 combal system’s eflectiveness
throughout its lifceyele, When a determination of CPI s made. a program protection pln s required for
milestone decision authorily review and approval at all milestones. The program protection plan is
required 1o address the foreign collection threat 1o the CPL that bas been idenrified by inielligence and
couniesintelligence pgencies. Within the Army, the PM is required to develop the progesm protection plan
To this end. the PM is supported by the Deputy Chief of Staff, G-2's Army Research and Technology
Protection Center, and the Army Mateviel Command, G-2. Based upon the identification of CPL the PM
ubtams validated threal products from the Amity Counterintelligence Center, and the svstem threst
assessiment from the National Grouad Intelfigence Center in order to develop credible, cost effective system
engineered security and countermeasures,
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In addition. DoD Instruction 5200.39 authorizes the USDIAT&L) to provide direction
and management oversight lor the identification and protection of CPI for programs
under the cogmzance of the USDIAT&L).

Army Policy

To implement the requirements 1o protect CPT, Army Regulation 70-17 established an
Army Research and Technology Protection Center (ARTPC) under the auspices of the
Deputy Chicf of Staff, G-2. The ARTPC' was created to support acquisition prograns
aver wineh the Army has cognizance by in Lc?ali'ng and synchronizing seeunty.
intelligence, counterintelligence, foreign disclosure, and security countermeasure support
o RTP activities Army-wide.

Army Regulation 381-11 tasks the ASA(ALT) to ensure that there are sullicient
intelligence resources to support long-range planning and that plans reflect the threar.
Army Regulation 381-11 A'JE);‘ requires the ASA(ALT) to obtain and fund
multidisciplinary inelligence support for RDA requirements. As the Army Acquisition
Executive, the ASA(ALT) serves as the milestone decision authority for major Army
acquisition programs and has approval authority for corresponding scquisition program
protection plans.

Army Regulation 381-11 requires the Army Materiel Command to determine intelligence
support requirements for threats 1o capability development under Army Materiel
Command purview and Lo provide requisite threat support in collabaration with other
threat support activities and the Deputy Chiel of Staff, G-2; provide loreign intelligence
officers at the appropriate Lile Cyele Management Commands. Research, Development.
and FEngineering Commands. and laboratories 1o serve as the primary sources of
multidisciplinary intelligence support to program executive offices/PMs and technical
and laboratory directors; coordinate with program executive offices/P'Ms and the Deputy
Chief of Staft, G-2. to ensure uppropriate funding is provided for multidisciplinar%-
intelligence support of Army RDA programs; serve as the Army point of contact for
coordingtion of mput o the military critical technology list; provide multidisciplinary
intelligence support and guidance to technology-based programs: and provide threat input
o program management documents,

Where intelligence gaps exist. the Regulation requires the Army Mareriel Command 1o
prepare and subnvit requirements for new mtelligence; provide technology assessments in
support ol international cooperalive programs, forcign comparative testing. technology
protection, and export control activities: and identify and submit command intelligence
SUPPOrT requirements.

" At the e Army Regulation 70-1 was published, Dol Directive 5200 39, “Security, Intelligence, and
Coumenmel ligence Support o Acguisition Progrem Protestion,” Sepreiber 10, 1997 was the existing
guldance for the protection of CPL however. DoD Instruction 3200.39 was published in 2008 und provides
the current gusdanee for the prorecrion of CPL
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The Army’s Research and Technology Protection Program

Ihe Armv’'s R1P prooram was established w provide tatlored

R1'P 1o DoD acquisi programs with CP], and 1o Rescarch. Development

Engineening Centers where critical rescarch is conducted. The acquisition. security,
intellipence. and ualmkn telhgence communifies work together 1o develop an inlegrated
approach to protecting the sophisticated technology m Defense svstems

1
i ||\_k.‘\\."ll

Under this program, the ASA(ALT) has overall responsibility for protection ol research
and technology. To support these protecton eflorts, the Army Materiel Command has
life-cyele protection responsibilities: and the Deputy Chief of Statll Gi-2, pravides
security, intelligence. and counterintelligence support.

The ASA(ALT). in conjunction with representatives from the Army Materiel Command
and the Deputy Chaet of Stafl, G-2, is developing RTP policy for the Army. The
ASAI '\ T| antic il\ tes ;'.l the policy Wi 11 he ,_-‘\Ij".;\_i‘_L,— i |1-g rJ“H embel L

Players and Roles

Army’s Defense Industrial Base® Cyber Security Office

[he Army I!L.Ln\\c Industrial Base Cyber Security Olfice, formerly the Army Defense
Industrral Base Cyber Sceurily Task Force, was created mn the ASALAT T) 1o address two
kev trends lacing pm”mnl PlvT\Ll!Htl in the defense industrial base; (1) digialization of
information and (2) alobalization of economic activity.

¢ Digitalization of mlormation has introduced greater risk ol compromise of Dol)-
controlled unclassified information, held by the defense industrial base, thaut is
used in the development ol warfightine systems during the aeguisition | 3 (o

lite cyele.

OASA ALT - (b)4)

OASAALT - (

I hese trends necessitate a much more comprehensive approach Lo acquisition rsk
manaeement than has fraditionally been laken

e delense mdustrial base inciudes hundreds of thousends of gdomsstic and loreien entities and thedw
Ineon X for Dal) and other Foders] usenmes, ~FElaled it T i
NUTVICES Tense industral biase equip, inforn, mabilize deplov. and sustain Lorees

conducting mihiary operatons




. DoD Instruction .
efinitions, responsibilities. and roles for proteching CPL

Because no single otfice existed within the Army to manage these and other emerging
risks. the ASA{ALT) ereated the Defense [ndustrial Base Cyber Security Office. which is
responsible [or organizing and coordinating Army efforis ro mitigate risks 10 Army
acquisifion programs. The Defense lndustrial Base Cyber Security Office focuses on
countering cyber extraction of controlled unclas: sified information from defense industrial
base unclassified networks. For more information on the Army Defense Industrial Base
Cyber Security Office, see Appendix F.

Army Materiel Command

The Army Materiel Command is the Armv's principal materiel developer and is the
Army’s Exceutive Agent for RTP across the mateniel lifecycle. In the Army™s 2009
k_dﬂlpdlﬁ-ﬂ"] plan, the Army Materiel Commund was tasked to. in conjunction with the
ASA(ALT) and the Training and Doctrine Command, dev elop and field advanced
technology o provide matericl solutions 1o the current and finure forces and to establish
safeguards for newly developed and cxisting 1echnologies through effective technology
protection programs.

[he mission ol the Army Matericl Command, G-2 (Intelligence) 1s (o protect sensitive
programs and information. identify threats 10 current capabilities and technologies under
development, and provide intelligence and security support lo Army Materiel Command
strategic plans and operations.

[he mussion of the Army Maienel Command, G-2's Technology Protection Division is to
identify and protect CPI from the carliest pomnt possible to mitigate the risk of
compromise.  [his s accamplished through developing, implementing and oversesing
policies and programs 10 ensure their relevance and effectivencss throughout the
commands: through ensuring that the research and rechnology program is mainstreamed
by the RDA community; .md through providing uumprehc.'nsw-: countennielligence
support 10 Army Materiel Command requirements.

I'he Army Maleriel Command also has a Technology Pratection Officer located st four
Lile Cycle Management Commands to provide expert, authoritative, multidisciplinary
security. program protection, and policy advice; conduet muludisciplinary protection
planning of weapons systems. programs, and projects: and provide life-cyele prorection
Support o pre-acyquisition and acquasthion programs, whether in development or fieldad,
The 1echnology protection olficer conducts im-depth technology assessments and system
dc\.omposmon of RDT&E and acquisition programs to 14:1011111_\. CP1

The Technology Prolection Officer orchesirales and synchronizes program protection
support getivities, including security, program protection, program protection fraining,
classification management, industrial security, operations security, public affairs, system
security engineering, threar dama requirements, countenntelligence, technical intelligence.
foreign disclosure, anti-tamper measurcs, and technology fransttion.
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The Technology Protection Officer integrales requirements for threal intelligence, risk
assessments, vulnerability analysis, program protection plans, technology control plans.
and countermeasure implementation. The Technology Protection Officer also manages
issues such as national disclosure policy, toreign relations. commereial and dual-use
commodities. and export controls.

During our on site visit 10 talk with WIN-T program, CECOM Life Cfdc Management
Command, counterintelligence, and Defense Securily Service officials. the technology
protection officer had relocated to Aberdeen Proving Ground. MDD, we discovered thal
the Technology Protection Officer was also nol represented on the WIN-T integrated
product team process.

The Army Deputy Chief of Staff, G-2/and the Army Research and
Technology Protection Center

The concept of the ARTPC. under the Deputy Chiel of Swaff, G-2, evolved m August
2000. when the Chief of Staft of the Army asked “How will we ensure when we ficid
FCS [Future Combat System}/Objective Foree that the technological overmaich
designed-in is protected?” That question was the impetus for an assessment of how the
Army protects rescarch and technology, Ihe assessment identified the following
protection obstacles and deficicncies.

Accountable officials lacked knowledge about protection planning,

Policies were parachial. ambiguous, or contradictory.

Consislency in meeting protection réquirements was lacking,

Wo stundard of sufficiency existed, leading to overprotection oy underprotection.

In response, the Army sought to estabhish a consistent process and standard for
technology protection by:

providing [ull-time. skilled rechnology protection support:

assigning Technology Protection Engineers 1o acquisition nodes;

providing onsile or “on request” support 1o PMs:

integrating and coordinating technology protection efforts of athers;

continuing mission area analysis to enable continuous improvement; and
assembling functional experts in program protection, threat management, loreign
disclosure. security, vulnerability, [\nd policy: Technology Protection Fogineers:'”
and program protection architects:

" 'The Delense Security Service: assists DoD Component countesintclligence elements in coordinating the
execution of a countenntelligence suppon plin ut cleared Defense contractors with CP1L develops and
conducts rraining for DoD and Defenze contracior secunty personnel regarding CP protection activitics:
and during the conduct of regulerly scheduled securily inspections ar eleared Defense contractor facilitics.
derermine il there are any contraciually imposed provection measuses for CPT related 1o classified contracts
at these locations,

" Technology protection engineers have the following types of techaical cducation and expericnce:
clectneal engineering, mechanical engimeering, industrial engineering, system security engineering,
software engineenng, a¢ronaulical engineering, nuclear enginvering. information fechnology, physics, and
chemistry.

"' Program protection architects have the following lypes of technical education and experiences: sceuriry,
intetligence, amd law enforcement backgroands: program protection, information security . information

P iy
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T establish consisiency and to standardize CPl idemification and protection Anmy-wide,
the ARTPC was established by the Deputy Chiel’ of Staff, G=2 in October 2002, The
ARTPC"s purpose is to ensure that the RTP planning process achieves the goal of
protecting the Ammy's CPL. The ASA(ALY) issued a memorandum that encourages
Army acquisition programs to use the ARTPC in identifying CPI in their programs. [n its
efforts o support Army RTP efforts, the ARTPC has adopted a 360-degree protection
approach, consisting ol

security classification guides,

delegation of diselosure authority letters,
a commumications strategy,

contracts.

patents.

operations (including lesting).
operations security.

CPI identification.

program protection plans, and
technology protection plans.

® 8 8 B &8s w0

Ihe ARTPC takes 1 best practice approach in composing its RTP tcams. 1t inlegrutes
technologists, cngineers, and secunty experts 1o assist in the two most important aspects
of RTP: 1dentification of CPL and implementation of countermeasures (o protect CPIL
That the ARTPC has engineers and techuologisis who are trained in counterintelligence
and security, s opposed to counterintelligence and security prafessionals who receive
training in engincering and technologies, helps them belter understand cutting-edge
technalogies and the ts 10 those lechnologies — especially in developing and
implementing countermeasures to counter these threats as early i the process as possible.

Areas to Improve Integration, Synchronization, and Optimization for
Maximum Protection of Critical Program Information

I'o highlight where the program protection structure is unéven. the Deputy Chief of Stall.
(-2"s ARTPC has a good blend of \echnical and program security professionals;
however, their role is limited to the facilitation of CP1 identification and corresponding
countermeasure development.

The Army Material Command has life-cycle CPI protection respansibilitics, but the
technology protection officer was not integrated into the WIN-T integrated product team
process, and although the Program Fxecutive Office for Command, Control,
Communications Tactical has comprehensive program protection plan implementation
guidance, the list of program protection team répresentation does not include the
technology protection officer. The Army Matenel Command’s life-cycle protection
efforts would be enhanced by being involved in all aspects of program protection.
especially sustainment and demilitarization.

assurance, classification mavagement, phiysical seeunty, operations secunily. countenntelligence threal
amalysis, conmerintelligence operations, human intelligence, law enforcement. special avcess program
security. personmel security. foreign disclosure policy, industriel security, anti-rerrarisn, threat analysis,
tactical Imelligence, operational ntelligence, strategic infelligence. and ssset protection.

e
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Above all, the ASA(ALT), primarily through s program executive offices and PMs, has
responsibility for all aspects of program execution, to inelude security. By ensuring
program executive offices and PMs are cognizan! of standardized protection processes
and their apphication, oversceing the prolection processes. and knowing their
responsibility for and leveraging protection efforts, 1t will greatly support the program
goals of cost. schedule, and performance when making security-related decisions, such as
the application ol countermeasures like anti-tamper, the associated costs, and the
subsequent effectiveness of those countermeasures.

Alrhough the above policies highlight the different roles and responsibilities for the Army
to protect its CPL, the policics do not focus on total integration of security. intelligence.

counterintelligence throughout a program’s lifecvele, In its April 29, 2009 report
“Army Research and L'echnology Protection Program: Office of the Assistant Secretary
of the Army (Acquisition, Logistics, and Technology).” Audit Report No, A-2009-0094-
ZB1. the Army Audir Ageney recommended thar the ASA(ALT) issue puidance
program executives 1o: document determinations that systems do not contain CPI; obtain
protection guidance from other programs that provide items with CPI. assign
responsibility for implementing program protection plans: ensure that statements of work
clearly deseribe the requirements for contractors to implement program protection plans;
develop a tracking system o0 monitor the implementation status of countermeasures:
develop and issue policy and procedures [or providing protection gudance to users ol
end items with CPL; and |most mmportantly| ensure that the working group being
established to develop an Army regulation o implement DoD) Instruction 3200,39
address the issucs identified in the audit. The ASA(ATT) agreed and is in the process of
implementing the recommendations,

As the lead for developing RTP policy for the Army, the ASA(ATT), in conjunction with
the Army Matericl Command. and the Deputy Chigl of’ Staff. G-2 can ensure that the
Army’s new RTP policy standardizes RTP elforts, as well as clearly delincate
responsibilities to integrate, synchronize, and optimize Army cradlc-to-grave effons o
protect CPI, The ASA(ALT), through this , can also ensure that Army cfforts 1
protect CP1 are closely aligned with DoD m gudance.

Conclusion

Protechion activities span Military Departments, Dol agencies, and beyond, coordination
and integration of RTP requires Department-level emphasis and involvement. Aligning
Army RTP efforts with ongoing DoD R1TP efforts, as outlined in DoD Instruction
3200.39, will allow greater integration and synchronization across the Army and DoD.
Policy. training. und oversight should be synchronized to allow the most effective usc of
RTP personnel and 1o ensure proper execution of program protection plans. from concept
to demilitanizuion.

Additionally. the ASA(ALT) appoints the PM, who is responsiblc for all aspects of
program execution, including its security, As the central participant for program
protection, the PM should have a complete understanding of the capabilities that the
security, intelligence, and counterintelligence communitics can provide.

Because the ARTPC takes a best practice approuch in the formulation of its RTP teams. it

greatly enhances the 1eams’ ability to provide assistance in the two most important

25}1;@»13 of RTP - identification of CPl and implementation of counlermeasures 1o protect
XL

o s
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Integrated product teams could benelit immeasurably from [he unique perspective of the
ARTPC. The ARTPC concept is also integral W any command’s funciions [ur executing
RIP: integration and synchromization of CPI countermeasures trom cradle 1o grave.

As the Army's matericl developer. the Army Materiel Command has responsibility for
RIP support 1o all Anmy organizations executing RDA across the materiel lifecycle.
Maoreover, with the dedicated RTP support provided by the ARTPC and the Army
Materiel Command, G-2, specifically with the Technology Protection Engineers und
rechnology protection officers. the PM could ensure that they are optimizing the available
RTP support to the greatest extent possible, Towever, this does not vecur in a concerted
and deliberate manner. The ASA(ALT), Aoy Materiel Command. and Deputy Chief of
Staff, G-2 must ensurc that their RTP efforts, policy, and training are integrated,
synchronized and optimized, and are aligned with Dol efforts.

Recommendations, Management Comments, and Our

Response

A. We recommend that the Assistant Sceretary of the Army for Acquisition,
Logisties, and Technology, in conjunction with the Commanding General, Army
Materiel Command, and the Army Deputy Chief of Staff, G-2, review and develop a
plan of action that will result in the maost efficient and effective means to integrate,
synchromize, and optimize research and technology protection cfforts for the Army,

Management Comments

On behalf of the Commanding General, Army Materiel Command and the Army Deputy
Chiel ol Sw@lT, G-2, the Assistant Secretary of the Army for Acquisition. Loglstics, and
Technology concurred with the recommendation. The Assistant Sceretary ol the Army
for Acquisitiom. Logistics, and Technology. with input from the Army Deputy Chiel of
Staff, G-2, the Army Research and Technology Protection Center, and the Army Matericl
Command G-2 are developing an Army regulation that will address research and
technology protection responsibilities to ensure Army programs properly identily eritical
program information and implement counfermeasures fo effcctively prevent compronuise
of cnucel program information. The Assistant Sceretary of the Anmy for Acquisition,
Logistics, and Technology expects to publish the regulation by December 153, 2010

Our Response

I'he consolidated comments of the Assistant Secretary ol the Army for Acquisition,
Logistics, and Technology, the Commanding General, Army Materiel Command, and the
Army Deputy Chief of Staff, G-2 ure responsive and meet the intent of the
recommendarion. Please provide us a draft of the regulation prior 1o {sswance



Finding B. The Army’s Warfighter
Information Network — Tactical Program’s
Efforts to Protect Critical Program
Information

Within the framework of the eight issue arcas, we assessed program protection efforts for
standardization of CPT protection processes and their application, oversight of the CPI
protection process and its implementation. and responsibility for the protection of CPI,
using the Army’s WIN-T as a program of record casc study. Recent DoD issuances, such
as DoD Instruction 5200.39, were the primary assessment tool for this pilot and have
established a good framework for RTP. Towever, and in ?ite of demonstrated best
practices, efforts arc not fully integrated, synchronized, and optimized to the greatest
extent possible and do not provide standardized efforts to protect CP[ across the
Department. We found the following:

e Areas of existing issuances need to be enhanced: new guidance needs to be
crafted, such as guidance for anti-tamper measures: and the DoD CPI protection
manual containing detailed measures for RTP should be promulgated.

* Guidance should be established for identifying commercial off-the-
shell/government off-the-shelf components as critical program information, to
include assessment tools and training.

« Standardized guidance for training in CPI protection should be developed for use
by the RTP community.

o (Guidance should be provided on model contract language in support of program
protection planning to DoD and Component RTP officiuls.

¢ Guidance should be developed that describes:

o what can and should be contuned in the DD Form 234, "Department of
Defense Contract Security Classification Specification,” for the protection
of controlled unclassificd CP1,

o how program protection should be implemented at the level of
subcontractors, and how to verily contractor compliunce with the
DD Form 254 and the program profection plan

o Security requircments for contractors processing CPI on non-DoD information
svstems should be developed and pubEshcd.

e The appropriateness ol using the Secret Intermet Protoeol Router network s the
host for the horizontal proteciion database should be determined.

Issue Area One: Ability to Identify Critical Program

Information

We assessed this 1ssue arca to determine whether published guidance for the
identification of CPI is relevant to and adhered 10 by program, security, intelligence, and
counterintelligence personnel. We also sought to determine whether there was a
working-level integrated product team to assist with and collaborate on the identification
of CPL If s0, we wanted to assess how the mission, composition, and effectiveness of the
working-level integrated product team contributed to the identification of CPI and
whether the working-level integrated product team perfonmed a functional decomposition
of the program or system. We determined that the WIN-T program office had an
cffective process for identifving CPL
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DoD Instrucuon 5200.39 stales that the USIMAT&L) should.

® lead the effor, in collaboration with the Under Secretary of Delense (Intelligence)
and the Assistam Secretary of Defense (Networks and Information
IntegrationyDoD Chief Information Officer, 10 cstablish & consistent process for
the identification and protection of CPI that takes into account the cole that
research, development, acquisition, counterintelligence. intelligence, sccurity, and
systems engineenng personnel perform;

o provide direction and management oversight for the identification and protection
of CPI for RDA programs under the cognizance or oversight of the USD(AT&L)

Because of the current delinition of CPL in DoD Instruction 5200.39, guidance that
clarilies that CPI can be either critical technology or functionality, WIN-T did not

identify CPI at the outset, but recently idemtified CPI in its latest CPT identification
integrated product team process,

Warfighter Information Network — Tactical Integrated Product Team.
WIN-T program management affice personnel, serving on an integrated product team
with representatives from the ARTPC, prime and subcontractors, the National Ground
Intelligence Center, and 902 Military Intelligence Group. ™ conducted a CPl assessment
of the WIN-T Increments 2 and 2 beginning January 20 and ending January 29, 2000,
The team camprised sysiems engineering, informanon assurance, engincering
management, and software cngineening experts. We did not find that science and
technology expertise was represented on the team. The ARTPC facilitated the process,
tocusing on the WIN-T network's lunctionality and architecture and on the design
modifications required to implement the WIN-T network integration of commercial off-
the-shel . Gavernment off-the-shell, and custom items. The integrated tgroduct team
uss?%cd all items configured under WIN-T Increments 2 and 3. using the ARTPC CPI
tool.

On February 11, 2009, the Acting ASA(ALT) published a memorandum, “Identification
and Protecnion of Critical Progrum Information (CPI).” stating that PMs will use
integrated product teams comprising program. lechnical, sysiems engineerng,
counteninielligence. intelligence, and secunity experts to assist in identifving CPL

The WIN-T program uscd a cross-discipline integrated product team that included
systems cngineers, demonstrating that the DoD Instruction 3200.39 requirement (or
cross-discipline teams is already proving effective, However. the reason for lack of
science and technology participation should be explored and rectified. either through
c-la{::i fication in the forthcoming program prolection manual or through training or
guidance,

“ The 902 Military Tnrelligence Group snd Nutional Ground lotellizence Cemter are elements of e LS.
Army Imelligence and Secunity Command, which, wlong with the AR TPC, arc elements of the LS. Army
Neputy Chief of Staff for Inlelligence (G-2).

" The ARTPC ol 1< & survey tool that guides the user through a series ol queslions 10 ascertiin whether
the program potentially contains critical progeam information.

e —————
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Warfighter Information Network — Tactical and Anti-tamper. The March
1004 ij_‘:f;:\'crl‘.:m"w Accountahility Office Report, “DoD Needs (o Better Support Program
Managers' ||'u1|1|—-lr't:1|T ition of Anti-Tamper Protection,” identified defimng critical
Immu‘-lw y as the first step and the b asis for determining the need for anti-tamper
countermeasures, The anti-tamper section ol Chapter 8 of the Delense Acyuisition
Cruidebook w:'nu‘m that PMs should develop and implement anti-tamper measures to
protect CPImn U.S. defense systems developed using co-development agresmen d to

glon covernments: or removed comirol through theft or battle loss

fn its Januvary 2008 report “Departmentwide Direction 1s Needed for lmplementation of
Anti- lamper Pohey,” the Government Accountability Otfice recommended that™ the

Secretary of Defense direct the Under Secretary of Delense (Acquisition, Tecl
and Logistics), m ¢oordination with the Anii- |'-==“!~“:t' Lixccutive Agent and the Under

|l1!|l A

- £ —— - - e - e - At L asall naviry 3
Secrelary of Defensc 185Ue depariment-w 'J,. direction tor application o
& r poli O\ C ntt the policy and cstablishes
dehnnions lor entical mabion and critical f.-:-c}-;-wl.-:--_-n

In (1= response lh-if on-concurred. statmg that = 1he USD(I) 15 the oftice of primary
responsibility for | MUI_I.H_LU‘ e] 5200.39, “Security. Intelligence and

( UUMLH[HLH- ence Support to Acquisition Program Protection.” and its successor,
DoDI[nstruction] 5200.39, “Critical Program Information (CPL) Proteetion within the
Department ol Delense.” USD(I) is currently coordinating an update to the directive
The Anti-lamper Executive Agent has proposed the mcorparation of anti-lamper pahx

1ston. T he considered policy [or anti-tamper & For eritical
type CPL ¢ te anti-tamper d e RDA P
al T rruny by N Followin af th
3200.39. the Departmes e DoD 5200. 1 n s

Protection.” 'I;L' mp "a.‘l'|'=;’.'1lif'|;1z manual lor the direcny ¢ which Py 1des the exccution
standards and guidelines to meet the Dol 520039 policy. The Ant-Tamper Executive
Agent’s plan is 1o include a new section in the manual that is e xplicitly for anti-tamper
I'his will deseribe how to implement anti-tamper 10 prolect technology CPI for U.S ~only
cases, foreign miliary sales/direct commercial sales, and science and technology
programs.




(OASA ALT (b))

However. 39 was published i 2008 with hitle

guldance.

vide some iturmation ml
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Warfighter Information Network - Tactical and Commercial Off-the-
Shelf/Government Off-the-Shelf

\nother 1ssue was commercial off-the<shell components as CPl candidates No guidance
on commercial offsthe-shell components and corresponding protection mechamsms
appears in DoD Instruction 3200.39 ar in chapier eight of the Defense Acguisition
Guidehook, Critical program mformation assessment tools, guidance, and training
should hh_ reviewed, and modifications should be considered to address identification of
COMmmMerc fi-the-shell components as CP|

The guidance should allow the possibility that commercial ol1-ihe-shelf c mponents are
CP1 or that the commercial off-the-shelf components” functionality 1s s0 erincal 1o

CP1 luncuoenality that the counis

il

asure (for cxample, anli-amper packag

chain risk mitigation) s best applicd to the commergial off-the-shell component.

The USD(AT&L) and the Under Secretary of Delense (Intelligence) ure leading working
groups (see Appendix D) on initiatives to improve the protection of CPl and develop a
standardized process (or identifying CPI and associated counienmeuasures, to inelude anti-
tamper, In addition, the Under Secretary of Defense (Intelligence) is leading efforts to
ensurz a CPl identilication tool is being incomporated in a forthcoming CP] protection
manual. Standardizing the process [or \dentifying CPI will ultimately migimize

subjectivih

Conclusion

WIN-T program office stati had an effective process for identifving CPL. The process
uscd an integrated product team and the ARTPC. The USD(A [ &L ) and the Under
Secretary of Delense (Intelligence) are leading working groups (see Appendix D) lormed
to Improve the protection of CPI by, among other il'nuw_ developing 4 standardized
process for identilying CPL

Critical program information assessment tools, guidance. and traimng should be
reviewed, and modihications should be considered, to address IL]U'HIIT‘:'\J;IT{HJJ ol
commercial u'i-:llc-"lclf comiponents as CPL The guidance should allow the r>n:,>_h liLy

that comn 1Creu | of1-the-shelf components are CP| or that the commercial ofi-the-shelf

gomponent”s Ium.mu..d tv 15 so critical to the CPI functionality that the countermeasure

(lor example, anti-tamper packaging o -.-.111;11'. cham nsk mibgaton) 15 best applied o the
i £ F .

commercial oll-the-shelr component



Recommendations, Management Comments, and Our
Response

B1-1. We recommend that the Under Seeretary of Defense for Acquisition,
Technology, and Logistics, in consultation with the Under Secretary of Defense for
Intellicence, the Assistant Secretary of Defense (Networks and Information
Integration)/DoD Chief Information Officer, and Component RTP officials
promulgate anti-tamper policy that ensures that anti-tamper countermeasures are
considered early in the identification process, are standardized. and can be
integrated throughout the Department.

Management Comments

The Under Secretary of Defense for Acquisition, Technology. and 1.ogistics, the Under
Secretary of Defense for Intelligence, and the Assistant Secretary of Delense (Networks
and Information Integration)/Dob Chiel Inlommation Officer concurred with the
recommendation to

QOur Response
I'he comments of the Linder Secretary of Defense [or Acguisition, echnology, and
Log

Detense (Networks and Informanon IntearationyVDol) Chief Information Otficer arc

istics, the Under Secretary of Detense for Intelligence. and the Assistant Secretary of
partially responsive in meeting the intent of the recommendation. Although the drali
DaD Manual 5200.39-M, “Procedures for Critical Program Information Protection
Within the Department of Defense.” is in the formal coordination stage, throughout Uhis
report organizations make reference to the draft manual as containing the résolution 1o
our recommendations.  As the proponent for the manual. the Under Secretary ol Delense
for Lntelligence should provide a date when the drall manual will be completed
\dditionally, if the Under Secretary of Defense [or Acquisition. Technology. and
Logistics believes that the formal coordination process lor the draft manual will prevent
rimely gmdance from reachig program protection officials, then steps should be taken o

-

provide

«r O T

1 ruidance, s Clicr or durective Ivpe memorandum. [0 ensurrg
g g |

timely delivery of ann-tamper guidance. Guidance that provides consistency across the
Department and cnsures anti-amper 18 considered carly will also save money by
alleviaiing the need to pay lor costly anti-tamper countermeasures later in the program”s
development




B1-2. We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logistics establish guidance for identifying commercial off-the-
shelf/government off-the-shelf components as eritical program information, to
include assessment tools and training efforts.

Management Comments

The Under Sceretary of Delense for Acquisition, Technology. and Logistics concurred
with the recommendation.

QOur Response

The comments of the Under Secretary of Defense for Acguisition, Technology, and
Logistics are partially responsive in meeting the intent of the recommendation. The
Under Secretary of Defense for Acquisition, Technology, and Logisties should provide
an action plan and a daic for establishing the guidance for identifying commercial off-
the-shelf/government of1-the-shelf componcents as eritical program information, 10
include assessment tools and associated training efforts.



Issue Area Two: Effectiveness in Developing and

Implementing a Program Protection Plan

We assessed this arca 1o determine whether published guidance for the planning of
program protection is relevant and adhered 1o by program, intelligence,
counterintelligence, and secunty personnel and to ensure that program protection
planning was in accordance with DolD Tnstruction 5200.39. Becuause (he WIN-T program
office had not completed its program protection plan; we arc unable to assess the plans
effectiveness.

DoD Instruction 5200.39 states that it is DoD policy to require that contracts supporting
RDA programs where CPI has been idenulied contain language requiring the contractor
to protect the CPIwo DoD standards, DoD Instruction 5200.39 also states that the
USDIATEL) should:

& require a program protection plan tor all RDA programs with CPI within the
purview of the USD(AT&I.) and establish procedures outlining the program
protection plan development and approval process in coordination with the Under
Secretary of Defense (Intelligence), the Assistant Secretary of Defense (Networks
and Information Integration)/DoD Chief Information Officer. the Under Secretary
of Defense (Policy), and the DoD Components: and

» lead the collaboration with the Assistant Secretary of Defense (Networks and
Information Integration)/DoD) Chief Information Officer and the DoD
Components for review of major Delense acquisition programs’ program
protection plans for sulliciency before their Defense Acquisition Board milestone
decision reviews and at major acquisition strategy updates.

The program pratection plan is used to develop tailored protection guidunce for
dissemination and implementation throughout the program for which it is created. The
layering and integration ol the selected protection requirements documented in a program
protection plan provide for the integration and synchronization of CPI protection
activities. [he following are consigcrcd key elements of a program protection plan and
are tailored 10 meel the requirements of a RDA program:

e technology and project description or system and program description, with an
emphasis on what is unique, as the foundation for identifving CPI,

e list of CP! 10 be protected in the program (this generally describes classified CPI

in an unclassified manner and is not suitable for horizomal protection analysis or

the preparation of a counterintelligence assessment);

threats o CPT;

foreign threars;

a summary of the countennielligence assessment (the full report is an attachment

to the plan);

vulnerabilities of CP1 10 identified threats:

countermeasures (all disciplines, us appropriatc);

counterintelligence support plan;

anti-tamper annex:

operations security plan:

system assurance;

technology assessment/control plan;
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Publishing gundance that provides model contract language would make il casier tor
programs to cantract for CPI protection. Program management ollices should do the
followmg:

e provide the l_)\,[u.im Security Service with the program protection plan and the
program office’s specific requirements [0r the cleared contractor and the related
Limmmmts for the protection of CPL a list of the related counterintelligence und

secunity nisks to the contractor. and & copy of the relevant counterintelligence
supporn Fl-u -

e cnsure that contracts require the prime contracior 1o paricipale in the
identification of CPI and to 1myplement counter

1

8 ]

wcasures lor wdennitied CFPI ar

contracior facili
e ensure contracts and DD Forms 254 include clauses authorizing certam
Government personnel access (o prime contractor and subcontractor facilities o
vonduct s SUrVEys. &E&L""%~E‘tu_'rzl~_ -.:h;‘acciiur'l.‘_%. and IVEsuEalhinns as necessary o
make sure CP] 13 properly protected; and
o include language m contracts that the prime contractor must
communicale program protection requirements to subcontractors that will
hitve aceess to or will be providing CPL,
requare subcontractors to contimually monitor protection neasures, and
monitor the subeontractors’ performance monitoring

Conclusion

. =\ ™ e Tt " g . " - lare = ae y i 1] - A A .
- i ¥ roral roLeChic all 1S GOl CLE,. | as J Cd 1N he A v AR
Oince the WIN-T pregram protection plan is complete. and as outlined in the Army Audit

Agency reports and Frogram Executive Oftice Command. Conirol. Comsmunications
[actical’s Program Protection Plan policy and implementation guidance, the WIN-T PM

should fully implement countermeasurces ariculated in the program prutection plan,
meeting specific milestone dates fur their implementation: develop a tracking system for
monitoring the implementation of the counlermeasures; conduct site visits 10 assess the
contractor's i:‘ﬂI’llimCI"" ilon of the countermeasures: and use (he results of the site visits
o evaluate the cffeciiveness of the countermeasures. The WIN-1 PM should also require
the contractor (o prepate a program protection implementation plan to inform the WIN-T
program management office how the contractor mtends to protect CPIand implement the
countermeasures articulated in the program protection plan. Providing contract kunguage
in guidance would make it easier for the program management office to contract for CPL
protection, Detense Security Service personne] were not aware (that CPI resided within
the prime un"rti‘:l«:h‘ﬁ' s and subcontructors” facilities because CP1 was not 1dentified in the
DD Form 234 provided to cleared contractors, The Defense Security Serviee should be
proyided a copy of lh\ program protection plan and the program oftice’s specific
'\.Llllu\ffl\.i ts for the clea ud contracior and the related documents for the i,f'n echon ol

CPl and the [_31‘}2,’1. _:‘4 "-Il*'.lJ"L' (it h\. ||'r”'l'"!_‘[‘ M NIEed l.\"”\" nect C P:




Recommendations, Management Comments, and Our

Response

B2-1. We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logisties provide guidance on model contract language in support
of program protection planning to Do) and Compunent RTP officials.

Management Comments

I'he Under Secretary of Defense for Aequsition, Techoology. and Logistics concurred
with the recommendation.

Our Response

The comments ol the Under Secretary of Delense for Acquisition, Technology, and
Logistics are partially responsiye in meeting the intent of the recommendation. The
Under Secretary ol Delense for Acquisition. Technology. and Logistics should provide
an action plan and a date for establishing the guidance on model contract language in
support of program prolection planning

A a result of management comments, we redirected Recommendation B2-2 (rom the
Director. Defense Security Scrvice 1o the Deputy Under Seeretary of Defensc for
TTUMINT, Countenntelligence, and Sccurity.

B2-2. We recommend that the Deputy Under Secretary of Defense for HUMINT,
Counterintelligence, and Security provide guiduncc on moedel language in the DD
Form 254, in order to provide the Defense Security Service with the information
they need to protect eritical program information.

Management Comments

The Deputy Under Secretary of Defense for [TUMINT, Countenntelligence, and Security
concurred with the recommendation to provide guidance on model language in the DD
Form 254, in order to provide the Defense Security Service with the informartion they
need 1o protect critical program information. 1he Deputy Under Sceretary of Defense for
HUMINT, Counterintelligence, and Sceurity will revise language in the draft DoD
Manual 5200.39-M, 10 address both classified and unclassified CPI by instructing uscrs o
complete the DD Form 254 to ensure that contractors are advised by the Program
Manager and that the Defense Security Service is informed of unclassified CPl residing
at a contract facility.

Our Response

Ihe comments of the Deputy Under Secretary of Defense for TIUMIN T,
Counterintelligence, and Security are partially responsive in meeting (he intent of the
recommendation. The Deputy Under Secretary of Defense for TTUMINT,
Counterintelligence, and Security should provide a date for providing model language in
the DD Form 254 through revision of (he language in the draft DoD Manual 5200.39-M.
If the De[;:ty Under Secretary of Defense for HUMNT. Counterintelligence, and
Security believes thal the formal coordination process for the draft manual will prevent
timely guidance from reaching program protection officials, then steps should be taken 1o
provide interim guidance, such as a policy lenter or directive lype memorandum, (0 ensurc
timely delivery of changes to the DI Form 234.
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Issue Area Three: Training Efforts for the Protection of

Critical Program Information

We assessed {his issue arca 10 determine whether published guidance for training 10
identify and proteet CPT is relevant to and adhered to by program. intelhgence,
counterintelgence, and security personnel. We determined that training and education
fior the protection of CPI was not tailored.

DoD Instruction 520039 states that the USD{AT&L) will callaborate with the Under
Secretary of Defense (Intelligence) and the Assistant Secretary of Defense (Networks and
Information Inlegration)/DoD Chicf Information Officer 1o require that sppropriate
training be available 1o RDA personnel regarding the dentification and protection of CPL
'raining should include the roles that RDA, sustainmient (logistics, maintenance. repair,
supply), testing, counterintelligence, intelligence, security, systems engineering, and
information systems security enginecring personnel perfarm o idemity and protect CPL

While the amount of experience varied, the majority of the personnel imerviewed had
many vears of exXpericiice on major weapon system acguisifion programs. However, the
level of training related 1o CPI protection varied. There were personnel with no training,
those with training acquired on the job. and others with attendance at training oflered by
the RDA program Suppor organization,

The level 1 and 2 acquisiton courses at the Defense Acquisition University minimally
address counterintelligence. mielligence. and seeurity support to R1P. However, to
ensure that program personnel have a betier understanding of RTP support, the ARTPC
offers and conducts acquisition program protection traming for its research and
technology community. The rraining entails 4 review of the program protection process,
including the CPI assessment ind the generation of the technology protection plan and
program protection plan. The Defensc Secunty Serviee is designming & CPI course for
DD contractors and Governmeni security officers that is scheduled to be ready at the
end of 2010

The Jomt Counterintelligence Training Academy oflers counterintelligence support 1o
RTP training and provides advanced counterintelligence taining (o Defense
counterintelligence components. The Academy also proyides training o other
mtelligence community personncl on a himited basis. However. the counterintelligence
support W RTP waining ts not structured for non-counterintelligence personnel. who
typically provide u lurge share of the RTP support to PMs.

Conclusion

Lhere was no wilored CPI protection training. lntelligence and security-related training
for the protection of CPI is uneven. Training wilored 1o participants”™ roles needs 10 be
developed and made available by the organization most able to deliver it effectively and
cificiently. Research, development, azu;?acquisition program support organizations, the
Defense Acquisition Universiry, and the Detense Sceurity Service should be considered
delivery mechunisms for training.
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Recommendations, Management Comments, and Our

Response

B3. We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logistics, in collaboration with the Under Secretary of Defense for
Intelligence, and the Assistant Secretary of Defense (Networks and Information
Integration)/DoD Chicf Information Officer develop standardized guidance for
training in CPI protection for use by the RTP community.

Management Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics partially
concurred, while the Under Secretary of Defense for Intelligence, and the Assistant
Secretary of Defense (Networks and Information Integration)/DoD Chief Information
Officer concurred with the recommendation to develop standardized guidance for training
in CPT protection for use by the RTP community. The Under Secretary of Defense [or
Acquisition. Technology, and Logistics agreed 10 develop standardized guidance and
training. inclusive of a broader scope of protection for the program protection
community. not only the RTP community, stating that RTP docs not melude the new
requirements (o protect elements or components enlical Lo network or mission
effectivencss in DoD [nstruction 5200039,

Our Response

I'he comments ol the Under Secretary of Defense [or Acquisition, Technology, and
Logistics. the Under Seeretary of Defense for Intelligence. and the Assistant Secretary of
Delense (Networks and Information Lntegration)/DoD Chief Information Officer are
partially responsive in meeting the inent of the recommendation. The Under Secretary
of Defense lor Acquisition, Technology. and Logisties should provide a date for
developing standardized guidance (or training in CPL protection for use by the program
proteetion community.



Issue Area Four: Use of Resources for the Protection of

Critical Program Information
We assessed this issue area 10 determine whether program. intelhigence,
countenntelligence, and security personnel assigned Lo protect CPI are appropriatel;

used

For the WIN-T program, it appeared that the Depuly Chief of Staff. (-2, provided
adequate support through the Y02™ Military Intelligence Group. the Arm

3T
AL

nd Intellivence Center. and | AR

{ ount teence Center. the Nanonal Gron

Conclusion

\1'T
WIN-T did not t



Issue Area Five: Effectiveness of Policies to Protect

Critical Program Information

We assessed this issue area 1o determine whether pubhished guidance for the
identification and protection of CPI is relevant to and adhered to by program.

intel ligence, counterintelligence. and security personnel. ' We primarily asscssed RTP
cfiorts using DoD) Instruction 5200.39; however, many issuances. covering many subject
areas. and conting from many agencies, that address RTP. There are 145 policies that an
aequisilion program may need to comply with the vast amounts of policy related 1o
program protection, A hvperlinked-1IML version of a chart. developed by the Oflice of
Sysiems Analysis, in the Systems Engineering Direcrorate. overseen by the Director of
Defense Rescarch and Engmeering. in the office of the USD(AT&L), depicting the
policies cun be found at http:/waww.acqg.osd. mil/sse/docs/acg-securily-policy-

Lool/index html,

Because the number ol policies is so vast, they require a more in-depth analysis than this
limited seope program protection assessment pilot oftered. As explained in Finding A.
the Army Audit Agencey found that the Army did not have a regulation governing RTP.
I'he Army is developing guidance on RTP. [t has established a working group that would
implement the guidance contained in DoD Instruction 3200.39 on RTP, as well as
implement the recommendartions in the Army Audit Agency audit related to protecting
CPI

idance on this
subject that 18 reference nstruciion S200.3Y has yet to be promulgated,
Linclosure 2, puragraph 4.b, tasks the Assistant Secretary of Defense (Nerworks and
Information [ntegration)DoD Chief Information Officer fo “identify minimum security
requirements for contractor owned and operated information systems for the protection ol
CPL"™ Directive-1vpe Memorandum 08-027, “Sceurity of Unclassified DoD Information
on Non-DoD Information Systems,™ July 31, 2009, addresscs scourity requirements for
contractors processing DoD) information on non-DoD miormation systems and may
provide a model for this, bul it does not address the protection of CPI specifically, The
appropnriate guwidance can be developed and incorporated in the upcoming CPI protection
manual or other R 1P-related 1ssuances,

Conclusion

Since December 2008, the Army has ongoing efforts to develop guidance on RTP. Tt has
established a working group to implement the gindance contained 1n DuD Instruction
3200.39 on RTP, s well as implement the recommendations in the Army Audil
Agency’s April 29, 2009 report “Army Rescarch and Technology Prowction Program!
Office of the Assistant Secretary of the Army (Acquisition. Logishies, and Technology).™
Guidanee has not been developed that specifically addresses the protection requirements
[or CPT on contractor-owned and -operated information systems.



Recommendations, Management Comments, and Our

Response

B5-1. We recommend that the Assistant Secretary of Defense (Networks and
Information Integration)/Dol) Chief Information Officer, in coordination with the
Under Secretary of Defense for Acquisition, Technology, and Logistics, and the
Under Secretary of Defense for Intelligence, develop and publish sceurity
requirements for contractors processing CP1 on contractor-owned and ~controlled
information systems.

Management Comments

The Assistant Secretary of Defense (Networks and Information Integration)/DoD Chiet
Information Officer, the Under Secretary of Defense for Acquisition, Technology, and
Logistics, and the Under Secretary of Defense for Intelligence coneurred with the
recommendation to develop and publish security requirements for contractors processing
CP1 on contractor-owned and ~controlled information systems through a combination of
the issuance of Directive Type Memorandum 08-027, DoD) Instruction 5205,13, “Defense
Industrial Base (DIB) Cyber Sccurity/Information Assurance (CS/IA) Activities,”
January 29, 2010. Under Secretary of Defense for Acquisition. Technology, and Logistics
memorandum, “Cyber Secarity in Defense Acgquisition Programs,” November 18, 2008,
and DoD lederal Aequisition Regulation Su;;]:]mem Case 2008-DO02K, "Safeguarding
Unclassified Information,” which will provide (he specific guidance (o contracting
ofticers and associated clauses to implement the Directive Type Memorandum in
CONracts.

Our Response

The comments 1o the recommendation are partially responsive m meeting the intent ol
the recommendation. The Under Secrctary of Delense for Acquisition, Technology, and
Logistics should provide a date for the completion of DoD Federal Acquisition
Regulation Supplement Case 2008-D028, “Safeguarding Unclassified Information.”



Issue Area Six: Ability of Counterintelligence,
Intelligence, and Security to Support the Protection of

Critical Program Information

We assessed this issue area o deteymine whether published guidance 10 cnable
counterinteiligence, intelligence, and secunty personnel and programs 1o support the
protection of CPl is relevant to and adhered to by program. intelligence,
counterintelligence, und security personnel. We determined that countenntelligence and
security were known 1o WIN-T program stafl and did provide required
counterintelligence and intelligence support and threat-related data. However, 3
Technology Targeting Risk Assessment had nol been requested. WIN-T program staff
were not aware of Defense Sceurity Service personnel. and Delense Security Service was
not aware of the existence of WIN-T CPI, nor was the existence of CPl ar a program
point ol contact for reporting violations annotated on the DD Form 254,

DoD Instruction 5200.39 states that the Under Secretary of Delense (Intelligence) will
issue policy guidance that requires the heads of DoD Components; with
counterintelhigence elements and organizations to develop and implement tailored
counterintelligence support plans at all DoD rescarch and development facilities, for all
RDA programs with CPI, and at facilities of ¢leared Defense cantractors with CPL 10
issue policy guidance that requires the heads of DoD Components with intelligence and
counterintelligence analytical centers to provide assessments regarding foreign
intelligence requirements for and targeting of CPl: DoD Component intelligence
analytical centers, in cooperation with the Defense Intelligence Agency, to provide
Technology Targeting Risk Assessments'” to assist RDA programs with mitigating the
risk of CP1 compromise and to support counterntelligence organizations with developing
countermiel ligence assessments of CPI; and directs counterintelligence snalytical centers
to provide counterintelligence assessments for RDA programs with CPL

Counterintelligence support personnel were known to WIN-T program management
oflice personnel, participated in the CPI identification process, ang.';rcpared a
counterintelligence Sug:m‘t plan. The counterinielligence support plan contained
sufficient detail for WIN-1 program management office personnel to understand the
support that they could expeet to reccive [rom counterintelligence support personnel.

Security personnel from CECOM Life Cycle Munagement Command. G-2, although not
embedded in the WIN-T program management office. were known to program staff and
had submitted requirements for threat data, with the exception of the Technology
Largeting Risk Assessment. The CECOM Life Cycle Mapagement Command, G-2. had
also promulgated the System Threar Analysis Report.

2 Country=hy-caintry assessments conducted by the Delense intelligence community that quantily risks 10
critical progtaui information and related cnabling technologles for weapons systems, advanced
lechnologies or progrums, and facilities such ua labormrories, factorics. research and development sites (test
ranges, erc. ), and millucy installations. The Technology Targeting Risk Assessment evaluates five
independent tisk factors, cdeh of which contributes (o un pverall risk factor The five areas evaluates wre:
rechnology competence, natioaal level of nterest, risk off lechnology diversion. sbibity to assimilare, and
recimalogy protection risk. The Technology Targeting Risk Assessment and countenintel lizence
assessment provide laborstorydechnical directors and PMs with information required 1o establish 3
comprehensive security program for the protection ol identified criical program mformigtion.
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In accordance with Dol Instruction 5200.3Y, the Delense Security Scrvice shall assisi
DoD Component counterintelligence elements in coordinating the execution of
counterintelligence support plans at the facilities ol cleared defense contractors with
classified CPL The contract’s DD Form 254 should indicate the existence of CPI so that
the Defense Security Service will know whal areas need enhanced levels ol protection.
The DD Form 254 also needs o identify cleared defense contractors performing on and
employees' access (o the locations where classified CPI or unclassificd CPI relating o
classified contracts reside. The Defense Security Service is developing procedures 1o
centralize the receipt, analysis. and dissemmnation of such information in & manner thar
permits maximum control and use. Defense PMs must provide the Defense Secunty
Service u copy of the program protection plan and counterintelligence support plan 1o
adequately provide overlapping counterintelligence support 1o protect CPL. Identification
of all subcontractors performing on specific programs with classified CPI or unclassified
CPT on clussified programs would improve the proteetion of CP.

The Defense Security Service was not informed of the existence of WIN-1T CPL Tt was
not contained 1n the DD Form 254, and there was no communication between the
Defense Security Service and WIN-T program office staff. There should be better
communication between the Defense Sceurity Service and the prime contractor
Moreover, there is no place on the DD Form 254 1o statc which subcontractors posscss
critical program informuation. If a program’s DD Form 254 specificd the existence of
unclassified critical program informalion and the protection measures required, the
Defense Sceurity Service could include eritical program information prolection in its
[acility inspections. |he DD Form 254 should also include 4 program point of contact for
reporting securily violations and counterintelligence concerns. While the WIN-1 CPL is
unclassilied, DSS during the conduct of regularly scheduled security inspections at
cleared Defense contructor tacilities determines if there arc any contractually imposed
protection measures for CPl related to classified contracts at those locations.

Conclusion

Supporting counterintelligence and security pessonnel were known to WIN-T program
management office p:mmncl, [owever, the Delense Security Service was not informed
of the existence of CPL, and the existence of CP1 was also not written into the DD Form
254. It is unclear how lower-tier subcontractors accomplish program protection and.
further, how verification of contractor compliance with DD Form 254 below the prime
contractor level 1s accomplished. he DD Form 254 should include a program point ol
coftact lor reporting sccurity violativns and countenintelligence concerns. While the
WIN-T CPI is unclassified, DSS during the conduct of regularly scheduled security
inspections at cleared Defense contractor facilities determines if there are amy
ri:ontr_aciuaﬂy imposed protection measurcs (or CPl related 1o classified contracts a1 those
OCAtIons.
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Recommendations, Management Comments, and Our
Response

As a result of management comments, we redirected Recommendation B6 from the
Director, Defense Security Service 10 the Deputy Under Secretary of Defense tor
HUMINT, Counterintelligence. and Security.

B6. We recommend that the Deputy Under Seeretary of Defense for HUMINT,
Counterintelligence, and Security prepare written guidance to determine:

a, what can and should be contained in the DD Form 254 for the protection
of controlied unclassified CPI; and

b. how program protection should be implemented at the level of
subcontractors, and how to verify contractor compliance with the
DD Form 254 and the program protection plan.

Management Comments

The Deputy Under Secretary of Defense v HUMINT, Counterintelligence, and Security
concurred with the reconmmendation. The Deputy Under Secretary ol Defense for
HUMINT. Counterintelligence, and Sceurity will add CPT as a separate line item 10 be
considered when completing the furm, add instructions for Program Managers to include
special CPT instruetions, require the prime contractor to maintain and provide authorized
government officials with updated lists of all subcontractors participating in their
contract/program and indicate which requires aceess to classified CPI (and/or require
access 1o the CP1 at other locations) in conjunction with the perlformance of their
subcontracts. identify central locations at the Delense Securnity Serviee for the Program
Office to provide program protection plan information to the applicable field offices for
prime and subcontractors; indicate whether contractors needs o implement specific
technology protection measures at their faciliies. The Deputy Under Secretary of
Defense tor HUMINT. Counterintelligence, and Seeurity will also include this guidance
within Fnclosure 2. "Responsibilities,” and Enclosure 6, "Contract Requirements,” of the
draft DoD Manual 5200.35-M.

QOur Response

The commenis of the Deputy Under Secretary ol Defense for HUMINT,
Counterintelligence, and Security are partially responsive in meeting the intent ol the
recommendaton. The Depury Under Secretary of Defense for HUMINT.
Counterintelligence. and Security should provide a date for implementing the changes o
the DD Form 234 described in résponse to our recommendation 1 the Deputy Under
Secretury of Defense for HUMINT, Counterintelligence. and Security believes that the
formal coordination process for the draft manual will prevent timely guidance [rom
reaching program proicction officials, then steps should be taken to provide interim
guidance, such as a policy letter or directive type memorandum. to cnsure timely changes
to the DD Form 234,



Issue Area Seven: Effectiveness of the Foreign Visit
Program

We assessed this 15sue area to determing whether publ

for foreien visits 1s

IECNCE, COunicr

relevant to and adhered 10 by program, iniel intelligence, and secunty
personnel, We assessed this issue arca because in a policy letter, “Accountability of
Department of Delense (DoD)) Sponsored Foreign Personnel in the United States (LLS.),”
May 18, 2004, the Deputy Secretary of Detense requires all Inspectors General to verity
compliance with the sponsored foreign personne! policy through their inspection
processes. We also assessed thig 1ssue area 1 ensure that decisions to grant foreign
nationals access (o classified and controlled uneclassified mtormation during their visits to
Dol) Component and cleared contractor Facilities are consistent with the secunty and

m policy mterests of the United States and DoD Darectives 5230,11, 523020, and
1. If there is to be foreign involvement in any aspect of a program or foreign
iccesy W the system or 1ts related information, the PrOATAIT ;T\:'-:'-f.':,,flt'_"l'i plan should
ntain provisions io denv madvertent or unauthonzed aceess.

Conclusion

P s the
Hecalse the

W any
LOM a1 nl
n e
D Divective 323000 1, “Disclosure of Cles<ined Military hifonsaton 1o For ren Giovermunents and
Intermational Oreantaalions,” June 16, 1992 Dol Dirgcave 523020 Agsignments of Forelan
Nanannls, " Jupe 22, 2005 gad Do Directive 55503, “International A e 1), 198



Issue Area Eight: Application of Horizontal Protection of
Critical Program Informatlon
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protection is relevant 10 and adhered 10 by progs
countenn L_||l_c’1|r e personnel, We assessed thes issue a 1o ensure that eritical Defense
iechnologes, 1 include CPLL associated with more than one RDA program are profecled
10 the same degree by all involved DoD activities. DoD Instruetion 5200.39 states that it
18 Dol pohey 10 conduct comparative analysis of defense systems ll_‘_]1n|1|n gies and align
“PI protection activities horizonially throughout DoD. It also states 1 that the Under
‘*\'L'uvl.n";- of Defense (Intellig . 10 coordination with 1..]1; SIHATEI l\ll‘u_‘j the

istant Scerctary of Delense (Networks and Information [ntegration)/Dol) Chiel
“'1 | require the establishment of a database for RDA organizations

CPl tor horizontal protection. con Mprom isc. and an '.|j- SIS ‘L!.[‘-nlwt"

mtell 1ecnee,. and

'he Daraba cinally « led b
e | wide the R o CPL Howeve

n tv Databas omponcnts & A
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protection database by the RDA community would represent an important step toward the
protection of DeD’'s CPL. Once the RDA community
proteciion database. RTP practitioners will be able to view all programs with similar CP1
o help ensure consistent RTT support

s populatne 4 horzontal

l'he DoD) Instruction 5200.39 requirement that a horzontal protection database be used in
supbort ot the identifieatic CPLappears to be effective for the W '
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Recommendations, Management Comments, and Our
Response

As a result of management comments. we redirected the lead for Recommendation B§
from the Under Secretary of Defense for Intelligenee 1o the Under Secretary of Defense
for Acquisition, lu\,!'ll‘l.t_i!l.'h__“} .and Logistics.

B8. We recommend that the Under Secretary of Defense for Acguisition,

Technology, and Logistics, in coordination with the Under Sevretary of Defense for

Intelligence and the Assistant Secretary of Defense (Networks and Information

Integration)/DoD Chief Information Officer, determine the appropriatencss of using
N

Management Comments
The Under Secretary of Defensc for .\LL,uw ton, Technology, and Lopistics, the Under
Secretary of Defense lor ntelligence. and the Assisrant ‘m.uf"mr\ al Defense (Networks
U*d ln(wnﬂ_mfm ].ch‘Lr?;l[hJi'Jﬁ U(_"l) L tuef lutn.\t ﬂamm ( l'lm.r \.\nu_uﬂ‘ed with the

- e o A T (b))

nowever., tie Lnder
Secretary of Detense for Intelligence non-concurred with the lead belng under their
cognizance. but instead stated the recommendation should be under the cognizance of the
[Inder Secretar ry of Defense for Acquisition. Technology, and Logistics as ‘the data
owner, 'he Under ;:rth‘!'tLLLl'j\-' ol Defense for \C'{Eui%"li(lﬂ [CL_'I]HL).E”U\'_ and [Ann-]c;p.;:

agreed. Tn compliance with DoD [nstruction 5200.39, the Under Secretary of Dﬂr‘.n e for
Acquisitipn. Technology, and Logisties through 8 memoran 3
Lthe Navy :

Our Response

The comments are responsive and meet the intent of the recommendation.




Appendix A. Scope and Methodology

This assessment was conducted in accordance with Quality Standards for Inspections.*’
Those standards require that we plan and perform the assessment to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based
on our assessment objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our assessment objectives.
We conducted site visits and a majority of the interviews for this assessment from March
2009 through September 2009, with additional clarifying interviews extending to the
publication of this draft report.

The overall assessment scope was broad, encompassing DoD counterintelligence,
intelligence, security, and program personnel to protect CPl. We did not assess research,
sustainment, or demilitarization phases, nor did we include special access programs in the
scope of this assessment. Our scope did not include Section 254 of the FY 2009 National
Defense Authorization Act, “Trusted Defense Systems.” Section 254 requires the Office
of the Secretary of Defense to conduct assessments of selected acquisition programs to
identify vulnerabilities in the supply chain of each program’s electronics and information
processing systems that potentially compromise the level of trust in the systems. The
Offices of the USD(AT&L) and the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer led a detailed effort, in
conjunction with other DoD elements, to conduct the vulnerability assessments and
reported to Congress as required.

For our methodology, we issued an overarching announcement letter to the Department
on June 18, 2008, “Assessment of DoD Efforts to Protect Critical Program Information”
(Project No. D2008-DINT01-0242.000), which encompassed the eight key issue areas.
The eight issue areas related to CPI identification and program protection planning
evolved from a series of inspections conducted by the Service Inspectors General and an
overarching integrated process team chartered by the Deputy Secretary of Defense in
2000. The overarching integrated process team identified 27 tasks that would enhance
the Department’s ability to identify and protect CPI, the effectiveness of the foreign
visitor program, and the effectiveness of counterintelligence and security support to
RDT&E facilities and the acquisition process. We categorized these 27 tasks into the
eight key issue areas that are the objectives of this pilot and the subsequent assessments.
Within the framework of these eight issue areas, we specifically focused on and assessed
standardization of protection processes and their application, oversight of the protection
process and its implementation, and responsibility for protection. The eight issue areas
are the cornerstone issues of RTP and will be the focus of our future oversight efforts.

On December 12, 2008, we forwarded a letter co-signed by the DoD Office of Inspector
General, Deputy Inspector General for Intelligence and the Deputy Under Secretary of
Defense (Acquisition and Technology) to the Service Acquisition Executives informing
them of the program protection pilot and the need to assess how well the Department
identifies and protects CPI and the attendant program protection planning process.

7 The standards were published by the President’s Council on Integrity and Efficiency and the Executive
Council on Integrity and Efficiency, which the Inspector General Reform Act of 2008 combined in creating
the Council of the Inspectors General on Integrity and Efficiency.
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[n conjunction with the Office of the Depoty Under Secretary of Delense (Acquisition
and Technology ). we selected a statistical sample o' 17 ACAT ID programs of record
from the major defense dequisition program list o participate i1 an initial guestionnaire
phase for this program protection pilot assessment. In a subsequent phase, we selected
three programis of record. one [rom cach Service, for in-depth assessment.

l'o ensure thal the DOD Olfice of lnspector General enhances its ability to provide
oversight of component [nspectors General audiis. evaluations, inspections, and law
enforcement aetivities - and beeause it was essential to gain a solid inderstanding ol how
ellectively the Department protects CPT in order Lo maintam our teehnological advantage
and deliver uncompromised weapon systems 1o the warfighter—we planned and
performed this assessment in coordmation with subject matter experts from the Offices of
the Under Secretarics of Defense for Acquisition. Technology. and Logstics. [or Pahey.
and for Intelligence: the Assistant Secretary of Defense (Networks and Information
Integration)/Dol) Chicf Information Officer, and the Defense Security Service. Although
the subject matter experts contributed to this project, the projeer results and
recommendations are those of the DoD Office of Inspector General.

We wanted to assess a program of record that was in the early stage. one that was almosl
at the conclusion, and one thal had completed program protection planning, Lhis
methodology would provide us with an evolutionary perspective of program prolection
slannine EEERTE)

Use of Computer-Processed Data
We did not use computer-processed data fo perfotm this assessment.




Appendix B. Prior Coverage

During the last 10 years, the Government Accountability Office (GAO) and the
Department of Defense Inspector General (DoD 1G) have issued 11 reports discussing
DoD and Army efforts 10 protect critical program information. Unrestricted GAO reports
can he aceessed gver the Internet at bitp://www.gao gov. Unrestricted DoD G reports
can be acecssed at httpofwww.dodig mil/rfreports,

GAO
GAO Report No. GAO-09-271, “GAO High-Risk Series — An Update.” January 2009

GAO Report No. GAO-08-4678P. ~Assessments 0l Selected Weapons Programs.™
Match 2008

GAQO Report No, GAO-08-91, “Departmentwide Direction is Needed for limplementation
of the Anti-tamper Paliey.” Junuary 2008

GAQ Report No. GAO-04-302, "DoD Needs to Better Support Program Managers’
Implementation of Anti-Tamper Protection,” March 2004

DoD IG

DoD TG Report No. B8-INTEL-09, “Report on FY 2007 Summary Report of Inspections
on Security. Technology Protection, and Counterintelligence Practices at DoD Research,
Development, Test and Evaluation Facilities.” JTune 23, 2008

DoD G Report No. 08-INTEL-04, “Tnspection Guidelines for Do) Research and
Technology Protection, Security and Counterintelligence for 2008, April 18, 2008

DoD 1G Report No, U7-INTLEL-11, *I'Y 2006 Summary Report of lnspections on
Securily. Technology Protection, and Countennlelligence Practices at DO Research,
Developnient, Test and Evaluation IFacilities,” August 31, 2007

DaD 1G Report No, 06-INTEL-14, “IF'Y 2005 Summaty Report of Inspections on
Security, Technology Protection, and Counterintellhigence Practices al Dol) Research,
Development. Test and Evaluation Facilities.” September 20, 2006

DoD IG Report No, 06-INTEL-03, “Inspection Guidelines tor DoD) Research and
Technology Protection, Security and Counterintelligence for 2006, February 28. 2006

DaD 1G Report No, 03-INTEL-14, “FY 2004 Summary Report of Inspections on
Security. Technology Protection, and Counterintelligence Practices at DoD Research.
Development. Test and Evaluation Facihties,” May 27, 2003

DoD 1G Report No, 00-QIR-U5, “Measures to Protect Aganst the 1llicit Transler of
Sensitive Technology.™ March 27, 2000



Appendix C. Additional Background
Information

Historical Perspective. In early 1999_ the Deputy Secretary of Defense dirceted the
Service Inspectors General to survey the counterintelligence and securily programs at
more than 60 RDT&E facilites, The teams identified a number of recommendations
related to the specific sites. As a result of these ellorts. the Deputy Secretary of Defense
chartered an Overarching Integrated Process |eam to beticr frame the recommendations
and to oversee their implementation. From February 12 10 May 12, 2000, the Deputy
Secretary of Defense signed a total of 7 memoranda containing 27 tasks aimed al
enhancing the Department’s ability to identify and protect CPl, implement an cffective
foreign visitor program, and provide cffective counterintelligence and security support to
RDT&E laciliies and the acgusitnon process. On February 17, 2000, the Deputy
Secretary of Defense signed a memorandum requesting the DoD Inspector General Lo
ensure that DoD Components implement a unifor system of periodic reviews through
their existing agency and Service inspection processcs for compliance with divectives
coneerning sceurity, technology protection. and counterintelligence practices. These
reviews were (o assist with the protection of the cutting edge technology of U.S. weapon
systems. The February 17. 2000 memorandum also requested that the DoD Inspector
Greneral develop inspection list guidelines for all Department Inspeclors General to
enhance consistency, The Deputy Secretary ol Defense’s requests to the DoD Inspector
General are also outlined in DoD Instruction 3200.39,

On May 8, 2002, the Inspector General, DoD: the Deputy Under Secretary of Defense for
Laboratories and Basic Sciences: the Director. Operational 1est and Lvaluation: the
Service [nspectors General: and the Director. Program Integration, Internal Management
Review (formerly Internal Assessments). Missile Defense Agency, signed a
memorandum of understanding on security, technology protection, and
counterintelligence inspections. The memorandum ol understanding requires
participating Inspectors General 1o prepare and forward to the DoD Office of Tnspector
General any significant findings and recommendations at the end of each inspection. The
DoD Office of Inspector General'® issues a summary report on inspections of sceurity.
lechnology protection, and counterintelligence practices at DoD RDT&E facilities.

" Since the original request by the Deputy Secrelary of Delénse. the Office of the Depury Inspecior
(renersl lor Intelligence, in the DoD Office of Inspector Gentral, has published the annual summary reporl.
Highlighting Service and milestone decision autholiny Inspections and best practices. We alsa publish the
gyidelimes benumially, with inpur from Depantment und Companent counrerintetlizénce. intelligence.
seeurity, and Inspectors General elements.
il
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Appendix D. DoD Organizations and Efforts
to Protect Critical Program Information

Lstablishing a consistent process lor identifying CPl and conducting program protection
planning, a process that takes into account the role research. development, acquisition.
counterintelligence. intelligence, security, and systems engineering personnel perform, is
critical for ensuring that DoD can protect CPI. In December 2008, Dol established mine
working groups to address CPI identification and program protection planning. The
working group process is co-led by the offices of the USD(AT&L) and the Under
Secretary of Defense (Inrelligence). Each working group is chaired by either a DoD or
Service representative with expertise in the protection of CPI. DoD has agreed that there
should be an overarching set of program pratection products (for example, process.
guidance. tools) and that these would be extended and amplified by the Services and
agencies to serve their needs, One of the goals of these working groups is for the
Services and agencies Lo assess the sufficiency of resources available to support program
protection when the program protection processes are sufficiently mature ro form a basis
for such an assessment.

Program Protection Working Groups

Definitions Working Group, his working group will expediently affirm and document
the CPL program profection. systems assurance, and soffware assurance lerms and
associated hierarchy of relationships. Completion ol this working group was deseribed as
being necessary to initiate the other working groups.

CP1 ldentification Process Working Group, ['his working group 1s o establish the
minimum standurds for the process used by DoD to identify CPL. Services and agencies
will be allowed to extend and amplify to suit their Service or ageney needs. A second
roduct will be a method of assessing the tools used by various Services and agencies to
dentify CPL. The working group will use, as appropriate. the results from other groups,

Program Protection Planning Content. Format, and Review Working Group. This
working group will develop twao products, The first product will be guidance on
preparing program protection plans. The second product will document the program
protection plan review process and stakcholders. The program protection plan review
process will detail milestone requirements (with checklists) for development. yeview, and
approval: stakeholders include Service components, the USD{AT&L), the Linder
Secretary of Defense (Intelligence). and subject matter experts for applicahle
couniermeasures such as anti-tamper measures, and Defense trusted integrated circuits.
The first draft of the program protection plan review process was based on the systems
engineering plan'” process and will be revised in a Six Sigma working group.

" The systems engineering plan is the bluepeinl for the execution, management. and control of the techiical
aspects of an acquisition progrem from conception ta disposal, Systems engineering ranslates operational
reguirements mio configured systems, integrates eehnieal inputs of the entire desien Lean, menages
interfaces, characterizes und manages technieal risk, transitions wechnology front the technology base inloe
program specilic effons, and verifies that designs meel vperational needs. Thesystems engineering plan is
a “hving" document that captures a program’s current and evolving sysrems engineering strategy and its
relationship with the overall program manazement effort.
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Acquisition Policy and Guidance for Program Protection Working Group. This
working group will aid in the development ol program protection guidance to be
documented 1n the upcoming Dol 5200.39 Manual. The working group will build on all
other working group outpuis and ensure consistency with the Dol Instruction 5000.02.

Training and Transition Working Group. This group will develop a competency
model for program protection roles. Based on the preliminary work done by the Program
Protection Working Group, this workimg group will confinn the required skills, define the
course content to serve the necds of the various functional areas (acquisition, engineering,
counterintelligence, erinnnal mvestigalive service, and the like), and estimate the number
of courses required per vear to accommodate the training of the workforce. This working
group will also develop and implement a plan to train service personnel and transition 1o
the revised program prorection process and policy.

Horizontal Protection Process Working Group, This workmg group will define
process Tow. roles. responsibilities. and policy to execute horizontal protecton Irom
before milestone A through sustainment. The first task will be to determie the need for
a standardized security classification guide for program protection. Lhe work of this
team will be submitted ro the Under Sceretary of Defense (Intelligence) lor consideration
in the development of the next version of DoD 5200.1-R. “Information Security
Program.” the current version of which is dated January 1997. This group will also work
to provide input o the Acguisition Security Database Configuration Control Board and (o
incorporate the Acquisition Security Databasc within Service policy and processes.

Manpower Studies Working Group. l'ormation of this working group will depend on
cach Service making a determination whether or not to act on the proposal of the
Program Protection Working Group to conduct manpower studies (o assess the
sufficicncy and availability of resources o support the program profection process.

Criticality Assessment Working Group. This working group will develop the process
required to implement system security engincering in program protection planning.
Membership will include primarily systems engineers and individuals familiar with
program risk mitigation as currently implemented by programs.

Vulnerability Process Working Group. This working group will define the process
and eriteria (or the vulnerability assessment step in the program protection process. [he
scope of the vulnerabilitics assessment will include the acquisition development and
manulacturing enyironments, supply chain. operational environment. and svstem design.

Under Secretary of Defense for Intelligence

The Uinder Secretary of Defense for Intelligence began promulgating policy for
counterintelligence support in 2009 to the RDA community. The policy will implenent
the relevant sections of policy established in DoD Instruction 5200.39 for
counterintelligence support to the protection of CPI; DoD Instruction 2040.02.
“International Transfers of Technology, Articles, and Services.” July 10, 2008, for
counterintelligence support to intemational trunsfers of technology, articles, and services:
and Deputy Secretary of Defense Directive-'ype Memorandum 08-048, “Supply Chain
Risk Management{SCRM) 10 Improve the Integrity of Components Used m DoD
Systems,” February 19, 2009. for counterintelligence support Lo supply-chain risk
management.
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The new policy will establish a requirement for an intelligenee assessment of TloD RDA
programs to provide bascline sccurity requirements against foreign intelligence
collection. It will also integrate a technology threat risk assessment with the appropriale
counterintelligence analytical produci 1o inlorm RDA programs of threats to CP1 from
forcign intclligence entites. It is currently in the formal coordination process

['he Under Secretary of Defense (Intelligenee) 15 also in the process of finalizing DoD
Manual 5200.39, *Procedures for Critical Program Information (CPT) Protection Within
the Depariment ol Delense.™ which will provide the guidance for the implementation ol
program proteciion measures, It is currently i the lormal coordination process.

Defense Intelligence Agency

The Delense Intelhigence Asency provides risk assessment products on loreien threats

conrdinates with Dol Component countenntelligence
elements on horizonwal proicciion in supporl ol the protection of CPL. The Dcii““

Intelligence Agency produces the Technology Tarpeting Risk Assessments and
DIA - (D)3) 10 U.S.C. § 424

Defense Security Service

LS, indusiry develops and produces the majority of our Nation’s defense wechnology
much of which is classificd, and thus plavs a significant role in creating and protecting
the information that is vital to our Nation's security. The National Industrial Security
Program was established by Lxecutive Order 12829 to ensure that cleared U.S. facilities
satcguard the classified miormation in their possession while performing work on
contracls, programs. bids, or rescarch and development efforts. The Defense Security
Service administers the National Industrial Security Program on behalf of DoD and 23
other Federal agencies. Defense Security Service has responsibility for over 13,000
active, cleared tacilitics in the Nanonal Industrial Security Program,

[he Defense Sceurity Service supports national security and the warfighter, sceures the
Nation’s technological base, and oversees the protection of 118, and [oreign classified
information in the hands of industry. The Delense Securitv Service accomplishes this
mission by perlorming six mission-essential tasks:

e clearing indostrial tacilities. personnel, and accrediting associated infovmation
systems:

» counterintelligence support Lo cleared industry and referral ol counterinielligence

relevant information 1o applicable counterintelligence community members and

law enforcement agencies:

managing foreign ownership. control. and influence in cleared industnal facilites;

providing advice and oversight to industry:

delivering security education and trammng: and

conducting mission support operations,
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To accomplish this mission, the Defense Security Service has approximately 270
industrial sccurity representatives and approximately 50 field counterintelligence
specialists spread across the L aited States. They provide oversicht and assistance W0
cleared contractor (acililies and assist the organization”s management and facility security
officers in cnsuring the protection ol national security information.

The Defense Industrial Security Clearance Ollice processes requests for industrial
personnel security mvestigations and provides eligibility or clearance determinations for
cleared industry personnel under the National Industrial Security Program,

I'he Defense Security Service Academy delivers security education and training to DoD
civilians, military, and other U.S. Government personnel, National Industrial Sccurity
Program contractors. and sponsored representatives of foreign governments.

The Defense Security Scrvice Counterintelligence Directorate provides
counterintelligence (imctional services in support of DoD RDA, as described below,

» Defense Security Service identifies unlawful penetrations Lo facilities cleared in
conjunction with the National Industrial Security Program,

e Defense Sccurity Scrvice counterintelligence prepares and provides relevant
threal inlormation, awareness bricfings, and tailored analyucal products to cleared
defense contractars as determined necessary based on priorinzed nsk levels and
specilic requests from cleared defense contractors.

e [he Defense Scourity Service counterintelligence office produces an annual
report, “Targeting U.S, Technologies: A Trend Analysis of Reporting from
Defense ndustry.” The Defense Security Service encourages cleared defense
contractors 10 use this information for security awareness and education programs
at their facilitics,



Appendix E. Army Organizations and Efforts
to Protect Critical Program Information

902nd Military Intelligence Group

The 902" Military Inielligence Group's lechnology protection mission is o detect,
identity. neutralize, and cxploit foreign intelligence service threats Ammy lechnologies.
The Group idenn(ies investigalive ;liix_llpdudllx‘-‘WJl opportunities within the acquisition
and RD1&L communities while providing Im the secure Nelding of Army echnologies
capabililies, and weapon systems. The 92" Military [ﬂTE‘“Il‘LIM.L Croup employs
counterintellicence Cl“l\'t?i'i'l” agent support to acquisition PMs and Army research
fucilities Lo ensure detaled |di11.llj'1l\ with the uup“mt\d element s operations,
personnel, security, and vulne rabilitics, In turn, the Group provides the element with a
pornl ol contuet for reporting matters ol counterintelligence interest. The Group
augments covering agents with technical, analytical. investigative. and operational
resources o neutralize or exploint foreign intelligence threats.

Army Counterintelligence Center

The Army Counterintelliognce Center is the Army s ¢o unlcnm{il' ence analysis and
production center. The Army Counterintellizence Cenrer’s mission is 10 provide umely.
accurate. and effective multidisciplinary counterintelligence analysis in support of the
1S Anmy combaling lerronsnt program, ground svstem technologies. and
counterintelligence investigations, operations, and activities. The Army
Counterintelligence Center provides the multidisciplimary counter H‘Itlhuun ¢ threat
assessment fto Army program offices to assist with the evaluation ol risk, based on threats
to the program’s PL. The Center supports Army. DoD. and non-DoD) customers

National Ground Intelligence Center

e mission of the National Ground Intelligence Center is to provide science and
technical intelligence and general military mtelligence on [oreign wmnmi forces, The
Center supports s the warls ighting commanders; force and nmiate

Depattment of the Armiv, DaD. and national decision makers




Army Defense Industrial Base Cyber Security Office

The Army Delense Indusirial Base Cyber Security Office works across the Army (o
integrate the requirements o pratect CPI identified i DoD Instruction S200.39 through
interface with Army program executive offices and their respective program/product
managers and with the Army Materiel Command to ensure syvnchronization of Army
priorities and requirements established for RTP and criucal infrastructure protection
programs. Also, when technologies similar 1o those used by the Army arc found 1n ather
Military Service rescarch and development programs and weapon systems, the Army
Defense Indusirial Base Cyber Security Office coordinates with the USDIAT&L) and the
other Service acquisition authoritics o ensure like lechnologies are afforded the same
level of protection.

The Army Delense Tndustrial Base Cyber Security Oftice is leading Components of the
Office of the Sceretary of Delense in a (ri-Service cyber security acquisition initiative
that is intended to provide DoD with an empirical basis including viable contragt
language. budgetary ramifications and Delense Federal Acquisition Regulation
Supplement/Federal Acquisition Regulation revisions-to evaluate potential solutions for
protecting controlled unclassified inloemation on defense indusirial base networks.

I'he Army Defense Industrial Base Cyber Security Office is coordinating an interagency
piloL program 1o assess information compromised through computer intrusions against
defense industrial basc contractor systems 10 determine whether there may have been
compromises of data on current and future Army weapons programs, scientific and
research projects. and warfighting capabilities that could cause a loss of technological
advanlage againsl potential adversaries.

The Army Defense Industrial Base Cyber Security Office is working with elements of the
Office of the Scerctary of Defense. including the USD(AT&L), the Assistant Sceretary of
Delense (Networks and Information Integration)/DoD Chief Information Officer, and
others. to develop policy to manage the nisk that adversaries might insert corrupted or
malicious techmology into components — some of which may come from outside the LS.
defense industrial base — that are bound for DoD critical systems to later gain
unauthorized aceess to data, alter data. or sabotage communications. The focus of the
Army cffort will be on companies in the command, control, communications,
intelligence, surveillance, and reconnaissance categories, and on lechnologies that affeet
Army modernization efforts or the security of RDT&E facilities. program offices, or
supply chains.

The Army Delense Industrial Base Cyber Security Office has developed cooperative
relationships across the Army and DoD, To standardize RDA activities and to ensute it
incorporates best practices (rom across the Army, the Defense Industrial Base Cyber
Security Office has taken the lead within an Army working group to draft a regulation on
protecting CPIL
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Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Comments
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Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Comments

# Progrn Marager ln the establishment of an sppropriate AT archilecture for the
proteciion of CPT across the entirety of » predgrem’s lifscyole. The ATEA alio 1esches e
AL Shor Caurse, whoeh inclodes content on:

Dol Ant-Tampet policy directives

i process of specifying, disignine and evalpafing AT éhnolosy

anti-taripet design milestonis and thetr relationsiip 1o the sequisition cvale
models of sepurity, including protection, detgetion, sed response approuclies
feverse enginecring thrsats o hapdware dnd zofiware systems

unif-mmper techmiques including encryption and protecid volomes

The Dol AT imagraied Product t'oam ([PT). csnblished by L-‘SD{MJ:L:;::
008, oversees the Dol AT progeem from 3 singlegic peripestive. The 12T consisy of
representaljies from USTHT), WIL and othier DSD offices, and bas bees brigfed by Ay,
Nayy, and Adr Foreo anti-tamper representatives on comrent st and isaies

datio -2
We recommend that the Under Secretoey of Delense Lacquisition. Technology, and
Logisties) establish guidance for ideptifving coptmercial off-the-shelipovesnment off-
the-shell compoiens =5 critical program infamuation, 1o inclnde assessmos) tools and
IrEinmg.

Hespouse;

Coneur. UISDEATAL ) is curently working with USDYE), ASDONITVIG0 CIO, dnd the
Components ta estublish guidance for the identification of Critical Frogram Information,
to nclude clements o components critical o peowork or mission effectivensss per Dol
Testrogtion 320039, These elemnents 0 components may So cornmercial off-he-
shelfgovernment nifaha-shelf and the guidsnee will allow for identifeation of thote
components a5 CPT.

Recommeadation B2-1;

We reconimend fhat the Under Seeretary of Defense (Acddisition, Technalogy, and
Legistics) provide guidacce on mede contrect langeags b Soppon of srogtam proection
plamning 10 DolY and Comiponent RIP officizls

Responye:
Conenr USINATET Vwill penvide guidance on the wiodel contract language in suppont
of program protection plantdng to Dol snd component BT afficials in scdordance with
Dl Instruetion S200.39 and FAR subpart 15,2021,

Do Instroenion 3200, 39 requires ther confracts suppordiy RDA programs where
CPT By been identified shall contain cantractisal ferms requinng the contzactor o pratesr
the C21 (o the standords asienlated 1n the Iostruction. Frograms are respunsible for
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gelting Program Proteclion regurrements waitter {010 the contract. Guidanse an Program
Protection requirement language for CPI Protection is ander development.

FAR subpan 15.204.1 specifies the fortiat and content of RFP solicitations and
comtracts. The R¥P includes the terms and conditions that will be in the Maal contac

Recommendation B3:

We recommend that the Under Secretary of Defense (Acquisition, Technology, and
Logistics), tn collaboration with the Underseeretary of Defente (Intelfigence), and the
Assistatt Socretary of Defense (Networks and Information IntegrationyTroD Chief
Information Officer develop standardized guidance for training in CP! protection for wse
by the RTT community.

Respopse:

Partial Concur. USDIAT&L) will, in collabaration with LISD(1) and ASO(NILVDoD
CIO, develop standardized guidance for training in CPl protection for use by the progrom
protection community, not only the RT? community. Research and T echnology
Protection remains a critical portion of Program Protection Planning, b does not include
the new requirements 1o protect elements or components critical 10 network or mission
sffectiveness per DoD Instrucifon 5200.39. Teaining modules will reflect the need to
address this bronder scope of protection. Trainfog modueles will be developed once
USD{AT&L), in collaboration with USD(D). ASDYXNIIVDoD CIO, znd the Components,
estsblishes guidance on CP Wentification and protection

en " 1
We recommend that the Assistant Secretary of Delense (Netwnrks and Informstion
Integration)/Dol) Chief Informztion Officer, In coordination with the Under Secretusies
of Defense for Acquisition, Technology, and Logisties snd for Litelligence, deve iap and
publish securiry reguirements for contractors processing CPL on contractor owned and
controlled information systems,

Respouse:

Concur, LISDIAT&L ) will continue o suppon ongoing efforts by the ASD(NTTYDal)
CI0 i sccordence with DoD Insmuction $205.13, "Defense Industris) Base (DIB) Cyber
Securty/Informution Assurance (CS/EA) Activities,” January 29, 2010, and USIAT&LY
Memorandum “Cyber Security in Defonse Arquisition Programs.” November 18, 2008.

Recommendation BS,

We recommend thmt the Under Secretery of Defensce {intclligence), in coordination with
the Under Secretary of Defense (Acquisition, T cchnbiogy, and Logistics), and the
Assistunt Secretary of Defense (Netwarks and [nformation Integration oD Chicl
Information Officer, determine the appropriateness BOASA ALT (1
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Kesponsg

BN ASA ALT - (b)(5)

DASA ALT - (bX5)
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QFFICE OF THE LINDER SECRETARY OF DEFENSE

000 CEFENSE PENTAGON
WASHINGTON, DC 2030 15000

DT L OANG &

| MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPARTMEN | OF
DEFENSE
AT

SURIECT: Review of Draft Report: Dol Eflorts to Protect Critical Program
Information: The Army’s Warfighter Information Netwirk ~ Tactical
(Project No. D2008-DINTOI-024.2 001 )

1i: response o your April 9, 2010 memorandum, we pravide the anached

comments on (he subject repart. My point of contact ;s“ n
ST G

‘f' > ' Vo
- -"-;-f-r —-._../_,__ A
< A i / ¢

Sumley L Sims
Direeior of Secunity

Altachmont
As stited

WQ
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RECOM

40

IMENDATION B1-1

Sian, Jirennologh

Irlemse

thd € Linger Sécretary of

‘ftrmation

RESPONSE: CONCUR

RECOMMENDATION B3, We recommend taat § nder Se Defi
v 'd n NLE, 2 ™ F
i i - '.".' Y ze

roteciion for usg by the RTP compnotily

RESPONSE: CONCUR.

¢ Department of Defen

nee, Intelligence, 3C0

protecton of CPL Enet

| Idgmeificata

Dab standards for CPT ide the RTI
fey urrently, ty gence Treining Acadomy
Cownerintelligence Suppon to REDA course 1or counterintelligence prafossicnaly
RECOMMENDATION B5-1 v of Dietense
Worky and INformal il nhalion
th the A £ v and fo
nierl o/

RESPONSE: CONCUR.
OASDININVDoD CIO du

Memearzniun) 08
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and LhOLE 3203

| ar the conirol of unelassitied information, to melude CPLwhat reaides on conlract

ATICL RN AT » Informa N SVIIEINS :_;'..-_'.".L.-_" ¢ COntr t classilied Pl

sted on contractor-owned and -controlled information systems s poverned by Dold
“ n ¢ NN P R .- y
20221 valional Indistrial Secwrity Coerating Marnuad

RECOMMENDATION B8. We recommen

Hliganee), In coordination with the Under Secretary of D
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

LOOG DEFENSE FENTAGON
WASHINGTON, DC 203018000

JUN 1T 2010

MEMORANDUM FOR, INSFECTOR GENERAL OF THE DEPARTMENT OF
DLFESNSE

SUBJECT. Defense Security Servics (D88 Response ta Dol (G Draft Report: Do)
Efforts 1o Protect Coiticsl Program Information: The Army’s Warfighter
Information Network — Tactical (Project No. D20US-DINTO L0242, 0010,
April 2, 2010

[n response to your Juns 3, 3010, request for raview of the subject response, we

concur sod provide the anached comuments. My point of contac! 35_

osd.mil

- T - i ]
. Ak
s T e T iy
v e e
Stanley [ Simd
Director of Security

Atechmeann:
As eiated

(¥,
P
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RECOMMENDATION B2-2: &v recorunend that the Direcior, Defenxe Szcurin

UVMTE PUHIGAReE Ot BTG

he Defente Secwrinn Service with e brferm ¥ WL { 1 sreviecd tical Progre

DSS RESPONSE! Ip accopdance with tihe Office of the Depury Linder Sécreian

e Fenne for H AINT. 1 and B { F 4 2 l

o TP DL e 234, n f % r

L L P b

| i i Wi
I r 1 B¢ s
ith the response provided by DSS. A
¥ i

al ecunty p Mgy Presuns ] [=-

DD Forn 254, “Cuonlrac

OASA ALT - (b)(5}

DSS RESPONSE: Az stered i our response in B2-2, the DUSD (HCI&S) and not [DSS

s responsible for policy changes relating to the DD Form 2

Qe i
LSS recommends

L
Lad




Office of the Deputy Under Secretary of Defense for
HUMINT, Counterintelligence, and Security Comments

- Iestructions in Blooks 13 and 12 should it (e program manager ta inctude
special CPLinstructions {i.e. Program Projection Flan (PPF), Classification Guide,
et ).

- The prime vonbraetor must imaintain and provide authorzed government officlals
wath updated Hsts of 4ll subcontractons participating in their conteactprogram and
indicate which requires ascess so classified CPI (and/or require sceess 1 the CPI
2t other locationd) m conjuaction with performance of thelr subcontzacts

Ientify contra) kocations 81 DSS oo the Program Olfice to provids PPP
informston (Reviewlextracton of applicable information and then expediic
dismbation 10 te spplicsble Gicid offices for prime and subcoateactors by 1SS0

— Havsspate for location ol NSS ceatral PI'P ropositary as well as the 2ddress of
the cognizant DSS Ficld Office.

Indicate whitbur contracto(s) nesd(s) 1o be implemeal specifi¢ iechnology
protection meskures st thor facilineies)

OUSD{1) RESPONSE: CONCUR. DSS's recomimended actions will be appropriately
addressed within Enclosare 2, “Resgansibilities.” iind Gnelosoe 6, “Contrac:
Beguirements.” of deaft DoD Manual 5200,39-0, * Procedwres for Critivel Frogram
{nformaiion Protection Within the Deperiment of Défente




Office of the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
BOCO DEFENTE PENTAGON
WASHINGTTN, B.C. 208016000

W P ORKE AnD
NP R IO
INTNEATIOE

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR
INTELLIGENCE EVALUATIONS,
Dol INSPECTOR GENERAL

SUBSECT: wmmmmmmnmmmuwl “DoD Efforts 10
Protect Critical Program information: The Ammy's Warfighicr Informanion
Network - Tactical”

Thos is in response fo your memorandum of April 9, 2010 requesting comments
peraining to the subject drafl repon’s recomumendalions,

With regards to reconunendanons Bl-1, B-3, and B-§, we agree with the
recommendations. In these recommendations ASD(NIDoD CIO is idenzified a5 providing
suppart. For 2ach of these recommendanons DASD(IIA) s commitied 1o provide
consuitation and support as requessed by the lezd organizations

With regards to recommendation B5-1, we agree with the reconveendation. Our
acton on ts rocommendation was complesad with the issuance of Directive-Type
Memorandum (DTM) 08.027 “Security of Unciassified DoD Information on Non-DoD
Information Systenu™ on 31 July 2008 This wssuance addresses the protection of critical
progeam information on contractor systems. The DTM was coordinated with USD{AT&L )
2nd USD(T) through the SD 106 process. In concert with the DTM, USIMATEL) mitisted
DoD Federal Acquisition Regulation Supplement (DFARS) Case 2008-D028 “Safeguarding
Unelassified Information,” which will provade the specific guidance © contracting officers
and associated clauset 1o implement the DTM in contraats,

We agree thit (e dmift report is sppropristely classified.
My pownt of contact for this response 1s

y . Guisdanie

Acting Deputy Assistant Secretary of Defense
(1de ty and Informaticn Assaurance)
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DEPARTMENT OF THE ANMY
QFFICE 07 TE ASSISTANT BSCASTARY OF THE ARLYY
ACDUIETION

LOGISTICS AnD
N33 ASEY PENTAGOH
WASHNATON, DO 20000003

SAAL-ZL WK 26 2010

MEMQORANDUM FOR DEPUTY INSPECTOR GENERAL FOR INTELLIGENCE

SUBJECT: Response (o Draft DoD Inspactor General Report, Project No. D200B-
DINTO1-0242.001

The entlosed document conlaing the U.S. Army's teply and commenis 1o the
drafi report, Results in Briel. Dol) Etiords 1o Prolect Critical Program Infurmation: The
Ammy's Wanfightar Infarmation Network - Taciical Tha Office of ihe Assislant Secrotary
of the Army for Acquisition, Logistics and Technslogy concurs with the findings and offer
(he enclosed comments 1o clanfy points made i the draft repon.

Ay Recammencalions
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13alY Inspector General Project No, D200K-1DIN 1010242 001

Objective Vitle: Results in Brief: DoD FiTons o Peotect Critiesd Pragram Information: Vhe

Army's Warfiphiter Infoomasion Network - Tactical

Fimling A. Army policy and structure meed improved lutegration, synchronization. and
eptimization for neaximum protection of critical program information (CPIL

Recoimimeniation A Wer

omimend the Awst
(ASACAL TS i Con

Secrelary of

Logsics and Techn

il Wil s L

Malerial Cosmmand, and the Army Depoty Chvief of Saatl, G-. ¢

aoticn that will rgsull in the most efficient and ¢fiedtive means 1o integrate, SYNChrone, sl

optimize séscarch aed wwchuology protection =tforts (o the Army

ARMY RESPONSE: Concur with oomment. This s o consolidaiad ASACALT), HQDA BCs,

a and Technd

ry Froteetion Center (AR TPC) ani AMC Cr 2 response. The
ASALALTYDafense Industrial Base Cyber Seounty Office (IHBCSO), HQDA DCS, G-2,

ARTPC, antl the AMC G-2 ¢
CPl. Protection of Army CPLis

nug 0 collabomie on manars that IMpact protes
pvemnsd by AR 7041, DA PAM 70-3 and AR 381-11. which

ific responsihilities of the ARTPC and AMC G-2. ASA{ALT), with input fram
HQDA G-2, ARTPC. and AMC -2 Is developing an

won af Army

vulling the »g

y Regtiation that will address these

responsibilites in-depth o éns

sre Ariny programs propecly idenify CPI 2nd implement
couatermeasiecs 1o cllcctively prevent compromise of CPL. ASA(ALT) expects 1o publish the

Army Hegolatior by 13 Decernber 2000

Findiag B. The Army's Warfighter Infarmation Network - Tactical Program’s Effarts 1o
Protect Critical Program Information.

Issue Area Une: Ability 10 wdeaiily critical program =lormetion
Hecumnncndad o

Bi-1. We recommend thal the Undersecretury of Delonse (Acquisttion, Tacmology dn
Logistiee) (LISDOAT&L ). in consulution with ihe Uinder Secretary of [Defease
{Irhelligence), the Assistant Seceetary af Defense (Networks and Informaric

Integratien)y Dol Chief Infommarion O1fieer, aad Compenent RTP Officialy

ARMY RESPONSE: Coocor

L
o |
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L S
DoD Inspoctor General Project No. D2008-DINT(-4242.001

Bi-2. We recommiend that the Under Secretiry of Dilunse {Avquisition, Technology anl
Logisies) sutublich guidance for identifving commerdinl off-the-sheifigoveramant ol
the-shelf compendnis as eritical infarmstion, 10 inelude nssessment loals and trsining.

ARMY RESPONSE. Comowr

Issue Aren Two: Effcctiveness in developing aad Implementiag a Program Protection Plas
Recommendsiiom:

B2:1. We recommend thai the Under Secrctary of Defense (Acquisitioa, Tochnology,
and Logistios) provide guidance on madel contmmer Inguage I support of progeam
protecgion plarining 10 Dol snd Componest RTT ofMlcials.

ARMY RESPONSE: Cunsur with comment, Dol is seeking comments from
Giovernment and industey on potential changes to the Defense Federal Adguisition
Regulation Supploment (DFARS) to addrexs requirements [or the safeguarding of
unclassitied mformation within industry

B2-2 We recommend that the Direcior, Defense Secunity Service provide pisidance on
model language in the DD Form 234, in onder 1 provide the (Jefense Scourity Service
with the information they nsed ro proteat critical program nformation.

ARMY RESPONSE: Concur with comment. FAR Ulawse 52.20-2, Sconuy
Requirements binds the contestior 10 imeet the seurity requirements idontified in the
Nutional Industrial Scctrity Mamual (NISPOM). and further the DD Form 254 shall be
used for contracts classificd ot ¢se Confidantial, Secvet or Ton Scoret level, Changes in
FAR lungunge nnel policy will be reguired to support unclissified contraits containing
L

Tssne Aren Three: Training Efforts for the Protection of Critionl Program Information

Recommendntion:

B3I We recommigrd thet the Uncer Seccemry of Defande (Acguisstion, Techantogy and
1Loginies), in collaboration with the Under Secoviary of Defonsc (huciiigence), and the
Assiant Secratary of Dafense (Networks and Infermation lmegrationyDoD Chief
Information Officer devilop stindardized suidwnee for teaining in CP) prosection (or ute
by the RTP community.

ARMY RESPONSE: Coocur

Issue Area Four: Use of Resovrees for the Protection of Critical Program Information
e T
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R R T R
Do Inspscror General Projoct Mo, D2008-DINTO!-0242.001
No Becommendations
Issue Area Fiver Effecriveness of Policies 1o Protect Critical Program Information
Regormmondution:

35+, We recommend that the Asslstant Sesesiary Of Defence (Natworks and
Information Integeation)/ Dal2 Chief Informanon Officer, in conjunotion with the Linder
Secrettries of Defense far Acquishtion, I'schnology and Lagistics, and for Intelligence,
devolop and publisk securty reguirements for contractors processing CPI om éomtracior-
owned and controtled informatian systeins:

ARMY RESPONSE: Concur. DoD is secking comments from Goveriusens and
industry on potentlel changes 1o the Defense Federal Acquisition Regulation Supplement
(DFARS) to address requirements Tor e sefeguirding ol usclussified inforaiion within
sy

Isswe Area Nk Ability of Countermtellizenve, Intelligence, and Security to Snpport the
Protection of Critical Program Information,

Recommenderion:

B4 We recommend that the Director, Defonse Secuniy Service, determine snd prepare
wrtiten guldance o:

2 What canl and should be contamed within the 1D 254 Tor the protection of
controlied unclassilicd CPI, and

b, How program prolection skould be implemented at the leve! of sulantractors.
gnd how (o verity ennirsdor sompliznee with the DD Form 234 4nd the program
proteetion plin,

ARMY RESPONSE: Concur.
Issue Area Seven: Effectiveness of the Farelgn Visit Program
SNo Recommendation.
Essue Areat Eight: Application of Horizontal Protection of Crtical Program Information
Eecommendation:

B8, We recommend that she Under Secrutary of Defansa (Inteiligénce), in coordination
with the Linder Sacretary of Defense (Acqumsilion, Technology and Logistics), and the
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ARMY RESPOXNSE: Com
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