
Mr. Steven Aftergood 
Federation of American Scientists 
1725 DeSales St. NW 
Suite 600 
Washington, DC 20036 

Dear Mr. Aftergood: 

INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

APR 2 5 2016 

Ref: 1 0-00306-F 

This is our final response to your enclosed September 1, 2010, Freedom oflnformation 
Act (FOIA) request. We received your request on September 7, 2010, and assigned it case 
number 10-00306-F. On March 12, 2015, we provided you with an interim response (enclosed) 
addressing a portion of your requ~st. Please accept our apologies for the delay in responding to 
your request. 

The Office of the Deputy Inspector General for Intelligence and Special Program 
Assessments conducted a search and located the enclosed report: 1 0-INTEL-07. I determined 
that some of the redacted portions are exempt from release pursuant to 5 U.S.C. § 552 (b)(6), 
which pertains to information, the release of which would constitute a clearly unwarranted 
invasion of personal privacy. 

In view of the above, you may consider this portion to be an adverse determination that 
may be appealed to the Department of Defense, Office oflnspector General, ATTN: FOIA 
Appellate Authority, Suite 1 OB24, 4800 Mark Center Drive, Alexandria, VA 22350-1500. Your 
appeal, if any, must be postmarked within 30 days ofthe date ofthis letter and should reference 
the file number above. I recommend that your appeal and its envelope both bear the notation 
"Freedom of Information Act Appeal." Please reference the file number 10-00306-F. 

Upon fmiher review, we determined that the release authority for other parts of the repmi 
was either the United States Army Intelligence and Security Command, the Defense Intelligence 
Agency, or the Staff Action Control, Office of the Assistant Secretary of the Army for 
Acquisition, Logistics and Technology. Please see below for further details. 

Major General Stephen G. Fogarty, United States Army Intelligence and Security 
Command, an Initial Denial Authority (IDA), determined that redacted pmtions are exempt from 
release pmsuant to 5 U.S.C. § 552(b)(7)(E), which pett ains to records or information compiled 
for law enforcement purposes, the release of which would disclose techniques and procedures for 
law enforcement investigations or prosecutions. If you consider· this portion to be an adverse 
determination, you may send an appeal to United States Army Intelligence and Secmity 
Command, Freedom of Information/Privacy Office, Fmt George G. Meade, MD 20755-5995. 
Please reference case FOIA # 0245F-ll. 
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The Defense Intelligence Agency has determined that redacted portions are exempt from 
release pursuant to 5 U.S.C. § 552(b)(3), which pertains to information exempt from release by 
statute, in this instance 10 U.S .C. § 424, disclosure of organizational and personnel information: 
exemption for specified intelligence agencies. If you consider this portion to be an adverse 
determination, you may send an appeal to Director, Defense Intelligence Agency, ATTN: DAN-
1A-FOIA, Washington, DC 20340-1500. Please reference DIA Case #CONF-0086-2011. 

Director Mr. Jim Baxley, is the IDA for Staff Action Control, Office of the Assistant 
Secretmy of the Army for Acquisition, Logistics and Technology. He has detennined that 
redacted portions are exempt from release pursuant to 5 U.S.C. § 552 (b)(4), which pertains to 
trade secrets and commercial or financial information obtained from a person [that is] privileged 
or confidential, and, if released, would result in competitive harm to the company, would impair 
the govermnent from obtaining like information in the future, or would affect overall program 
effectiveness, and 5 U.S.C. § 552 (b)(5), which pertains to certain inter-and intra-agency 
communications protected by the deliberative process privilege; the attorney work-product 
privilege; and the attorney-client privilege. If you consider this portion to be an adverse 
determination, you may send an appeal to Department of the Army, Office of the Assistance 
Secretary ofthe Army for Acquisition, Technology, and Logistics, ATTN: Tricia May, 103 
Army Pentagon, 2E533, Washington, DC 20310. Please reference case number 1504137297. 

If you have any questions regarding this matter, please contact Armando Candelmia at 
(703) 604-9775, via email to foiarequests@dodig.mil, or fax at (571) 372-7498. 

Enclosure( s): 
As stated 

Sincerely, 

(}L_'JY( ,lw~ 
Catherine M. DelPrete 
Supervisory Attorney 
FOIA, Privacy and Civil Libe1ties Office 
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Additional Information and Copies 
For informat-ion and to request copies ol"this report, contact the DoD OffLoe oflnspeotot 
General at (703) 604-8:841 or (DSN 664-8!!4 1 ). 

Suggestions for Assessments 
To suggest ideas for, or to request fi1t11J·e audits or eva!uations, contact the Of'iee of the 
Deputy 1.nspector General for lntelligeJtcc at (703) 604-8800 (DSN 664-8800) or 
tJNC'L.'\SSJFIED fax (703) 604-0045. lcl.eas and requests can also be mailed to: 

hn 
I IV 

OD!G-lNTEL (1\lTN: Intelligence Sugg~::;lions) 
Departmcllt of Defense I n~pector General 
400 Army .:-favy Drive (RMm 703) 
Arlington. V l\ 22202-4 704 

!ine To report fraud; wa·ste, mi$rnanagement.. and abu'se o.f a Uthorit'y'. 

SMd wdt~~n<orttpl;tim;s.tq: ~t€f!.se Hodln€'. The PEntagon, 1N-o;.~ton. OC 203.01·19(:(} 
Phooe 800.424.90",8 lkllail: ilollin!l$<lix!kJm' )WNI.dodlgmil/hlltjir~ 

Acronyms and Abbreviations 
ARTPC Army Rcs~atch and TeclmolOl:,'Y Protection Canter 
ASA(ALT) Assistant Scuretary of lhe Am1y (Acquisition. Logistic.~, 

CPI 
PM 
RDl\ 
KDT&l: 
RTP 
USD(t\!'&1.) 

WlN-T 

and 'fcchno logy 
Critical1'rogram lufomuuion 
Program Manager 
Research, Development, and Acquisilio.n 
Research, DcvcJo)lment. Test, apd Evai1.1<.~tion 
Research and Teclmology l'mteciion 
Un(.ler SecretHry of Ucfcnsc (Acqu~i(fOJ,, TecJtnology, 
and T.0g~stics) 

Warfighter Tnfonnatio11 Networi- - Tactical 



INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON VlRGtN!A 222024704 

Ml::.MOlVV\DliM FOR: ~EE DJSTRJI3CTTON 

S{ JJ·U rC I : DoD Efforts to ProL~.cl Cnti~..:al Program Information: 
The: Arm:(s Wtufig.htcr Information Nc:twork - Tactico.l 
(Report No. I 0-11"\ f't:: l -07) 

July 21. 2010 

We are providing this rc:pon lor information and use. \\ c= cun~u.lcred 
management comment~ on a d.Jift c)f Uus r~porl in preparing the linal rcporl 

DoD Directive 7650 3 11nd Office of ~lanagemem and Rudg.ct Ctrcular ~,),A-
50 require- 1I1m recommemlaltun~ be: rc~nl\·cd promptly. ~ hilC! m;.~nugemcnl generally 
·un~t.nret.l \Vilh our recommcndwions. man) of the comments we-re on I) partial~) 

r..: ... ponsi'c because the) lack\!d c:ithl:r i1 dcscdptioo of actions i(n· a'compli\h•ng the 
r~commendations or a date. and in scm~ in!>lances both. Therefore~ wear~ rl!ques1ing 
nddith"'nal comments as indic.:uled in the rccmnmcndations mblt" on puge ii by 
August20, .1010. 

ease send~ .pdf file containing your comments to 
~~~~~· Cu})l~:s ollhto: management comments mLI))t i.:Ontain tb.e 

~·""'"""'ure authori7.intt oftlcial, We are unable to acc~.;pt the ;signed/ 
ofthe actu<lJ :,h!l1uturc ffvon arrang~ to send ~~U~!-nticd coinments 

c;;cnd them mer the 'ECRET lntcrnct Proto~.;ol R\lUtt!r 

.......-=-o.::.:.: "':-mu.mil 

As a n.~ult of managem~nt commt;nl<>. '\\ ~ rcdjrected r~:cmnmt:ndatwns Hl-2 
anJ B6 to renect the Depul l 'ndcr. ccr~tan of Defense for Ill f( I 
Countcrmte11i2.encc. and Sccnril) o the ..:ogni7..ant amhor1t) for m.mugcmem 
cornmcms and recommendation B-R tO rdlcct the Under Secretaf\· ofl >~. c~n:,e fm 
Ac.:quisilion. T cchnolog;,. and Lo~islks u~ l11e 1ead cognizam authority fpr 
manag~mcm conuncnl~. \V~;; recctvcd ma11agement comments fmm the two ag~ncies 
TI!Sp~!c.;tl vdy. 

.., ... ,. .... ~ •a A_ tjfi:lnnm 
Inspector Gcnl.!raJ 

lor Intelligence 
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Repon NCL I 0-I"NTFJ -0 7 ( ProJeeL No. 02008-D INTO 1-0:!41. 001) July 2 1,2010 

Results in Brief: DoD Efforts to Protect 
Critical Program Information: The Army's 
Warfighter Inform-ation Network- Tactical 

What We Did 
This is the J·irst in a sc6cs of assessments lO 
determine how OoD protec..1s critical program 
informatioil (CPI). The Army's Warftghkr 
lnfonnation N.:tworl\ - Tutlicul (WJ).J-T) is the 
first of three acquisition category 10 programs or 
record to b~ LtStxl as a case study to assess rhe 
Depattmem's effectiveness in protecting CPl. We 
con.duutcd this assessmenl in coordination with 
OnD research. developmeht, acquisiTion, 
COLlntcrinl<.'!lligcncc (CJ}. and set·urit) su~ject 
1.natter experts. We apafyzed ke~ issue -areas 
re lated to program protection. !'.pecifical!y: the 
abi lity to identify and prntect CPI~ rnaMgc the. 
foreign vis.ir prog:r~rn; apply program protection 
horizontal ly; train it<> workforce in program 
protectiO(I~ and Optimize inteJiigeJlC<!, ('(,and 
sccmi ly re:.nun~es~ threat -dab, and policies lO 

g'taide program protection ctlurls. B~cause the 
WI!\ T program ha~> no toa·eign involvement. that 
iss1~e Sl'ea ~as 001 rck\ant. We also assessed 
DoD progntm protect ion effc\JtS for 
standardi7.ation of protection processes and the it· 
application, oversight of protectinn processes and 
responsibility for protccHon cilorts. 

What We Found 
We lowld lh<H while DoD and Army polic) to 
protect CPL has progressed in n;cent years. tflere is 
sLill a need for improvement l'he A rruy has a 
good proce~s in place for jdcntitying err til rough 
integr<ucd prod~lCltcams and the Atmy Reseai'C'h 
and Tedmology Protection Cc.rltcr. However, 
Army efforts to pcutect CPI ar~ not integrated and 
synchronized lo the gn,7atest. exrent possible. mid 
they are not oprlmiz.ing the ability ln provide 
un1iorm research and technology protccrion across 
the Army. 

progmrn proccction dforts; hmvever, mol'e 
coordi11ation is needed among program, 
1n teJiigt>nce. Cl, and security personnel­
esj)ecially with Defcos~ Security Service 
personnel- in order lc1 optimi7e theit• efforts. 

What We Recommend 
The Under Set:rf:'taric:-. of Defense tor' i\cquisitiOJL 
I echnology,. and Logistics (USD(A T&L)) and rnr 

lntclligum;e (USD( 1)), the Assistant ')ecrerary of 
Defense fo1· \letw~.1rks and lnlurmation 
ln1cgrationfD(lD Chief Information Ofllccr (ASD 
(NI I)/DoO Cl0), and the Deputy· Under S~cretaf) 
of Ddense for HlJrvH1\ I , C'our\terintclligcn0c:~ 
and Se<;urlty ~DUSD(HCJ&.S)) should dev~lop 
poliutes related to C'P I protection in the areas or 
anti-tamper; commcruial of'f-Lhe-sl1elf 
compbmmts: model coJ\tract language~ 
stan!;latdized gui<lnncc for training, securit;< 
requirement;; lor contractors processing CPI 0 11 

contrac.tor·lnformation .sysh:rns.. and the ho~r for 
the horizontal pro.tection database. The Assislanl 
Secretary of the l\nny for Acquisitio~n , l.ogistics, 
and Tcuhnology (ASA{ t\ L 1'}), {he Conimanding: 
Oeneral. Anny Materiel Cornmand (CG. A \1C). 
and tlu: o~vuty Cl1iefofSmff(DCS). G-:2 
(lntelligencc) should detennine the most effective 
means w optimize A rmy rescat'ch and t!;ldmolog:' 
proTection efTorts. The USD(I). should provl<lc 
guidam.:e on model fatl (;Utlge and usc ofth~ DD 
form 254 to cn:>ur~ access lo and ove1-sight of 
co11trolled unda:'lsified CPJ In defense induslJY. 

Management Comments and 
Our Response 
While commcr1ts fi·om USD(A 1&1-);L,SD(,I). 
ASD/NIL D1JSfJ (HC I&S ), ASA(.I\LT). Anny 
Deputy ChiefofSwtr. G-2 (h1telfigencel and CO 
AMC gentm.tlly concurred wrth our 

In addition, program ofllcials wen:~ aware of recommendations, many of the tommcnls were 
horia.mtal protection but had SQmc reservations \.mly paniaJiy responsive bccau::;e Lhey lacked 
about the securit\' of rhc data: and the workforce eithet• a desc6plion of actions for accomplishing 
bad received lrai;1ing in pmgeam protetTion. bul the recommendations. a date, &nd in som~: 
trainrng needs to be more tailored. A lso. pr,>grarn instances both in meeting lhe imem of the 
peesonnel used imclligence .• Cl. and security t·ecomrncnd~tiuns. Please see thu. 
rcsomccs. threal daw, and polkics to guide recommendations taolc Otl tl\c Mck of t.his page_ 

P~lt ~JTJ@LUs ns:K 8ffl!li 
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Recommendations Table 

Management 

Under Secretary of Defense 
(Acquisition, Technology, and 
Logistics) 

Under Secretary of Dcf.cnse 
(Intelligence) 

AssisLant Secretary ofDefense 
('Jetworks and Information 
lntegratjoD)/DoD Chief 
lnf0m1ation Oftlcer 

Recommendations 
Requiring Comment 

Bl-1, Bl-2, B2-l , B-3. ll5-l 

Dep uty Under Secretary of B2~2, R6 
Defense (f-IUMlNT, 
CounteJintelligence, and Security) 

A'isistant St!cretary of the Army 
(Acquisilinn, T .ogistics, and 
Technology) 

Commanding General, Amty 
Materiel Command 

Army Deputy Chief of Stall~ G-2 
(lmcUig.ence) 

Ple~lsc pt·ovidc comments by August 13,2010. 

FOP OFTICkUs Vr&li '8'i"k11 
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July 21, 2010 

No Additional Comments 
Required 
Bl-1, BI-2~ B2-1, B3, B5-l, 
B8 

Bl-1, B3, B5-1 ~ B8 

lll-1, B3~ BS-1 ~ B8 

B2-2~ 86 

A 

A 

A 
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Introduction 
flr"kctin~ ~ritu:al program infornuuion (C Pl) i~ imp~ti"t! io order itl1 the U.~ tv 
maintnrn t"hc lCchnologicall) -.Jep~ndenl ~.:Ullin~; edge of its weapon sy:\t\!n\" ('nttcal 
rn't'l->' am ill rvmldli(.m is defin~d as cJ~mcnt!> or Cl"~mponenL-> or a rt!'~eJrch. dcv~Jopmcm. or 
ocqlll~itivn lRDA ~program th:H, 11 ~lnlplt)mb~:d. cm1ld <;ause signit1cant dcgr.:Hlstinn in 
lrlis!,wn t.H'ecli\-eness~ shorten 1.he c~po~.:t~d con~bm-eff'eclive life of lhe system~ mducc 
tcclu1o logi0al advamag~; ::~igniti(.:~ntl; ;Iller program direction; otcnablc- an ~Jvtr~ury to 
ud~ul. \.'Ounter, copy, or Jeversc~~~n_g,u ll:cr tl1c LeClmology m· capability. Critical pn•gram 
trtforml'ltion includes inlormat1un aboul :,~pplications, capabilities. pw~.:~s~~s. and end 
ih.·rns; demc:nts or components critk=tl to a tm li la:ry sy~tem · s f.)r net'w\"ork · s mb.ston 
etTecttvencss; and tcdmolog_y that \\uuld rtduee- ttle U.S. tcchnolo~tcul aJvant:lye if it 
i!arl1C undt>r fi1reiJ:,rn cunLrol. 

Objective 
The uojccli\t~ of this program prol~CliUO .:i"'-'~-'>-.mt:nt pilot was to do:lc:munc ho\~ 
effecrh·cly OoD identili~!-o anJ pmlcclo:; CPI Spccific:lfl~. '' e a-.-,~-.ed the fnJio,,·inG 
eight kt:)" ~.;L~ critical to effcctJ\'C prog.rllm protectlon: 

• ahilily tv identify CPl: 
• cffeciivcncss n1 de\clopmtz und 1mplcm<-nting a nro~rrom prMet:tion plan: 
• !rain rng ~ftortS for the PJ\)LCCtl0n ti!' CPT: 
• ttsc of resource~ Jbr the ptX1tcction of CPI: 
• efl'ective1Jess ofpoHci~·:-; to JWOLed C"Pl; 
• ability of COLUJLainl~l l igclWC. Ultd llgcncc. and see.urit) lo Sttppart the 

pnllection of C.Pl: 
• l!ffecrrvcncss nflhe lim:i~n vblt program. and 
• ..1pplicarion of··honzonlnl rrot~ctinn·· of( PL 

On U.;ccmbcr C. 200R. lhe: DoD 011k.: of the los.peclor General. Deput Ius ,.,.ector 
Gcncntl lor Intelligence and lhc Dcpul) Unuc:r Secretar) of DcfcnS\: (A~qw:.lliun and 
T t:chnologyl cosigncJ a lt!tter announcing rhl' C"oncrpl of this program pro1l:ctt~'" 
nss~smt:'nL The goal t~flbc proj \.'1 "a." tu c<mductthree asscss111cnt'- ln C:' 1Jume ho'-' 
elfoc:cthely DoD and each Mihusry O~punmcm 1dcmif~ and prot~1 C PJ. 1 be \varlighter 
luforrnauon Netw\lr1. - Tactical!\ IN-f) t!- Lhe l'ir!>i acquisition c.atl.'gory ( AC ~ T) l D 1 

rn ogr..tm of recOI'd assessed i.i..., part of the '>tlot. Sec ,\ppemdix A foro Ji~cus:.;ion of' the 
~copl' 3t'ld methodology. 

IAIUt~olli~ln C~K'~(lfY r prOI.!films ilrt maju: Dcf~n~~ "'-'~' •~ rion proy-arn:.. ,\ maJor Dt!f~n~ .tcqu•sl~iill• 
p~m b a pro~m .:::.timakd h~ tht' U Dl A I & L \u n:quart: eventual e>;pe11~tlurc (vr n:~treb 
tkvef.,pmenr ~er;r, aoJ f:\ahuhon ut mme rh~o $36~ trulhon or procu'"cn',;nt l)f mo~ 1h.m S:! lt1 billion. or 
lfmv.." ilc iJ:Mted b:o rhe USI.J(A1 ,\:I.) u, be m.,jQt Otl~n~r i.iC<.Ju.tsititm f'1"0g,J.uns orj~e1al int.:r~-.a 
pl'\•gnun~ J\l'LJU!.:;irion r-ategO') l PJ'Il~"'m'!\ h:~"~o: t\\ n ~ubc:u~orte:.. T~ fir-.t ~llht.)te;,!OI')' U; AC.\'T IG. tor 
\~t11ch lhc IUil~tonL tk'{.'isi<'n .1nhorn I• :Jic lit~O Cumponeor Head ox . If dd~.~tcJ. the - o npouern 
1\L:QU1Sili('41 [~~ulhc::. TJ.i.! Sl.-t:rtnd subc.ntf! o~ IS ACA T !D. li+r"hich tlte tnile!>c"~ d~o:t:l~tnn vt)l~)fit} ·~ 
du: l ~0{1\ T &I I The Derense AcyUI:sJtWI\ f11•Urtl JdVtSe-5 ti'e USD(AT&l.} al m<1i01 tleCt&k'tt poml' The 
Ul.it:lt \ r&l .) de.:1g.nares programs u~ Al 1\1 In m· 1\r AT IC 

FQA OITU'P I Wfi QNis> 
I 



Background 

\:V'arfighter Information Networl<- Tactica l. Wl~-T i:-l a high-!->pe!!<.l and h\gh­
cap:l~o:ily communic.:alions neLwork desjgned to be the A.rmy-s tactk al lmcrneL WIN-Tis 
intended to provide reliable. sccttre, and seaml~s~ communi~tions for tl1eater and below 
initialty ln modular2 brigade combat teams (and cvcnmall~ to future Combat .System~ 
brigade- combat reams). W ll'\-T is heing d~vt!h)petl ami lidded in four inc.r~mcnrs that 
will build on one another· 

• Increment I is the former Joint 1\ctwork Nodc-t\c-tworl.. pmgram - -.Lationary 
networking. V~hich enables th~ exchange or voire, vi<.lco, data. and imagery 
Lhr\1ughoul the Lacti~.:al battlelidd LJsing a satellite-based tlctworJ...: 

• lncrement 2 - networking on the move. proviu~s command ~nd control on the 
mcwe down Lo Lht! compall) level for maneuyc1· brigades aml implement~ the ..:ore! 
net\-vork capability~ 

• Incrt'mi-!nl 3- l'ullnetworking on the mm·c, provides full mobility command and 
control. to include Future Comb<U S)'slem supporL lor divisions and below: and 

• Jncn:m'lt:!nl-+- prol.t!cled satellite conununications on the move. im:luJ~ access to 
The neh."t gcncrarion of prt)tccted ~atdliLes while retaining all previous on the mov~ 
capabilities. 

Research and Technolog~ Prutection Over igl.Jt in the Arm}- The Arm) Inspector 
General and the Arm~ A udit Agenc). J'hn)ugh it:> Tech11it:allnspections and 
Jntclligcncc Oversight uivb;i011.$. L11~ A.m1y lllspcctol' Gcnctal prO\ ic.lt'!; lhe Ann:-> s input 
hl Lhe annual ::>tmJmary repon' ofiuspc-ctions on security, technology protection, and 
counterintdligc.ncc practices at research, development. test. and cvalLtation (ROT &F) 
racilili~~- The inspectiotlS focus Oil RD r&l:. faciJiLics (IT ms.tallutions with flL) 1&1! 
1·enants. inctuding Govcrn.menl-owned, contractor-operated and confractor-(J\o\Th::d: 
canlrnctor-operciled operations. Tbc inspcction:i chcocJ... lhr compliance with Army 
guidon~e and idcntif} tor Anny leader~hip wars to improve progra.111s anJ lacility 
sccllrii} and Ji:-..,""t:mimtl.t! best practices. lly focusing on Lh~ inspectiOtlresults. 1hc Ann) 
Tnspector General heightens .a\.varencs~ across lhc corumurut) and c1Tccti' l!l) addre~ses 
sc-curit) vulnt:rahi hties in >\m1y laboratories and across all Anny pro~rran1s . 

At the request o t" lhe St!aetm')r flf rhe Army. the Army A ud it Agenc) audited the Army's 
re~e.srch and technology pmtectio.n (RTP) pmgrdm. i s~uin.g five repo11s betwee-n J'vfa) 
2008 and April 2009 1\eilhc;:r Lhe Wildighter lnfonnation NctwMk -Tactic~} nor its 
program t!X~culjw office was audited by the Anny Audit Agency. However, the Army 
Audit Agency audits enctltllpa.'i~-ed multiple locations 3tld l'onL.;;cd on Lh~ adequacy of 
prucec.lur~ u~t:d to idemify and prmcct C PT at Arm) probrrnm executi\'C onicc~. a lhc\.Ul 
c.lirectly related tl) om asscssm~nt eiTons. 

' V1odularh} Is a 111ajor r~slrucLUnng oftlle ~:ntire Army, hl\ olving rhc crcahon 11l" Arigade colllbnt temns. 
1TC'm a Dhisiolt-bnsed fo rce I ll~ foLtn.illliun nfthe mochdnr force is tile Wt<l\ion HI standardi1ed modular 
combat Brigade~ <!esig,ned to be stand-alone:, -:.e ll':..l'uHictcnl uni t~ th\lt ~e !1\ote rapid I> tkplo) uhlc an~i 
bew:r able tO <.·<.mJuct jnint npemtiotts dum dt vls10itS. 

Prepared by the OuD 011il.'c 11ft he l n~pecror Cener.11, Office ut the Dcput~ ln~r~cfor t:Oenel'al for 
Tntelligenc.e, ll<lS~l1 on <• reque~t b) th.: Deputy ~cret.'lt)' of Defense ro ctt.Sun: impll!mental!on of a unli0m1 
s>stern nl P<-'fmtlic revle'\\S througll the existing a~cn ..:) dnd Service insp.e.-:rton procl!ssc.' li1r cmopltanc-e 
\\ il.h Jircctiw'> conC:!min~ wcut 1~. r~chn.olog.) pmtcllmn. c:md counrerinrelL~enc~ pracll l.l...,_ 
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Otc \rmy .\udit Agcnc~ stated thal a.rrny pwgram executive offic.:::.Jttu.l cu.l.:4u~tl' 
procc<Ju.n.~ h•rid~nll(\lng C:PI· hn\\c\ •~suing 

•u••'"'""' to 

~n 

l'CS for providing protecLiN'l guiduncc to user:; 
uf end items \Vith CPL and having \\ork1ng. group being established to dcv('lor an 
Ann) rcgulat1un lt1 implemt!m Ot'D lnslnu:tion 5100.39 atldre ·s lh~ is~uer., h.lcntlfied in 
lhc dUI.ill . 

Criteria 

DoD Policy and Implementation Guidance 

II 1s DtlD policy to prov1de tmcompromis~.:d and ;t:cult: militarr systclll- to till' ''at fighter 
b) pea fonning comprcht"nsiv6 prN~::cth)n of C PI tllrough tht! inkuated ilnd ~ nclu-onJt:Cd 
applkation ofeounterimelbgcncc. mtdltgcncc. "dcurity. systems cngir~ccnng_. ,tnJ 1.Hher 
dcfctlslvc countermeasures to mili~a1~ 1·l:-k. l•ailurc to apply c1m'list~nl prot.<;ction or CPI 
may 1 t.'sutL h1 the ]()SS of confideurlnlily. inlc~rit)' or avajTabiJity of CPl, tcsul ttrl~ m Ll1~ 
nnpuirmem ofthe warfightcr·., cap1.1hi lily ~nci DoD's tcchruilogical supenorit) . 
AddiliOr1al l). il is DoD policy ro mitigat~: thl' c.:.xpl~)ilaLion ofCPf; ex-rend lhc op~r:.tlmnal 
¢1lectiveness of military s:y ~tems thl\lttgn cnpl.icatJon of appropriate nsJ.. tn<lo.tlQ.~mcm 
strat~.:g!c'): employ Lhe most effective p(Otcct1nn measures. ro incllldc S) slcm .u"Mlnince 
JnJ ~ntl-tamper~ conduct cvmpar..th' e an.1l >·sis of defense system.~· l-:!chnologie and in 
cmkr that CP1 pr..)t~ctiun is ahg.Jh:rl ttortxontall} lhruughour the OoD. d.-,cum~nt tht> 
nt~u. ... ure:-. m a program protection plun Furthennore. DoD polit~ n!4uin:s that conLract~ 
upponing RDA pmg.nun-s wherem CPJ h:::t' het."Tl identified shaU conmio contnJctu-d 

11-'m'l~ r~quiling the contractor to flrl'll-..~o:t the C'Pllo OoD st<mdanl-., 

OoO ln ... tJ·u~:tion 5200..39 ••( riticaJ Pmgrum lnfonnation (CPJ) Prot ~ct iun "ithin 
the Department ofDeftmu.:," Jul) 16,2008 defines \\hal t:l'nstitu1e~ C PJ; CSL..1hli:-.hes 
poli<.·~ I•H th!! protection ofCPl and <.~:-l.,lb'll:'i rt}.ronsibilities for countl'l"ll1h~lligence. 
mtcllig~n~c, security, and~'~) stt-m .... ~nginC'ering suppon for Lhe iJentificarioJt ll.Uu 
protl.!ctiou ()r CP L F t.trth~more. i1 dct:tih r~~pcmsi bilit.Jes relatiJ1g tD th~: id~nLi lkad(.)l1 of 
t PI .J.nd ~he implemcntatlt)n of"pmgr'lnt pl'01cct ion plans to DoD \omponl.'m:s: nlld 
lmpJcmcnh relevanl parts of DoLJ Dircc1i vc 500().01_ ·~The De fen~ AcqmstiHm Systc1n." 
DuD Jns1ruction 5000.02. ··opemllnn 11f'll1t' Detbnsc AcqLtis-iLion y~;h:m;· Occcmb~:dL 
2008. rmd conrinu~ to autl,urize the "sc uf DoD 52()0_1-\-f, "Acquisition Sy~L~nl" 
Pr 11:-.:Li~o'n Pr0gram;· ~la.rch I ~t.l4 10 ~" t: ~s impkmcmalion guidance:. Also. OoO 
ln~trut.tion 5200.39 suppl~m~nts ~~iMmg policat!:.-. ami guid<>.nce rdatcd ll' kht> st:~:ltrify of 
DoD re~onnel. iofonnation. ~~tll,ll'CI!S, inst illations. :md operauuns Ill IOcludc OoO 
conuucrors performing \\mk l'r supporti~ D D RD <\ ef+ons. 

llonz.onml protl!t:llon cn..;;ure-. 1ha· c:rttrc,d lkl.:ol.h l.:thrMiogle$ UlCludfll~ n"ttt-al PJ"•'Ilr;~m mtonnnttou, 
'~OCL.,r~ Wilb more th<!n •me Jl f)\ nro~:~nm :It~ prolC~o:to.:d fll tils.> i'iltne d<-~ to.\ ,1ll nwulv ·,l r>u!J 

lC'Ih tla;!t It ~~ 0(10D flO lie) ro cot~du~t ~.:umpansllh ftn:Jl}sts of Dcfcru.~ ... y•a .. "f11~> r~ch.nCIIOgit-:> nnJ Lllign 
rlltu~ill J'lr0gram mftlfTtlatirm pt•Cifectio•l .tCllvtli~: ... l·wnt~mrall) tbrnugilctll DoD. 
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DoD fnstructinn 500(1.02 "Opc111tion of t11e Defense Acquisilion S)strm~" 
December 8, 2008 l'Stablishcs \\'ithin DoD HC<.jlli'>ttinn policy that during the technology 
development pna.'i~ lhal (ne tedmolOg)' deYe[opment Strate-gy ShalJ dOCUment~ listing Of 
CPl and potential cuuntciincasurcs. such as anti-tarnp~r. in or\ier to inform program 
prc>tecti un plmm.ing and design integration. ruathcr. CPI shall be identi lied as early as 
possibk ant.l ~hal l in!(mll !he prepurallon of 1he program protection plan. Additionally . 
during the engineering and mamtfacturing development phase it states that rhc protccnon 
of CPJ is i.mplellJ~nted by applying. appropriarc system ~gineering and :,C:!curitr 
tcchnit1u~, :-;uch as anlHamper. Moreovel'. DoD Instruction 5000.02. Ench>sure 4 deLails 
"Statutory and Regulatory Information and Milestone Re~uirements" that app!y1o aU 
acquisiti\>11 pi'I.lgram:-. and clernils each milestone nnd decision point sctun~ Li1tLh 
mandatory req11irements rc(eYant ro the tdcmifi.c:ation and pmte<:Linn nf CPT 

DuD 52(10.1-M ''Acq'-'isit\on Systems Protection Program;' March 199~ prescr1bes 
standatds, criteria. and methodology lbr the idenlification <lnd protection of CPI 
( de.scri heu a.;; F..~:-;en Lia l T\ogr~m lnform}ltion. 1 cchnologics. arH1'M Sy~tems w11 hin 11Jis 
Manual) wlrhin Dol) acquisirion progmms. The protectio11 standards and g\l idancc 
described V.·itltin lhi:. \11anua1 art: required to prevent forcign intelligence collection and 
unauthorized discloS\Jrc of essential pn)gram inf(lmuttion. tedmologjc5 and/or Systems 
during the DoD acquisition pr<.1c~ss. 

Defense Acquisitiun l.uidebook, Clutpter 8. '·lntclligcncc.. C(ntnlcnlllelligence. and 
Sec\lrity . upport:' addresses acrions required once CPT is identilicd '''ithin nn ~\cqui~i til)n 
program and identities the ~ritical elements in a compcchens1ve acqu1-;ition protectiorl 
stratt'gy. including: 

• the respo11sibilitics of prog.rctm mal'lagers (PM) in the prevention ofinath ertent 
rransfcrs of <lual-use an<l le~ding-cdgc military teLhnologies ~t!d in defcn3(' 
platforms: 

• the a.YallabiliL) uf'inteTiigence. cotmterimcHig\:ncc, and securit) suppmt for 
acquisilion progroms and the rcquircmenlln lt)e Lbem: tUld 

• guidance and dcscripllon~ nl' ~uppott available- fot protecting kchnologies. 

Army Policy and Implementation Guidance 

Army Rcgul:1tion 70-L ''Arm) Acquisition Policy/ ' December 3l. 2003 implements 
Dol) Directive 5000.1. Dt'D lnstruction 500().2, and governs: RDA and life-c) cJc 
managemem of Atm) marcticl '"·hhm Ann) acquisition pro£rams. Thi~ regulat.ioP is the. 
fm:t order of pf(:cc:d~nce ('or managing Army acqttisition programs tollowing the l·cdcral 
Acqtusition Reg\11Cltion.DC'f~mc federal Al.'tlui-.ition Regulation ·upplcmenL DoD 
regulaTion direction und Aml)' F~eral Acquisition Regulation . upplemem. lt assigns 
rcspon_ ihili1> thr ~curity , intdligcncc. and countc'Tlmelhgence. polic} for Lh~ A.nny· s 
acquisition proc~ss und for .'\ecurity_ intelligrncc and cC>unlerinteltigence support to Am-,~ 
acqwsnti~m programs with CPl 

Department of the Army .PamJJhlet 70-3, ''Army Acquisition Pt·oredur~s;• 
.January 28, 200H pto' 1des guulance on materiel acquisili(m management and is used in 
cotlf LLnctjon with D0D Oirectivc 5000.0 I. D<lD lnstruction 5000..02. and Anny 
R~gul<ttio11 70·1. 1t conutins infom1ation relevant to RDA rutd lt le-cyde managcmcm ol 
Arm~ malcrid tt) .'lHLisf) approved Army rcquirt·ments. Tt detail s timclincs anc.J 
procedure lur err identiftcatiou, lh~ development of a program prOlet:tion pJan. and 
nhtaining tlm·-at products. Additionally. it provides guideline~ lor infoanation s~curiL) 
invoking COJltwlle<l unclassified information to foreign entities. 
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Army Rt!"guhuion 380·1 0, '·Foreign Di, d usurc and Contil<.'l' With Furcign 
Rc])resentati\'es ," June 22, 2005 1mplemcms th~ nalinnaf polic} rmd procl!dure~ lhr ~h~ 
disclosure of daso_;,ifh:d military informatwn to fo1-.:ign govctnmc11Ls um.l i,rnexnational 
Or2.anizatinns. J.:) detailed rll DoD Djrcctt vc~ 52"W 1 T and 52J0.20 IHJcl in non Tn:;tnJction 

'~ 5 
2040-02, Lh!; i'Cgltlllt t<m ~Jdressesthre <11\!llS: 

• general di!.el(hUrl! P'-)licies, the authorit) 1<1 diR"do~~- ~nd thl!' dde-g.uion ot 
authorit): 

• mode~- mdhnds, und cbauncJ~ tar di.du:.ur\!s nf classified m&litary infhnn2tion: 
.md 

• the Army's l\O~hnolog) J,rotec.tion proguuu. 

R~laLive to CP 1, the regulrtti.(m deLails the cs\ablishmcnt and t:omposition of a technt)log) 
control pant'! Ld r~v iew and deve-lop policy rc:hlled to the ru·my·s cnLH:ultedmologics. 

Army Regulutiun J81 · 11. ·~lnteJlif?,e-nce uppu11 to Capability Develflpmcnt. ' ' 
.lanunry 26,2007 provtdcs polides. r~p,'IU.ibllitic-s and pwct'dure· to ensure that threat 
consideration" ar~ ID\:~)rpor.ued into th&? Delcn-.~ ocqUJsirion pro~c,, and th~ Joi.m 
Capabilities ln.h~t;;r<~lion anJ Devd11pruent :)\ :sicm. Thr regulatiot1 pro\ id~~ d~ta.iled 
implcmcnmtim' ~)1 intdligence acti\1t1es thu! -,uppon CPJ idl.'milico.~uon: 1hc dcvdopm~nL 
«fthreat products. Lt~ Sy1oLem Threat ~SC!,)~mcnt Reptwl 1\.J\lltidis\ iplin.-~ 
Countctintclli~l!llt.:'t. Threat Assessment_ lh~l :,upporl J't!search amllt:chnology protection, 
J.mJ l'cn·e1gn disclo!-iutc det1jnninalions. 

Summary of Report 

\Vc or~ani.,~u the r~sulls of this a~,se. ... -.me:nt into two finJin~s- Fu1dlnu. \ discus~es th~ 
policies au~i ">lnh:lure ol lhe Army 10 proL.:cL CPI ;.~nd details bo" lhe - m1) • ~ eft'l'\rts to 
protoct CPl ~,,uJ(] be strengthened to hc:nc:r protect Ann} re.-.t!arch <1nd r~etutL,Jogy 
pnlgt:a~ns and activuk, 3CTusslht! Am1~. lu F'inJing R '"'e usc \\I -T u" a case smdy to 
assess d1e dg)lt t~:-u~ .m~as. "'e add~<::'\ c.Jt,;h issue area scparatd~. foctring on 
stanc.Ian.h1ation of prmcction processt'li and tll\!tr application~ oversight ot' th~ protection 
processes. nnd rt:sp~nc..1bi lit) fot1hc prolt.'ction. We asses~ whelh~r the publ[shed 
gwdanee on Hlt' 111'0\i.'Ctjnn or CPI i11 eacl1 IS~uc urea was relevant nltd v. helhl!r prog;:am. 
imelligcncc. countcrintellfgence. and security personnel adhcrcJ to 1 he guid~ncc, In 
Lho.~0 in~tanc~~ where cffons to pn>LecL C:l'L col.t!d be ~LrengLhened. \'vC nHtk.: 
recommendations lC1r improvements. \\.: alsc1 note best practice~. 

• OoO Dtre~h~ 523fl. ll ·'Ot~dC511Je of(l.h .. tli\:J Mthr,,ry lnto.mah"lllll (.1 .. \nnmcnt a:u.J lnlcmariom~! 
Orgw;i7a~•oo~. hru:- Jo, J• 92, [A)O On~rn .. ~ :'2J!J_!J • V tl- tlr.J Asstg.r rucnb ut Fut"C~ NarlDM.b.­
JUJ)t 2~- 2005; :md 1).1f) Insn'l.lction ::'Olli_O~ "lt~rfflt.~tiollal 1 tan'i er<> ofTedmoli•~Y· 1\rt cle' ;md 
~ervtc~s:· Jut~ I fl ~M!i 
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Finding A. Army Policy and Structure Need 
Improved Integration for Maximum 
Protection of Critical Program Information 
C uTTem research and t ·chnnlng~ protection c R I P) d lhrL.;; of the:. \rn\\ llc1 not pro' ide lbe 
most ellldent and tomprcbensh.e tt.'t.'hll<ll\)g} protection The thre~ key plrticipanh in 
the Arm) s R1 p rm~~~s ..tre the 1\sSista.lll • ~cn.:lilr) of the Ann) (1\cqui~lllOn. Logistics . 
.mu T ~chn(1logy) ( '\ ~ \ ,A.L 1l: the C't,mm.mding Gc11cral. Arm) \1-.nt;riel CotnmaruJ: and 
1he DepUty Chid' oJ ~Lalf_ G-~ crntelligC11CC); hn""~ver_ 1hdr effons tire nolm1e-b'l'ated and 
S)'llchroni ~.;ed ht the grenresr cxicm pos:sihl~. and t11e~r arr OQt \):PLinmr.ing rhe abilir) to 
provide standardlLcJ ~.:Harts L~) protect Al'my J'CSI!Ur~h aud tecilnotoQ.y pt'l)grums or 
acti vities acn1ss the AJ'tny. 

PoJicies Establishing Roles for Research and 
Technology Protection 
DuD and the .\nny C:\lOttnwtO) seck ''a> hi <.I~Jl \\ttb the cotnpkxali~ of program 
protection he!(;atl e s.~nchroni.!ati'"' a~wss SC'1 lllJJl) commands ;md funclionaJ :treas is a 
challenge 

Department of Defense Policy 

DoD fn~LTuc1ion ~200.39 est<1hllshes the rcs.pon~1hilitks ofthc L.uclt'l, ~:cretary of 
DefellSc (Acqubil,,m. T"chnology. and J.u~1 ... 1lcs) (USO(AT&r )) forth~ protection of 
CPf jn DclD acquismou progrums. lt insuucts lht.: r ·sn(AT &L) to l~ad m lhe 
establishment ol .,. cnn'lt'item process fc1r Lh~ 1Jemlficruion and prutc:i.':tion Clf CPI and to 
n:quiT~ a pro~r,un prot~Cih)n pl:m6 for RD \ pr\lgran'-" in which ('PI rn.~ bc(!n idenrifieu 

1\s the milcstf'ne dec.iston audumt,: toJ maior d~h.:nst' acquisition prc,gruml>. the 
GSDlA I &L 1 abo hu~ th~ l.;:ad ~ cstabhshm~ pro~.:_edmcs outlini'?!; program.rru~eclt{)D 
pl.aa development ttnd approvalm col l<Jboratlon. v..1th 1he Onder Sccrt'tUJ) t) l Defense 
(TJ, telli.gencc), tl1.: i\~:-;b;tun r Secrclary nl' Oel'cJ1Se (1\'cn:~.o·o rk:-; and l11fonnation 
Lmi!gration)fDoD Clucf tnfom1aLion Oft1ce1'. !lw Ul\u~r Secl"etacy oJ D~ft:t1:;t: ( Polic::v ). 
and with l)ol) Compt~m:nls 

The. progr<m1 pl\.lltCtlun pbn 111 designed as 11 d)'n3mu; pl:mning mol tll r:~pi.C1"l m ~ ;inglt Jotument the 
mosr dfecth l' rn.:.tl'~'> ICl pn;rect CPI irom t1nautho1ll~d f(lmgn collection ncdvlttt:~ .. md unr..uthoriz.ed 
~ts.tlosur~; and en devd~p dH''" rmnecrion measun:~ thal ''ill ensure a "ornhut 'i)'~t<:m's ~tlhtiwne~ 
11U'O\tgl\Olll lt.:. lif~:oyck Whell a cletcrrnimHinn of(. 1-'l lS llliH.k. d program protcclitm p lt111 t'> required for 
trtlk:.ttmc decision authority review and appro'<fll at at I rn tl e~tones .. J'he program pmrecrlon phm i:. 
required to addrc~~ Lhc: fnretF,ll coflection tl1n.:.at Wlht C Ill that h<~-~ b..:t.'n 1dellt1flC<1 by lnL~ Ihgen~e nnd 
coUitlet"toLeiJ•~e.,c.e ill!trlCit~- Witbin the Ann) thto lt1\ot '" n.:quired to de~·d~.>p lht: pt''~:tn• pruiCcllun plan 
T11 thi:> eoo.1bc: P~l b "'uprnrted ~· :he ~IJJ)' Ch1c "'r '-raff. (r-1"'! '\Tm) R!'scarch ami Ta:chPiolog~ 
Prote.."tion Cc.'11ler, and lht Arm~ Ml!tcri~l ConunttmJ. l•·:! Rase<J upon dtt' idi.'TIIIIk mo' oft Pl. tilt- P\ I 
ubl.:1in.~ \;o;lidJted thteal ~oc.IUL"h lmm me A1111~ Ll•Unl nmt-lltgellCC c~nt...""T :.rtd me i..'hlt.:ITI thre-.. t 
!!o;se~nem from Uri! Natltmnl Grv!.lm!lntdligl!l'K't Cetutr 10 urdcr to develop u~c.bl>l<! c:o-.1 dfecthe "J"'em 
euginCl:rcd '-tC11ltl) <wJ OOulllc'mu•iiSJJres. 
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In ailtJitiun. DoD lnstn1chou 5200.3Q authuri7es the trSOu\: 1 &L) to prmuJ~ c.ltrcclion 
und numagcmcnt o"crsight l(lr lh~ idenuticariou and protecllun nfCPI for progr.un~ 
un<.kr th~ cog.nv.unce of the 1_ • U{ •\ J'& L.) 

Army Policy 

l'u tmplemt:n L tl1e reqt1iremcms t<' pr<ll~~t t 'Pl. Army Regulation 7U·I 7 ~stuhlt~heJ .m 
\ntl) R~sea.rch and Tecbnok'gj Protection (enter (ARTPC) tmder the nuspic~.~ nrthe 
Deputy l'hlcfofSraff, G·2. The -\RTP(' v-.us crcatoo tp .support acquisition progr·ams 
\lv~r whtc:b the AJmy has cognlzam:l.! hy integrating and synchronizing sccunty. 
intell igence. countcrintelligt:t'h.:e, f<11dgn disclosure. and .secllrh)• c(1unh:rmeusure support 
lu RTP uc.:tivit1es Anny-v.idc-. 

Arm) Rt:gulation 38 I-ll tasb:s thl :\~AI I T) to ensure rbat rhcrc arc :.ul11clt>l'1l 
anrelligencc rcsourc~s [0 l..uppurl lnn~-runge planning and lhal plans Tcnc:~,;t the thtC:,tl 
1\J"fl\\ Rr~ttbtim1 3~ 1-11 also re,lUit~s lh~ <\, -\{AT T) to obt.lin and fuuJ 
muhidisciplmary tntcUigenet! 'Uflf""' tor RDA requirement'. .\~ th~ -\nn) t\C"lUbiuon 
Ex,;ci.lli' e. the A. SA{ 1\l T1 sen cs o~ the mtlt!~tonc:> ""ecision aud1orit) tor mi.unr Arm~ 
ucqui~u:.ion programs and has d.flflt\)\ al aurhoJit~· tor corresponding :.cqUI'-ilion prl.l~rar·n 
protrciWil plan:". 

Army Regltlation .181 -11 require~ the Arm) Mat~ri~l Command to dctlo!rmm~ mt<:lllgenc,_ 
Sllppurtrequi.remems fonbreat.~ Lu t.:apubility dcYdopm~::nt und~r Am1y MotcticJ 
l 'om.tnUJld purvjew and Lo ptl)\' ide l'~qursitL' rhrl!at supp011 i11 collaboration with othd 
thrca~ ~uppmt activities and the Deputy C'hief of Staft~ G-2~ provMe n~rio'ign lntdligcncC' 
ollicers at the appropriate Li It! Cvc.:Je \1t1nagcmcnl Command~. Rescnrch, Dcvdt1pn1~nL 
tHld Fngineering Conunands. and luhotutories 1o se1-ve as the prin1ury :-;o~ll\:e.., c,f 
nnd 1 idisciplinary intclligenct: support to prugram c.:.-.~cuti\ e oftlcesiPMs und k•chni..:.u 
uud l~"tb,lminry tlirecmrs~ coordinat~ "tlh pn1gr.•m execu~h·c oflic-e.-> rM~ unJ thl! l>cpul} 
Chief of5nuf. G·2. to t'n'lun~ .Jflproprialc funding i5 pr')' ided for multidi5caplanar) 
uudllgenet- ">Uppon of Army RJ)A nrugram~~ ~rve as the Ann~ poml ol cuntacr tot 
l:u,mlinutioo of input to lht! m1hUtr~ criti at t~ehnolng) list pro,· ide mullidisciplin,ll') 
inrclh~.nc~ .... upport and guidance to t.:~hn• 1lng:. -based program~: ,mtl pm' ide thrcar mpul 
l() pr.>gmm management documc::nls 

When: mtelligence gaps cxi.sl. th~ R~gultujon requires the Am1y ~tarcud Cummund to 
prcp11rc ,mJ suhmiL requirements for UC\\ mtdligenc~: proYidc tcchnolog) as~ssments in 
~upporr ot"international coopt'rau"-= progmms. foreign companui"e testing. tcchm1lo!_O 
protection. and c.:-. port c..·.onlrol octh itics: oud iuentify and submit corno)and \t1~~1ligcncc 
supJ~Nt rc:quirements. 

T ~L rlle lUll~ Arln) R~~ulauon 7(1!-[ w .... publi,lcl.',_ n .. n PirectiYe s.:oo j!l_ ~s,._-cun~y lnr~ltiQ~I\I.C tmd 
C liiJJnenmelh~nce Supp~n hl Ac~ut~t:1nt1 1-'tt.~guuu f,ttllt.'t:tiuo "September 1 U tQC)7 v.ns lilt' ~M .ting 
,..tridunu~ tor t.hc nmtection of ( P l.ltO\H: 1 .lr OclD I n~rructioa 5200.:::9 '"..,< rn.: bl i.shed iu _ooa hnd pr en ades 
thro ruucn\ ~c.udam:c lor the prmecrion of L 1'1 . 
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The Army's Research and Technology Protection Program 
l h~ Arrny· s R 1 P program was ~.-1>t.lhh!'\h1.>tl tc qunv1de railored. lifc·q ck l vmpr ht:niilw 
RJ P to DoD acqu1sition program" \\ith CPI and ro Research. Dc-.clopm~nl und 
Engin~~~ing C' en tel'S where crihcal r~ca!ch 1 Cl)nductt!d. TI1~! .~quisition. sccurit~. 
irnel!Jg.Cllcc. aud countcrinldhscncl! cumm11nines work rogcthcr to llc\1. h,p an lnLegrat~d 
approac..h to prmecring the sophisti\ at.cu tl.!ehnnlot,.ry in Defense system . 

ll ttdcr tl1is program~ t he ASAlAI1l ha-. ov~raJlresponsibiHty for prol~Ctiou ol' r~:~~un:h 
,1nd lechnQlogy. To suppon rhc~c prntccLinn eflorts, th~ Army Mi-Jteriel Command ha~ 
Ji1~-cyck rro(cction re~on~ihllilit~: ~md 1ile l)cputy Chief of Stnfl: 0-2, pr-ovid~" 
"t.:curity. [melligencc. and cOltntcrilltclligl!n<X support. 

The ASAf i.\L T). in conjunctiml v. ith n.:pT'l'"enl.l1L1' t!s from rhe Army Matatcl Ct,mmund 
nnd lhc l.kpmy ChicfofStul1. G-~ is Jevdoping RlP policy for lhe 1\ml) Tht 
-\~At-\I.Tl anticipate· that the polity \\ill be \:Omp1eled 1-ly Decem~r ~S. :!OJ 0. 

Players and Roles 

Army's Defense Industrial Bases Cyber Security Office 
f h~. \m1y Det~nse TnJustriaJ Ua ~ t Y"~r ScL'unly Onice1 fonuerJy the ll.rmy 0\!!cnse 
lndu$trlal Base Cybcr Scel1tlty Ta!'-k Fmt.:e. v.as created i111hc A SA~ A 1 T) In ucldress twa 
key Lrcndfi lut:i11g wogrum protec1ion in the dcl'en~e industrial base: ( 1} <.li~llali/aliil ll ,,r 
infonnation ~nd (.2) globali;:ati~>l i ol ~.:onomic activtry. 

• Dlgitalization of 1nJonmnlcm ho!i irmodt1ccd greater r isk or uom,rromi'S~: ofDoD­
contmlied uncla!isifie,l inforrnatum, h~Jd h~ lhe dtdense indusmnl ba..,c. that i"' 

• OASA ALT - (b )(4) 

• 
• 

Thc:~c: mmds ncccssilal(! a much 111 <:~r·~ c<Jmprchcnsi\ c appnnwh ttl acquisition n::~k 
mnnagl!rrtenlllmn has trnditionall)· bl!cn taken 

• !I ~ d;:-tcm • .: IOdYstTi;!l bas.¢ include:, h~III()JUI,.. nl thnu>lmrls of comestk !Uh! fu.-cnm o.'lllltlt'~ -and 1hc&t 
Sll~onrrn~on. pertotming \\-nrt fot f'l(ID nnd otlwr h.·t.lcr.;l .. gen~ies. D.efen.sc- ~l<tll:i.l prt•ducl ' ,:,11.! 

o;.~·rv,c~.-:. proVided b~ rl1e dei6rsc lru.Ju~ln tl h.t."~ <:I'JIIlp. lnfoJ·m. mo1Jst;7t> deploy, ;md S\1:)1,1111 turec• 
r;vndtu.:l mlj 1ni1irory operations. 
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R 



Becatlse uo single ollie~ e.:-.isled within tllc J\r•rny to mamrge the~ and oth{'r cniergiog 
ri.,k-:. lhc ASA(AL T) erc~tcd th€ Ddt-nos~ [ndustrinl Base Cyht'r c;;<l!urily Uft1ce. which j.., 
rcsponsirk for u'l:<..tnizing and ooordmaung \nn~ d'tbns ro mitigot~ rl..,~:s tn ~ml} 
41Cquisition pro~ ram~. The: Defense lndu:,trlal Hru.~ c~ ba Sccunt) OJ11cc foctt .. '\t'S em 
Cduntenng CV~f C'\'rn 000 ofcommJh:d un Jassific:d iufonnati(.tn rttnn defense Uldustnul 
005e tmc.l~llinl net ~ ,rr·k~. for more intormathm on lhe -\nn) Dd'cll.5l' Jndu:-:tnal Bm.e 
C) bt:r St:c:urit) Ofii..:.;, sec Append!\ F . 

Army Materiel Command 
Tl1e Am1y vfatcrid Command !s the Army's principal materiel c.lt:\·~lupc!r .:md is the 
. ..\rmy:s Executive ;\gent f'or RTP Q<.:l'oss th~ rnal('rie11ilecrde. In thl!: A.tln) · :s 2009 
t:arnpaign plan Lhe- A.rmy Materiel ConununLl ''as c!!skcd Eo. in con,illfh.:li~)ll with the 
-\SA{AL II and lhc I tatning a.n<i Doctrine Commnn1l Jevdop and field ad' anc:-ed 
tcchn\)togy h, pwviile mruer1e1 solution bl the: current and tln.un: ti.tr~,;~ ... anJ to cst.aohsh 
~feguards foJ ""''I} J.:-~rdoped and CXI~tlllg te hnn](lgies dlrough cni.::clh t! t.cchnolog) 
protcclion progmms. 

ih.cmis!'ion ~.,lth~ Arm) Materiel ClltnmanJ, G~2 ([ntcJiigencl;!) '' lO f)l'("l1ect sensit1"e 
programs and iHtorrmuion. identify th.reots to ~.:urr~m capabilities and t~o.·clmolngit:s \mdet· 
dcvdopmerlt, and pt'ovidc intcfligenc~ and secmiry support to Am1~ Matcrtcl Command 
sLrut~gic plans ~nd operation:-;_ 

The mi~hion ot rhe \rm) MtUe1id Com mood. G·2's T echmllogy 'Ptorccti(•n Di' 1.~jon is to 
ide.ntif} and prnlcd { Pl from ihe carti.c~l jl( inL poss.ible to mitigate the: risk of 
comprtJllll~~ This is a~cruuplished through d~' eloping. implemenling and o' ~~n~ 
pnlicies and pro;;.tttnb Lt• c:-n:sure their rclC\3nt:\! .tnJ ctfective.nc.:.s throu~huur the 
coru.mands· thrllU~h ensuring that the n;~c:JH.:h and tcchnolog} pr\>gn.un is mrunJ>trcamcd 
by Lhe RDA eommunit) ~ and Ll1roug.h pl'Oviding comprehensive countunnldhgencc 
snppott to Ami} Vfnl~rid Command r~quir~mc:mts. 

1 he Attn)' MaLt!riel C'onunand also ha ... a rechnolog)' Prt111:'Cti(111 OffiC<.:I' luc:at~d al JC.Hll' 
T.if~ Cycle MnnugcmL'nL Cummands to pru\ id~.: c:-..pert. authoritati\'c multidisciplinary 
s:ccurir). prngr-..tm protection. and pullt:} Jtl\ 1ce: conduct nmhidiosciplina.r) prmedion 
planning of~~tlpons syq~m..;. programs. aml pwJt!~t.:. and proYtdc htc·C!fclc prorecticm 
5Upport t~ pre-.!..:~Uio;ihl)n and acquisililm lliV!_!I"anlS. whether in th.~ 'rdopnli'nt or lidded. 
The tcchnnllJg) prorcction ottker conduc1s in·th:plh teclnl<.,logy ns,"ssmt.:nls and sysrem 
Jec~mposition Ol ROT&f and acquisitiun rro~rams TO idcmil~ CPl 

The Technolog)' PJtll~c:titm Officer orchuslrult:~ and synchromz~s program pr(ltcction 
support activitiel', including secLJrity, program prott.·cti on, pn:Jf!l"Hitl proteclwn training. 
clas:sifk~arion mauag\1mtml, industrial ~CCLirr!y, operations sccurit). puhlic affairs. s;y.sletn 
so:curil.'y engtnet!rin~ du-enr data r~uiremc:nt~. \:ountetintdligence. rcchnic~l mlelligencc:. 
f11reign disc!osur-: tUlli-tamper measUJc-s. am! t~chnology tratlSilltln. 

R2a QI'J If I ' I t ·i51ii 'M'l''h:>' 
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The T e~.·hnolog.~ Protection Officer inlt!~rrclk" requirements for lhreat mtelllgence. risk 
a~sessllli:llts. \ ulnl!t':-tbiliL) ::tnaly-.is. ptogrom protc~tion plans. lt<chnology control pl<ms. 
and count...:nn\.·~tslllt: Implementation. rh~ 'fl.lclm<11ogy PrDtectioJl 01lke1 also manages 
1 ~sue~ :;uch CJS uatjonat disclosare pnl i~y. l'ordgn relations, commt!rci<J l and dm!J-usc 
com.moditie~. uud ~:-<port ~:ontrols. 

During our un .ltc \isit to m.Lk:wirh Wl:-..1-T prut:rnm. CUCOI\'A Laft: C'}clc Management 
Co11unand. t'flunh:rintdligence. and Dcfcn.~ St"t.unL~ Sen.ice official!'. fhc tu:bno1o~l) 
prmection oftic~r httd rdoc~·u~ to A ~rd~n Provwg lrrowuL MD. w~ di ovt-rcd that 
m~ T eehnolo ., flrtltt:\.110ll Officer \v.i~ 'bt nni Te)1resented on tb~ \\ IN-T inteo...'T"ated 
product ream ~proccs~. - -

The Army Deputy Chief of Staffl G-2/and the Army Research and 
Technology Protection Center 
l he concept of tht.: <\ RTPC. undet' the Ocrul) Chief of Staff. G-.:!. C"\ olv..!tl m August 
2000. wb~ll thr: C'hicf of Staff of th~ Am\' • sked .. Hclw wut w~ ~::no;ut e when we field 
res (l'mure Cumhal "~Slem]'Objecthc l~Or\.'4.: lnal the teclmolog.~\:.31 ovcrmat~h 
d~ignoo-in i.-; prnlt.'<:ted·.'" Llult que: llon wa3 rhe impetus far un .s: st:l'smc:nt of hoy. £he 
Army protects r~S\.~rch anJ t~hnology. l h~ ~- \.'!;sment identifieo lh~ folhming 
prorcctiun t>hst.icl{"s and dcficicndc.: •. 

• AccourJtuhle (1ftkials lackC"Cl k1io" l~ugc: about protC{:tion plu.nni ng. 
• Policies wc.:r.: parochmL ambiguous, or ~.:on tradictory. 
• Comm>tt•nc.:y it; meeting. pro£cctit'n ~~~.J uire[}1 et.1 ts was lacking. 
• Ko stund~d C•f uffici~ncy exi~led lcodin~ to overprokction t.•I unucrproledion. 

En Te•;p m.se. the! rmy sought to ~'itabJi~h 6 ~gn.sistcnL prore~ nnd ~randar,1 for 
tec.hnolo-ao) prtlll'Citun b~ 

• proyidtn~ l'ull·llme.. '.:ik.iUed recbnoloil) flh'~C'ctlon suppon: 
• ii~'\Jgning Technology Pmle<.'tlon rng.inc<'r,!) lO acquisition nod~s: 
• providtng on!oitle or ··on requcs(' ~uprtm lo PMs; 
• int~grutft,g nnd coordinaLing lc::chnoii'IS) proteclicm d1brts ot olh~rs: 
• continuing missiun area aruilysis lO cm1hl~ <.:onrinuous [mpr{JV~mcnt ; Md 
• asst.'mbling ftmr tlonal {>xpert~ in J> l'l'~ ram protection, thrc:al monagcrn~nL, foreign 

disclosu~. :-l~Curll~ .• \'Ulnera~ilit~. t1nJ J111lk>: r echnolog) Pml~\.."1 ion Cngin~Xr..,.; 14
' 

and pn•.H"~am protccnon arch•L~ts· 

Jht: D<.'h.·n~c Sl:<:UI1\\ er\IC:!, assiru 1}1)0 ( nmrf\n~nJ c-ounterintcllig~o.•nn ~;Iemen·-; ill coor.:luuilmg the 
o!Xecmion {)fa cc•unll:nnto:th~<nce support phm oil ~:lo.:ar~ ~ Otfense COJ)lrfichlrl> wt1h l P 1• dE-\ t:li>p!> and 
conducts ttainfng fu( Dun and nefen~e conttl)Ctor ~1-'C:Cinty pet<;Ollllel regdtJ ing err J'll'lll~crion tlCtivirlcs; 
and during ih~ coc1\lt1n of rcguhnl}' scheduled securitY ln!i.flttCti()n~ (U cleared DL·t..:H•,I! i.Mtracror facilh[~~, 
derermut~ 1J Lht.:rc Jll! nny ~Ollti'I\Ctuall)' imp,•s.:d pro~criun tncm.urcs lilr CPl r~IM~U tv du.~sitit;d conn·acts 
ar these JocathJ.m •. 
II T echnolog~ proll:l:..lllln eng meers nave the ti>Uu .... an.:J I) re~ {lf rechn~ .:UU~I1rl md experienc~: 
.:kciJical engrnecrl.Qc, an..:chttnK!!l engm-;~ing.. lmll~t.nal~o-nginewing. >)stem ~<:ur•r) en,tllleeTJog. 
>\Jftwt:.rc L"Tlginecno,g. ,I(I'OJ13llliC'al \.'n~ineering nockill' en~io~ng (ni"orru:nill11 a ... chn111ugy. physics..~ 
chemistl'-
u Prog.<:I.m r-rote.:'fi(.IO 1/dllh:c..h hl!"\.e' me follv" in~ I) r--· ,f tedmkJ.l ed~lJ\.ln :snll t::i<;pcrtt'IK e::;.. :>t'Curll). 

tntclligcm:e. 11n1llil\\ ~nlor crtlt:nt hsclq~ronnds progr.tm prNection, infonnn.tiun ..:wnl) nfotmallon 
reft errJttAt: tlf9P.! enLY 
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r. esrablish conslSlc-nc~ antl to stanu:utli:r.~ (PI idcmir1cation aruJ proLCcliun tmY·" •ide.-. 
the \RTPC "a~ e~l.ablisheJ b~ the U~put~ Chic.-1 ,,rstan: G-~ io Otrobrt ~HU?. Th~ 
~RTPC" purpose is to cnsutt thatthl! RTP plflauling proces:. a.chic-'~~ tht! lllMJ of 
protecting the Am1y. ~ CPL The I\~ AL \l.l ) is:-ucd a mem(lr~mdum UH11 Cfli.OUI'Itg\."S 
Ann) 'JCqUJsilion programs tr) us~ the \RTf'(' in identifyinQ CPJ 1n tbtm pl ')t!rJffi'-. lo its 
~frons hl ~upp1.1rt Am1y RIP effol1"-, the \ R TPC hw .. adopted a 360~dcgrcc pmli.!Cii~m 
approach, cnnsisaing or: 

• ser.:urity classification guiJ~~. 
• ddcgation of disdo:-.ur~ :1 ul honl y leneJ·s. 
• a communications strotrc:n·, 
• comracts. 
• patents_ 
• opetntions Oncludiug l~lln_• • 
• u['-.rtitiuns ~~urit;. 
• CPI idemitication.. 
• progmm pmlt'-ction pl;ms, nnd 
• techno!~ protection p1:ms 

lh~ \RTPC' Lakes a besr practice 3pptC\ach in cvmposlllg its RfP lc:mL-, It rntt~rcnes 
techn"•logms. engine-ers. and !'\e~o:uri1} c:xpc11S to assist in Lh~ lwu most ilOJlortaut a~fh!-ets 
l)f RTP: identification ofCPl. amlullph;lnt:nUJtion ofcoumomlea:-;ure~ w protr:ct C..Pf. 
Thot the AR! PC has engin~~rs tul\J. lechnologiSt:. ""hn are tn1ined iu COllllh.rtntdlig~nc~ 
nml sccuri~y. as opposed to countcrimd l i~~ncc and security pro tcssronals whoa-eceivc 
trulllillg, in cngin~ering und techno logies, helps them hetler understand cutting-edge 
L~~h1w h>gi~$ and the thrcat5 to lh~>~>C' t~chn<,lo~ies- cspccia!l) in deve-lnping tmd 
in1pJcmcnring \.'Otmtermeas.ures to coumcr thc:.c Lhrt=al~ as e8rl) ill the: ptfiCI.!~~ a'~ po".sible. 

Areas to Jmprove .lntegratl ~!'l , Synchronization, Bf"!d Optimization for 
Maximum Protection of Cnhcal Program lnformat1on 

l'o highlight \.\here the pro~rWll prottL:cUnn ~U'Ucrure is tul~'\cn. Lhe Deput\ (hi l of~wfl. 
Ci-2's -\RTPC has a good blcnu \II h:chnie.al.and program security profcsslnn,,ls-
howl!\ cr. Tbeirmle is lim1tcd to 1h f.'\caht.ttion ui'CPl identificati<'n ond l'<.'m:spondi.ng 
C'f J umerrn eo~ure deYclopmcn L 

rhc Am1) \1aterial Command has IU~~~:yC'tc! CPl protection 1\:lsponsibiJiti~o.'S. but the 
tt~..hnolog) protccuon o llic~r \\'h noi lntcg~tetl mto the W lN-J imcgrat~J rrotiuct team 
proc~s~. and ahhough rhe Program P ·~t:. ut ive (Jfficc for Command, Control. 
C'~Jmnwnicroions TacLit:al has o;ompJ"cllCn:\ive pro,b.rrrml protecrion pJan nnptet11ClH~Irlon 
guidance, LlH:! list of program prott:"~o:lion Ll!am t-eprcscnr.'llion dcks 110'1 include- the 
lt:~o:hnolog.j protection ollicer. The Army Mmcncl Connmmd·s lifc-,yclc rn'l~~tton 
dforts \\nu.IJ he ~Tih(.mced by bctng mv<'hed b1 all aspects ofprogrnm rt'~lccdr.n. 
<:""pt:t.:ially sustairuncm and Ll~mtlit~riz~mou. 

rusur.ui"':: clas~ar.c.:~uorr TTUlt1a~emem. pb} ~~~"'31 :cunr~. ;Jpemrrons .s.ecurit~. cuunt:Tlntelh enN" thrt:lli 
nn:.b ~~~. ~o(luntcrintdli~'flC\:. Of1ermi<tns. htJOI;\11 mtcJ!Igcoce la'i\ euforcetnr:r1L -.pcchal ar.te'~> I'•O;,w.lm 
>e< uri!) . peNrmnel <;e-.;unl). fon:Jgll J1...:ln'ltn o: nolky. i.J:J\I')lnal ... c~-uri~, m'llHerrorh.w. thl"\!!11 Ullftl) SIS 
1:\Ltle<.~luH!'Ilrg~nce, c~pr:=rmionaJ imell•gc:rlc•· ~trulo:~u; im.ellJgcn..::c . ..md e~ei prl){ectlorr. 
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J\boYc all the \S,\(A 1 T •· pdmariJy through tt'l program execut1\'C ollicc:; ;md P \Is. has 
rc ptmsih1lit) lbr all aspects o1 pr{)gr.am exe~ttlicm, TO inctudl' si!~o:Ul'lly. B) ensuring 
prognun executive orlic~ ... ami PMs an~ co:;n1z.mt ~)r sLandan.iized protcctmrJ pn,c~sses 
and theirapplil:ution, overseeing the pmlt-clitm processes. Md kno~ing thdr 
1·espnnsibilit) for and kvemg)ng protection t.:fiOI'ts, il will g:re~tJy suprnr1 the pmgrmn 
goals of cost. scl1~dult:. ~md pcrtom•anc~ \~hen making sccurity-rt-I.Lt~,l decisions. such a" 
the application e~r Ct1Untt:rmeasures Ilk~ nntt-tampt!r, the associated cns\!'ol, •mJ tl1e 
subsequem: efft:cth en c._~ ~1f those counterructlstu\:s. 

Alrbougb the :iN)vc pi)lit:tes bigh.li~br Ul~ di ilhenl roles :ma n'Spon . .,,bthlle" for 1he Arnl) 
l(} prol~tl ils CPl. the policie-s do nnt fc,"U!) on total unc-gration ur !\C~urtt\- imdllgcm:e_ 
-md coumcrintdhgt:nce thH,ug.hour ~program's hfe-c~de. Inns J\pril19. 2009 report 
.. Army Rt:Secm .. h :md l'cthnolog) Prm~cliotl Program; CHlk:e ol the -\l'l~btant Set!rl!Lar) 
of the Army tACt.ILIISllinn, Logistics, and f i.!Chn<,IPby)_'· Audit RcpMt No, A<W09-0094-
LBJ_ th~ Army A w.1it Agoncy rcc,>mrnenJ~d thor the /\SA(A l T) i~su~o: g\lidnncc ltJ 

_progran1 executh~s to: docum~nt de~erminat1on~ thut :-::y~ tt::rns do not CLHHain CPl: obtain 
protection guidunc\.1 lr~'m other program:i U1ut pnJ\ ide items with C PI: ~-:ign 
re$ponsihility for implem('nting pm!-<ram protection plans.: ~n~ut·e thot ~latcmenL-; uf work 
clearly describe Lh~ requiremems fc•r contractor:: to implement pr1 ·~-am protection plan-._ 
Je\ dup a tracking. system to mom tor the imJ>lcm .. .:ntation status of count~:mu~a ..... ures: 
Jen~Jop and 6suc ~"''he) :md procedur~ for ('HO\ iJing prvtcctiot\ guuum~.-e to us~l"S ot 
end items \'<ilh C Pl~ and jmos.t im}xlrtt-mtlyl cnsun. tl1at1he \.\·orking gnHtp hdng 
estnblishccl to d~\ dor. 4111 -\.!my ccgulfitllm tct im11lemenr DoD T n:.lt\tl"l it.1n 5200.39 
etddre$~ I he issues idcmificd in the a·udit. l'hc o\SA(A r T) agreed anu is in Lhe process or 
implemcntin~ the recummendations. 

~s rbe lead for dcH~Iupmg RTP policy forth.: Army. rJ1c ASA(t\f T) itl ~oniuncti~1n wilh 
11te Am1:> Materiel tomnmnd_ and. the Dl!puty Ch1d' nf' St»ff. G~~ can cn.:-urt! that the 
Anny·snC\\ RrP polk) ~undo.rdac-sRTP ~nuns, S\\cll a:tdt:;:il'J) Jdmc-at~ 
rrspoosi~itiLu~.s lt' mtc:grar~. S)nclmmi7e. Rn,l optimiLe Anny -cradlc-lo-gr .. l\e etTom ro 
JllllltX-"1 CPJ. Jl1c \"_\(ALn. through thi\ rru~es:. can also cnsur~ lh:tt my ~ffons tel 
prorccr CPI ~Tl' do.;-el~ aligned "ith DoD efforts nnd guidance. 

Conclusion 
Protcct1<'~n activities spa~t Military Depm1mt.::n(~. f),,n agencies. and h~yond. cnordinatiorl 
and integration l)r'RTP r~quires Dcpartmt.mt-levd emphasis and invnlvcmct\L -\ligning 
1\.rm~ RTP erfl;m., 'v\ilh ot1going, DoD H.l P cflmt-,._ a~ outlined in 1),10 fn~~rucrion 
5~00.39. ·will allo\ g.r~uter integration and l>) n~:hr<"o.uizarion acm:.-' lhe \rm) dnd D,>O. 
Po he~. lnunmg ~nd CIVCJStgtn should be ) Ill hronved lo allow the n llSC ciTe~tive use or 
RTP personnel and hl n,;ure proper CX\.'Cu• lllt1 l~fprogram prntet.:lillll plans. fmm c1m.:ep1 
ro d.;:militari.~Hnn 

Additionally_ thl!' ~~ A.tA.L l l appoints 11le P~1. whn is respon-sibk lOt all a ... pects of 
progrc.~m execution, iJtl'ludingjts sectlflt) A" tl1c: emral partic:ipant fl1J pt·ogram 
protection! lhi! PM should l1ave a compl~l~.: u.odcr~Htnding ofthc carlubil t li~~ thatthc 
sccllli!y; l11telligcn.cc. ancJ counteriutclligctl\l~ !.:<>mnumitics cw1 rrovidc. 

Because thrc .AJ{ l PC lah.l's a hest practice 3JTnmch in the torn'lul~ti<.'n ofLts RTP lerum. it 
greatly enhao~cs th.: teams- abilil~ tu pm' ide ossistan~ in the two mosl Jmponam 
ilSp('\;rs o;~ RTP - id nnticanon of CPI and tmplcm.:nwtion of countcrmt:asurc~ ro prul~l 
CPI 
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lmc:grared producnearns could h<nc:t1t immeasumbh from the umttuc: pt>rspecthc ofahc 
ARTPC The :XRTPC concept j~ al:.o inh:gr<41ln an) command·s funclit'ln)o Ji~r .:xecuttng 
R1l' • iute<?J!ttion and ~~nchnmi/aUnn ofCPl countcnncaiurt.s li,un cradle to grn-.:c 

rh the -\1my sruaterid dcvdup.:r. \h~ .\nn~ Mstc!iiel Command ha. ... n: ... pnn.;lhtli~ tor 
R I'P suppc1rt t0 an Ann) orgvnl28tiom. ~xccuting RDA acros'S the matcril'i li l"t:c) de 
\10t'eO\t:1'. whh the dedicated RTP S\lj:)J>Ort pro' idcd b) tlle ARTPC ai1d the Ann> 
\1att:ricl r.ommatld , G-1. spcdiical Jy wah Lh~ Technology Protection r ng11 1tc:t·:s und 
1cchnology protecti tm oJ'tk~-s. lb~ PM could cnsurl} that Lhey 11re optimizing 1 he avniJabl<: 
RTf> sttpport w Th(} greatest e'l\Le11l po..,sn,le However. this does not oc;~ul' I t~ a coocct"Led 
~1ml dclibci1Ut; manner. Tb~ A A(AL J'). t\m1y Mn.L~tie-1 Command. and IJI!ruty Chief' of 

tu t'f. Cr-2 must ensure that their RTP ~t'fh 11s. policy. and tntining ur~ intc:g~~ncd 
'lYI1oChNnitcJ and optimizt:d. and MIZ aJigncd \\ llh OoD c!fforts. 

Recommendations, Management Comments, and Our 
Response 
A. \\te rccnmmend tbar rhe A,)liJ.otunt ccrctary ofrhe .-\rm} fc1r \cqui ilion. 
t o:; tir • and Technology. in con;lunc•ion \\ ith 1hc Comman~ .~ncnal, \ rtn) 
Mutcrifl Command. and thl' mt) Deputy Clllef of Staff~ G-2, rcVJl"' :tnd de\ dnp s 
lllan ofartion that " ; 11 result in tht> moM efficient and etl'ective means tu integrate-. 
s} nchrcmi7C, and o-ptimize re,sl!llrch ttnd t<'chnolo~ prutcetion effort fo•· thl! Armr. 

Management Comments 
On beh.alf of the CummAtnding Gt:ncral. Am\) \lfate1iel Couuuand and the Arn1)' Deputy 
l'hi~t\>I" Starr. G-2, rhe AsshLant S~..:t.:retut'} ofthC' Army for Acqui~ilio•t Logisttcs. <tnd 
T cc.:hnC~Iogy concurred v.-ith th~ rt!c;otnmcndmion. The As.si:;tam SccrcLat) 1ll the: Artn) 
for J\cqui!'!iLwn. Logistics. and r~dtnolug} with input from thl.! An11~ Dcput~ t'hi~l ,,r 
~~l'L G-2, rhe _t\rmy Rt.-s~an:h at\C! 1 edmLliOg) Prok~llon Center. 'Uld \he ;\rm} Mtttt'rid 
(oaunand G-2 are dc\'eloping an Aml regulation thaT will addre~-. r~')t!llrth nnd 
L~~hnnlogy prorecrion rcspon,lhi1itic:<> to ~nsurc J\rrn~ pn'gr'd.m5 propcrl} idenhf) ~.:nticaJ 
pr<,.~m information anJ implement counL'-'mlc:(.t.,L!kS ro effoctin.:l~ J>r~' t!lll C(I1Uprunu. to 

of cnut.~-1 pro!P'lm in.formatwn. Tht: -\s,1stnnt Sccrctm) <lf tlie Ann~ for \c\jui,ni<m. 
I ogi'Stics. and r~·chnul<'.~) t!Xjx:CIS to puhh ... h lhe reguJation b!' Dt:ccmbt!r I 5. 2010 

Our Response 
I he con!-.olidated comments ofLht: Assi'-L<111t Secrctar) urthe Almy for Acqlll::ntion 
r ogisrics. and Technology, lbe Commanding GtmeraL Army 1\fatcrid (\~ll)mond. nne! Lh~ 
Army OtJpuLr Chiefof\)taft: CJ-2lire resronslvr and meet IJ1e lntenr of th..: 
rC'~:t1mmenda~i on. Please providt' u~ •• dmft oi the rcgulal i<m prior to tsS\lf:.LJ)Q~ 
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Finding B. The Army's Warfighter 
Information Network- Tactical Program's 
Efforts to Protect Critical Program 
Information 

Within tne framework oftl1o l;!ight issue areas, we assessed prOgtf!Jll proll!Ctiun emms tb r 
standardizatinn ofCPfprotcction pro~e:;~es and rlwir appli:cmion. ov~rsight of the err 
protection p1occss rmd it' implc:mentatio.n. and r~.-.p.msibility for rh~ ruotection of CPl. 
using thl! Aml) · s 'W'l:'K-1 as a progrillll of rGcord case stud~. Recc:nt DoD is.~~!'> ... u ll 
as DoD 1n.sU1lCLion 5100 39. were me pritnar) ussessn1em too! fi,r thi ... pilot and have 
cstabh:-,hcd ..s l;\)lld framework for RTP. Tfo,vevcr. and in spilt" of demonsmncd "tle"t 
pm<:Li~.:t:s, ~fforts arc not lUll) ink grated. S) nchnmi;;t:d. and optimw!d LC) che greatest 
exten t possible ami do not provide standardizt:d efforts to pmtt:~.:t ('P I across the 
Dcpat'l1TltmL We fotUld the tbllowing: 

• Ar~Cb of existing is:suanc~ need to be cohanced: new guid3llcc nt-eds to be 
cntftcd. such as guidance fur anti-tamp~r measures: and the: OoD CPf prolc~tion 
manual containing d~tml~d measures tor RTP should be promulgated. 

• Guidance should bt estabUsbcd fur id~ndfyi..ng comm~rdal ~..:'lff·the­
shdf/govemment ojf-thi!-:->h~l f components as critical program inlbnnatiOrl, tw 
include assessmen1 tools and training. 

• Stun<J~rdized guidance rhr training in CP r prt,,lection should h~ developed for Lt~e 
by rhc RTP C(Jmmunity. 

• Guidance should be prr" id~d on model cvnLmcLianguagc In support ofpt·ogrom 
protection planninf! Lo DoD and Cumponc:nt R 1 P officiuh .. 

• t•uidance should be d~\ duped that dcscri~~. 
o what can anJ should be cont.a111~d in the DO FonT! ~5-+, ·'Dcparlm~nt nl 

Defense Contract s~c.:u,Thy Classificati()n Specificatio11:· J{)f ~he protectiun 
of conttollecl Llll<.: lnssifi.od CPl. 

o how prvgratn prOl~cLion .:;l1ould be implemented at the level of 
subcontractors. and how to .. ~ri l} contractor compliance ~vith the 
DD Form ~54 and th~ rrogram prorecuon plan 

• S.:cunt~ requircrncnts lor contra tol' pru~essing CPJ on nun-DoD informalion 
sysrcmg should h~ dcvdop.:-d and published. 

• Th~ ~ppropriatcncss nr uo;mg the Seen:: I lntemet .ProroC('l] Ruuter network tiS Lhe 
host for the hori:tNltnl protcct1cm data bas<' should he tktermincd. 

Issue Area One: Ability to Identify Critical Program 
Information 
We assessed this issue are· to deh~nnine whcth~r published guidance ft,nhe­
idcnt1licatiOll ofCPJ is rel~'-ilTit ro And adhered to b}· program, s~curiry. intdhgence .. and 
tounterintcllig~nce persom1cl. We also so11gllt 10 detem1ine whcth~t there was 3 
working-leYel integrated pwc.h1ct team to a."lsi::;t whb and collabor.1te on the identification 
of CPI. If so. we wunted co assess how the mis!'mn_ composition, anc.l ~ffecth'cnc....,H nf the 
·working-level imegratcd pr~l<.IUCI team contributed to The id~nlllication of CPT and 
wh~the1 rhc work1ng-lc!vel integrated product ream ~rfonned a tunclimull decomJ)V ... iLiun 
ofthe progmm ur :;ystem. Wt:. Ll~lerm.ined that lht: WL'\-1 program offkc had an 
effccli' ~process for idmlil~ ing CPJ. 

fiil iJTieJs'mlAti ~HiFl 
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DoD lustntcoon 5100.39 ~1al~ th~t tht' l '01 \ 1 &L) should. 

• lead the effort. in colhthlli.Jlicm \\lth \he Utldcr Secret&") ul D<lc:f\:-ot' (lntelligencel 
and the Assistant S~cret<ll) of Do:h:nsli (N,.:twurks and lnfnnn~tion 
[nkgroriom/DoD Chief lnj()mlulltHl Officer. to establish a Ct)l1:-i1Stc11l rroc~:ss tor 
the iuentmc.;ation and prolcctiorl t)l C. Pllhal r.akes inw accm.mt the r1,!\! that 
r~se.arch, de\cluprnent. ucqu[sition, countcrimeiligem:e. mtelligencc. sccuriry, and 
systems 13ngineerin~; persoum·l p~rfarm: 

• pr~:rdde dlrectlotl and manugvm~;n~ oversight for t.he idcutlt!~ation und protdctiot~ 
of CPI for RDA pn1~rram.:: under the cognizance or oversight nl' t ht: ~ 'ID(A I &L \: 

Ucc<JUS{' of1hc current ddin1uon 11f ('PI in DoD 1m;tmcliun 520039. g~tidon~...: that 
clanl1e., th~t CPT can be dth~c critiettll~('hnuhlg~ or functionality, Wll\- r Jad t\IH 

hJcmif\ ( PJ al illc-outSCL hlll recc-nll \ tdtmtitled CPJ in its latt:~l err IJ~::ntiti\;nttOll 
irHI!!!Nlcd product Learn pro~e'' · 

Wa rfi~hter Information ~et'\\ ork - Tactical Integrated Product earn. 
\\ Lf'.· I" program manag~mo;!Tl c'llk~ personnel. SCf\ ing on a11 inte<e-rrated pJodUct t~¥.Un 
'" u.h repr~t!nt.anves from tile AR I P • prim~: and subcoJltta£1ors, lhc 'Xauun<~l Ground 
lmelligt:ncC" Ccntcr, and 90~'"' \ ,fil nary lntelligcnc:c Gwup. L conJucted a C PI l.l%C'\:\"'tllent 
tJf the WJN-T Increments~ and 3 ru.'ginning .lunuary 20 and ending JUT~U.Uf)' ~Q 2009. 
th.: tcrun comprLc;ctl syf;tem" tnginec:ring., informati<'m ~wnmce enginccrmg 
l l lUntt~ement, and softwaJc cngincCJ'i r~g. c:xper1s. We did not find Lhal sd~n~t: rnd 
tcdwology expertise wa~ repr~sellted on rhc teat)) . Thl:' ARTPC facilita ted thl' proc~~!;. 
tbctt-.tng {lll the WIN-1 n~rwork's l'urldhmality and al'chitcctLtre unJ on lh!! design 
11lodlfications rC'quirt!d to implt:'nl~ll thl! Wll\J-T nd\\oork integrarion of comm~rcml ofT· 
tht'-shdC Govemmem oft:tbc-:)hell. u.nJ \:USt<'m items. f11e integrakd prol.iucr team 
lsse5scd alJ itcmu eonli~ur~d unJer W rN-1 Lnc-r~m~nls ~ and~- u·inll tll~ AR I PC CPr 
tool 3 ~ -

On h~!'1ru<Jr) l L 2009. rhe ActUl~ 1\S \( t\LTJ yublished a memorandum. "'fuent"fiClltion 
untl Pwtecnon ofCritical Pmgrwn fnfmmmion CCPl>." ~talmg that P\ls \\illu ~ 
inr~gr:ucd producr tl:!am« cc.,mpri;irlg. pro~r-.mt. tedmicat sys1ems cngmc(•nn~. 
eou.ntl.!rintdh,gence, intdhgcac.c. ~md st!~unt) expe.rts to assist in id~nrif)tn£ CPl. 

Tht! \\rTN-T program used a ~ms .... -tli-.ciphne imcgrarcd product t~~m rh:n inchld~d 
systems rtlginc:rs~ d~monstrwinJ; th:u ~b~ o,,o fnstructlml 5200.39 rt.!qum.:m~nt lo~· 
cr Ol>:>-uisci111ine teams is already pn'\ in~ elleclivc. However. tht! 1~aNt'n fat· luck of 
!l<.:iencc and n::chnology piltticipmii.)ll should be cxp1orecl and l,'"ectified, Qither thn,ttgh 
~larilicaLinn in ttw tbrthconling pr0J!!rtlM1 prlllt!c:tion manual or through Lraining ot' 
~LHUUnc~. 

1 th: liJ2""' ~1ilfw) lnn>lli;!eJlCe lirol.lp 111d N:a11un 1 Gro11nd loteHt~cnt>C C.nkr Itt elcmc:n~ c•fJhc t...S 
Arm' l:nt!llig~m:l..' and Sttunt) c ... mm<'nd. \\itldt,1lli>ng "irh rhc >\R I PC. an. ~.'lmt.:hl· ,; rh~ U.S Anl•" 
l'>ci"Uf!" Chu:f of Srni11or Jnh:lligl..'llct.! 1C1· .... , 

J ht AR I P( t~ml i<. a surv~ 1ool UJ.Lt ~urtk!\ th.: u'i;:orrhJ·oui,!Jl a series ur uui!~Lioto- to ns<c-rti\m "hetho.'r 
th~ J'l"OSfllm polentially c.'<Jntain:<. cnucnl pr,~r-,ml mlhrm:.tion 
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~ arfighter Information ~l'h\ ort... - T~tctical and Anti-tamper. The ?\.larch 
1004 Go,·emtnC'nt ,\,-cnuntahility Oftice R~.;pl.'rt. ~ooD ~eeds l() Relt~ ~nppon Prof,rram 
Managers' t mplt!mr:ntatiou of Anti-lamp~1 Prut~c.tiou,·· identified dcliomg ..:ri\.ical 
tedu1ology as the 1ir~t step and the hash; tbr dct~.:rmJning the n!!ed fc>J QJUi -tamper1<1 

counterrnt!asun:'!>. 1 he n.nt i-tarnpcr St!Ctiun o (' Ctw.pte1· 8 -ofr.hc D~Jensl! A.:4uisition 
Guidebook statc.-s tl1at PMs should de,elop nnd · cment anli-tarnp-:.r rncoSli~S to 

CPI in l f ~ de tens~ systcm3 d~\ e1 co-dcvcloptt1~:nt 
removed i ' theft Llr 

[n it~ Jamwry :!008 l't:f)Ort ··DepartmetJtvviJc [)ircctiOll is ~eeded tor lmplenHmtuLiol1 of 
Ami-!'ampcr Polic) : · the Ciovet'tlfficnt AccoiJnlabiliry Office rccon1mdl1{letl tJun, the 
Secretary oftldcnst dircclthe (_Tnd~r SecJ·ctru'). of D~Hmse (Acquisltiott. Tc..:lmoll,gy. 
and Logtstics). m \.1~1'1rJination With the \nu~ Tamper Executive A~tmt Jnd the under 
Sl.!netlry of DeT(t\SC 1 hnc-lhgem:et to i. ~uc dcrarlnl~nt-wld~ dir~tiou fo1 application nl 
it;;. ann-tamper T"'lhc} 1h.u prescribe5 .hO\\ l• • aJ~ uu1 the poliCJ and \:. tr.hhshe5 
definition' fin .:ntk3l pro~m infomlalmn and critJcalrcchnolngle" ... 

1n Its rcs.pon!.l n,,l) non-concurred. slatmt! that .. J h~ CSD(() IS Lht' llltic . of primary 
resron~ibility for Dol>DJrrcctive] 5200.3Q, -·sccunty. lntd ligenct' rmd 
Co\mter-intc lhgunl'~ Supp01t to Acqui~iti1H, Pro~t.lm Protection." <411d lls successor, 
DoDT[:nstruction] 5.200.39, .. CntiL·al Progwm lnlom'ta1lon (C'Pl) .Protccli(m within the 
Department ur De lct1se.'' L SD(I~ ts ttu"ten1ly coordinating an update tn tbc direct)' t:. 
The ~n-lmnJX:r I '-I!'Cullve >\gent hos propn~I.!J l.ht! incorporation ol :mlt-tamperpolicy 
in this tC\ i:own The c<msidercd polk) l'~tr .1nti-ramp.:r mandate-. 'fm ~:mk~ 
h:dmoJogy type CPl. ~mp1o~ approprjat\! anti-tump~r dunng tlk Rl.)A pntce s unJess 
"aJ\ ed in \\Tiling b) MDA or cqul "alent · FtlUowing the i~su:.mct! ''' the updated Dl1DI 
5200.39 _ th~ D~p.<'lrtmcnt \\ t11 n:•, ise the DoD 52{)0 1-\if_ ··Acq11isiiion S) ''~m ... 
Prorcction. -- tht: implementing. m8llual l'clr th~ directi\'C which pru\'iJco-; the e~ccution 
standard-; iliH.I guidcliucs.1o meet th~ DL1Dl 5200 39 policy. The Antt-1 !UllJ"teT Rxe<:utive 
Agent's piau .L~ tn inl,jluclc a new section 111 tl1~ manual tha1 is t.!xplicitly for anri-t:lltlper. 
!'his-will dt<!it:nb~ how1o nnplement anti-til!ll~~r h1 rrnl~ct reclmolug) CPJ lbrU.S.-only 
(lases, fordgn miJm11 y sules,'direct commt>r<.'tul sale~. and .scict1ct: and technology 
programs:· 

11IT·i3ntpef lli\.'MlU't."i r.:l :r 10 the S_ySi.elllS .:l1~tn\!CTII1£ llt'fl'-lUecS inret~cUl• fln.:\ en· OT .Jth1) .::\plummon 
,,f c.riut."lll h!t"hnr Ol.!lei ut l '~capon. ... ~··--~!."ms 1 he> ua·illl-... mv<Jive we ~nur~ hr.:\.") de of ~)'SI:eJll> 
«•;.quisitioll. utdudln~;; tC">carth, destgn. d~ C'lopm~m unpkrn~·n~...slinn, .. ncl testing '" '611\l•utmper- m~asnres 

PMft ~rn fil':L Uf!:if! MJifsY 
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\VarfiRhter Jnformation ~-etwork­
Shelflt. ov('r nment Off-the-Shelf 

uctic.al and Commercial Off-the-

J\nothc:-r il'isu~ was 'comJllercia! off-dK··~h~l f C<lmponems as CPI candiLidlcs Xo guidance 
(In commercial off·th~-shdf components nnc.t corr~spoml1ng protectJou rncchani~'Tl"''S 
appear~ m DoD lnslrtH .. tiuo 5200.39 or m c.:hc.tpt~r eight ofthl! DeJt"n!'lt! ·\c4uishion 
Guid~book. Criti~:al nrogram inforQl<Jtion usscssn1cnltools~ h'lJ1d,mc~. mul training 
should be rc\ Lcwt-J and modifications sh•)uiJ be considcr{'d to aJd,~s~ iuentification of 
cnmmel'cial ofr"'.tlt~~shclf components us C~l . 

1 he guidan<.'e '11\luld alloY. th~ pOS-'>ibilil~ thot Cc."mmcrcial un·-lht:-shdf COillponenL<.; ate 
CPl or that thl! Cl)tnmercial off-me-shelf t'umpnnc:nts· .funciionaJit~ 1:-. '" uitu:al to rhc 
CPI functional it) that \h~: coumermL"~ure t for cxan\pk.. anLi-mmper pnckag.ing llT ::;uppl) 
chain risk nut•g.aLionJ i:o. l't:Sl applied to the \.: r>mmc:rctal oif-tJlc-shelf' ... omponeot. 

The USD(t\1 &L) and the Under Secr~tar) 1) 1' Oden:t> (lutclligem;t.") .tr..: l~;.>dmg workin~ 
group!: (!lee ~ppendix lJ) on itlit1ative1:1 to impi'OYC 1.he 11rote~tion ofCPI aud develop a 
standardized pro~ess li.lr idemifying CPI and as:~ociatcd cowttcnn~u-.urc:s. to Jncllldt.: anti­
tamper. [n audition, lh~: U11dcr Secretary l'f l)cfl!H~C' (lntellig<nce) is ic(L<ll ng erlo1is to 
eo.sure a CPl idcnlJiicts.Lion tool is being inC\nruTnted ]n a forthc<'lming. CPl protection 
manual. Sumd.!ttiiring. the procrs~ rL•r identityiug CPI will ultimuld) mi.uir111s2e 
:-.ubjectivit). 

Conclusion 
WfN-T prvgram \111i~e- :'\biT had an effective J'li)Ct:SS for idcmif~ ll'tg rPT l h(.~ proce~~ 
us.cd an imegr1.1kd product k'&m and tlw AR 1 PC. fhe U .'De A 1 &L) and th~ Under 
Secretary of Dclc 1 Ui~ (fllleUigencc) arc le:1cling \h)rk.ing groups (:;c!~ App~:ndix D) formed 
to 1rnprove the protection ofCPf hy, among other lh i ng~ developing :t sl~mJurdized 
process f01· id{'nt ifvlng CPT. 

Critical progrW11 in.lot·mmi,,n U.'lsessroent tool~. gllld<.mce. and lrainwj.! 1\lmu ld be 
n::Yiewed, and mudilicutions should b<: considtJ•ed. w addrc~!-1 identittcati()tJ or 
commercial ul'f-l11c~sbclf ~omponents as C JJ L 1 he gu.idalJce suauJd allow •he possibilitv 
thai comme&'Ctoi ufl:.lhc-~helf ~omponcnt.s un: CPL Otlhat the comntit!rdal ull-the-shdf r 
colHpOnent"" fhncttonalit~ i.s :-o crilicolto thl l'PI functionalit) thattl•e C<ltmtcrrnca'illTt" 
(lor exampk. anti-t42mpcr packa~ing or ;.uppl) ~.:hain risk mili~tion} is ~sr applied to the 
corruucrciaJ C\IT-th!!-o:::hdf C'Omponenl 
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Recommendations, Management Comments, and Our 
Response 
31-1. We J·ecomrn<m(J that the Under Scet·ctury of Defense for Acq~•isiJ:ion, 
Technoh.tgy, and Lo~i.tics, in cnnsulrutioo w irh t he Under Secretary of Defense for 
Intelligence-. th~ A11si~taut Secretat)' of Ocrl'nsc (~etwork~ and (nfnrmarton 
lotL>gr:uion)/DoO Chief Infurmation Oflictr, and CompoJtent Rl P officials 
promulgate unti·tnmt>er policy tb.at ensure thnt anti-tamper tl•uutermeasures art' 
consider~tl es rh in the- idontifkation prett'\'.S,, arc s tandardizetJ. untl cnn be 
integrated tllrou~flf)Ut the J)('pvtment. 

Management Comments 
The Lnd~r Sccr~huy or'Ddense for Aettul"ltion. Technology. anJ 1 .ngi~tics. the Under 
Secretary of Defense for (melligente. ~llld the As~1stant Secretary of De fen~~ Networks 
and lnformau~t t l n · · 

Our Response 
1 ht! commt:"nt t"'~f rh" l nocr. e<.tetary of Uch.:n~ filr -\cquisirion. l~.:chnulog). and 
to~ristics. rhc lind~r ~cretarr of Dcfcnhe (lJr fntelltgcnce. and lhe Assistanr 'iecretar) of 
Dl.'fen~ 0\C'lwor~" .. 1od Lufonnatilln [nte\!J'a1ion 1 DuD ('hief lnfonnatuu' Otli~.-er arc 
p.mially re:sponSt\" in ml!i:Utlg the intcnl~ll the: ucommcndatmn. Ahhough t.ht' dnilt 
DoD Manlllil .SlOO.~I").f\L "Procedure~ for CJitical Prrurram Infurtmnit1H Pmlt'ttion 
Wllhm lhc Dcpartllll'llt nf Ocfellse.'· is itl lhe! f(I1TI1/ll coordination it<J~e. throughoul LlltS 
report organi;~utmr1~ mnkc rcfcrenc.:e to the draft nwnWJI as contalning tht: resolution to 
our recommendations. A..- the proponent lor th~ tTU~lJuat the Undt!r Secrcrary of Den~nse 
tot' lmeHigcnc~ ..,h.,uld provide- a tl&tt- '-\ l t~ tl the· drall manual will be compleLt!d. 
1\dJi lionally, if tbt! L 1 mll'r ccremry tlf Dd ~11\it IN Acquisition. T~~hnology. and 
Logistics beh~' e.-, lhm th~ formal coNdirnuion process lor lhe draft manucd \\ill pre\'cnr 
timd) gu1dance fr~ml r~a.:hing progt:\Ol prvlection officials. th~l\ '-ICj,S should be takt'n llJ 
provide interim yuiJ+~-nce, such 3S :1 puliL-y lenct o r diredive type mCJuor..sndurn. to ensure 
tund~ ddi' t:l) ~f:aatHampcr guidanc~. Guid.mct: that provides c\ln-.J~t~K~· <Jcross m~ 
0-.'partment anJ cn,urt':-o .. mu-mmpcr i-. con.,ldr:re-J early v.m al~o .;_.w money h\ 
aJJcviating lh~ m:ed to pn) lor cosLl ~ mltl-1runp~r \.'llt.mtenneasurcs l.ucr in tbe program·~ 
development. 
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Ul-2. \\-e recommend that the t inder Secretilt) of Defense feu- Acqui ition. 
Tcchnc,}ng)-. and l .ogistics t-stabfub Jl.Uiduncc for idc.ntifying commercial off-tht.'­
hdf/government off-the-shelf compon~nts ns critical prognm infnrmattiou, to 

include u ... sessm.ent tools and tralning efforf!-1. 

Management Comments 
lbl! Under Sc.ctciar) ofDeJl::n!i~ tm Ac4uisitJon, l'ccbnology. and L~tgi~nc~ concut·rcd 
w1th the recommendation. 

Our Response 
rh\! -.:ommenl$ 1Jf the. Under Secret&) oJ Dden~t! lor Acquisition, rcchnology, ~md 
T ogistics are partially tcspon~iH;: 111 meeting the intcm oflhe reC(lmmendution. 1 he 
Under Sccr~tary of Ddense for Acq·uisition. 1 <Chnolog). and Logistics shouiJ prt)\ u.le 
an act1on plan and a dat:c for cst.ablishmg the guidance for idcntil~ing <:ommercJal oft"'­
thc-shdf'go .. ernm~nt nJl'-tnt:-shelf components ru. critical program information. 10 
m lud~ a.-;~ssment tool~ and aswctah:d lruining effm1s. 
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Issue Area Two: Effectiveness in Developing and 
Implementing a Program Protection Plan 
We <~ssessed this area to det.:nnm~: whether published guiuam .. -e for the planning \~r 
prllgrnm proteetiun is relevant and .ldhcr~d ln hy program. intdlig.cn~c 
"'olmlerin1elligence . .and security ~sonnet und to ensure fha1 pr(lgram prOtection 
planning was in accordance\\ itb DnD ln'-lruction 5200.39. BecaLtSe tht: WIN· I program 
ol'fit:e lmd no1 completed its program J.,rotecLkm jJlan~ we arc unable w as..,ess 1he pl~ns 
effectiveness. 

DoD lnstnJction 5200.39 ~talt's llu!l it is OoD polic} to reyuire ~h<lt contract!:, S11pp~>rting 
RDA programs where C'Pl ~ms be'"''' idcnLilied conmin lang.uagc requiring the ~vontrJcror 
~o protect 1hc CPl to DoD ~L:.tnr.lards. Dol> lr1suuction 5200.39 also states lhalLhc 
USD(AT&L) ">hould. 

• require a pmgrdm protection rl:ut ror all RD-\ piog.rams with CPJ within the 
puryic:wofthc l: SO( A T&f } .md esmbhsh proc~dures outlining the pro!;r..un 
protL"Clion plan development and appm\aJ process in coordinalmn with lhc Under 
Secretary of Defense (lnl<l1ig~nc!!l. th(' c\ssisliml Secretar~ of Ddi-n~c (Nct\\oorks 
anJ Jnfonnation lntegration)IDoD Chi~rTnfonumion Officer. the Under . c-crcrary 
of Defense (Policy). and Lhc noD Components. and 

• lead t:he collaboration with the Ass1st~nt Secretarv of Detens~ ~ em·orks and 
lnformation Jntcgration 1/Don Chicf!nfonnation ·ol'ficer and the DoD 
L'omponenl;; for review ofm~jQr Dd~nse acquisi\lon programs· pmgmm 
protection plans Cqr surficiency before their Defense Acquisition Board milesrone 
dccrs1on re\>iews and nr major <"tcqui~itiOll strategy npdalt:s. 

The program prote~livn plao ls us~d to develop tailored pro~:cc1ion guidunc~ for 
db=>eminmion and inlplcmcntati<'ln t.hr~•ugh(lut the prograrn lor which it is crcatoJ The 
Ia} cring and integration of Lhl::' sl.!'lecr~d protection requirements doctuncnh:J in a program 
protccLicm plan provide for dtc mlt!gr.ilitm and S) uchronizat-ion of CPl prolccthm 
activili~ The following are considcr~d key ~lanC"nts of a progrom pr\H~clion plnn and 
are tailored to mee-t the requircm~:nl~ nfu RnA. program: 

• teduwJogy and projt>ct d~..;cnp1ion or sy~tem and program description. with an 
cmpha-;is <.m wha1 is uniqll\!. li'> 1he foundarion for iUentif)·ing. Cl'l, 

• lls1 of CPJ 1.0 be pwL~:t:lc;>d in the progrr.1111 (this genemll:y dcscnb~~ dassificd CPr 
In an LUll:.lassified manner Md is nm suitable for ltorizonLal protccti(H\ anal vsis l'r 
the preparation of a nnmle1·intclligencc assessment); " 

• threat~ LO CPT; 
• (brei 1m thTeats: 
• a sui~mary of the C{)ttnL~nr'llt'l l igencc assessment (the full rcpon ts a11 u~wchmcnt 

ro the plan); 
• 'vuln~rabilities ofCPl LU itl~ndtit:d threats: 
• c<.'lumcnneasures (all disdplin~.:s. tL.-.: appropria£c): 
• counterintelligence suppurt phm: 
• anri ·tamper anne': 
a operat1un.s security plan. 
• sv:tem assurance: 
• technology assessmcm/contrnlplan: 

P8R Afl'lfh\ls !H!J! A?JfsY 
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• ~lassifkation !.!Wdt.: • 
• prot~cll<ll ~o't": nnd 
• fo llO\\ ~•>JJ ":>\tpp011, 

rhe FebrL1llr~ II • .2noq memorandum, ·'h.l~ntdicution and .Protccti•'n ,,f'('nlieaJ Program 
lnformarion (l'Pl l.'' published by the A..-:ting \SAtAL T), :sLat~~: thm pl'ogtatn 
management onicts ..;hould s~ck till' ses viet!" 'JITI:r~d b} the ARTP( m Jr.-\ ~I<> ping 
Pt•Jtectivn comu.:nnt>'LI-'itife~ . 

Wl' recomml!nd lh<: Army Audit Agt!n~~ '!' Aptil 29 . .2009 n:pMl ··,\rnl} Kl!scnrch and 
Technology l:'roh .. 'l'twn Pmgram; Offic,;- uflh~ J\ 'i~tant Secretnn nt th'-' \rrn) 
1.\cqui~ition. 1 o)L!t~lieb. and 109-0094-Llll. TO 

In addition, anJ 1~ '"nu(!r, m the Program b:~~:uti\e Office Comm • .nd 
Communic:JtJon.; 1 ·on 
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Publh.h1ng gw-danee fh<li provides model ~~)ntracl language- wouJd make il ca.-.i~r 1\)r 
progr:m1s to comracr for CPl prol~Clwn. Pro~l'am managcrnenLllJlic~~ sbould d~) the 
l'ollitWing; 

• provide the Dcfcns~ ~tH:uril> ~~tv!ce '\vitb the pwgram pr(lh:ctiov pl4H1 anJ rh" 
pt\)gram onice·s specific rl.!quit..:mt.-nbs rhr the cleared contral::Wr iJnd Lh~ rl!lutcd 
Jbcumems forth~ proLcdiun ~~r CPl. a list ofth.t related toUilh:rinr...:lJii:;CnC\:' ~no 
sccuriL~ risks to the contt~Ctur and a l.!,lp~ •lf 1he releYMl cuunLc:rmt~llig\!nce 
suppon: plan: 

• en:-ure that ~..'<.mlr;;lcts requtte th~ prime: Cf'htrador to participal~! i" tin: 
IJentlti\:ationofCPl and to •mplt!menl coum~casLtre.:. 'l•r id~ntificd <JPI at 
conuac:wr faciliti~s: 

• \.'O!.ur~ c1mtracts and DD 1 onu . .25-l mclude cbuses aurhon7.tmt c.:~t'Ulrn 
Government personnel at:ce ·~to prim~.; ~ontractor aJJd !)1JhcomrnctoJ tacililic:!\ ttl 
.. ·onduct survey:i. 1\Sscs~mcnt~. Ub]')~ctions. and uwcsugation:- as n~l..'cSSUI)' to 
tnt~ke sur0 CPI Is proped~ prot.:cred: and 

• t t lc lt..al~ language in contract~ thullht' J'll'ime contractor mma 
.~ communical~ pmgrmn prot<!ctlon requirements to subconltllctm-.. tlmt \v:i ll 

have acce&s t(l or '"ill he pmviding CPl. 
:.; rcquiu suhconlraclor{' ro continually monitor protccuion m10u.'un:-., and 
::~ monitor the subcontnu.:ton,' pertbrma.ncc rhOnltoring 

Conclusion 
l mcc rhe \\! 1 ~ r program prutcdhtn plun ts col'npleLe_ and as mulincd in ilhc \nn} Audat 
('\gene~ n.--pllrts and Pmgram r xccuuv~ Ollie~ f\m1mand. Control. ummunic:;•Uons 
Tacttt:ar .. Program Protection Plan pnhc:~ .md impJcmentatiun ~uidancc. th~: WJ'\.T PM 
..;hou!d full~ 1mplem~1 countermeasures ~rt1cul~t~ in the pro_granl prul~cunn plru1 
U\l.a.;tinl.! speci fie milesronc date:. fur thdt imptemcn~tlion: J~,·elop a trackis1g ~) "km for 
m,,nitonng rhc amplcmimtatil'l, ,,flhc counteml~a-.ur¢>s: COllduct si1c vi,.it..' to as ess the 
conu-.lcwr·, implementation ofth~; ~~'ul'llc!tmensurcs; and us~ Lh~ r~sults of 1h~ -;lit: vi~ih 
II I ~\'Cllllate the ct'fccthenc::;s uf the CuUtl1C'J11lC(tSUft:S. The WL'.i- rPM shnuld ,I ISO n:qlllre 

thl' contrm~Lur 10 prepa1·e a prc.1gram ptl)let.tion implementation plan to i.rlfc1rtll the WN-T 
p1·ogrrun rnanagem~n L t'ni~.:e ho"'' rhc l'Otltnu:tM i11tenJs to protect CPT and inlpll!mcrn the 
countet111etl.'iottres articulated w lht: fiJ o~rum protection plan. Providhif cormact ht~~guage 
in guiuance would make it easier fi>1· tfte pl'ogram management office to l:1111tnu.:t lor CPl 
J11"Ncction. Dei'ense Securit) Service r~nmnn~l werenot aware that CPT rl.-'sldc~.l within 
the pnme <:onn-acto{s and ~ubwntr-<.~~.:rors• f::tciHtie~ ht>t:ause CPl was tll'l h.lenutieJ in rhc 
DO 1 orm 254 providl!d to cl~cd conu :J~o:lur~. The Dcll:nse Securiw ServiN !-lmuld he: 
pw\ 1dc:tl u copr of the progrum prot~ction phm a.mlthe progmm ofti<.'(' · \ spL-ci fi<. 
requircmCJm lor tht' cl~arcd contmct~'r anJ lh~ rdat~d docwnenL' for the proh.ctinn nf 
CP! and the DD fonn ~w -.hnuld n.-rl~~ the iorormat;on needed to prNt!Cl PL 
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Recommendations, Management Comments, and Our 
Response 
B2-1. \Vc recommend thnt the Under :51ecretary of' Defens~ for Acquisition, 
Technology, and L•1gistics provide guid11ncc on model contrad language in SUJ>porl 
of program protcctton planning to Dol> nml Cotnpom.'flt RTP oft1cinls. 

Management Comments 
111~ l:nder Sc:cq:u.tl} 01 Llelense for. \~.:qul!(ttion J ecb.oolog_. md 1 o~J,IIC!- concum'ti 
''-1tll the rec{lmmcnd.:ttiort 

Our Response 
rhe comtnCrlt~ o I thd l "nder Secretary or Q(!Jim~e for Acqui.si.rion, T uc.:hno logy. and 
Logistics art! p;:ntful!y J'csponsi\e 1n me~ting rhc iln~nt of the recommendation. The 
U11der S~!erctary Cl f Ocltm!}~ for AcqtHsitioll r~cllm,logy. and Logt: Lies :.hould provide 
au acLicm plan and .l dot~ for c&Labli!)hmg I he: guidancl~ on nH)Jd L"'nttac:t tang.uage in 
support of progrrun pmte'-'tifltl plamung 

A,~ aresdt o1 tuanagclT1ent c..-omments, w~.: ~d1rc<.:t~J Rt!conune.ndation B2-:! from the 
Djrcc.tor_ Ot'tt!nst! ~~~urjty 'ervice ln tt t! O~ptlt) Undcr Secn::Lir~ ufl)efun&t: for 
lJU~1Il\]. Cou!1f<..'Tlntd1igeoce, and SccttnT' 

U2-2. W~ tt-~tunmond tbat th.e Deputy Under Secn:tary l)fH£'fetiSe for HfJMTNT, 
Countcrirttclligenct<, 11nd S~curity tlro' idt> uuiduncc on modellnn~uugc in the DO 
Form254, in tJrUCI' to proyjde th£• Dc:fcosc ~ectJrity Service with the infonnudon 
they need to protect critical prog,raru iof~~rrnatiou.. 

Management Comments 
The D~ut} \ lrtJcr s~·crctnry tJf Dct~~t: len JH '\lL\. 1. Countenllldligcn~:c. and Securit) 
~mmrred with the r~commend~tl(~n to pro\ tdl. gutdam;e on model hmgWJg~ lfl tile DD 
Form 254. i:n oH.Ier t .. , pmvide 1hc Dckn:"i~ ~t~unt) Scrvjce wtlh the information they 
ncccltu prole~o:t crirh:nJ program int'onna.tion. ~h.~ Deputy lfn.d.:r Sccl'ctary of' Defense for 
HulvHN'I . Counh.:rinklligc:nce. and .'ccurily I;\ ill t"evisc languagt' in lht: draft DoD 
_\·lanual 5200 39·\.1, to address both classified arHJ tll1dass.it1ed CPI b\ in"trw..:tinl! user~ to 
complere lhc DU ( orm ~54 ro ensure Lhal ~ontra~.o"1ors arc advi:-.~d b) rhc Pr\'gnmt 
Manager and lhat the l.)cfen~ Se..:urit) Scr\ tee 1!- mfilrrned vfuucln:-sili~d CP1 reSiding 
at :t contract fa~ility. 

Our Response 
I he commc-nL.., (tflhe l>eputy Cntkr s~cJ"c:tal1 nf IJct~"'Tlse l~n JIU..\UN I. 
Counl~nLelligt:nce. and ccurity are purtiaJh ~spunsive inru~c1ing lhr.: intent ofthe 
recommcndatioll Th~ Deputy Lndcr Secr~wry ofDcfeme furl fUVI Il\ J. 
Counlerintelligcncc, one! se~urily sho\lld I~Wvi<.le a date fOl' providing modc- llanguagt: in 
the DD form 254 thnH.tgh revisiort of th~ langu~gc ln the Jrafi DoU Manual 5200.39-M. 
lf tit~ Deput) l 1ndtr ccr~W") Hf Detensc for Htll\.fNT. Count~rHttdh~c:.nce. and 
S~tUrlt) bf'ticvcs IIJlll th~ forma) coordinu.LH111 f'I\.1CCS3 for lhr tlr<~.ft Jn, nual Will pre,·em 
timely guidaru:~ ll'um reaching progrum protccuun L>nicials. rhcn !~!) !-~hould be mk~n to 
pn)\ide tnterirn guidan~.~. iuch as a polk·~ lc:ltcl or dtrcct.i\e l~ memorundum. to ensurt' 
timelydcli\Cl) tlr changes m the on Fotm ~54. 
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Issue Area Three: Training Efforts for the Protection of 
Critical Program Information 
w~ ass~:-,;sed ibis issue area t~) delenn\11¢ whether P'Ublished gu}duncc fortl'l.lirlit~g lO 
idc:ntil) and proh;:ct C'Pl is relev~mt to and adhcrttc.l to by progra111. it~ldhgt:n~.C~. 
COltnlcrintclltg<m~:c:, .tnd _ccuri£} rer~onn~l We determined Lh<il lmining !tiid education 
lbr 1he protectiLm \It "PI \\tJS noi tailore-d 

DoD llli."'l.nJCLtun .5_00 J9 st~tcs that thi: l 0( ~ T &L) will onllaborut~ wil h the U ndcr 
ecretary of Ot'fcu · (Jmclligcnce) anJ the \ssr~ttmL _ t.>crctary oi Defcus~ (~l!tw.nks nud 

information Inl~gration) 1DoD Crucflnlhrmutiou Officeno require! that ~ppropriare 
training be U\ ailablc- ro RDA p~~l'\Del rcgardiug llle 1Jenti flcation and pn1t!;!Ction of C'PL 
l'rainlng shouJ<.J inc.·lude the roles that RDA. 'll:St:luwcnt (logititi~.:s, munncnance.. repair. 
-;upply)1 testit1g. COtllllCrintelligc.nc..-e. iJ11elligc11cc. <;ecurity, systems (:llgin~ering. <lnd 
information sy-;tcms sec\Irit} enginccrrng pcm><.mnel perform r.o idt!ndt)r fmd pt·otcc1 CPT. 

While the amount nrc: ·pcrtence Ya.t'i~d. the majNity ofth~ pcrsonnc:llntc:rYiewcd had 
man} years of c-.:~~m·lJc<.' on maJnT v.ci:lpoo S} :)l~m acquisition progrAms. Hc1we\c:r, the 
levd oftmi11ing rd ll~d w CPJ prolcctHm \ ar•ec.l There \.'<"ere pcf'oonnnd with no uaining, 
IhO!>ot "ith lr-.Jining acquired on thc. jul)_ and others \\ilh attendance at U3Hilng ollered by 
the RDA program supfl''rt 01 :!anization. 

The level 1 anJ 2 ac~uisHHm courses at th~ O<:hmse Acquisition l Jniv¢rsiry minimall) 
address counl~rinte l ltgcncc. inteHigcnce and sccmit) support to Kl P. HMvever, w 
t!nsure that program pcrsonneJ bave a better undeTStHnding of RTP suprurr. the ARTPC 
offers aod condu~t~ acquisition program pt'OTcctlon traming for lts tcSI!Ltrch aqJ 
kclmolog) couummil} - The training cntu1 h u revie\v of rhc pwgr.m1 pr1.1tectlon pn)L:t:::;s, 
indLtding lhe C'PI a~scssm~nl <md the gen<:tatit.lll ~\I the teehnolog} prut.:cr1nn l'Iao and 
program protCCltOn pl;~n The Defer~ 't..-cunl) erviee 1s dcsi!::msn~ .1. C'PI cot~ fGr 
lJoD contrm:hH"s anJ Go,remmc:nJ M!curit' otlic .. ·rs that is ~ht"dult:d to b~ r~' al the 
~nJ uf101 ) · · 

The Joint (Qunterm1~.:llig~m:e T1·ai11ing \cadcmv nfll--rs coumctiutclhtzcm:e supponto 
RTP tt'aining a11d pr1wftle" ruivaJICl:d cnu1,ltrint~lligcncclraining Lt~ Defense 
coumerintelligc:nce components_ The Acadctl1) t1.1~u provides trainiu~ lel11 ll1er 
intt:lHgencc commw1ity personnel on a hmitc:d basis. Hov.,ever, the count~tintdligt:uce 
~upport to RTP tr:'linlng 1s noL structured for nlm-c,mnterintclligc:rlet." p~r)o.unnel. who 
typical ly pro\ ide 11 l~•'¥e share ofth~ RTP ·uppon to PI\k 

Conclusion 
I her~ V.<b no tuJl(lred lPl protection triliJ1ing.. unclhgence and securil) -rdutecJ traming 
t(Jr the protectio.t1 of L Pr ~~uneven. 1 mining wilored to participant.: rt'k-s need~ Lob~ 
developed and rnuJI! ~vt~ilable by ihl' organ i:t~Uiortmost allle Lo delh cr it d Jectively and 
cfficierHl). Reserud,. dcvcloptnent. a11d acqui.'\itmn program support t1l"!l-imi~ation~. the 
Defense Acqulsihon l mversity, and th~ nl'tensc Security Sc:rvit:e sh~'luld be com;jdered 
delivery rnt!ch-.u1isms for training. 
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Recommendations, Management Comments, and Our 
Response 
J.B. We recommend th:1t the tl ndcr Sccrct'-4 1~' of Defense for Acquisition, 
T echnc>lug)·, anti T,ogistlcs, in collabora tion with the Undel· St-crcta ry of Defense for 
luteJligence, and the As8is ta nt Setretun ufDd'cnsc (1\ctworks and Jnl'ormation 
lntegration)/DuD ('hicfl nfo1·mation Officer develop standardi.~: e:d guithlncc for 
training in CPI prottction for u 'C b) the RTl) com munity. 

Management Comments 
fhe Under Secretary of Defense !o• At:ylli'>ilion, Teclu1olog)·, and Logistics pania1l) 
concurred. '"bile the llnder ecretary ofOcfcm~ fix JrJte-lligence; and th<:! A:>sistan1 
'ecretary of Defense (Networks and fnlonmnion huegJ-ation)/DoD Chief ll"tlom,atton 

Officer concum~<.l wilh the rec<.11nmendation to develop stam.lanlizeu g"1ldance for training 
in CPT protection for usc b) the RTP t:()ti1numi ly The l"llder Secreraa·y of Defense lbr 
Acquisition. Technology, :.md Loglstks agreed to develop st:andan11.-:etl gwdunce and 
training. inc lush e of a bro~dcr scope- of prmcction !'or the pro~Tl'alll protection 
conunun.it). not only thL RTP L'nmmunity. stati11g that RfP docs ooL mclu<.le Lhe ne~· 
requiremenL-; tn pro I~ t elemems or components enril:al Lo network or mission 
effectiveness u\ DoD !ru.truclion 52(10.39. 

Our Response 
rhc commenlx ol"lhc Under Secreta1'y ofDcfcuse 1i1r AcquisHion, 1ec1mology, and 
Logistics. the L ndcr Socrcl::.try ,,rDel'ense for lntclJtgcncc. and the a.~sistunt Secretary ()f 
Defense (Ne(wurh and lnformation lnrcgration)/DoD Chlefln.formation Officcr are 
pm1ially responsive tn rn~etmg Lhe mtent or the rec-ommendation. The I fnder Secretary 
of De tense fur At:quishion, Technolog). and Logi ~tics should pro" ide a dare for 
developing standardized guidance lc>r training lo CPl protection tor ust- h) Lhe program 
prOTection communit) 



Issue Area Four: Use of Resources for the Protection of 
Critical Program Information 
We assessed thJs i&l>lJC area to det~11int' wllethct· program. intt}llag~m.:~. 
counLer1nte!Hg(!11Ce, and security pcrsonucl a~signed to protect CPI aJc ~ppmpnalel y 
\lSCd. 

for the w IN-I nrogrum. il appeal-ed that l.h~ Depu~y Chief of Smff. (j.~ flTOYided 
tulettuak !'Upporl thl'ough the 90'2''11 \.1illlury lnrelligencc Group. lh~ '"'.rm' 
f ounteriatdli'!cnc": C~.:nter. the Nation::~l t..r~o,llnd lnLdli!!cn<.:t:' Center. nncf Th4.' J\RTPC. 

<lAS A .-l.L T - r b \r ~ \ 

Conclusion 
WIN-T dtd not tmc" m report program prot~clltln t.'T security-relatt:d ~:'\~ndirures. 
l r-:.lcking and reJ>Ort:ing Ulcse c'.-penuitures assist program mann~ernelll otfic~s. '~ stb 
hudget proJecrions tor ~ccurity Lh1·oughout th~ program and With nl~lsunng thcremrn on 
the sccurit) ~~r~rv.htures. 

Bcc-gu.se l,f th~ man} organizatwm \\e visncd as [)bTl of this broad ct: ~l!,smcnt and the 
Je..,el ofdepltl 0~.:\.'Ut.:d I\• tu I) assess th1~ 1s. ... uc ul\!a; and ~cau"-~ \\t: are CQUductmg an 
asscssmt::nl ''' det~rrn<nc ho\' the D~panm~nr tra~ks ~urit) oo:st~. we rn.1kt' on 
tt:c<'mmendattoll~ lhr this issue :area 

J?'ij:fit ~n 1c 1 us t:!f!ie l!INJ:s't 
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Issue Area Five: Effectiveness of Policies to Protect 
Critical Program Information 
We assessed this bs~o1c tll't·a w Jetermine whcth~r publi~hed guidanc~ fo1· the 
idcntHicalion 4Jnd pt·o~cction of CPI if. rt:l~vunt LO and adhered to b} p1o~rum. 
intelligence. counlcrintethgencc. and :;c:~tlrit} p~rscnnel. We pritrmrily asscssoo RTP 
cfton.~ U;·dn::! Oof) fnstrucrion 5200.39. hll\1\>c:m::r many issuances. l.!mt:rinf muoy subjC\ll 
area'>. ~nd cOilllng from man) a~nde-s, lh;tl :tddress R TP Tht!.rt' ~rt' 145 po!icics thal an 
acquisition prognam nm~ need to comply \\lL'I the \ast amounts ol ['Klfic) related 10 
program prot~tmn ;.\ hy~rlinked-lJ D.1L "~~1on ufachan. develop.c:d b~ the OOicc of 
Systems An:tl) 'Is. in 1bc <.iysrcrns Engmt!~ring Directorate. O\ crscl!n h) th(; Direcror of 
Defense Res<:ar..::h fmd Engmeenng.. in the offic~ (lfth~ L-SDIAI&Ll. d'"picuog tht' 
policies mn he l<.'lmd ut http://www.acg.osd.mi I, .;se./docs/acq~~ccw&l\ ·nt•hcy· 
L~1ollindex .html. 

Because the m.unb~.:t ol policies is so vast. the; ~<:quir~ a moJe in-depth rulalys1J; than thh 
limited scopt: pn.gr~lm protection. as~es~mtnl pi k,l offered. ,'v, eJ\pluin~d in finding A. 
lhe !\rmy -\udit Agcn.:y ll"•und tha,t the Arlny did "tOt ha\~ a rt>gulaiiOtL go,crning RTP. 
I he .\rm) b. ue' duping guidflllcc on R fP h h.!!· .;~[ubJishcd a \'-Ort..tng group that would 
implement thC' guidanc~ contained 1f" DoD InStruction 5200.39 l'n RIP., s \\ell as 
unpJcmcm lhe ~<=unlmc:odations in the Arm~ \u,lit Agency audJttclatt:d lo prozecting 
CPl 

nee 011 

ect 1.5 m yet to pwmul~uted. 
linclosure ~' p:img.J';lph 4.b. tasks rhe A""1"Lunt ~ccrcrary oiTJd~ns~ (1\crwork:s find 
ln fonnation IntcgrmiorH 'Don Chief lnformutiun Ollic.:c.r to "identit\ mlmmurn security 
requirement!) lor ~..·untr(t~101' owned and Uf'K.'r~t~d informatton ~ysh~m .... f ,r the protection ol 
CPI ·· Direclhc-l)~ ~vJcmoranJum 0~027, .. 1.: unt) ofTrndassifi..:d OllD lnl<mnation 
on Non-DoD lnfomlalion Sy-;tems:· Jul) J I. 20(1Cf_ addresses ~l unt~ requrremems for 
contraclCirs pm~;essing OoO informatmn tm non-DoD inft)rmutil.ltl systems and mil~ 
pnwide a ruodd tor this. hut it does !lOt uddr-: ... s the: protection of (_JJJ spL~iliC4tlly, 1 he 
appt·opriate ¥uidan~:~ t..:an be- ~cvdopetl amJ inc('lrporatcd in the up~.:otnit\S CPl prolt!tl il)n 
ma..nual or <'..'theJ R l'P-rolmed 1sst.mnces. 

Conclusion 
Since Decem~. 2(108. abe Army has (l0g\1ing efforts 11.1 de~dnp guida.nc~ ota RTP. h has 
t>'illlhli":>hed a "orking group to implement Lhc ~uit.lanc.; contamcd tr1 n.ln (psrructlon 
5::!00.39 on RTP,. 15 well a_s imptemenlthe recommcndation!>.1lllhe \.rm}' .\uuil 
\g~ncy· -\pril .29. ~oou ro!port ·· >\rm~ Rcs~ru-"Ch ;jnd T echnolog) }.)rot~:otiun Program: 
Office of the. \-.:.i:5l<ml ';ec~mry of the .-\m1) ( Acquisiliou. Logistn:l- ~nd r cchuology) ·· 
Guidanec ha~ not he~n dcH!loped that srt"citicolly addr~sses the prolccti{ln requirements 
fi.>T CPT on comractor·n\\•ned and ·opc-rat~d H'llhrmillion syst~ms. 

f8R 8Ffft I tit L t . :I! 8f~fl 
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Recommendations, Management Comments, and Our 
Response 
05·1. , ._,e recomntend Lhatth~ ~;,ist unt " ccrctary of Defensf" C'llehH,r"~ unc.l 
lnformtiticm Jntegntion)(J)oU Chief Information Officer, in ccwrdillution \\ Uh the 
{ ndcr Secretary of D eft>nst for A'-·qui">ition. Technology~ and Logi!!lic~. nntl the 
l od t'l' Sect·etary of Defcn .o;c f(H' lmeJiigl!nc-e, de' eJop ~mtl puhlish st·curity 
rcqu ircmcuts for contracton~ 1>roccsking CPT on cont.ractor·owued nncJ -conlr·cJIIcd 
jnJ'(IJ;nHttion system~. 

Management Comments 
Tht~ As:-.1stant Secretary of Defense 1 f\t.'l work" aml1nformatioo lntcgro.uunJif1(,n ('hiet 
lnforma1ion Otlicer, the 1-ndt!r :-:.c~.r~tal'} of Dc:fense fi)r Acquisition. 1 e..:hnolog} unJ 
1 og~-.uc-;. and the Lnder Secrctar .. l•f Dd~n-;e tor lntelligencc cotK'WTCd \\ ilh lhe 
h.-conu•neudallon t.o d~' clt)p HnJ publi _ h S\.OCUrit~ r-:Qurr~ment:; fur c.:ontmctors procc~ .. mg 
C"PI i.m ~;,Jnm:.~cror-owned and --controlled mh,rmat1on systems through a cumhmauon of 
UJC issuance of Din.>:cl.i\~ T) rc: \ 1cmorandum IJS-027. DoD Tn,·trucrion 5205,13 • .. De ·~l]$e 
lnJu~lrial Ra~.; l DJB) Cyl'.cr SC<'Unh lnfiJml!llicm Assurance res L \' \clh Ilk ..... 
.lanunry :!9. ~OJ 0. C nuer Se<:tt:tuT~ ,,r Oefcnse for Aeltui:;ition_ T t!dmolog} ~ and Logisticl> 
n1cmma.ndum~ ·-c yber Sec\U'tf) 1n OcJcn:'i~o: Att1Utsitinn Programs:· Ncwl.'rnhct llt 2008. 
and l)oD l:edcral Acqui~ition Rc:gul.ltivn Sur,pl~mcnl Ca.\e 100R-DOJ8, .. Snr<-guarding 
lJndassiji~J TTiformation.~ wbich \\lilt provu.le the sp~ciftc guidance tu contracting 
•Jffi cct'S aud associmed duul'\t!s to lmplcml'nt the Directive Type Vf~l:nor~ndum in 
comract:-;_ 

Our Response 
The COllll1lellts w IDC' rccomm~nd.atitHl :.m: pnrtiall} tcsponsrve m meeting lh1. lnl~o:nl or 
rh~ r~commendatiun_ Th~ Cnde1 '-lec1~lft~ o1 Ddense tor Acquisition. l ~~·hnolng). and 
Lnlo(l"ltc" should provide a datl 1C~r lhco ~umrletion of DoU rcdcrnl A~qui.;itilm 
Re.;;.ulnttoa Supplement Ca.~ 200R-1 )Q~t; ·~afcguarding lincla'"lfied lniormntion." 

roll Cc' FFJCEz' rs Wit[ Hl't y 
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Issue Area Six: Ability of Counterintelligence, 
Intelligence, and Security to Support the Protection of 
Critical Program Information 
We assessed this issu~ nrca to detmnin<: ""hcthc1 pttblish~d guidAnce 10 enable 
countcrir\h.:Ihg~:nt.:t: int.elligence. and S~tunlj personoel and prog.rwH' In 'uppon the 
pmkl'liun of (PI is relevant 10 am1 adhered to b\ prt)gr.un_ illldligencc. 
coumcrintrHlgt!oct: ~nt! securit} personnel. \Vt; Jeu~rmined tha1 cuunt~:~notelligence and 
:;ecurity wen! kno'' n lu \\'IN-T program ~ttl if anJ JiJ fiTO"ide l\.""qui«d 
countmntdlig~~~ and i.utdligenc~ '-upflQrt unJ threat~rclatt!d duta. lluwe\:et. a 
feclmology rarg~:ting Rtsk ASSi;'5SmenT 1Hld O(lt "~E!n requ.esred . \\II\:~ r pn,granl staff 
\\Ct"en()l aware! Ill I) f~nSC' 'ccLlrity s~r\li~ person.uc:J. and De!t!n~e ·~curiry ' ctvlCC WQS 

nol aware ofrhc cxtstcncl! 11f'Wl1\-l C?l , JIM "'as the ~xistencc ofCPI or u program 
polnt of conluut liir rcpol'tiag_ violatinns anntlltHcd on the DD Fn1111 254 

DoD lnSlTUClilm s:WO.J9 states maL lh~ r Jnder Se~:rctary of Ddta11~e- ( [ntelligi.'UC~} will 
t:s~ue policy gUldancc UUL require., the nend~ ot DoD Components: with 
cmmtcrimcUigt:nct: dc:ment5 and org!Utt/!llwno, ICl develop and tmplcm.:nt t<lilorcd 
enunterintelligcn'"l. support p1:.m' at all l)ol) rc ... carch and de"·elopmcnt facihhb. for all 
IUlA program:-. '' uh C~J. <llld a£ fucihh~·=- tlr dt>11red Defense contr.u.:luo; \\irb CPJ: 10 
is. ue polic~ gmdancc that re4u1res the head~ of DoD Cumpo11ents \\ith lmdhgem:e and 
counterintclligcm:c ..snal ~ ti<:a) cemcrs to pro,.,Jt gssessmems rcgardu1g fludgn 
mLelligence rl!quircmctl1f\ for and Laq;;enng C1f CPl: DoD Component imcllig~cc 
mmlytical center-;. in cooperation with tJ\~ !J~I'en<:>e lmcUigcnce Ag~nL')I. to provldc: 
1echMlugy Tm·gefttlg Risk. As:<>t>ssments1 ~ ro ns~i'L ROA programs with mf!igming the 
risk ofCPl coruprnmi~e "nd to st.lppott Ctluntc:rimelligt:ncc arg:.miJ".ulion~ wirh dcvdrrping 
counterinldligeucc t\SsessmenL'i 11rCPl: and direct.., t=l>Umerinte!ligcucc anr.tlylical center~ 
(0 provtde C\)Unlenntdhhe-nce asscs.<.m~nl' ror (U)I\ program~ with c Pl. 

Couuterimclltg"·n~~;. -.uppun personnd \\~r4: ~IU,.'\\11 ro \\'LX-T pro~rrdm m:magcml."m 
ollie~ pd'SOnnd. rilnidp:ucd in ths:.> Cf'l identific:UJCJn process.. and prcpareJ a 
~ounterimdl!gcnc-~.: uppon plan. fhe counwnntelhgence support pl.m t.:onwined 
sufficiem d~.!lail for\\ Il\-1 program m<:l11ii!;Cil1Cnt officepersnnnel to undcrsland the 
suppod that the; cuult.l ~.xpect to rccciv~ fi\lltl c<'luntcrintd ligcnce sltprurt personneL 

Security personucl from CF.COM Life Cyclt: Mat1iigeJnent Commanu. 0-2. although nol 
embedded in Lh~ \\ 11\-1 program nwnagt:rnem E'fttcc. wen~ kalnm tc pr<)grarn "ituff and 
had submitted r~quircrnenl · for duca£ dat~~ "h'h In; exc~ptioo ol th~ T c:ch.nolog) 
largellng Ri~l.. ., cssm~nt Th~ CFC'OM Life L'yck \fan~emC'nt (l"'rnm::tnJ. G-2, had 
ah.<' promulgate-d lh.: !'i,. 'tern Threat AnalJ s1s Repon 

'' Counlry•b)'•Colllltr)' "~~u~:>n't~nt:o; condu~ted b>' ~he t.')dl'11xt: tnteJligel\cr: eornrnu111t)' lhm quanti!)' ri.'ii-.;.; to 
critical progrout Hlll~tm:Jlion and refated cn1ib l i11~ 11!C: l 111CI I oglll~ for w~apnn~ "YS1t~ I IIS . atlvm'~'-'i.l 
technologies or p:rutttum,, :md facilities such a.. luh<.,rllrones. fncwric;,., rc'earcft m1d ~hwdOf\JTlt:nt '>ites ftest 
r.l11ge:.. ecc ! <lad milllUC) ffi,l:lUutions The I L:du'l• •IuS)' T :\rgetiug. Rist. "-"~c"'<ll)~IU c\ alu,att.::-. ii\·~ 
inJqx·nJ~nt Ti~k filtfi,'>AS. ~~~of which conmi:>Jtl:li '" un 1111et'rlll Nk fac10r Thl.' h\oC' ar('O\S t\~tluat..."d ur~· 
·eduJOII)g) CUiltNWrll7e. ttalt\.'C\al k\-C• cat Jn[~cs; , nsl or kdm."ll~~: dl'\'er.ilUJl. itbrhl) (0 :t~!imilat::-. <!J'J! 
reocbnolog~ !)1\Jll:'\.:l.lltfl rl~k Tile lt'dml)lu~ Talll.fllll!! ru ... As...:3,-ntt::flr and C(\UIIICriuldhgtmce 
lh~ .. ..,~em prondr labot':'llUI') technical d1ta1or..~omcl f'\1s w1tb mfonnaunn reqU1r~d tO c.: tabh .. n a 
.:umpr~hensh~ <-eCIU'It) progrml ti'lr the proroc1:vr1 ••I •J..:nnfie.i c:tttleul pnlg.ntm •ltJNJmtlOn 

f8lt 8Fff@t.zts r . ..re SN1:YJ 
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In accordaucc \\lath DoD Instruction 5.200 1Y. thL Delen$e Securil) ~Cf\'JC~ shaH a'>:·,sL 
DuD Corupon(!nt C<,.1WltCLintdligence dements iu coordina1ing th...: ~'t:ct~thm of 
cown-::rinteHigetl<:e s~1pport plans at the fa..:Jl11ic.; M eleared defensr.! contraotM~ with 
r la.ssrlied CPI. I be contract'~ DD Fonn 254 sbo\lld indicate Lh~ c,,ist~m:e ofCPI so that 
the DefCrl!'le s~cLni t~· <;c:r.·ice v.;jll kltO\\ \·vh:.tL ar(~IS need .enhanced lc\ dl' M rrote..:tion. 
Th~ DD fonn254 ttlso n~cJs Lu idtmliiJ dcarcd th.:fcnse conlra<.:lut : performing, on anJ 
cmphJyces' at.X'l'<;S lnlllt> localions where cltl, ... llit!J (Nor unclassified err relating [(I 
da~ilied ~ootrac:.b Ct.'S ide. nle. D~llm~t: 4\C'\.:Urit~ ~en icc i$ d~' doping pn)cedurcs to 
c.:ntra1ixe the rclc:lpt. analysis. and db;~.._-mmulion ·>f such infonnat1N1 in .... m.umeT that 
peJl'tlffi maximum cunarol and U:>c. Dt!fenS~.: PMs mu.'il pRl\'lde the Udcns.: Sccunt~ 
Sl'n ice a cop)' nf1he program prot~ction pl..ln ,md cou1uerintdlig::nce "'~1pport phm w 
.Jd~uately pl'C\idc overlapping eoul1l~rimcJllgcnce suppon to pr.)te~o.t L'Pl Jdcntification 
of aH subcon.lrdt:lMt- pcrformjng o~ sp.;::cdk program,:; with ~tassific~ CPl or unclussificd 
CPl on clussafied programs \\ll}ttld 1mprow the prukctwn ol CPl. 

Thl! D~fenst' Selo!\ll'Jt) ~~rvice v.as notm formed of the cxi:-.ttmce nf WIN· r CPL Tt "''a." 
nor co.nrait1~d Jtt the bn Fmm 254. ar1d th~~ ,, J:. nc' l-ommunication ~h .. ~~n the 
Oeli::nst! Se\!urity &rv1cc and WlN-T prog-r~m oft1cc s1:a1I Th~rt: 'lhctuld be bcncr 
commurucat1un h~t\\t!~ lhc Defense ·ccun\) l'r. 'it:c: and the prime c.onlmctur 
~h>reover. thl!n: lS no place on the OD Form 25.J 10 smrc v.hich -;uh\:onltncfors posS<.~ 
critical program ulli>nn.tliun. Tf a program :; DO F onn ~54 speciikd til~: ~x1skm:e of 
w1cla:{~ir1ed cntJcnl program intom1c1Li''" und the protection m.:lli>urt!\ n:~1uired. tJte 
DefellSe Secmit) St::r\lil:t! t<nlld include ctilictll progrcUU informadou pr~llt:!r.;tit1n in its 
lacil!ty in~pectk>l'1S. l he 00 Fonn :254 !:lf)OUld also inchlde a prtjgrmn potm of tOnLact ror 
reporting sccunly violations and cotatt('rintt.:lli~c:nce concerns. Wl11t~ !he! W{}.j- 1 CPl is 
unclas~ifiell, DSS dt1ring the conduc;t nf r~gtt!Jldy scheduled s~curit) u13pcction~ at 
cleared lk.fen~'- cuntrt.Lclrtr fucilities dctCJ1\11ne-. •f there arc an) C\)nlr.J~:LUall) imposed 
pr<>tection mea~ures tor CPI rdaLt:!d ll) d<lso;ificd conlru.ct.S aL tho:>~ lC' ·mioos. 

Conclusion 
~upp()rting .. uunlerinrclligl!ncc ami ~c:.;urily personnd were kno\\11 to Wll\ ·T progn.u11 
111Em~gemem oflicl.! pt:!r:;,nmeL Howcn:r, lhl..' Odi;nse Security SN\ we \\a~ 110t iurormcd 
ofthe cxi!'tcnce ofCPL and the exisLen~.:e ofCl>l wns also not writh:n h\to 1hc DD Fonn 
~54. 1t is uackar lHh\• tower-tier stJbcontmctm·:~ i.t<.:complish program pi'~ 1tecdo.n and. 
further, h<1w v~lification of contractor ccnuphancc \\ilh DD Form :!54 bclu\\ tht: prinH:· 
contracmr lcv~lt~ a~compHshed. fhc DD F()rm ~~4 should includt: i1 prll~am point ol 
contact l()r rc:"pllning sccuril) 'iolatiun.:: and 'ount nntelligcnce conl•.:rns. \Vhik the 
\\ N-I CPl t~ Utl~.;b.i'' lc:d. DSS during lht: conduct of rcgularl~ scheduled sccunt~ 
in3peaion'5 nt Cl(;dh.d DLfcnse '-"\)ntractor t:-~dliti.:s Jet-rnnine> iffhct.: ctn: ttn} 
conrractuall} mlpo~cJ rn~tc-ction measures (hr rt related w cl~'iti~d contracTs at d1o~t 
loca.Ul')n!>. 



Recommendations, Management Comments) and Our 
Response 

A;) a L\:Sttlt ofmanaQ.cmeru eommcmt . \\t' redirected Rce.:>mmcndation Rt, lwm th~ 
Oirc:~~J.)r. Defense ~ecurity Scrvic~o.· lll the Oepul) Under Secretary of Dcfcn~.: I~ 1 

I lUI\ UN r. Coulllerintelligenc~ •md S~<.udty. 

U6. We re<:ommend that tht· J)vputy Undt\r Secretary of Otfen~(· fur Ht1\IIJ.I\ r. 
CHUJHCtiutelligence, and Securlt~ prcpurt \vrit1cn gllidauce to determine: 

a. wbat c.an and houlll he tontaincd in the- OD Ilorw 254 t'or Chc p1·ntcl.!tion 
or contmlfed uncla.s~ificri f'l; and 

b. ho'.\ progt-am protection botdd be implemt>ntctl at the kn.•l of 
ubcontrac:tors. and b'm tn 't•rit\ cnntractor compfutn{'e with tht! 

OD F"orm 15~ a.nc.l th~ progrqru prort.clion plan. 

Management Comments 
The- Deput} t-nder Secretary of D~!kn~t: li1r Hl ' MINT. Counterintdllg..:nc~. ltnd t:o:uril~ 
Col'li .. Utlt'Cd wjth the rccomn1t!ndalinn The Depu1) Under Secr~tary ui'Ot!rt:nsc fw• 
HUMI'NT. Counterintelligence. ru1d Scmml) "'111 <1dd CPT as a separato..' line item hi he 
considered when completing the limn. add instructions for Program Mt1t1ager~ to include 
SJ1L~I!ial CPl instructiom;;. req\li l't: tl.ll' pr[m~ conln.t.:tor to maintain and pnwidt: uu tlhlJ'i;ed 
c!OVCClUnem officials with upd<s.ted J i~ · 1..1f aU subconrtactors partieipat ing Jn Tltc.Lr 
contracl/pmgram aml indicme whkh rcqLllJ'\!s tt(jCess to dassified C.Pl (am.li <Jr r~:quire 
u~o:c~ss to the CPl at oLh~;:r Jm:mwn ... ) in conjunction wil.h the p<!rli.nmw,~~ ofthdr 
suhcontrucL"- 1demir:- central locations ttl the Dcl~nsc. Se.curit~ Serdcc tor li,L' Pmgnsm 
OfTI~c: to pr;c.wide program pr\)L('(;liun phm U\(CiriD!'ltiOJllO r.hc appli~ahl~ lick! c'ffices for 
prime: and ~ltbc<lntr..lctctn;.. indica1e whether contnlctor-; needs to implement sp~ilic 
lt;Chnulug) protection measures a1.lhctr lacJltltc:. The Deput) L"ndcr St:c:r~br) of 
J)crcnsc for HC!\11;\I. Cuuntt:rintdlig.cncc. and ~-xunt~ v.ill ab~' include- rbis gUtdanc~ 
'' 11Jun Fndosure 1. "Responsibilities " :1nJ E!'dnsure 6, 'Contract R~quirl.•mc:nt-:..." of the 
draft UoU .\.tanua.l 5100.39-M. 

Our Response 
I he ~t1mm~nl~ oJtheDeputy UJ\d~l' Scur~t urr oi'Defensc for HUMJ~T. 
C'ountcrintcltigcnc~~ and Sectu·iLy me P"ttinlly rc~p1)11Stve in meering the intl'tlt o t' ~he 
1\'t:ommc:tn<lal)on. The Deputy UnJ!.:r Sc~..:r~La.ry of Defense for HUMl'lT 
( 'ounlel'ime-Higcncc. and Sccunl)' should provide a date for imrkme111lng. tlw change~ hi 
rhc DD [· orm 254 described in t"eSpi.)Mf: to \ltlr rt!commendation lf1h..: D"·put~ lindc!t' 
St..:rctal') ofDefeos~ for HllMINT, Cmntlcrinrelllgcnc\::, and Secunty httlic:ves that the 
~rmsl coordinati<'m pn>c~'i fc1r the: Jr~fi manual Wlll rre.,·ent ri.mely guidam:L lr<~m 
r~;.lchmg program protection utliciub Lhcn sh;ps sbouJd be taken t{J pmvtd!! tntt:rim 
~uidanc~. :.och a.-..ap{,Jiq ldtt>r ordirccthc brx: memomndwn. to cnsu~ tin·h..h ~.:hnnge:i 
t~' the DD Fom1 25.4. 
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Issue Area Seven: Effectiveness of the Foreign Visit 
Program 
\\ t.• a.,;;c,'iai thi~ JSHle area to dctcnnln~.:. wb.:lhcr publi!ibt:d ~u1danct! fnr farcign 'is its tS 
relevant to and adhercJ to b~ f'Wbrrum intelligence. coumerintdlig,(:ncc, llntl '\~l:uril\ 
r~p .. onn~L \\'(!assessed this issltc ru·~l b~c;.nL<::c 1n a polic) lell~r. -'At.Xl'Umnbi llt)' of 
J)cpartmcnr of Del'cn:-,e 1D~1D) Splln-;mc:J ~llrdgu PersollJlclln the 1~mtl.!d M:.~t~:s (U.~.)," 
M~y 18. 2004. Lbe Deputy S~c:rctar~ f'lfDcfcnst: requires alllnsp~ctors General to vunf) 
Ci)fllplinnct- with tllt' sponsm~d fm•clg.~1 personnel pol ley through their i nsp~clion 
!"rocesses, We aiso assessed U1is i. ~ul.! ar~u t11 ~nsure thar decisions to grant to1ctgn 
national~ uccess to c.:lassitied ond controlkd uncla . .:;sified infomwtion during th~:ir visits to 
[)oL> Component and ckaretl c~tnln.t~lur fucilitie~ are consistent with lh~ sc~uri l) anJ 
turdgu ~nhcy interests of the United Stat('~ aad o~,o Oirecth~s 5230.1 L 5230.20. anJ 
l:i5~0 i. · If there !s to bt> fordtm inHll\cm~nt in an~ aspect of a pml!ram M fc.retgn 
~h.:c~"" w the: system or 1ts related LnfonnatiC'n.. the pmgr.nn protcX:tiort plan sh\tuJd 
t.omain pro,'isions 10 den~ inadv~rttmt nr unauthorized acccs.-... 

Conclusion 
~\:.m -c th \\ L'-:- f piOgr:lm munagt!'tnent oiiicc doc-s not ha\<:." invoh ~ment b} any 
ror~rgn S""anm~nt or im~rnJtionnl organi:t_11Lion in a -:.ooperati\'c- dcvclopm nl 
tHTangemem ar this time. "e mal\~ nn n:comm.;:ndations for thi:. J'-sl~ aren 

10 n,.o Oirt-clille "~O.l L "Utsclu~· Lll Cl~ ... ilic~ Militi.l }' lliOO(Iilalion l<.t Fflrt"i~ ( IO\ei11UII'!nlit iUII.I 

111f~l1131it)IJ:ll O~aoizaliun--:' June 16. ~~~.!; UoU l}jr~L'lLVL ~13(}.'20, "VIsits and A .. ~ll!nii1Cnh ut'forett:tll 
NanLmnl~.' June 22. 2005·1irod DuO 0 1rtc:tive ~'I ,oJ. "lnLL'rnatioMl Agreemell(S. )IJ;, ... 11 19S7 -
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Issue Area Eight: Application of Horizontal Protection of 
Critical Program Information 
\\'e <il>~e::.~.:d 1his issue area to dctctllltUC v•heth~r puhli~1ed guida11ce fot horLZonfal 
pmtt:cl iC'In is tt1e"·run 10 and adhc:rl!d tn bv }'ll\1~rJm. se.cudty, i.nr~lli£cnc~o. auJ 
cnuntl.'nntdtig.ence personnel. \Ve <1S~¢Si'CJ thts issue· ilr'C:Ho cnsurt! lhaL cri I a.:ul Defense 
rechlla1ogies. to include CP L Ul.:•~ldtn~J \' ith JTwre lhan one RDA program OI'C pml l..'cleJ 
w the swne degree by nll involved Dol) acuvit11!:-.. DuD fnstmction 5200.Y> Stare~ tJ1at it 
1!-1 Dr'D }1t> l1cy tl) cc>nducl ~.:ompurtlthe aJ1Ul~ sis vf dc·fcnse 3) stem~ Lec11Jll' l<.'gtt:~ tmd <.~llgu 
CPl prcrc.ct.ion acriYitics horimntul ly thrmtghoul DoD. lt also st::Jtcs tha t tht.' Under 
~~;crctttr) o r·neten~e (lnteJligeucc). iu coordination with the CSOfAT&I ) ,md rhe 
Assistrutt ~ccrctaty of Dcfen~e ("\Iclwm k-. um.l fnfonnation llltcgratiou )/Dol) Chi~ I· 
lnlt>rnlation Officer. will l-equire th~ I..'Stabh..,hmtnL <)fadalahu.."'c t(.1r RDA urgamznuons 
ro rccot·d a.nd uark CPl for horizontal p1 ntcclion. compromise. and anal)..,,~ purpo'it>" 

1 b~ \cquashlon Sccurit: .oata.ba.sc. a )wn~:untW protection database ori~Jnall cn.att:J h, 
th~ 11, Nm )- L-an pTO\'ide th~ RTP comnl\.lltil) Wt1h _greater aL'X:e'':l tu CPl. llo"cvcr. 
the \cquisitjOll Securit) Data~a~ .., O\H u~J h: cr.ll Derense RD-\. compont.nh 'n1t.> Air 
J•of\:C had dcydopeil ib ''''n hnn;.o(llltal protection data~asc. t'~\. oJ a htln/ontal 
pruteclitln Jatabase by 1be till A commwlil) '"ould repre~enl an imponaut stl!p 10\\ard t.h~ 
ptotcdlOJ1 of DoD '~ CPL One~ lh.: RD4. ~.mrunuo.n:v is populating a hon1''''1:11 
prt>t.:clion database. R'l P practitiOtlt..r~ "ill he <Jhk to viev; all ptX1gram~ wah :Sn11lar CPI 
ro help ensure con~ist~nL RTP ·wpp011. 

l he l)oD Instruction 520tL19 rel.juirement that a hori/.Cmtal . 



lnstnlction S2U039 requirement (hat a hori7o1Hul protection database should be used in 
I I I I I • llol! ; U 

OAS.-\ ALT- 1h11" 1 

Recommendations, Management Comments, and Our 
Response 

As a result of mruu~~emcm comments~ \'.E' redirected the lead for Recomm.::nclation BS 
[rom the Cnder Scc.:~elary ofDefenc;e for lnteJligcncc w tllc Linder Senefary of Defense 
lbr Acquisition, redmology. and l ogis(iC:-;. 

B8. ·we rccmumcod that tlle l ndet" Sec ret~I IJ' uf Dcfcn$c fQr Acquisition, 
Technology, a nd Logistic~. in coordir•ation witl1 the Under Secrctnry of Dcf<.'nse for 
Tnt.clligcnce :.nd the Assistant Secre1ary of Defense (Networks and Information 
In r-ation)/DoD C hicflnfor·mation Officer, detel'mioe tht> riatetlCSS of usin,g 

Management Comments 
The Under Secretary of Dcfe.nsc: for Acquisition, T echl1ology, and Logistics, the l Tn<l~ 
Secretary of Defense for fntelligt.>nce. and the Assisram f5GCtCtar} or Del~nse (NetwoJ·ks 
and 1nlom1ati~m In on)/DoD Chief Lr;tfot·mation O~ft<:t!r concurred with the 

l'IOn-conntrred tlle being l\nder their 
cogJlizancc. bm u1srcad :;1ated recommendation shouiu he under ~he cognizance ot the 
Under Secretary ofDefense fol" Acquisition, Tedmology. :md Logistics as lhe c4ttu 
owne1·. !'he Under ')ecreLary of'Defense for Acquisition, Tethno1ogy. and Logistics 

Tn compliarrce with OoD Instruction 5200.39, 1hc Under .'ccrctl.try o t' Def~nse for 
istics 

Our Response 
The comments arc rcspomnve and r:neetih:: iment ofthe reci)mmenJation. 
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Appendix A.  Scope and Methodology 
 
This assessment was conducted in accordance with Quality Standards for Inspections.17  
Those standards require that we plan and perform the assessment to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based 
on our assessment objectives.  We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our assessment objectives.  
We conducted site visits and a majority of the interviews for this assessment from March 
2009 through September 2009, with additional clarifying interviews extending to the 
publication of this draft report. 
 
The overall assessment scope was broad, encompassing DoD counterintelligence, 
intelligence, security, and program personnel to protect CPI.  We did not assess research, 
sustainment, or demilitarization phases, nor did we include special access programs in the 
scope of this assessment.  Our scope did not include Section 254 of the FY 2009 National 
Defense Authorization Act, “Trusted Defense Systems.”  Section 254 requires the Office 
of the Secretary of Defense to conduct assessments of selected acquisition programs to 
identify vulnerabilities in the supply chain of each program’s electronics and information 
processing systems that potentially compromise the level of trust in the systems.  The 
Offices of the USD(AT&L) and the Assistant Secretary of Defense (Networks and 
Information Integration)/DoD Chief Information Officer led a detailed effort, in 
conjunction with other DoD elements, to conduct the vulnerability assessments and 
reported to Congress as required. 
 
For our methodology, we issued an overarching announcement letter to the Department 
on June 18, 2008, “Assessment of DoD Efforts to Protect Critical Program Information” 
(Project No. D2008-DINT01-0242.000), which encompassed the eight key issue areas.  
The eight issue areas related to CPI identification and program protection planning 
evolved from a series of inspections conducted by the Service Inspectors General and an 
overarching integrated process team chartered by the Deputy Secretary of Defense in 
2000.  The overarching integrated process team identified 27 tasks that would enhance 
the Department’s ability to identify and protect CPI, the effectiveness of the foreign 
visitor program, and the effectiveness of counterintelligence and security support to 
RDT&E facilities and the acquisition process.  We categorized these 27 tasks into the 
eight key issue areas that are the objectives of this pilot and the subsequent assessments.  
Within the framework of these eight issue areas, we specifically focused on and assessed 
standardization of protection processes and their application, oversight of the protection 
process and its implementation, and responsibility for protection.  The eight issue areas 
are the cornerstone issues of RTP and will be the focus of our future oversight efforts. 
 
On December 12, 2008, we forwarded a letter co-signed by the DoD Office of Inspector 
General, Deputy Inspector General for Intelligence and the Deputy Under Secretary of 
Defense (Acquisition and Technology) to the Service Acquisition Executives informing 
them of the program protection pilot and the need to assess how well the Department 
identifies and protects CPI and the attendant program protection planning process.   
 
 
                                                 
 
17 The standards were published by the President’s Council on Integrity and Efficiency and the Executive 
Council on Integrity and Efficiency, which the Inspector General Reform Act of 2008 combined in creating 
the Council of the Inspectors General on Integrity and Efficiency. 



ln ccnjWlc1ion with Lhe Office ofrhc Deputy Under Secretary of Delense (Acqt~isition 
,mt.l Tet:hnulc>g) ), wt:. selected a statistical sample ol' 17 ACAT TD prog.mms of rccor·d 
from the major defense acqui:.iliOli ptograr'n list to participate in an uutial questjounai.·e 
phase f,,r this prograro protection pilot assessment fn a suhse-quent pha~e. we selected 
three programs of record, nne Prom each Service, for in-depth assessme11L 

fc ensur~;; that the DoD Office ot'lnspcctor General eJJ.hances it<.> fl.bjlity to provide 
ovcrsigh1 of componem J nspector,s General audi l<t_ evaJ uations~ irlspc{:tions, and la\Y 
enforcemem u.tti,· 1Lie~- and because it was essential to !lain a 50Jid understandinllDI' hnV\ 
~ncc(iYcl)' th-:- Dcpa1tmeni protects CPI in ortler Lo nhri;ltain our tcchnologic."ll advantage 
and deliver une{~rnpromiscd weapon systems to the warfiglllt!r--we fllarmed and 
performed this asse:>Sm~nl in coonlinali,)n -w.itlt subjC'Ct martcr rxpl?rts from 1he Offices of 
Lht: Cnder Secretaries of Defense for Acquisition. Tecllnolog.y_ and Log::'>tics.. for Polit'y. 
and for fntel]igence: I he Assi~1.ant Secretary of Ocfensv (Nct\-\·orks and lnforrnatimJ 
lntegr~uion)IOoD Chicflnformatioo OffLcel', and the Defense Se.curily St:rvi<.:e_ AlLhough 
the- subjecr rnatfer exrens ~.:nntributcd to this pnd<'ct, dtc pr~j cct .results and 
n.!c<)mmetldations arc those .of the DoD Office of fnspector General. 

w~ wanted m ass.css a program of record that \Vas in lh~ earl) stage~ one lhaL was ahnm~l 
a1 the conch.1sjon. and <me Lhal hau completed protccrion planning. l'his 
methodolo would vide t1S v\'ith an ve of 

Use of Computer-Processed Data 
We did not use compuLer-proccssr-d daLa ro p~rform dlis assessment. 
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Appendix B.. Prior Coverage 
During the last 10 ye-ars, the Government Accountability Office (GAO) nnd the 
Depa11rnem ofDef~nse Inspector l.'Teneral (DoD l G) have issued 11 reports discussing 
DoD and Army efforts to proten Cl'itical progJl\rn information, Unrestricted GAO l'epor~s: 
c.~cU"l be ac~esseu over lhe Tn tem~t aLI1hp:// \.\"''W.Q.ao.l!ov. Unrestricted DoD IG reports 
can be accessed at hnp:l/v.~w.dodig.m..illlr/reports. 

GAO 
OAO Rep~lrt Nl>. GAQ-09-271, ~'GAO High-Ri~k Serit.'l'i- An t 7rdate," .January 2009 

GAO Rept)rt '\fo. GA0-08-467SP, .. Assessment:; t11"Sdected Weapon~ Pwgrams_·· 
~4arch2008 

G/\0 Report ~o. GAO-Og-91 . '·Departmentwide Direction is Needed fot' lmplemeotatlOil 
1.1f the Anti-tamper Policy.'' January 2008 

GAO Report 1\o. Gi\0-04-302, "DoD Needs to Better Stlpport Program Maoa,gc1·s· 
implementation of Anti-Tampei Prot.e(..ilon;' 1viarch 2004 

DoD IG 
DoD TG Rep~m No. 0&-11\TFT.-097 --ReporLvll FY 1007 SlUlTIJUll) ' Report ofTnspectjons 
on SGcw·ity. TcdlJ1ology Protccrion:. and Countcrintclliger'lce Practices at DoD Research 
Development. Test~nd Evahnl1ion Facilities.'~ .T\me 23, 2008 

DoO TG Report 1\ o. 08-D'\TET.-04, -·TJ,spection Guidelines for DoD Research and 
l'Gehnology P.rotccti.on. ~ccurhy and C ountcriutclligco(:c for 20m~:· April l S, 200g 

DoD 10 Report No. U?-11 fl.!.L-11. "l''Y 20lJ6 Stmunruy Repo!t of 1nspcctions ott 
Secmity. Techn<JIOg:y Proteclion, and Counterintelligence Praclice~ at OoD Research, 
Developmet:~t. Te·sr a11d Evaluation facilities,'" August 31, 2007 

DoD lG Repmi No. 06-INTEL-14. ·'FY 2005 St1m.mary Repo1t oflnspections 011 

SecuriL) , T Gchnology Protection, and Coumerintell igcnce llractic;e$ 4l DoD Research­
Devdopment Test and [YahH'Ition facilities .~· September 20, 2006 

DoD lG Report No. 06-IN TEL-03 . .. Inspection Guldclincs for DoD Rcscatch and 
T ~t:hnology Protecllon, Security ~md Counterintelligence fc1r 2006." February 2R. 1006 

DoD lG Report No. 05-JNTEl-14, ~-FY 2004 Summary Report of Inspections " '' 
Security, T~hnology Protection. and Counterintelligence Practices at DoD Research. 
Development Test and EvaJ uation Facilitit!s," Mrt) '27, 2005 

UolJ lU Report r-.'o. 00-01R·05. "Measures to Prorect Again~t the Illitit Tmnsl'er ~_I[· 
Sen~ilive Technolog,\." March 27~ 2000 

rsn tjf'rletAJs ee:E ~nits¥ 
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Appendix C. Additional Background 
Information 
Hi. lorical Per . pective. In ~arly 1999~ th~ Dcpuly Secreraf) of Defenst:> directed the 
crvicc Inspectors Gcn(:ral to survey the countcrintdligcncl! unJ st:cunty pmgmm" at 

more lhun 60 RDT&F facilities. The teams idennfied a numbCJ of recommendations 
related lO the ~pccific sites. 1\:. a result or lht'se em)rls. lhl! Dt>pUt) S~:cretaJ') of Defense 
charterl!d an Overnrchlng .integrated Process 1 cam to better frame lhc recommendation~ 
and too\ cr~ec thetr implementation From February 1 '1 I~> \tf<ly t 2. 2000. the Dept1ty 
Secretflry of Defense signed a t01al of 7 memoranda conr.aiuing 27 ta. k$ aimt!d al 
enhancing the D~parlme11Cs ability Lo identify und protect CPL hnplcmcnt an (·ffcctivc 
foreig.u visitor program. and provide cff{:ctive COLLntetmtdligt-nc~ and <.;ecurit: suppon to 
RD f &E facihties and Lhe ilelJUi~iLilm prnce~t>- On FehnK1ry 17,2000, the Deputy 
Secret<Jl') of Defeuse signed a memorandum rcqu~sting the DoD Inspector Gcm~ral lu 
ensure Lhat DoD Components impl~menl a UJlifonu systetn or periodic reviews through 
their existing. agency and Senrjce inspection processes for complittr'lcc wJth din::ctives 
concerning security. £cchnolog) prolectiOil. and counterint.ell igem:~ practices. Tbese 
reviews wer~ to ussi~t \vhh the protection of the cutting edge t~clu10 Jugy ofl .S. weapon 
systems. The fcbmary 17. 2000 memorantlum al ·o requt!~Led that the DoD lnspec10r 
Cicncral dev~lop inspection list guidelines for allDcpamn~nt !n~pector~ Gen~ralto 
enhance consist~ncy. The Deputy Secr~taf) ofDeJi"!n-;t'-S req11e~sts to th.c DoD lnsp~ctor 
Gen~al arc! als(l outlined in DoO Tnstmction 5200.39, 

On May 8,1002. the Inspector General, ODD: 1he Dcput)' Lndu SecretaT) oi'Defense for 
Laborawries and Bfuiic Sciences: lhe Direuor. Operational test and 1.:. valuatton: lht: 
. ervice Inspectors General: and the Director. Program Integration. Intemal \Janagement 
Rcvi~w (tbrmcrly Internal Asse~·ments). ~fis.'ile Defense Agency. signed a 
memorandum of' under!>landing on security, technology protcctiou. and 
counterintelligence inspections. fhc rn~moranJum ol' und~slandini? l'equires 
partic1p<tting ln~ptxLOTs G~!ncrral to prepare and forv-ard to the DoD Ofllcc orlnspe<;t()r 
Genero.J an; significant t1nding,s and rccommcndatiom. ut Lhe end ~,f each inc;pection. lhe 
Dol) Oflicc of Inspector Genera118 issues a summary report on inspections of sccurit). 
lel'htlOI{lg_y protectio11, ~md cotmterlntclligcncc f)mcticcs at DoD RDT &F fuciHties. 

' Since the ori,g,in?.l request b~ the- Oeput: Secrcl<u) of Oden\1..! the Office of rhe Depul) J~pettor 
fr.;ncml lbr lnt~.ilhgence. in the DoD Office of Inspector General. ha.' p..ililishcd the annual summar~ report. 
llighh,ghlLil~ S.:r\'icc antl mtle!i!OM dec1sion autllo iry lnspectlun~ cHid bc~l rroiLlic<!~- Wl" :tiSO publish the 
guidelines bJenrH<lll), wjrh u1pur from Dcpanmt:nl and romronet)1 eoitnterintelli~euce. lllldligcncc. 
:-.ccunt~. and lnspe(;tors General elements. 

l?~il ~PA69t':e I 'l.di ijNisY 
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Appendix D. DoD Organizations and Efforts 
to Protect Critical Program Information 
listablish.ing a cousistcnt pm~c!-t1-i Lbrid<:-111ifying CPl and eonducdr1g prog.n.un prolet:Lion 
ptanni.-tg, a process thn1 tokes into accounf the m!c resean.:h . devdopment, ocquisltiou. 
counLerintelhgence. mtdltgence, securit}'. and systems engineering ~r<;onnel perfonn, is 
critical fur ensuring that DoD can proted CPI. In December ~008. DoO csta.t'llished nine 
working g:rotrps to address CPI idcnrification and program protection plarwing. fhc 
working group prot:ess is co-led hy the offices of rhe L SD(A f&l ) and thl.! l : nder 
S,ecreraty of Defense tlntdl igcnce). l:.ach \\-Orkmg group 1 ~ ~;hair~d by either a D oD or 
SeT\ ice represt:nlaliv~ with expertise in the protection or~ CPl. D1 D ha~ agTeecl ~hat there 
should be an on~rarching set of program protec.:tion products (for example. process. 
guit.hmce, tools) am.l thc.ll tl1ese wol.lld be e~'tendcd aud amp1i1ied by lht! Servic.:es and 
agencies to serve their needs. One of the gQab or thes~ w()rking groups is fo r the 
Service~ .and agencie~ lt' asst~ss the. sufficiency of resources a\railable to support pn.)gr<lm 
protection when tJ1c program protection proce ... se:s ure suflidentl~· mnturc ro fonn a basis 
for such an t1S!>e~sment 

Program Protection Working Groups 
ncfmitions \ Vorking G ro11p. fh1s wurking group\\ 1!1 cxpedjemly afftrm and doc-wnenl 
the CPl, program proh!tlion. S) stems as.;ur-dnce. and software assurance t~m1s and 
assudaled hierarch> ofreJationsllips. Cornpktlun ol'Lhi~ working group was drscrib~d 3!-> 

being necessary to initiate tht:: other ''-orld.ng gmups. 

C.l'llden n fic.ation Proccs."t \ Vor ldng Group. l'bis working grOLtp i!> L(\ e~>tahlisb the 
minimum stand!mls for the process used by DoD tu identify CPT. Services and agcncie~ 
will be aHowcd ro extend and amplit~· to suit their Service or agcnc) nt-cJ~. A sc:c.:ond 
rrouucl w1ll h~ a m~thoc.i of ~ssessing the wols u cd h~ van(HJ.:> en ices and agcndcs to 
rdeniify C'PL fhc y.,orking group wil1 usc, ~appropriate. the results from ulhe::r groups. 

Prog ram Protection Planning C ontent. Format , and Review Working (~ roup. Thb. 
\.Vorkil1g group "'" iJ I d~' t:lop L wo products. J h-: .first product\\ ill h~ guidance on 
preparing program protection plans. Tnl? sec-onJ product will docwncm the progr<.~m 
protecricm plan revievv process rurd stakeholder~. The program pn.1tection plan review 
process will detail milestone requiTemem:s (with cJ1ccklists) for JeveloJ1me11l. rt:view. and 
ap~ro"aL slakeho!Jc:m; inclt1de Service component~. th~ l~SD(A T&L). the Under 
Secretai} of Defense (lmclligcncc-). and subject mat1e1· experts for applicable 
countcrntt·as~s such a.<; anli-t~nnper mcasuJ-cs, and Defense Lruslt!d h1tegrared circuits. 
The first draft of the program pwrecnon plan reviev. process was basl!d on lhe S)"Lems 
engineering plan1

Q prott'S\ and will be revised in a · ix Sigma workmg,group. 

i~> Thl' ~yslems engmeel'ing pbn is the bhtepnnt li1r lh!! e\~C\.!Tion. OltmagemctH. amJ t.:llnlml tlflhe rechHical 
<~I>Pects or ti ll acquisitiou f)mgram lrom C\mceplion to dlsposat SyMcms ~n~ineedng, rranslntes opt:ra!mnul 
rcquir~menL-. mtQ contlgtlred s:rsrems. imegr<~tcJ. tct:hnicaJ , IlpUI~ of the emir~ d~sign h:anl, muna.ges 
imertaces, charnct~·rw:) umi rn&na.!;c" rechni<:al risk transtfiOCI~ tcct1nnlo~ li1•m the techno l og~ base into 
pr(lgtarlJ sp~~ilic t..:flon'l, and verities ma• deslgJb I!ICN vpurarumulneed~ The S)'Sl:~lllS l!ngiu.:~;rmg plan is 
a ·•fwing·· document rhm capmre:> a program'-; cum:nr ,;1'<1 e\ olviog systetlb cngim.:cring -.tr:ne~ 110d .irs 
relation!>hip \\ ith Lhc IIVI.."'T:tll rmb'T'tm management effort. 
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Acquh.itinn Polic) ~nd Goichlncc for Program Protection Worlci.n\T G roup. This 
working group will aid 1t1 the dcvclopmentol pn)!fr<lln prol~ction guidance to be 
Jocumenh:d 10 the upcomrng Dl\0 5200.39\ 1anual. 1 he wotk.lng group will build on all 
other workjng group outpurs and ensure consistcm') v. ith the DoD Instruction 5000.02. 

T n1 ining and Transition Working Grou1l. l'his group ,.,111 JeH~Iop a compelency 
model lor prvgram protection roles. I3~sed on the prclnninar) \,\Or!<. dt)ne b) the ProblTdm 
rr()lt!~ticm Wnrkmg Gn>up. lhi:~ workiTlg grvup \\ill confitm the required skil!s. define the 
course comem w serve the needs of the various fw1ctior1at ari..'Js tm:4LL1sirion, engmeering. 
t:ounterintclligence. crimmal mvesligative ~ervi<;c, and the like). and estimate the number 
of courses required per year to accomrHodate the training ()/"the workforce. This working 
group v~ ill also d~veJop and implelllcnt a plan to trrun service personnel and tran.sition to 
the revised program protection !)fOC('$S and p~)licy. 

Horizontal Protection Process \Voj•king Gr(Jup. Th1S wor'kmg group "''ill define 
prt)Cess 11(>\\>. roles, re!)JX1nsihi1ities. and poficy to execute horizontal prok('tlon frorn 
before milestone A through sustainment. The fir;;.;l task \\.ill h~ to det.enTlille the need tor 
a sta.11dardi/..eu -;ecumy tla,.;silk~tion guide ror progrom protection. lhc work of this 
leam will be submitted ro the Under SecreTary of Defense ( lntell1gence \ lhr c<m~ideration 
in the de' elopmcnt of the n~:-..t ver:;ion of DoD 5200.1 -R. •·Jnfonnalion Sccur1r~ 
Progran1.'' the currem version of which is darcti January J 997 Thi · group will also work 
to provide inpur w the Acquisitinn S~curity Database Configunmon Conrrol Board and L(J 
incClrpt>ralc the Acqu1sition Secudty Darabasc 9.ithin ScrvicL pohq ~nd processes. 

Manpnw~r tudics \ Vorking Group. !•ormation of1:hi:-. v.orkmg group will d~pend OL1 

each Sen tee making a detemlinati<m v.hdher or not iO act on the proposal of1he 
Prv9rram PrNection ~ ·orking Group 10 conduct mMpov.er stuJie-; to ass~~s the 
sufftcicnc) and avaHabHity of resoLLrce:-- Lo supp011th~ program pt·vtectjon process. 

Critkalit)r A se smenc Working Croup. This Y~-orking group wiU de,·clop 1bc rroce. s 
requir~cl Lo implc:tnent ~ystt:m securil) cnginccrirlg in pmgn.tm protc:ction plmming . 
. \1embc1'ship ~Aill 1ucludc prirnaril) syslc:m~ enginee1's and individual::. familiar v.ith 
progrum ri:.k. m1Ligi1tion as L'Urretl tly implemented b) programs. 

Vulnerability Process W ork.ing Group. This "'·orking group wiiJ defi ne I:hc rro~.:esi­
anJ. cnlL"lia lor 1he vulnerability assessment step in the program proledion process. J he 
scope of the vu lJlcrabilitics assessment will includd tl1e a~q_uisition development and 
tnanLtf'aoturing i;!nvironmenls, supply chain. opeJational cnviron1ncnt. Hnd :-;yslt:m design. 

Under Secretary of Defense for Intelligence 
'L'hl.; trnJ~r Secret<ir) oi'Derense tor intelligence began promul gatm~ p1•lic) for 
counterimelligcnce support in 2009 to the RDA communi1)' l'he polic) will implemenl 
tho:: r~kvant seCtiOns nr polic~ established in DoD lnstmctim., 5200.39 for 
counterintcll igencc support to the proteetio11 oJ CPI: DoD Lnstrucrion 2040.01 . 
.. 1 ntc.maliunal T ran;;fers ()f Technology. Articles. and Sen-ice-;." July I 0, 2008. for 
coumerimelllgcncc support to internationaltrunslers of technology, articles. and :>ervices: 
ar\d Dcpu£} • ecrelary ol' Defense Directive- fypc Memorandum 08-04R, -<:;upply Cllaul. 
Risk Managemem(SCR.\1) to Improve the lntegril) of Components L sed iu Dt)D 
~yst~rns," Fcbruar~ 19. 2009. fN<:cmnterinteHigcncc support!() suppl)-chomrisk 
munagennmt 

FOA ~H?GH?JA:Is UKI! ~Nilr 
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I he- nt·\'1 policy will establish a r~quuement for au intelligence asscssm~::nt or DoD RnA 
programs fO provide baseline sccttrll) requirement... again')l foreign intelligen~c 
coU~ction lt "ill also mtegraLe a technology threat risk assessment with the appropriale 
countenntelligence analy1ical product ro inl(>ml RDA pro~rams of threats to CPI from 
foreign intelligence entilie~. Jt1::; cun~ntly in the formal coor<hnmion 1)rot.:~:.~s 

fhc Under Secretary of Defense Ontelligem.:c) 1s al.sn in th<: process of11naiiziflg DoD 
'vhmual 5200.39. "Procedures for Critical ProQrrun fnfonna1icm (C'Pl) Prote\."tion \Vith.i.n 
lh!! Department ol" Der~n:;~:~ which "'"'ill pro\ ide the guidance rol' the implementation of 
program protection measures. It is currcntl)· in the l'lmncll t:oordina.tion process. 

Defense Intelligence Agency 

Defense Security Service 
Ll S tndustr) tlcvdop~ aml pmuuces the majority ot our ~arjon · s de tense tcdmol(lg; . 
much of \-\'hicb is classified. and thus play!:> a significanl ml~ m creating and protecting_ 
the information that is "ita! hl our Nation:; security. lhe ~ationai industrial Security 
Pro1:-rcam wao;; este~blished by lxccuU\'C Order 12R29tn ~l'l<>ur~ lhat cleared U.S. facilities 
safeguard the classilietl inlom1ation ~, rhelr possession while performing v~-ork un 
~ontract.-;, programs.. bids. or research and devl.'lopmenl d'fon::;. The Defense Security 
'crvicc- administers the Natinnallnuustrial Securin Pronram on bchal f of DoD and 23 
oth~r F~d~r!l l ctgem:ies. Defeuse Se<:mity Service J1asrt::-ponsihllil) for over lJ.OOfl 
acth'e. cJeorcd t8cilitics in the Nat-ional fnduslri~l Secul'it)• Program , 

The Defense 'ecttl'ity Scrvke ~upplms muic)llal stcurity and rhe waJtightcr. sccL~re~ tht~ 
Nat10n·:-. technolng.itc.d base, and oversees the pJ'Otccticm oft I.S. and rlm~ign classified 
infu.rn1ation in the hands of [ndListry. The Detense Sec:Ltl'ity Service accomplishes lhis 
mission by p~rj(n111mg i\i !( mission-essential tasks: 

• clcanng inuLL.~Iriallacilities. person1,el. and accrediting LlssocJaku inlrmnation 
sy-;Lems: 

• countcrintdligcnc:e support tO cleared lndustl) and rcfcrralol'ct)unlerintelligence 
rde' ant information to applicable ~mmtc.::rinlelligc:nce community mcl'nbers and 
law rntorccmenl al:!cndes~ 

• managing foreign ownership. conlmL and influence lu cleared tndu~tnal ladliLies: 
• providing ad.,.ic~ and over.sigjlt 10 industry: 
• dd1venng <>ecurity education and training: and 
• conducting rt1ission suppon op~rati(IUS . 

fQiR~Fiiili:'l:'zk ll t: ii O?lts\· 
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Tu accomplish this mission, the D~ren~e. ~t:unt) Sen·ice has appro>-imateJy 270 
industrial sccLtrilj representutives and appl'OXinuncly 50 Jie ld count~rintelligcncc 
spi'nalist:,; t'pread across the L nitC'd States. The,; provide oversigln atld assistance to 
ckar~d contrattor la(;il ities ~md assist the organi~.:allon ·s managelllent and r1lcilitY c;cettriL)' 
officers irt ensuring the protec:tion nfnatiunal security information. 
The Defenst Industrial Security Clearance OITice prm:es!)c:=:·· requests for lndustrial 
p-cP.-ionnd securiLy nl\'e:;tigations and provides cligibilit)- or dt'::trance u~~~rrninations for 
cleared l.ndusuy per onncl under the Nati,mal Industrial Security Program 

fhc Defen!>c Securit>· Sen ict! A.t!adem} ddl\ers security education and trmning lo DoD 
civilians~ militBI)', and other L .S. GO\cmmcnt p~r~onneL "iatio11al Industrial 1Ccurity 
Program contractor:-;, <md sp()ns<JTed representatives of foreign government~. 

r'he Defense Sccurtty S~r ice Counler1ntell igence Directorate provides 
Cl1Unterirne11 1gen~:e l'unc~ionuJ ser\'ices in suppon o1DoD RDA, as Je~cnbe\l below 

• Deten~e Security erv:ice identifies unla\o\ful pt..:ndnuions lu lacilitit!s cleared iu 
conjunction\\ ith the Nati()nal fndustrial Securit) Program. 

• Oefeose Security Service counl~rintdligence prepares and pro\ id~ rele\anl 
lhreaL inrom1ation, aware.ness briciings. anJ Lailnr~J. analytical products to ckarG<! 
defense comractors as de!ennincd necessary based on prioritJLed n,.;l levels and 
specilic reques~ fi·om ciear('d defense .:omrm:tms. 

• rh,e Ucfcns<.: c.;c~urity Sen.dee tolmterinwll.igc.nce office product:::; an annual 
report. ·(TargeLing U.S. Tech.noJogics; A Trend Anulysfs ofR~p01ting from 
Oefellie fHdustr)'.'' The DeJen~~ SecUiity Service encourage~ ckarcd uefens~ 
eonlracLUTh LV use this information for ~ccurity awareness and education program~ 
a1 tl1eir facilities. 

I tHt @ ri'J @1/:J , t'SE 8rt~/J 
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Appendix E. Army Organizations and Efforts 
to Protect Critical Program Information 

902nd Military Intelligence Group 
The 902nd Milit~ry fntefligence Group\ lec:hnology protect1on nusslon is to derecr. 
identify. n~utt-alizc. and exploit forcign imcllig,ru1cc service threats w Army techrmlogies_ 
The Group identi fie~ invesLigati ve anJ opera I ional opportunities within the acquisition 
and RD 1&12 communities wbUc providing for the sccLtrc fielding of Army L~chnolo~;ies_ 
capabililie::;, and weap<;n sy~tem~. TI1e 902ntl \tfilitary TnteiHgence Group emplOY$ 
counterimeHigence covering agent support to acquisition P!vts and Am1y resean:h 
l'acili:t1es Lo ensure t.leta1leu JiuniliariLy "vith lhe-<>upported eJemem's operations. 
persotmel, security. and vulnerabil.hies, Ln rurn. the- Gro\Jp pro,Ji<.les the elemem "' ith a 
pC>illt or C<ml:.tCl lun·epmting malle~Q or t;OUnterhne11igence interest. The Group 
allgmeuts covering agents With rcchttical, analyticaL investigall ve... and uperaUonal 
re~ource~ ro neulrali7e or exploit foreign intelligence tlu·eats. 

Army Counterintelligence Center 
The Army Cauntel'intelligcncc Center is rllc Anlly · s <.lOunl~rintelllgent:e .analysis <md 
TJTO<ludi.Gn t,;enler. The Atrny C'ountcrinCe!ligence Cemer's mission ism provide rimely. 
accurate. and effective IlJ\1ltidiscip1it.lat.Y countcrintdligence .unalysi~ in support of the 
U,S_ Amt)' t:(>mhating terrorism program, ground system t-echnologies. and 
coun.terimell tgence investigatjous, opcnuions, and acti \'itics. The Ann y 
Countcrintdl igcncc Center provides (he mulLidi::;cipJinary counterintelligence 1hrcat 
uss~ssmetlt to Army progratTl offices to assist wLtb the evaluation t"'r risk, based on threats 
to the progranfs CPl. The Center supp<lt1~ Arrny_ DoD. and non-DoD customers. 

National Ground Intelligence Center 
fhc n1ission of (he N1:nwnal Ground lnte1ligence Center is to provide science and 
technical rnteU.igence and 1 mLJltary- lmclligcnce ()n for~i und forces, The 
Center supports 1he w·arfi ng t:<.~mmandt!rs; f'orc_e. ruld 

1'@ ft ef]iiif@t:..ilh t 8Mi () f< L I 
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Army Defense lndustrial Base Cyber Security Office 

Till' rm~ Ddi!nse fndu.tnal Hm.e C)ber Secmity Office works across the Ann) Lo 
integt·atc rhc requirements ro pro1ect err identllicu in DnO lnstrucnon 52.00.3<1 through 
interface "'ith Army program exccuti\'e ofttces and tbc1r reo.;pccti ve prograrn.product 
mi111agcr~ ancl "' ith the Arm) Mat~rid Command to ensure synchronization of 1\rnl) 
priorities and requirements C3tablished for RTP and criucaJ infrastructure protection 
prll¥rams. Abu, \\ nen technologies similar to those used by the Army arc found in other 
Milttary Service research and de\ elopment prot,rr'clm'$ <md ·weapon ~}stems, the Alnt) 
IJeJi:!n~c Tndustrial Rase Cyber Security Oftice coordinates with the l 'SDtA T &L) ami the= 
otheJ' Scrvic(' acquisitiollauthorities n: erlSure likt! lec.:hnolo~ie::; are afforded the same 
kvel orpmtel:lion. 

Th~ Army Deli:nse ludusn·ml Base Cyber Sccmitj· Oft1cc i~ leading Compon~:mb of' the 
Ofticc oftlu.1 5ccn;tar.Y of Defense in a cri-Servi<.:e cybcr s~cw·j 1 )' t~cqtlisitiou initiative 
thuL i ~ intc:mded to proYide DoV with an cmp1tica1 ba5is includi·ng viable cnntract 
language. budgetary ramHieaLion~ and Del~m;l:" Federal Acquisitio11 Regulation 
. upple111ent/Federal Acquisition ReguLation revisions tC\ evaluale potential solutions for 
protecting controlled unclas~ilied 1nConnution on defense indusU'ial base networks. 

L be Army Lkfcnsc lndusrrial Base Cyher SecUJ·iL) Office is coordinatmg an inrcragc.nc) 
p1loL pmgnm1 tu a....,:s~ss information compromjscd through computer intru~ion~ agaiJ1St 
defense industrial base contractor system;-; to d~tem1ine whether there mRy ha\'C been 
~ompwmises t>f data on current and fumre Army \\capons progmms sci~nti fk anJ 
research projects. and wa.rfig.hting capahiliti~s thall:OIJid cause a loss of tcc!Ulological 
athuntage agatn"'t pnlt!ntiul ~uversaries. 

fhe Ann) Del~n~~ Tndustrial Base Cyber Sccul"ity Office is \vMJ..mg ''ill! dement!> ofrhe 
Office of the Secretary oC Defense. incl utling the USn( A 1 &L ). the Assistant Sccrelaf) of 
Ot!fen"t! (\.Jt!ll.\mh ami Tnfcmuationlntegration)/DoD Chiet lnlonnation Officer. and 
others. to develop policy to manag~ the' ril->k th<Jl advt!rsnnes might ins~rt com.lJ' Led or 
mahcin~ technology imo componl!ms - some ot \vhich may come fr<m1 omside the U S. 
defense Jndusttial ha...,e- t"hat are bound for DoD c1·itjcnJ systems m later gain 
unauthon7ed access to data, alter data. or sabotage communications. Inc focus oftbc 
Army effort will be on oumpanies in the command. control. comrmJJtications, 
int~lligent;c:, sutveillance, nud 1-econnaissancc categories. and 011 technologies that affccr 
Army modernization effons or tht se\;ulity or RDT&E facilities. program otfrce~. or 
~upply chains 

l11c A1·my Oef'tmse lntlustrial Bas~ Cy~er Security Oft1cc has developed ~ovperatl\' t> 
relatiom>hips across (he :\rmy and DoD. To standan.lit~ RDA ac;Ii\ \t11:5 and to ertsurc it 
incorpormcs he~L pn.u.:Lice~ from across the Army. the Defense Industrial Rase Cyber 

ecurily Office hfts t.<tkcn the lead within an Arn1y working group to draft a regulation on 
protecting CPJ 

r~a 'lWYitil:'ds ts f!i l! tHits\' 
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OFFICE. O .. T HE DIRECTOR OF 
OEI'~N<;E q£$£ARCH AND ~"'KilNiX~ING 'r_,., IM~SE ~ T,<.Q.O'I 

W~L'i ... l(,.. OC ZQliC)l.ao<:o 

MJ1"10RA:O.'O S WR DEP 1 'r A:>:, IS I A}\T rl\~ECTOR l F. RAt.. 
fl\'TEI.LlOI!NCE F.VAT liA no~\ t l<llJIU 

IIROUGII UIRE:CTOR AC'Ql'~lriON Rf.SU1JRl8S A.NlJ A!'!Al YS(S ~\\-"\10 
'unJEcr . c~ t • OolJ.<? Drs~\ Rc-;xn ()('\ D< D Erroru '" Procec1 CnttQII":~.~Y""m 

lolorreation The.~)·\ W.1rfigin:r hlfo•nnlltlon Ne1\\Hrl; - l acll~~:l 
(Jli\'Jecl No. O~OOS-DfNl(l! 0242..00 II 

.'\J req ~ :-d I arup.-.n"ld•o~ rdf«.~-" ~ ~-n! c\XltC1!t~d 
t .amrnendtb C<"Clt&'nM blllk ,.ciJ;~t ~ 

lhcommtpdpllon JH- I: 
\ ~ ~(>mm · th :to.. Un"'c-r ~·t::iifY t <"f'kttlti<l (l.et:U!stnon. T~:".:t"-'":OIQ1!:Y, nw 
Lor ~K.Cl In ~Uibon .. .u .tc J~=~ orlkt:."1'!St' (lrJclll,~:c·tiLe ' •t.e 
A .... S«~UU) ofL.kfc.:1 c C•l"e~-r.,..._, i111C !n!onnmon Ch ~:f 

Oil seer 

An.I·TU!lf~V\T) pol cy ;;.0'.\ JeYd~ m DoD lrulruc:lk>o ~20039. "t.:nt cu: 
rro~ (n~Q.."m1hon ((PI) r.-~, .. ln Wtt.;, fi the rkF <nm\:nl Ol ~fl11Se, M~ lb. 2G()~ . 
und DoD lnatntCilOn 500().(1:!, "Ope11111011 o.Jfthe Ocfrnre AcquJmloo Sy~tcm." Dec.:cmb~ 
II 20Q8. In o~tldltion. 1111 1\!UI- r:tn;P<'J' ·'Pf'-'TldiX resad~· Wttlti:l 'thl: dmn Dol) \1 111110 

'21\f .'9-!-.l -t'r-~.:clu:-.: for Cr.llcz.. Pro,&mr. inf<mn~~uor. (C:PI) f'rutc.:hon ~11J:;liii.."'C 
Dc&n--t~r:.cnl o1 De>tn...t"," hl.:h ·:S cnnmly m QW\rn~ l!i!_IUd!C ••an h~ tlt: 
Ur.dcnecm~ t'fDtrensc: fror ln·eliu.;cnec 

The AT r~c:C\llt\e 1\fc:Jll (AUAJ puhilih<-J lhc SCCO:ld cu.loc 11f IIi cl Ut:i .. -rt 
."FCRET l G~:lit.a<:$. ~/Uch ~t.l.IC. ~100 ~-,II C'lbcl&t~ WI~ 
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I! Pror,ro~JJ Mat.oga-la the c.~f6:blishmc:tit of '3rt oppr ... pnatt AT atethiiC.C.tur4-IOr"Utc 
protffi)OC\ nfCi'l•"""" th< onti!'r.l)' of • pro~"<<ll'slif«J'cle. Thb />. TF.A atw '""<b<> <!l 
A I Shon Cour.sc, ,.,tneh mclud'es- c:onn;;ur on: 

Dnf) Anti·'t~mpet po)/iey d~uv~ 
lito proo:.>s Qi >J>O<iljo IDg. ~UI$nil!& <V>oJ oV&Ie>&!ins A I t"""""•og} 
Cllri•!Wnj><( d•sign ml!OSIOI\~S lll\d tl,ctr rela!ionsblp \0 thOII<'~\ltsitiQn eyole 
I\10d,e)!> of S~CUt'ity, IOtludinz_ rrOto!tt.ion, (ict~tiol) '3!ld rCS)JO:r~$ea-J)t)futach~ 
reV~ tttpnc::-e:rWg lhr-...a...'Slb futth'""8.te 1rtri tcfl.\'Nfc sys.t«JU 
.mtf·tuoper !'~chniqu~ including ~ncry(.ltir.J\ aJld protctteC: "Vo!uftteJ.. 

The DoD A 1 ll!~gr&led l'rodtK< l'catn (IPT). ~t~hlfsh.U by OSn(A l &:'! .. Jut 
1~. <>·.-...e<o •bt D~>D ..-..r ?"'gnn' 1foro a Jlr• egf; !'<11Fci•• ThL' Jl(l <'<lnsis." of 
represent.."ri~~ ~ USD{.l). ~fi. ~~.nd <)tber 0$0 oi'Iic:cJ, And ht\11 been brkfed l)y A: ttl)\ 
N:tvy1 M)d Alr Force antl~talnpt:r t\.wptaenta:ivC\: ttn. ~un~nt $ta~ a.n.d !ssu~s 

Ruommrnda:fiou 8 1-2: 
We reeonur-e.n.rl tb~~ the 1JJtd-tr S.:crtllit')' ofDeJonsc (A.:quismon. l'cchn6l~v. ~~d 
L~ie.) <&lllbli<~ ~uid.,.., fur ide,,UI)·ins ..,n~n.=loloff-IM->IIel~gov.,...,mcm olY· 
d\e--s.bc:lf COf'npol1fl'tiS 5 niUt:af ,i)!O~ inf(it'fU~f\00.. h1 1~Jade t.~:rulU:i\ t.oo!ifA-nd 
creining 

R.ec;;ooun.: 
C<>neur IJSD(ATkl ) is "'tr¢ntly W<;tl<,ijlg Wl\U USD{J). ASD(l-111)/Dc>O C!O, .,d <M 
Compz:me:'ll$ lo e:sU1blish gutdance for tbe-ldcmiflcat.Jon ot"C!itiC.Il J::frog."'a\11 [nformarl(U\, 
tl' incluW: "lement~. r.~r c..oru_pcmer.ts -Ctltleal tO nccwnrk or mt.iSion c/J'octi~ per OllU 
~~~ 5~.39 ""These- e1et,..,~ 0:' c;oo)pCIJI~'OB may b; commcr~ial ofi-1b~­
~hdi/go\+Qrnmeot ttff'~dn:~holf. and thC.,tt!.ltd~nt·~ \\1irl aUow tOr idtHtifiCQOUJ'l ~.>t til<>$t 
COmpone:nlo;. as. CPl. 

Reenmmendatlop .Bl-1 : 
W• = ornmeod 11141 ~·· !Jnder $e~uuy of Defon.so (AcqUisition, T cclttl<>b>ll). ruvl 
Log~) provide aui~"" mOO. I <L>Iltno:l ~ In .!Ujlp>)JI oi ;:><~ """"' """ 
plannfn&., Dvl.l and Compon<nl "Rl!' offici• I• 

Rtspoun: 
C...=- l:SlXA T &.!.) will pt1J\1de $Utltl\Jroe on •be ""'del con,..., 12ngo<IJI• '"supprort 
orp~grcm l'fOiectiun p!MJ~~n.gro Dol) t\Od C(m)pOMtH KTP offictub: in a:COor~rance w!th 
DoD !Mtnr~tlon 5200.39 and FA.Jt ,;u~pan IS.2il4.l. 

DnD lru.-uuc11M 5200.3? requitotlh?.t ""<AAIC1S >Upporuny RDA P"'i'""" where 
<..;J,t has hee!) irleo11rte.d sllal) eontaJ11 conrl'tlt::.tuul t.erms rcqufriog th~: contttu:tt.~r ro p:ote:tt 
the CPJm the. st-ant!Ards: 3:'ii!.!.WIAtcd in, lhe !~tnaalon. P~ra~-Mc n~bk for-

46 



Office of the Under Secretary of Defense for Acquisition, 
Technology, and Logistics Comments 

gt:tin~ Pm:,rnm I>: ntrc uun roqut rcmenu w:tu"'- Ul!CI w.- ~;OOtriiGI. Cuu!·w;-e ,,11 p, •Jt.tt m 
1:-'rolcctlon r(<!u!n:m~;nr lrm~:;e k>r CPJ Prot~twn i~ und~r ti~dopm~m 

J1AR !>llbpMt I S.20~.1 ~p~cifles ill.: fClnu•H und oonte111 !.lf ltFI> so!JcJtatloM ~n1l 
~on!Ja..:(~. TI1t R"P i11~·lndei the t"rms and cond1t10r.$ tb~t will he in the linal oonu~~:t 

R!~ontOifndaUon B\: 
We re~~•·l rl ~tltht' Unt.<'!' ~=:~tal') o!ocr~¢!,A.q~;l 1110:-r, erb..'101()~,a..'111 
l ~11Ccs). Ill cal~boniuon ~llil th.: Undcn.."'CI'I!Ut) orOcfc-r.~e (lrvcllle~r.c.c), ud ihs 
\ssHWit SIX'Ict&ry orlJI:'fr:n•c t~c:wurks u.d Jnromt!UOQ lnto:~l·<lTI l>oD Cl:.er 
lnfmr.r.Io:J Otn er ~~c~ ~~Jze.i :!:!111d2JJ'O.I: for tr••ru:~~ in t:Pl p:'G-1CCI.o:» for 
b)• !he R TP t: :tnlt111, 

Roponsr· 
PiUtial c.on~ur US~( A r &l 'wil • U1 co11abot01too Wtlb IJSIJt() ;lll(l ASU(~lll Oo[) 
CIO. de\Chlp \llltlrl~tlllt.-d xuid:mc¢ ror traimt.g IJl Cl'l ,rn\t~~IJon f<lr U$C by tht p•ngi/Jlt/ 
pnJtectmn c-(lrrut .. uut) , nut only the RTP comtntont!). Rc.'<:atth .md I ccbn,)loro 
PtO<::\;!tou n:mc.1:u t crltic.Jl poruon of?roaram rr.>ll'c:r•m-1 f'l!nnrJJet. !liiii<X'i r...,,,.~J,ad 
the r.~\\ rc;u!rcme:~tt- to Jl!O<~t d~ems ot c&11pnr. .1t& nua to"'""' orlc (.lr mts r.~ 
~;ftc:c·rvt:Tt:»> rcr r>on fr.\ln.~on 52C~L'\9 Tr"-!11L'1 IMd•a.a ~·II re!lc.:• ti:c rc:~'d tn 
~.: ... ,..., as br~cr :~eopr ! pro e<±tn !r-.ur.q ~u·~ Yo iU be <:e..,~lopc:C orxr: 
t•.;o AT&:l..),ln (II ·at llill wn3 VS!J(D. ASD\1\U)'Dol.> CIO. illld ;,ht Co!Tlllfl 
~1~~ et~on Cl'l Jo.:!...'T.liii~cr. ~p:..,o; 1l.lft 

Rec-omau:ndadnn sc:.1: 
w., :c~,•mn::.:onll ll•llt th•• .~l.st~ SCCi'C1a!] oflk11:11st • !\"etwr.r1: ;sna lrform l•l n 
Integration) Ol.lD t ••lcf lnlonnl!U<>n O!f~r. In cc•mdinatiN\ \\lth \be Unc!r: S;:;;r~t:sn:s 
of Octet:~ ror A\'iUbhkm, T.:-cnnology, and I O~ill.h:q lind for I.Jold!ig~ncc. dev,•lop and 
publis11 ~ec:utll} teQ\Iirt:mcnu fuc cuntractotl> p«•cc:~sma <.:Ill on co.nu-acu•r owned and 
c()ncrollc:d tnlilm11Ltluu ~~Jj,!t:m~ 

Rt$1)\!USII: 

Co:1eur u '!)(_, T &:1 J wilt .:entln~oe ;{) St.prlin Olli!Oin > c.t~r:u by !.he ASO(Nr~ n I) 
UO 1n .r~cwdl:nrc ""lh D.>D l.mln!.,"tion ~:05.13, 'Dc.:tnk fnd~Jslri.t &~c !1)18 l) -r 
Sc:curi\)1ln!can:mcn Auur..: ~e (C_ i:.-\JA~thil ~ .. Jcn.tlW:. _9,l0l0. >1Cd U<:Ol,Af&.:! 
Memar~:;dum "'t..)'m ~cror~"- L, Doe~ h.qll!sidC!Il Pt~." xov~'I!!!lc: I«, : Vb 

Rec-ownundauog US 
We n:cnmrrcrtd 01:11 :.n. l nder Sc~ o: Defense {intclliJtr.ce), 111 coorJil'a:ti "1tlt 
rne lJn.tet ~.:crd•ry o1 L)~fcn,c; (Ae<t~on, I cehnolo \,and T ~&isttc~). P.r.d 1h~ 
A~btur.~ ~cn.UIIY nt'Pc:ense (NetWorits and ln.for;mt111n 
Jn1'orm.tlion Ott1 .. c:r, dct~nnu:e the 



Office of the Under Secretary of Defense for Acquisition, 
Technology, and Logistics Comments 

hi •lfic!!fo!1 Ren ew: 
!.:4.'\tVr 1\'it} L'lC For om=I I JC On'\ mar:. il1j!.O un &he S'JOJCC: !o!J'O:L 

J'lc.uc: Clllltl~l 
DoD OIG ib)(6 ) 

ldd•1 t:Ulanfu:nu. to::~ .as:~ 

/l;:'l!ift 
!\I~J)htllJ>. \\~ 
t1ir"~•o~ 
SyJMni J:ngiO~'I:rlllg 
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Office of the Under Secretary of Defense for Intelligence 
Comments 

OFFI CE OF THE U NDER SECRETARY OF" OEf'ENSE 
fiiOOO C£1' WS~ ~ENTA!OoON 

WAll M -.GTON, 0C:: 2030 1 ISIXlO 

Ml MOR.i\Nl)(JM FOI'< II\1SPEC'IOR GENI::l~AL OF Ti lE: Dt·J>,\ RTMf"ll rlf 
OEFE. . .,., 

fA1 , ,. DoD D IG · (b)(6) 

Slii\JEt"l Rc\'it:\'4 l)f D~11f. Rer•ll'\ DaD 1-:l[m'f~ to l't01~ct CntJOlltlrv~lll 
ln!OC"':».U.J\ Tile Arr.1 !t W~ J,111c.:- !n1i r~oc NCN. ·- T&tucal 
lProJc:t1 No O:?<Jr,g DIN TO~.OZ-4~ 00! 1 

''§"''"' '2!9" 

DoD OIG lbX61 

~~7£-#C-
~Jey I Inn 
D•recior ol Setunl) 

ftl 



Office of the Under Secretary of Defense for Intelligence 
Comments 

JU:CO;\IMr I>A T ION Ul ·l. i4~ rtr:OAIMlU.O 'llrlll~ lln.d~· 5rarl .. ?' of iJQtf'.Jt­

(Arqt•t.>.tl"rl, T,r!llloloKJJ. artd LogisllCJ), lll comultmil.'n wirh lht L nria Stc:rtlr.r)• nj 
Dtfom~ (llrt~/llgnu:e). tlw A!tt.mmt 'iPriWtVy ojDI'jtll" fNemorJi.~ emd "''n"""'/11" 
lnltrt.l'iliiOIIj/CioD ChiLrfrr.fomrtaJfon 0/llctr, and CJ~P11NIItt'IC I?Tf' 

1\F'(O\Im ~U \TlO~ O:J. w_. recwnrrre¥-..:iriu;r II" Ur.d~rS.~lr.nyo[lk'lrnt 
~ll" , ":o. ": c• d L.og~rr'l in col~t~~clla<t r.rlt r/u> CR.iu&crtJIU7 o( 

&7:1t (!r.: 1/Sf11!X), •· "1/tlo ~ :)io,-r. UJn• "'-' Diftllli (l\'rr;.orls a 'XI llformcHon 
lmtgrtJ.tlon)ll>oD Ch/t'f lf[{<~ultCIU.n O]fl 4·F C:n>efop. Jt,,,..darduul J.:U'itlot:rr fi•r rndt • .,•g 
'" Cfl prot«.twn for ~I' b~· lh• RTP ~;ontltlti!lfly 

H• PO~St.: C.O, Ct.K. ~:li 5600 7>" "'Crit~c;.•l Pt~ lnfi.'CT::Iaakl."\ Pn:!• ct .... 
·~• the l>q. Jt~:ttc.l f>dl:nse.. · ~UC!Sihat:.ppr.tpn!l\elr.Jmtn.tl nc mAde ltl.shle 

,~,~ ccur.tcnn:clllg-en:c:, ln:ellil'c"c"' scc\1111). 11.11d RDA pcrsonnd ~a11rdin~ t!tc 
ldcnutlc.lt;Orl c.nd protcc:tiun ofC'P[ ucl\'1\ure 2 ot' the inS'II\lttion prnviocs j:l!tddr.nc:o 
!J-1D •r"ndl!lrds h ? CPT Klvntlfkltion ..od pro:.e~taOL• llf~ undc dc,"l'Jopmtnt u 1M 1{ TI• 
commll:lny; Itt t1 ,;.tlln&lA."Cb ~. uam~ anJ jJe •iic cour;o( <nf will t-e 
dc-J.:loped Currcroll)l, tho,; Joon.l Coonttcimellif¢nc:~ Tr~;ir~tng . .t,.~ad~my ot'ler.. 1 

Co\ultc:nnt-.:lllaencc Supron to RDA C.()llr1<: iot eou11tcrmtollis~no,;t PfO(c$Si\lnl•h. 

Rt.CO~t IESDATl OI'Ii BS·I !f ~ rccOir.!JWili ti:ol tltl AstJ<t •rn&cnrory ojlk.•mu 
( rworkJ rmJ f~t/iwmat .. m lr•l~grattott}IDciD Cf.c<~j lil(IJ'I'lUIIOfl O.f/1""· 11~ CoXJrtimatit>n 
•~"" til<' I 1tr lrr ~·,·retarlt.S (<(Dej11m•Jor ActpiiSifk.n l~·chno!ol() , ond Logime~ r1r:,ifor 
lnt•ll/~,·nc r drwt!op and prdt!£tJ .scC'I..!If> requfurr.uiSJor <::onJrrJO:f• 'J prot~ r ,,_C. PI 
CN <(l~tJCfl;l'-t1t'>t>~<i w.r-.J ~~l!cd {,11 rnm:cn svJttms 

IU::SPO:-. ~t:: CONC'lm. ~·L~D<l) rrovic! .. d 2ltl-1~o .:nd gu•llul~c: 10 lhc 
UASO("ll])/1),)1.) CTO d , • , ll.c &~dopr~~eg: a:ulf)(omul!:atk•lltJf I} rccUV:· T)'r~ 
Mcm¢r"...ndum 0 2 -.~z~~ t •.rttHr.i!rd l»D frrJrTt!IG!IOn Dll ·o ·-DoD 
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Office of the Under Secretary of Defense for Intelligence 
Comments 

u 
ln}Of'7I'.&:U)Il SysmnJ "nr.o OoO! :5205. 1.) .. ~}<"'~ !n.J • .,tel Ben~ lJ/BI()~r 

~urll) Jn.'O mah.~'IAu:..ron~• (C.511AI .fctn7:l.. Th~ t.slJ.I!U¢1.") pruvtdC @UicU'!lC~ 
rnr 1he conlr<'l of wu:la;stlled lnfonnatielO, to iuchnle C~l th:~t rc;;;li.k) on ccmlrllcto.r­
""''cd an.J ~ontroll d lnt'o~bcn ,,~ms Gmol:.nce to 'he: oontn:•l ~~~~ ""' Otd CPI 
llw:atc:d on ~omra;tm-nwn.:.cl ..nd <OntNUcd inlt·m:ation "}~ttms •• gn\'em~.J h) Dol) 
;.:!20 22·M "Naucmullndustrlal Secwfry Q_oeratmg Ma•auJ/ •· 

R f CO.:\IMJ'NDA 1 101\ 8 8. W~ nco"'"~nd that rh~ Undrr Secttlary o; ()411ue 
(ltfflllligenal In coo'l'dinaJitJn \dtl1 tistll.'ndr1' Sl·~rtary oj'J.)~ns~ (tlcq:.im.()~t, 
f« ~r t.l'l'-' L •:•.::J) . .. nJ IM AJtlltllr.f Stuall;;l'} {)qtr.s. I'IWO<"b 
' '"V'1"10 r>.. ,f$ 
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Office of the Deputy Under Secretary of Defense for 
HUMINT, Counterintelligence, and Security Comments 

a 
~ 

OFFICE O F THE UNDER SECR~ARY Of- OliFENSE 
!lOOO OEFEN!i!E: PENTAGON 

WA~ti!NGTDN, OC 20301·5000 

Jtm 11 ZOIO 

\'I.EMORANDUM FOR JNSI'ECTOR GENER.t.J. Of THE DJ;.?ARTMf:N 1 01-
Dl:fL?-:SE 

(!\TJ~ : DoD OIG • (b)(6) 

SUBJECT Defense Secunt)' S~l'\'i.;e (DS.S) R~spcm.se to Don IG DrMi R<!port: Llof) 
Fiftorts to J'rotc:ct Cnhtlll i"rogr:e-.m 1rJfo:-maLiC'I1· The 1\lmy's \Vtrfltht~"'' 
lnfoml(ltion l\;c.t••ork- f'ac!!q! (Prot ocr No. Dl~U~·IJL~ l 01 02'12 OCI)" 
Apri12, 2010 

tn response r.o your J lllc 3. lOJO, rec..w;.t (QI reviev.• ofdlc >uttJI.'CI response \\{' 

A.nechmc:nr. 
A$ '~llltll<i 
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Office of the Under Secretary of Defense for Intelligence 
Comments 

tU.CO Ill '1E:-:OA TLO.'\ B2-2: n t l€r~mm llii • 'KJl ~ D•rt(t<>r l.>tJ~"Y• .S.c;ru-1!) 
.~·~~ 1~1 ~ l'u~ if(,. JrAio:kJne, iJft JtroJdt!l n,,/1 Ill:• 11 tlra ,'){1 Fvu" ? 't.J In ord~r 10 pt t.J>r ~ 
thto O.:f. Mt ·~r . . p $ .. .-.;t~ wo:.,4 ill6 v tarm ,, ' •• ' 1t~J Htprt>t.i'tl Clr~.:r.a. I'•IJ '''" 
lll(vnnCII.)tl 

D~S Rf"PO:'\SC In ltcoro.s::cc ~u ~Oftrcc Gfahe L>~ Uo.::~ <;e~.:taryuf 
"' C'!l,, w. lP '. m.rr. Ci <!.1d Scc&:oll) tDUSD (HCI~S)\ haeJpOr>~lto.~ fu: p.'ll.q 

S[Nrn 1~ l.m~g-: of~ DD f-wm 2~ ~ 11'1.1 0 ~•llif l1?1~Jl! Sw. ~ Se~ )C. 

[)!,') xcommc-c>ts cll;u l>US{J<t->CJ!t.S) rcu!-0 'lll~af<: ll:lll •• 4fj.i\ DOD ;;1.00 19 ;\~ 10 
a'.liSJes bt'IJ dUSJficd !.nd l.iJic,us,fiod t.:PI v-Im~ r:~Strut.LmJ•· :n 10 com;!e:t· tho! IJO 
tcrrr.2S4tOem-LUt:t.nec.on•rt..;l arc l~•&edb) l:coprt'~Brn n~r.;~~ .. "t&:uhne.tl>S~ • 
lbrmt.t 1f ur..c:l~ilit-d C!'I r:>rth:.g 111 :~ contrA• I f.\~' II, 

0U$1J(I llf'SPO~:)£· COSCUR.. W: C<'ll::\01 ''llh h~ ra~n~.: prov1ded h) DSS .. o\ 
the C'lffkc ot prunar~ re~pon~rbili:j for lndu tri~l Sccurit) p;1h~~, pre.umltbl}, thts (.'fuce 
• t.u rcspw~"bk for &•l' cmin~ t,LII!lU.!IC of •he OD f or:n 2.>~ . ""Cunlrut'! Se.;u. it) 
l"l&.ss•fiCfiiiQO Spc.::ricatron, f.>-cp;tl'lmr-nl101 IJtk'l~t .. rhe rew;llmmc:~Jcd l. llj;!IJ>~;:t OS 
pru,rQloot'o.i " I be incOlJl<l::lltld 1n lin<.l:>l•l:• ~. R Jflt'fr$/bllrlt,..r 'Oi !llo;. ~utrer.: i.lr, It 
vcn. em (It OoO:M.uu.:~l 5:!tll) ~o.;M 

RLCO\l~ar..~O\.TIO'IlHO w,~-Jtd '1(1:11-~JJ ll! lkf<'rUtS.xuruy 
.$lt\ ~ tkttnmr:c:cnd!1npa~ vn:rmtul& :~ 1 

o Whet can.m..J ~ .. t. ccrolu:IX'd lll till OV F01 '15~ • IM ;JTO!tlllO.H.f 
rt w:~ rs~lfk~ CJ>l o"if 

OASA AI T (b)(5 ) 

I>SS RP.SPONSE: As suHeu m our r~rMh' rn ll2·2, t~e f>llSD (llCJ&.S> and tlv( I)S'\ 
rcsp<in5!bt<.o fm pollcy o:hMges ~latm~ 10 ~he 01? f(,rm ?~4 

Utucl. 10 P.dd l'I'J ·•> a '~"JJ:&:'llt~ hnc ltCiil f.Q II: ~u,-,~,1<1\'r:l \\ht;. c:omplcttnJ tm­
Jor.n 
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Office of the Deputy Under Secretary of Defense for 
HUMINT, Counterintelligence, and Security Comments 

Jrutn:ooons 11'1 blc. s I~ Md J.! dmu :1 imm 1 ll•~ pcvgrA:n m:~.:"~~<gc: tom~ u.!c 
ip<'C1.:l CT'l H lrutHOt'l.> tt.c fn>gfli."TI Prvtccuur1 111:1:1 (PPJ-'). CJJS~lli.:aoon <.iu1d<:, 
etc> 

- Jllc pruu• ~VUinl~lur ntusl m~i.mam ~nO ptt1\ldc lllllh•tnt,e,J gov,mrneot ul'flchlls 
Wtlh u!W;It:tl ~~"~ ~: 11J ~IJbC<~..')trllrivn !)llriiClpll'.lna ltllhtil COHirilCtJrrOgt.llli lind 
in\h~lte wh1Ch r~t:lra\ .,:;c·'.>..'> ;o cla:ss1ftcd CPI t.,n.l 01 re~u1rc I!Cl:CSS '"the: CPI 
.:.: olh~r !0~1 w }1r c:on1~:cctioo wl!b :pc:rfonrulll« 01 thc.r $ulxont+<htS 

!\:~1 r, ctn~~C11 lOTS .. • !JSS ~ l~ J>ro;:am Offia: tii pr~.tc P?t-
~wor.:uWt:J (~ ·~" ,....-.... "to~ or app!a.bk tnf.mnMlOn ~ ~;l ~-
d:setbu Vln I 1;p!!CU" ·- !::.~ _,;jjce~ 'N p:tm!llelid SUb-:OQ!..~!P!l b.) J5.~ 

- !lin<- ~~te (or l{l(1tJQll ofnSS cc:m~~l Pl'? :~f!OSHOr)' Ill~~~ as ite :=Cla.c.-s et 
th~ c:r.~i;uutl>SS F1~ld Of~'ke. 

- 1ndi.:Jto \vh~tno>r Ct>ntJ,wlol(i) ••<:;,:d(s) to bL emplcmcr•l lpccrtic ;eeb.no!Qg) 
prorew<>u rm:a~u e c~ ll( th~1r iarilrt}'(lcs' 

OUSD(J) RE~P0/115 1 : (.'0 '1 \L.R. !:>SS s 11Xv:m11cnrktl ·~u,~ns \\II! :~c .lppro!)r.J~Jy 
l!d~d -..•tt •· 1 ncl~f'lre 2 e•oonslb..,;: 1 "Mll Ln~''" 6. "COJ-.lrac: 
Jl~~~ti'!U. Ofdtllfi ~p ~a:;Ullt 52G0.3!.)-~. Pr Cr./lll"tSfoT ("J:Il(~/ f'r&gra.'IJ 

lulor~r.:mrrr.P,~J Clll fl. rh r~ W fAJ:.>artr~lflQ: iftiJ t 
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Office of the Assistant Secretary of Defense (Networks and 
Information lntegration)/DoD Chief Information Officer 

._(,..~KbM!:t 
~.to~r~klu..:nQ.lllt 
,.,. •• ....._.fiOk 

0~="11C!: OF TH- ASSISTANT .!>IILCR[T ARY 0 OE~="ENS'E 
eooo ou-~~ l"t:.O'":"AQO.'l 

~./IS t.:Gi;;N. o.c 2Ctol-6«10 

MEMORAlffiUM rOR. DEPUTY ASSIST.\..'H lNSP.E~l 0!1. tiE~ERAL FOR 
lN n::LL:GE'NCE E\ ALVA fiON , 
DoD r.-iSPECTOR GEX • At 

St."Rit:CT ~ f:.1IG 1~ R:p.:rt No 0! ONJ'Ol-0'242 001 "'DoD .EJ!t-ns ~ 
f":ot Criu al Pro-~ iti"~t10:t: Th.: Ami> ·s W:trticnrC'I: Inib.:m: .. OO:O 

Netw r -'T.,ctksl" 

Tius u In ft\j!Mi>¢ tn )'l'l'Jr memorandum of Arril Q, 20 I 0 rc:mteslillJ?, commerotl 
peruinins to the~ taoje.:t dr3n rc:pon's recor:l.U.Ietl.U.twn.,. 

With r~l,i\U'<b lu te~ouancood\ltio:as B l-1, B·3, anJ I!I·K. w" e~rcc:witb the 
r~wmmecdatlon$. tn the~e reeonunendatl<r.~::; ASD(NJJ).IDoO CIO is lcumri.fled~ pro"1ding 
i'Ull'J)Ort. For ~h of thc~c r«o~oos DA~D(l!..\) '' t:or.1mirte<! to provide 
::n-.q;{~h()o and~~ .l ~.-,·ed by~ le.Jd orpll • 1;on> 

V.1tb ~co reeoJlUIKN:IDcn B5-!, \'>C ·~ '1\ lA ibc ~oc.. Our 
~en W3 rccommen42.tlor. '>"lb.:oopl~=~ wt:hlhe &suz..-,cc: o: Di!ca.~-T>r.c 
~.~~ tDT f) .0: i Se.:nn;y oft:DCW;.~fic. P:!D lnfo.-:n~ ':!on on ~M·D.JD 
Jl'fo;-na.,<:m S :stenU• w J 'ul)' 2009 :his h§Ullrv::t' djt~o:.. thr: !'fO'ceuon of c::t~t~ql 
progr3m U'l.fonnt.t.~or. "" oonu .. dur ")~= The DTM at C()Oldl.ll.311:d ~;th U!:>D• AT ' 1 
a.oJ USD(l' throu~!l ;.he SO 106 pr=e.>s. In c:un¢\::1 WlUl Lhe DH.t, US!.>(AT&::l..) Ul.ltia-..od 
DoD .Federal Aequ1•tlion J~CJUlauor. Supplement (DFARSl <..:a&e 2008-0028 «StfegtW'dins 
Unclassified .II\fo.rm~tJM." which will ptovicle the specific guid~ncc ro contractlug <lffl~s 
aud associated dii1J\e1 ro lmplerru:llt tne biM in <:.onlra .... t~. 

eo~J,, ~,;; ---
At~ Dc))Ut}' -\~~~~tmt Secrec;U)' uf fl~fr.n~t 
tlden~ty IIJI.d lnFonr."l.iOll A~"Uranc.:) 
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Consolidated Army Comments 

SAAl·ZL 

DEPAATMB.'T OF THE AOf Y 
0~ 0~ 'IN . .tss>STA.'IT 1~11~AA'f 00 'I"'C .al"•' 

-'51710\1 U)G;$':"1C$ »m rn:><!'< O('of 
In A3UY i"Eb7U);Otl 

•VI.$H WTON.OC <C~Ib-01)1 

M6MORANOUM FOn DEPUTY INSPECTOR GENEF:IAI.. FOR INTELLIGENCE 

SU3.JECT; R~s;x:l'ln to Ornh DoD las~totC~mr A99Q~'t. Project l'.o. 02006--
0INTO I ~-:2.001 

T'le es·~'d lkx:tlmolll oool&oo U'la U.S Am~y·~ ply .t!)d ecmrrems 10 ll'le 
d~n ..-soon. Results 111 Brief OoO ~lior1s iO ?reluct Ct11ic:&ll .,fogfam lrformatio:t ~ 
Army's Warfl~hter ll'lfO'TT'!I1oOn Nerwork · T~~eal 7ho Oii~"' ot 1hoAss.lslant See:otory 
of ~1':6 Army ~cr Acqut~ttlon, Logtst1cs llrla Technology oonctJr$ v.ith lh.e j•ndings am1 ntfr~ 
the er.clQs~d comments 1o clarify ~lnts mads m fhe drah •epon 

DoD OIG - (b)(6) 
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Consolidated Army Comments 

~ . t I 1':'' 'T 

()bjc(tl\c- ' l"itlt Jlcsu tsm!3r.~l DuD. tTun~to Po or~r fl!o;; l'm;J'm ,,,,.II '" n I he 

"''"' ~'I' rri tc:r lnibrmY.~<'n ~,., .,~ • T~t,tk Jl 

l lluhO, 1o \fDl) !'Ill"? :1nd tt"'dllf<! nH'tl.llliJliG\fdllt* Ullo• 1 •~•chroniZJIOC)ft Olld 

11p11111JJ ,IIIOil fnr "'tnfm\lm pnhcthiD uf ~ntk11l pri!Jrtn1 tllf6nrl~liDo (CPI 

'\ tt\ 1\' R I· "1'0~,£· t cnt.r "'h oomrr.en Tbh b a cont(\l:d.\\:>1 '\SMA!.lt H()i)A l1C..'), 

(i,:!_ Arm) itc~..rc., and Tc.;t.no.c-1.!~ f'Noeiltli•n t.; , ctr C '\R ll't..>an.tA \IC (i 'r('/"lttit 1 h.: 
A~AI-'Lil U_.ftnwlo..SU>t.ri.al B:&>e( >in :oi<'<~lloh l)ffiC<'ofiiRC'SOJ, HQDA OC~.ll-: 
/\RTJ'C, ~ntl I he A '\1C G-~ con:inuc :0.1 •i>ll.l!xmi,c vnotlll~el'!l ~tat 1111pft•t p~ull'C".IO:l<lf ,\nll~ 

C.: PI FMt.:ucn v: Ann1· Cl't "1!('\~m...J b)'J\R 70 I IM I' ~17• -3 Md \R }31·11. ~·.t,a,t. 
vull 1..: th• tpotofi, re>po:l~hihu=, ,,, lh~ ARTrC krod i\MC (,.;:. ~SA(J\.LTt. "ilh input tioo11 
IIQD4. G-2, ,\RT!'C. :~r.:l A.\fC: 02 I, dtY~I~~ n~ n i\rmy R.-!Oltilo~ unt woll a<IJ:ns th~k 

spor.sob h: ~ rn-.~fl'h •o .:~ •~ '\:my >mli:'IMIIl!ll•'l"rl u!rn!ify ~PI and Lalp em>r.t 
COO~etme2lll:C> :0 dlt~dy ~re> enr C.\111\S'fOCr.:SI: of I. I'! A" ~ " '11 <.'<pt(IS l~ ;lllbli$!11!\e 

rm R~i1Jltr,;,r by !S Oocc!'Jh<rlOlU 

f ID•II~~t: 0 n .. .\.raJ) 's" :~rfi~)Uit Jll(!)f\jjahoo !'l'c• .. url.;. h.CikU Pto~tllWl':.l.:rr .. n ... o 
rro•.ct Cnai~;:at Pru;!:ram lnfounut ru.t. 

[l ·1 \\e n::CNTI!t.etll.l LL-....t lh<' llnd~\«l'('llil) •I (kl~l\~.: tA~·'Jiil 1•~·11 l,'l.:l.nolvt::l "''" 

l.u~i h~•) tL '\I~ \.1 <'I.LJI .n .. on>lllt ''""'''\ nlo ll:c tlr.J,'l SlH<I<~rY oll).~il:n~c 
(lmclll~cnteJ,rhe A,;~i~4'•l: Scctcta!1' 0:1t Do:ens<: ~:\etwilrk> .mJ ldbml3tko:r 
I Chkf lnrolllollttvn 01lk~t, o:l<l C •1 "I ~·11"'11 Rl P CUi.,;o,oh(fitifi'119 
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Bl-1 \\c I C{"llll u•(1 "••llh~ l.nder ~~r.:tll' ,, l\o "l1'0tl(lll4UI~Ilie>n, lc.:.nnnloo•f,) olllJ 

lur.:•~• • ~) r1tui•h·•h Wlli..bt•ce for i,:lcntit}·~ tl.'mmcl'.'i II ~f'i-lilo-~hc.t1govct'l'o11'IQJliOll· 
c1•c·shclr "•111P•:n,•tl> l l '> critil'al tnfOJm.:rjM 1<1 h dwl11 •I>H~Hm<:nl •oub .rud lr: inln~ 

""\" rtOuoo. T -:..."ilno 
I lllf'POC1 0:' f)f~fanl 

AR\1\ Jtio'VO''' c .•... ufV.Hftcommett l)ol)o5lCdJn;<o•lHr. nl>fNnl 

u~·\ Ct"mc I \ ll lliOU'IIt) on p<:ncntii}j th~n;;e. l•l !ht: l)ctcr~ I ('dcr.tl :\.C'fUI'·'''"' 

Rcslllatloll Supp.~rn~nlt !);. ARSJ m11cdho<~ '~'•l""~ wntt lor cnc 3f,·gu:J·omg ••I 
llllChUSiHed on(Ounll lOA "'Lhm i.n:Jt;.,tl} 

,\ft\1\ IU P<I''E ~"'',.Jf..!:~ fAll C ~ . ·-, '>l:Wrtl) 

Rotqw~ blNh the ~~or~ mea the s.:.;;ur :y rcqutr. ~ t.:knllfi~ in~ 
aucm1J lt..du :ttal :sc. uutj M~r.cl (l:<lSP0\1) Lrll1tunh.: h< D!.') form .2q 1111 '"' 

::sed lOt c:tnlro~CI' elo.> fu:d "' t~ CanfitJl~!.,.. 'itoel't'l ar l"ll"~rl1lc•d. Ch~nle ~ In 
. ... ~~~ loiii.UU ~ MU p<•lrP .,.,, , .,., requif<,J to ~UJ>pOI't unc! .• ~SIIi<.d .~>t:lrac:t5 C<\~L\ nhl" 
tl'l 

Ul We r~.\tltlft!Ctd ~ It!: t: n=c Sc...c1~ al r.u: (.\f4Jwuon, r.:dw 1-!•~:y ld 
• ~t&l) ol ()c:~_.p;: (l!lle. ig-¢.:.:).-~ 

~ <rttll) 1 (). ;~m.: r.-;ttv.ll.TAS:nd r • 1.kift lt\1. tlll.Jn)' D.lO Cfl~f 
lnrnm t!l)fl On : :r &-. • k-;:> !tl.r.o=-Jizcd -;-1ild.t•"lo: 

I'\3UI1 A1ea Jlnuo . l '~ c.(R~~nurc~ for tb~Ptotc-dlun uf(riiiC.III'rullr.un l nformurutll 
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DoD ln;p(.:IOr General ?l'<'jCCI ~o D2COS.D[};T01 ..0242.u01 

Issue ,, re.a l' tw: l ·: l'fccri vcn~$S or l'~!ici~~ ~o Prot~~t CrUI.;;ti.Pru~mm Tnfnrmarion 

R-ocom:nt;nd"t ion: 

HS-1 w~ l't'~{)RWtenG lnOI the A~~J~t:illf SccrCIP.J:>' oi o .. r .... ~ Cl"~• v.·rwl.~ 1111(1 

lnfnr.nauon lmc~rat:.;)l'l) f>ol) Chicr l nfcrt!l~tii)Jl om.;~r. in :.:>rJun~LLOn Wltl: the I ndcr 

• L!~lt"L1n,..., <>f ;)tf<:ll'< f111 .\.-quoiitivll f'cchh.Oiw.,~ 3.1d !")~.t$1ic~. ,,a,t rot lf1 c::lfigerK~ 
d¢• Clop ar.J pul'>lt.,; ~e.::un:) ~quir~men!J; fvr .:l'n:~actors t'I\XCUin~ CP! ~ \.".O:'ltrae:ur­
a"'ntlJ and t:•'lllm.lrd onl:-nn.."inn \~I"'S 

1\~1\1\' Rt.'>ru,, E.: Comer oou JSS~I.i~l.' c~·mh ~Ill' r .. "' (ru•ernc:emar.j 

in(.ht~ll) ••n fXllc'lt ~1 chan~cs to the l)ctcJlY. f~Jcral Aequtsttu.>n Rcguhtit-n Suppl~mcrr 

(l)FAl~S) tn aadres~ a-cquiremcnlS for !be sari:gu,~rding ofun.:lu"ilk<l ;,,f<>rwl\l't>r Wtltun 

illtiii"J} 

l < ~u.:Ar¢:. Slx: Ability or Count~riuteUi~""~"• lnfclli~cnc<:. :uttJ Security t9 $11)11XII't rite 
Pro tection ofCriticall'm~rsm lnf(mnation. 

f!(i V.e I'<:C(>rrun~r.J tl13l Ulc DlfCC!llr. r>ct~I~C s~'\.U it) Sen IC~. de:cmline ~nd prcp:\1\: 
written su.id.l'IGe ~: 

a \\ 1'.1 C<l.'l and S~;>uiJ o" contllm"d "'ith<n th" DO lS~ for the JXo;ect,.,n C'~ 

contm1lcd .md~''ilic,i CPl. <>ad 

b. JivW pcOJ~Ml.m rroteellon ~t.cn.ld he iiH;?i~tllti\(Cd ~ L"t>l l.;vclol •t~lloi:OnlrllW!I> 

u.nd hu~ lL vc:ri:\• Cllnlr'tdHr ''·'"'Piiu'l<ie Y,tlh the IJO form 254<~nd !h~ pro!::farn 
prot~:c•.on piM 

ARMY RESPO~Sl:: C'one:1r. 

'lo Rl'l·omm.,:td.Juuil 

b SUl' Are:t Eight : " r flHL•Jt i iCill ur Hori7()Ql:sl Proted iOII or CnhnaJ l'r~rsm lnform:ltioc 

D8 \Vc rccotnn•en.:! thJI ctu: lln<!cr S.:KM:tl) ct'l>di:n"! (lntelli~encc) m coordinulh>tl 

wi th tac lln~r ""'""~~"> oi t lefen~(/\¢qtu~itit•n. Tcclmoto.~ and Lo~i&tics), ~nJ the 
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